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Hallbarhetsredovisningen beskriver Géteborgs Hamn AB:s
arbete med hallbarhet ur begreppets samtliga tre dimensioner:
social, miljdmassig och ekonomisk. Utgdngspunkten &r bolagets
uppdrag och i arets redovisning har vi valt att presentera
olika nedslag i verksamheten som beskriver hur vi arbetar
med véra vasentliga hallbarhetsfragor i det dagliga arbetet.
Dartill lyfts sarskilt fokus pa tre intressentgrupper: medarbetare,
bolag i hamnklustret och ett forskningsprojekt.

Var med och bidra till att gora Géteborgs Hamn mer héallbart

Du som liser och tar del av vir hillbarhetsredovisning har kanske idéer och synpunkter
pd vad vi skulle kunna forbittra, bide nir det giller vart hallbarbetsarbete och innehillet i var
redovisning. Hor girna av dig till var Sustainability Manager Louise Komi och beritta.
Du nar henne pa louise. komi@portgot.se. Trevlig lisning!
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VD HAR ORDET

Vi skapar hallbara vardekedjor
for ett livskraftigt samhalle

Som en betydelsefull samhallsaktor vilar stort ansvar péa vara axlar att inte enbart vidta
nodvandiga atgarder utan att ocksé ta en ledande roll i samhallets gemensamma héllbarhets-
arbete. Jag har sedan jag borjade min tjanst som VD i augusti 2023 noterat att det finns en
stark drivkraft och stolthet bland de anstéllda att f arbeta med nagot sa meningsfullt som
att skapa hallbara véardekedjor for ett livskraftigt samhélle. Bolaget har ett starkt fundament
att utgd fran i det fortsatta utvecklingsarbetet mot en héllbar varld.

Vi kommer att fortsatta pa den inslagna vagen och starka
var position som den framsta hamnen i Skandinavien.
Precis som tidigare kommer vi att skapa forutsattningar
for svenskt naringsliv att vaxa och starka dess position
bade i Sverige och internationellt. Osakerheten om hur
framtida godsfloden kommer att se ut har aldrig varit
storre. | tider av ekonomisk volatilitet, geopolitisk insta-
bilitet och klimatkris krdvs nya satt att l0sa problem pa.
| en foranderlig varld kan vi inte bygga var strategi pa
gamla sanningar. Vi maste tanka nytt!

HALLBAR AFFARSVERKSAMHET

En hallbar affarsverksamhet maste vara lonsam for
att klara den omstallning vi alla star infor. Det ar darfor
viktigt att vi fortsatter att skapa konkurrenskraftiga och
hallbara losningar i samverkan med kunder, affarspart-
ners, akademin och andra samhallsaktorer. Samtidigt
som vi gor detta maste vi ocksa arbeta med bade social,
ekonomisk och miljomassig hallbarhet. Vi ar pa god vag
inom alla tre omraden, men tiden ar knapp, och vi maste
accelerera arbetet pa alla fronter.

FRAN ORD TILL HANDLING

Att Goteborgs Hamn har en budget for miljoinvesteringar
och darmed ett minskat avkastningskrav ar en viktig
indikation pa hur hogt vi vardesatter hallbarhetsarbetet
inom framst energiomstallning och klimatatgarder.
Under aret har flera handelser och projekt paborjats och
avslutats i den hallbara omstallningen. Den storsta ut-
maningen att reducera utslappen ligger framfor allt pa den
maritima sidan och var malsattning ar tydlig. Goteborgs
Hamn kommer att fortsatta vara en strategiskt viktig
bunkerhamn och majliggorare for en overgang till nasta

generations fartygsbranslen. Vi gar troligtvis fran att ha ett

fatal bransleslag till att ha en hel palett av fornyelsebara

branslen vilket kommer att stalla okade krav pa oss som
hamn. Innovativa digitala losningar hjalper oss att battre
nyttja de anlaggningar som vi redan har och darmed bidra
till att effektivisera det logistiknatverk vi verkar i. Genom
att efterstrava hogre effektivitet skapas bade lonsamhet
och minskning av utslapp i vara domaner.

NYCKELN TILL EN HALLBAR OMSTALLNING

Min Overtygelse ar att vi maste arbeta med var inre utveck-
ling for att na de globala hallbarhetsmalen. Medarbetarnas
engagemang ar en forutsattning for att ge vart bidrag till
att losa klimatkrisen. Vi behover engagerade medarbetare
for att l6sa de stora utmaningarna vi star infor. Det forut-
satter att vi har medarbetare som vill utvecklas och moti-

veras. Det ar fundamentalt for att kunna uppna nagot storre.

GOTEBORGS HAMN STAR STARKA

Svensk export har gatt bra hittills, och detta har markts
tydligt i Goteborgs Hamn. Aven om de totala volymerna i
Sverige har minskat, haller var marknadsandel sig stark.
Detta ar ett tecken pa att vi gor ett bra jobb och har for-
troendet fran marknaden. Vi har natt uppsatta budgetmal
for aret trots den volatilitet som rader pa marknaden just
nu. Var beredskap och stabilitet inom serviceutbudet

ar en styrka. Vi star starka och har goda forutsattningar
att fortsatta vart arbete pa den inslagna vagen.

e

Géran Eriksson, VD Géteborgs Hamn AB
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Medarbetarnas
engagemang ar en
forutsattning for att
ge vdrt bidrag till

att losa klimatkrisen.
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OM 0SS | GOTEBORGS HAMN

Porten
till varlden

Godsnavet ar var styrka. Géteborgs Hamn

ar mycket mer an bara en hamn. Det ar
Skandinaviens storsta godsnav med ett unikt
geografiskt l4ge vid utloppet av Gota Alv ut
mot vasterhavet. Hamnen ar latt att nd via vag,
jarnvag och sjalvklart sjovagen, eftersom nastan

all svensk utrikeshandel transporteras med hjalp

av sjofart. Nara 30 procent passerar kajerna i
Goteborgs Hamn, som ocksé star for halften av
landets totala containertrafik. Inom en radie av 50 mil
finns dessutom tre huvudstader och 70 procent

av Skandinaviens befolkning och industri.

36,3

miljoner

Via hamnens optimala lage far svensk industri access
till destinationer runt om i varlden genom direkta
destinationer. Dessutom finns frekventa avgangar till
de stora omlastningsnaven pa kontinenten och daglig
trafik till flera europeiska storhamnar. Darmed spelar
Goteborgs Hamn en avgorande roll for svensk import

och export och ar en viktig aktor nar det galler att starka

ton gods per &r gér via G6teborgs Hamn

Sveriges konkurrenskraft.
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TERMINALER OCH TJANSTER FOR ALLA BEHOV

| Goteborgs Hamn hanteras alla typer av gods. Har finns
terminaler och operatérer som ar specialiserade pa olika
omraden for att kunna erbjuda basta mojliga service, dygnet
runt, aret runt. Det galler allt fran lagring, beredning och
omlastning till lossning och lastning, passagerartrafik och
hantering av energiprodukter. Se mer om verksamheternas
geografiska placering i godsnavet pa nasta sida.

OM 0SS | GOTEBORGS HAMN

Goteborgsregionen
ar utsett till Sveriges
basta logistiklage,
dar Goteborgs Hamn
har en avgérande

| 5‘.li'ﬁ:f'-
roll i utmarkelsen. ' Bi’

*Enligt branschtidningen Intelligent Logistiks jury.
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Detta ar godsnavet
Goteborgs Hamn

Godsnavet Goteborgs Hamn bestar av en stor mangd aktorer
och foretag, totalt cirka 320 stycken. Tillsammans utgor de
den logistiktata yta som mojliggor for svensk industri att
nyttja fordelarna med hamnnara logistiklosningar. Flera av
dem ar sparanslutna. Hamnbolaget ar en del av detta kluster.

Goteborgs Stads mark som Goteborgs Hamn AB &ger eller
ansvarar for. Hamnbolaget skoter aven driften av Energi-
hamnen samt kryssningsverksamhet. Sjalva godshanteringen
skots av specialiserade terminaloperatdrer som skoter
lossning och lastning av gods.

APM Terminals Gothenburg. Skandinaviens storsta container-
hamn. Har hanteras cirka halften av Sveriges containertrafik,
jamnt fordelat mellan export och import och terminalen
trafikeras av hela branschens rederier.

Gothenburg Ro/Ro Terminal hanterar alla typer av enhetsberett
rullande gods - trailers, bilar samt aven containrar och gods
pa kassetter.

Logent Ports & Terminals ar en stor import- och exporthamn
for fordon, konstruktionsmaskiner och annat rullande gods.
Har hanteras aven projektlaster sasom husmoduler, ror mm.

Stena Line har tva centralt belagna terminaler med farjetrafik
av ropax-typ (rullande gods kombinerat med passagerartrafik).

Logistikomraden. | Goteborgs Hamn finns ett rikt utbud av lager-
och logistiktjanster. Har forbereds godset infor sjotransporten
—till exempel genom att stuffas i containrar eller byta lastbarare.
Och kommer godset in via hamnens kajer finns flera importlager
att nyttja.

Goteborgs Hamn AB
- markreserv

Raffinaderier. Tre raffinaderier finns i hamnens absoluta narhet,
vilket innebar att Energihamnen i Goteborg ar Sveriges storsta

Goteborgs ‘ [ | % ¥ : - . & L : o e . Elllm'e;nnj etnergihamn och viktig for energiforsorjningen i
Hamn AB / 7 . = = : el - A i - e ela landet.
Kryssningskaj . : —=1 1 | / E . /. : il ] .
i B - —= " ¥ S . A Bilkluster. Med Volvo som en stor och viktig del i godsnavet

@R‘: e =T o ) T k- t : o i far hamnen en naturlig roll som Sveriges storsta utskeppnings-
—s - ; Gothenburg hamn av fordon.
= L. B .. Ro/Ro Terminal & '
E . n Bergtakter. Verksamheten bedrivs av Swerock och Skanska.

nergi-

hamnen
Naturomraden. Omraden med skyddad natur dar Rya skog i 6st

ar ett naturreservat och Torsviken i vast ar Natura 2000-omrade,
: skyddat enligt EU-lagstiftning.
APM Terminals Q
Gothenburg i

Logent Ports /3‘{"'
& Terminals ¢

1) | ¥ / 4 /
Goteborgs "-

Hamn AB /

Kryssningskaj
Stena Line\n\ "000=1,, e

Energi-
hamnen
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Hamnbolaget GODSNAVET | KORTHET
- en central del av godsnavet - 705

K operatorer skoter
Goteborgs Hamn AB ar ett kommunalt bolag som bedriver en bred verksamhet och har olika ARy ) lossning och lastning

affarer. Vi sammanfattar det i fyra punkter for att tydliggdra var komplexa affar och de roller vi
har i olika sammanhang: vara en aktiv landlord, marknadsféra hamnen, hantera anlop och logistik-

till och fréan
hamnen varje dag

fastigheter. Vi &r en naturlig del av Sveriges logistikkedja. Hamnbolaget dger hamnomradet, upplater O
yta till olika aktérer och forvaltar platsen — godsnavet Goteborgs Hamn. Sjalva godshanteringen, o m Totalt finns 6ver
det vill sdga lastning och lossning av fartygen, skots av Géteborgs Hamn AB:s utsedda partners. a0 Nerelere dus 7 Frms T :
For dessa partners utdvar Goteborgs Hamn AB strategisk insyn och kontroll. en radie av 500 km 3 2 O

aktorer/foretag i godsnavet
VART UPPDRAG
Pa Goteborgs Hamn AB arbetar vi med att underhalla och for-

Mer an halften

valta infrastruktur, mark och fastigheter utifran kundernas Vésent“ga hé“barhetS‘

och samhallets behov. Vi utvecklar hamnen langsiktigt 2 i 2 av landets tOtala a = : :
Denov: ‘ etioh, fragor kopplat till vart : : 4 | Tre av fem raffinaderier

bygger nytt och jobbar konstant med olika satsningar for Contamertraﬂk D = . . .

att utveckla hamnen. Syftet ar att fortsatta bidra positivt uppdrag: i landet finns i godsnavet

till smarta och effektiva transporter for industrins varor.

Vi marknadsfor godsnavet och driver hamnfragor pa en

regional, nationell och internationell arena. Vi ansvarar for o Utveckling av godsnavet
driften av Energihamnen och for att alla fartygsanlop till Stabil ekonomi

hela hamnen ska vara sa sakra, effektiva och miljosmarta .

som mojligt. Vi utovar insyn och strategisk kontroll over * E“mat ek
operatdrerna som vi har utsett for att hantera terminalverk- esurseffektivitet
samheten. Arbetet med att utveckla godsnavet, Goteborgs « Energi H A M N B O I_ AG E T | KO RT H E T
Hamn, ar en komplex verksamhet som kraver ratt kompe-

tenser, nytankande och fokus pa hallbara perspektiv. Lis mer hur dessa dr identifierade pa sid 48.

Las mer om var styrning, affarsplan och mal pa sid 28-31. I O O O/

egenfinansierat bolag, 4gt av Goteborgs Stad

INVESTERINGAR 2023:

492 vk
Materiella @*E%

anlaggningstillgdngar

1 7 1 wprezrtil 3926 mkr

Utsedd till EXGy lent

: , ﬂﬁl‘t‘;“: vare~
VAR MISSION VAR VISION VISAR 0SS VARA VARDERINGAR 2
VAGLEDER 0SS RIKTNINGEN AR GRUNDEN av Nyckeltalsinstitutet utifran deras

Jamstalldhetsindex (Jamix)

For att kunna leverera pa vart uppdrag har bolaget
en mission, vision samt varderingar:

ANTAL ANSTALLDA:
Vi ar garant Vi ska vara Samverkan
for naringslivets varldens mest Hallbarhet

A
y

e

i

access till konkurrens- Innovation
hela véarlden kraftiga hamn Palitlighet
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VARDEKEDJAN

Hamnen ar nyckeln
till en hallbar transportkedja

Vérdekedjan beskriver godsflodet och fragor som r centrala for att kedjan ska fungera.
Goteborgs Hamn AB:s roll handlar om att skapa forutsattningar for verksamheten

och ett vdrde for samtliga aktdrer som verkar i den. Bolagets langsiktiga investeringar,
affarsmodell och mal syftar till att skapa vérde for transportkedjan, med en stahilitet och
trygghet dver tid. Detta ger stora méjligheter att paverka och innebér ett viktigt ansvar

i arbetet med att sakerstélla en héllbar utveckling av val fungerande transporter.

Hamnen blir ofta den naturliga samlingspunkten for
utvecklingen av nya hallbara transporter och innovativa
koncept, vilket bidrar till vagen mot en hallbar omstallning.
Det ar darfor naturligt att Goteborgs Hamn AB tar en tydlig
och ledande roll for att ligga i framkant och etablera en
ambitionsniva for hela vardekedjan. Det inkluderar att vara
sammankallande for olika grupper, delta i referensgrupper
och samarbetsprojekt, samt att vara radgivare. Var styrka
som stabil aktor medfor att vi har goda forutsattningar att
ga fore och vaga prova nya lsningar.

Inom godsnavet finns ett ansvar att sakerstalla ett

VARDEKEDJAN

effektivt och valfungerande flode av gods mellan olika
aktorer och transportslag. Sjalva effektiviteten i varde-
kedjan ar den viktigaste vagen till hallbarhet, eftersom
vinsten for miljon och samhallet ligger i ett effektivt flode
av gods. Det minimerar lokal paverkan och hamnen kan
framja valet av de mest skonsamma transportslagen for
varje enskild transport. Genom att bidra till att skapa
effektiva floden genom hela transportkedjan sakerstaller
vi forutsattningarna for nationell import och export av

varor. Det ger i sin tur en ekonomisk och social trygghet

EXPORT FRAN SVERIGE

for bade naringsliv och samhalle till hela landet.

L IMPORT TILL SVERIGE

?ml [\ g
=== HZx

VAL AV EXPORTHAMN

Varuagare, speditorer och
rederier valjer hamn

Nyckelfragor i vardekedjan:

LANDINFRASTRUKTUR

Godset transporteras pa
vag, jarnvag eller pipeline

LAGER/OMLASTNING

Gods lagras innan det ska
exporteras/importeras

HAMNTERMINAL

Terminalerna tar emot godset
och lastar/lossar fartyg

ANLOP

Samverkan sker av manga
aktorer i hamnklustret

VAL AV IMPORTHAMN

Varuagare, speditorer och
rederier valjer hamn

« Totalpris

+ Totalkvalitet

» Farledsdjup
 Linjeutbud/frekvens
- Miljo

« Marknadsfora hamnen
nationellt och internationellt

« Utveckla nya affarer

< Bidra till en konkurrens-
kraftig prisbild i vardekedjan

» Erbjuda digitala verktyg for

» Kapacitet
- Palitlighet

« Planera hamnutveckling

- Paverka politiskt samt
inom logistikbranschen,
i viktiga miljo-, hamn- och
infrastrukturfragor

» Utveckla jarnvagspendlar

« Narhet till hamnen
e Infrastruktur
» Utbud av kringtjanster

» Planera hamnutveckling

» Bygga och hyra ut lager
och logistikomraden

« Driva detaljplaner och bista
aktorer till att investera
i hamnens narhet

- Palitlighet
- Effektivitet
e Prisvardhet
- Miljo

« Planera hamnutveckling

» Vara landlord for terminal-
operatorer och arrendatorer

» Erbjuda effektiv och hallbar
infrastruktur — underhall
och nybyggnation

« Effektivitet

« Sakerhet

« Miljo

* Maritima tjanster

« Skapa forutsattningar for effektiva
och hallbara anlop — samordnings-

ansvar och kajplanering

* Inneha myndighetsansvar for
hamnomradet i enlighet med
Hamnordningen

+ Totalpris

+ Totalkvalitet

» Farledsdjup

» Linjeutbud/frekvens
- Miljo

* Marknadsfora hamnen
nationellt och internationellt

» Utveckla nya affarer

» Bidratill en konkurrens-
kraftig prisbild i vardekedjan

» Erbjuda digitala verktyg for

godsflodet i hela vardekedjan

12 | GOTEBORGS HAMNAB=HATTBARHETSREDOVISNING 2023
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« Skota driften av en effektiv
och hallbar energihamn

< Utova insyn, kontroll och
strategisk styrning

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE

» Paverka politiskt samt inom
sjofartsbranschen, i viktiga miljo-,
hamn- och infrastrukturfragor

godsflodet i hela vardekedjan
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HALLBARHET | VAR OMVARLD

Hallbarhet i var omvarld

Goteborgs Hamn har satt mal att minska klimatpaverkan med 70 procent till 2030 och

i detta inkluderas hamnens egen verksamhet, sj6fart och landtransporterna. Den storsta
utmaningen inom detta mal ar just sjéfarten som traditionellt lutar sig mot internationella
regelverk. Under aret som gatt sa har flera lagférslag som kommer att ha positiv inverkan
pa klimatomstéllningen i sjéfarten och transportsektorn klubbats igenom och ny strategi
fran IMO (International Maritime Organization) har tagits fram.

FIT FOR 55

Klimatlagarna i det sa kallade “Fit for 55"-paketet ska
mojliggora utslappsminskningar for att nd malet om 55
procents minskning till 2030 fran 1990 i EU. Klimatpaketet
innehaller flera lagforslag som ska bidra till den forandring
som behovs for att minska koldioxidutslappen. Dessa lag-
forslag kommer ocksa ha stor betydelse for omstallningen
inom transportsektorn och ar nodvandiga for att EU skall na
sitt mal. Lagforslagen gor att det pd sikt kommer bli svarare

och dyrare att slappa ut samtidigt som omstallningen gynnas.

FUELEU MARITIME OCH AFIR

Under aret har EU natt en dverenskommelse om hur
sjofartens bransle kan bli mer hallbart, vilket benamns som
FuelEU Maritime-forordningen. Genom denna forordning
ar malet att minska vaxthusgasutslappen fran sjofartens
bransle med 2 procent ar 2025 och 80 procent fram till ar
2050. Andra bestammelser inom forordningen som kommer
att ha betydande effekt pa sjofart och hamnar inkluderar
krav pa elanslutning vid kaj. Fran och med 2030 bor 90
procent av alla containerfartyg och passagerarfartyg vara
anslutna till el nar de ar fortojda vid kaj. En ytterligare
forordning som har antagits handlar om infrastruktur for
alternativa branslen. Syftet med denna forordning ar att
sakerstalla att tillracklig infrastruktur finns tillganglig for
lastbilar och fartyg for att ladda eller tanka med alternativa
brénslen och pa sa satt undvika problem med rackvidd.

SJOFARTEN ENAS OM UTSLAPPSMINSKNING

Den internationella sjofartsorganisationen IMO har efter
forhandlingar antagit mal om utslappsminskningar for
sjofartssektorn. IMO:s miljokommitté har satt ett mal for
den internationella sjofarten om nettonollutslapp “till eller

i narheten av” ar 2050, samt delmal om 20-30 procents
minskning av vaxthusgasutslapp till ar 2030, och 70-80
procents minskning till ar 2040, jamfort med 2008 ars niva.
Sjofarten har ansetts svar att reglera, bland annat pa grund
av upplagg dar fartyg registreras i ett land men ags av bolag
i ett annat land. Det beskrivs som en av anledningarna till att
sjofarten utelamnades fran Parisavtalet. Den nya strategin,
med mal och delmal kommer bidra till att omstallningen i
branschen paskyndas, vilket kommer att leda till en 6kad
efterfragan av hallbara transportldsningar.

Susann Dutt

HALLBARHETSKONSULT,
DUTT CSR CONSULTING AB

Medlem i ledningsgruppen, EOPSA

"Under nastan 20 ars tid
hade jag formanen att f4 vara med och
utveckla och driva Goteborgs Hamns
milj6- och hallbarhetsagenda.”

> Det var en mycket givande och utvecklande tid och jag
saknar alla fantastiska kollegor. Idag jobbar jag som
hallbarhetskonsult pd Dutt CSR Consulting och sitter
Gven i ledningsgruppen for EOPSA — European Onshore
Power Supply Association.

1 borjan av 2000~talet blev Goteborgs Hamn forst i
vdrlden med att erbjuda elanslutning med hogspinning
for kommersiell sjcfart och dren direfter jobbade vi
intensivt med att fi igenom en skattebefrielse pa elan-
vdndningen, sivil som att sprida teknikens positiva
miljofordelar till vira hamnkollegor runtom i Europa.
Viktiga framgdangsfaktorer for arbetet har varit tydliga
kravstillare pd kundsidan, ett gediget miljoengagemang
och ambition frin hamnens sida, expertis inom elanslut-
ningsomrddet och en néira samverkan mellan olika aktorer.
Den friamsta utmaningen har handlat om att hitta den
ritta ekonomiska modellen di tekniken dr relativt dyr.

For att uppni malet om nettonoll-utslipp i hamnar

ar elanslutning som teknik helt avgorande, och jag dr
positiv till att lagstiftningen kommer att vara en driv-
kraft i den riktningen. EOPSA arbetar aktivt med driva
pd en snabbare implementering av elanslutning genom
kunskapsspridning och via en samverkansplatiform.
Flera av vira medlemmar ar virldsledande teknikexperter
inom omrddet och vi Gr valdigt glada Gver att en av de
riktiga pionjirerna inom omridet, Géteborgs Hamn,
under 2023 valde att bli medlem. Tillsammans kan vi
bidra till att uppna EU:s miljo- och klimatambitioner
uppnds samtidigt som vi skapar en mer hillbar sjdfart.”
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VOLYMUTVECKLING GODSNAVET

Volymutveckling godsnavet

Aven om omvérldslaget fortsatt varit osdkert under 2023 kan vi se tillbaka p4 ett & med
relativt god utveckling. Vid en summering av volymerna for 2023 konstateras att paverkan for
Goteborgs Hamn varit relativt begréansad. Inom bilsegmentet ser vi stark tillvaxt. Utvecklingen
inom containersegmentet visar en uppgang och kryssningstrafiken hade annu ett rekordar.

HOGRE MARKNADSANDELAR INOM CONTAINER

Nar det galler handel med lander utanfor Europa ar det
vanligast att varorna fraktas pa containerfartyg. | Goteborgs
Hamn hanterades 914000 containrar (TEU) under 2023,
vilket ar en okning med 3 procent. Den svenska container-
marknaden som helhet har minskat med 3 procent jamfort
med forra aret. Goteborgs Hamn tar fortsatt marknads-
andelar jamfort med foregaende ar, vilket innebar en 6kning
fran 53 procent 2022 till 57 procent 2023. Containergods
som kommer till eller gar fran hamnen pa jarnvag har
minskat under aret. Under 2023 minskade jarnvagsvolymen
med 9 procent. Minskningen beror dels pa underhallsarbete
pa jarnvdagen men ocksa lagre importvolymer. Det innebar
att strax under 60 procent av containergodset over kaj
kommer hit eller gar harifran pa jarnvag. Jarnvagsvolymerna
mats i antal fraktade containers, vilket inkluderar gods

som anlant till hamnen med konventionell jarnvag och dar
omlastats till containers.

OKNING AV NYA FORDON, MEN NAGOT LAGRE
RORO-VOLYMER

Roro-enheter bestar framst av trailers for den europeiska
handeln. Totalt hanterades 540000 roro-enheter pa roro-
fartyg och farjor, vilket ar en minskning pa 4 procent fran
2022. Hanteringen av nya bilar har okat med 13 procent till

VOLYMUTVECKLING | GOTEBORGS HAMN

267000 under 2023. Detta beror dels pa en stark export,
men ocksa till viss del en efterslapning av leveranser pa
grund av de storningar som var under 2022. Goteborgs
Hamn fortsatter att vara Sveriges storsta bilhamn.

MINSKANDE VOLYMER INOM ENERGI

Halften av all raolja som tas in till Sverige kommer via
Goteborgs Hamn. Har finns ocksa Sveriges storsta depa-
verksamhet som forsaorjer hela Vastsverige med bland
annat diesel och bensin. Arets resultat innebar 18,4 miljoner
ton, vilket kan jamforas med 22,3 miljoner ton 2022.
Minskningen beror framst pa att raffinaderierna har haft
underhallstopp under aret samt lagre lagring av energi-
produkter. Fokus for 2024 ar att fortsatta stotta vara
raffinaderikunder i deras satsningar pa fornyelsebara
branslen.

NYTT BESOKSREKORD

Kryssningssasongen i Goteborg stracker sig over hela
aret, med ett fokus under sommarmanaderna. Goteborg
har varit ett populart kryssningsmal aven under 2023.
Totalt tog vi emot 81 anlop, med 118 134 passagerare.
Aven antalet passagerare som reser med farjor till och
fran Danmark och Tyskland okade under aret med

5 procent till 1,4 miljoner passagerare.

_ 2023 2022 2021 2020 Jamfért med 2022

Transaktion 09222115557509823546

Container, antal TEU 914000 885000 830000 776 000 +3%
Container pé jarnvég, antal TEU 473000 517 000 458 000 420000 -9%
Roroenheter, antal 540000 561000 565000 515000 -4%
Nya bilar, antal 267000 238000 256 000 234000 +13%
Energiprodukter, miljoner ton 18,4 22,3 19,1 21,6 -17%
Passagerare, totalt 1400000 1330000 700 000 590000 +5%
Kryssningsanlép, antal 81 81 66 11 0%
Torrbulk, totalt ton 439000 375000 256 000 234600 +17%
Gods totalt, miljoner ton 36,3 40,5 37 379 -10%
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HANDELSER UNDER ARET

Nedslag under 2023

PROJEKT SKANDIAPORTEN VIKTIGT FOR SVERIGE
Direktsjofart utan omlastning éver varldshaven till och fran
Goteborgs Hamn ar en viktig forutsattning for svenska
foretag att na globala marknader pa ett klimat- och
kostnadseffektivt satt. Fartygen blir storre vilket kraver
djupare farled in till hamnen. Projekt Skandiaporten mojlig-
gor att Goteborgs Hamn kan fortsatta vara en effektiv
forsorjningsfunktion for svensk utrikes- och inrikeshandel
samt bidra till att starka svenskt naringslivs internationella
konkurrenskraft. Under aret har projekteringen slutforts,
men projektet har blivit forsenat pa grund av att EU-kom-
missionen genomfdrde en utredning angaende eventuellt
otillborligt statsstod. Utredningen slutfordes i november
och kom fram till att inga rattsliga hinder foreligger.
Hamnen ser med gladje fram emot att nu pabdrja genom-
forandefasen i borjan av 2024.

ARENDAL 2 ETAPP 1C

Vid projekteringen av terminalyta genomforde Goteborgs
Hamn AB en klimatkalkyl. Malet var att identifiera huvud-
kallorna till koldioxidutslapp och undersoka mojligheterna
att minska dem. Dessutom syftade kalkylen till att oka
kunskapen, underlatta medvetna val av teknik och material.
De mest betydande utslappen kom fran asfalt, féljt av
diesel och krossmaterial. Malet for projektet Arendal 2
etapp 1C ar att ha kontroll over koldioxidutslappen och
baserat pa detta géra medvetna val med ambitionen att
minska klimatutslappen sa mycket som maijligt. | upp-
handlingen stélldes krav pa entreprendrerna att minska
koldioxidekvivalenterna med 30 procent i relation till
basvardet for asfalten under genomforandefasen. Entre-
prendren presenterade tre olika alternativ for att ytterligare
minska klimatavtrycket, vilket resulterade i att projektet
lyckades sanka utslappen med ytterligare 600 ton.

NYTT VERKTYG FOR ATT MATA KLIMATUTSLAPP

| INFRASTRUKTURPROJEKT

Hamnen har tidigare genomfort klimatkalkyler for storre
projekt som overstiger 50 miljoner kronor. Eftersom det
befintliga verktyget ar komplext och mindre lampligt for
mindre projekt, har hamnen utvecklat ett nytt verktyg for
att mata klimatsutslapp i ovriga projekt. | detta verktyg
ligger fokus pa material som betong, stal, asfalt och bransle,
eftersom dessa ravaror genererar de storsta utslappen.
Verktyget planeras att implementeras under 2024 och ar
avsett att anvandas i alla skeden av projekten, fran for-
studie till genomforande.

Genom att vara projektledare anvander detta verktyg
okar medvetenheten kring utslapp, vilket mojliggor opti-
mering av design och arbetsprocesser. Dessutom kan
resultaten fran klimatkalkylen anvandas for att stalla
krav vid inkop och upphandlingar. Beroende pa projekt
och dess specifika utmaningar kan andra komponenter
ocksa vara relevanta for bedomningen. Till exempel sa
ar klimatberakningar for olika platser aktuella nar det
galler processanlaggningar.

MOJLIGA FORBATTRINGSATGARDER

Bygg mindre

Bygg smartare

Klimatsmarta materialval

SODRA kér bulkfartyg
med massa till Géteborgs Hamn
for omlastning till container
- sen vidare ut i varlden.

Goteborgs Hamn
leder samverkans-
projekt for minskade
VOC-utslapp i
Energihamnen.

Trafiken igang pa ny
containerlinje, T

Samskip, mellan e
Goteborgs Hamn ‘ '
och Island. ———

ETT STOR ANDEL
ELLASTBILAR HAR

BORJAT TRAFIKERA
HAMNEN.

HANDELSER UNDER ARET

Besoksrekord med

118 134 kryssnings-

gaster pa 81 fartygsanlop.

Cargonet utdkade
[CI7]| trafiken pa jarnvag fran
o o) Goteborgs Hamn till Oslo
till fem ganger per vecka.

Aurora - storsta
militarévningen pa
manga ar genom-
férdes i hamnen.

Stl har haft Goteborgs En lyckad och Goran Goteborgs Nytt avtal Gothenburg Nya fastigheter Forlangt Ny laddstation Sjosattning av Antligen
. sin forsta : Hamn AB . uppskattad . Eriksson blir : Hamn deltar . 6ppnar upp . Port Day : forvarvade fran . arrendeavtal . for ellastbilar i . elektrifierad . klartecken for
. lossning av . tecknar . bunkerkonferens . ny VD for . pafirandet . for nésta steg . genomférdes . Castellum. . med Preem . drifti Géteborgs . MS/Hamnen. . byggstart av
- Used Cooking : samarbets- : anordnas av - Goteborgs - av Géteborg - iStenaLines - med tema - tecknas pa : Hamn. * Las mer pasid 20, - Skandiaporten.
- Oil (frityrolja) . avtal med - Goteborgs - Hamn AB. - 400 ar. - flytt till Arendal. - hallbar . - 25ar. * Lis mer pé sid 37.
. for biobrénsle. : Portof : Hamn AB. : > Lés mer pasid 23. : : omstéllning. : :

. Los Angeles. : : : : * Las mer pasid 36.
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Klimatet | fokus

Goteborgs Hamn stravar efter att vara en hallbar hamn och har ldnge bedrivit ett mycket proaktivt
miljéarbete. Genom att ligga i framkant ska hamnen fortsétta vara ett globalt féreddme i miljéfragor,
vilket ar en viktig del i att uppna visionen om att vara varldens mest konkurrenkraftiga hamn.
Goteborgs Hamn har ett ambitiést miljomal att minska sina utsldpp med 70 procent fran ar 2010
till ar 2030. Samtidigt som hamnen ocksa har ett tillvaxtmal vilket skapar en utmaning i och med

att tillvaxt maste ske hallbart.

Under aret har ett klimatrad etablerats i hamnbolaget
med malet att sakerstalla att miljoaktiviteter prioriteras
samt att driva pa miljoarbetet. Klimatradet, bestaende av
specialister och beslutsfattare fran hela organisationen,
utgor en vasentlig del av var integrerade hallbarhetsstyr-
ning. En central del av klimatradets arbete har varit att
kartlagga och bedoma effekterna av de planerade miljo-
atgarderna.

VARFOR BEHOVER VI EN ATGARDSPLAN?

| foretagets langsiktiga ekonomiska planering har man
avsatt en budget pa 700 miljoner kronor for miljdinveste-
ringar fram till 2030. Klimatatgardsplanen presenterar
konkreta forslag pa potentiella miljoinvesteringar, dess
kostnad och uppskattad mojlig koldioxidreduktion. Under
aret har klimatatgardsplanen visualiserats for att under-
latta kommunikation externt och internt samt ge alla pa

hamnen en samlad bild av vilka miljoaktiviteter som det
arbetas med inom foretaget. Det ar en levande dokumenta-
tion som kontinuerligt uppdateras i takt med att arbetet mot
malet fortskrider. Den utgor ocksa en grund for verksamhets-
planering och budgetering.

ATGARDER | EGEN VERKSAMHET

Miljoarbetet foljer principen inifran och ut vilket innebar att
hamnbolaget fokuserar forst pa att minimera utslappen i
den egna verksamheten. Det framsta andamalet ar alltid att
sakerstalla att den egna verksamheten haller en god niva
och att hamnen har gjort sitt yttersta for att minska den
miljopaverkan som verksamheten ger upphov till. Hamnen
har sedan ar 2010 minskat koldioxidutslappen i egen verk-
samhet med ungefar 80 procent och arbetet med att minska
ytterligare fortskrider. Bakgrunden till minskningen ligger

i att hamnbolaget over tid fasat ut fossila energikallor,
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att majoritet av den egna fordonsflottan ar elektrifierad
samt att arbetsmaskiner kors pa HVO (vaxtbaserad diesel).
For de kvarvarande arbetsmaskiner som inte har elektrifie-
rats ligger utmaningen i att de annu inte finns tillgangliga
alternativ som uppfyller de tekniska behoven pa marknaden.
Hamnbolaget har i ar kopt fornyelsebart flygbransle for att
reducera utslappen for tjansteresor genom en gemensam
upphandling med Swedavia. Att kopa fornyelsebart flyg-
bransle ar kostsamt men det ar den atgard som bedoms

ha reell effekt pa utslapp fran flyg samt att det finns ett
varde i att driva efterfragan.

Go6teborgs Hamn AB:s totala utslapp av vaxthusgaser
- direkta, ton koldioxidekvivalenter

Erik Ahrén

CFO,
GOTEBORGS HAMN AB

"Vaéra strategiska mal
maste samverka som businesspartners
och dar &r klimatradet en viktig arena.
Alla vara fem mal - smart hamn,
ekonomisk effektivitet, tillvaxt,
medarbetare, miljo — ar lika viktiga
och inget ar stand alone.”

71 klimatridet arbetar vi med att skapa en dynamisk
klimatdtgdirdsplan som dr realistisk och mdtbar.
Genom att alla delar av verksambeten dr represente-
rade kan vi lira av varandra, skapa en helbetsbild
och kan prioritera mellan olika mdjliga investeringar.
Miljoinvesteringar ér en av vira storsta investe-
ringsposter och det Gr viktigt att vi kan mdta effekten
av dem. Nigot av det viktigaste i det fortsatta arbetet
Gr att ha en tydlig strategi, en omstillningsplan
som ér dynamisk och att klimatridet foljer den
kontinuerligt och gor prioriteringar eftersom vi
lever i en forinderlig omvdrld. Stirsta utmaningen
ar grinslandet mot det vi inte paverkar sjilva
eftersom majoriteten av utslippen kommer frin
transporter vi inte dger och att vi dr sd beroende av
nationella samt internationella regelverk.”

NEDSLAG | VERKSAMHETEN

UTMANINGAR

Vi star infor var tids stérsta utmaning. Koncentrationen

av koldioxid och andra vaxthusgaser i atmosfaren stiger
allt mer. For att temperaturokningen ska vara mojlig att
begransa till langt under tva grader, och helst under 1,5
grader, behover utslappen av vaxthusgaser snabbt minska.
Det ar inte bara hamnen som behover stalla om utan hela
varlden. For att en sadan kraftig omstallning av samhéllet
och de logistiknatverk som hamnen verkar i ska lyckas
behdvs insatser bade i enskilda verksamheter och interna-
tionellt samarbete for att begransa utslappen. Samtidigt
som utmaningen ar stor, ar klimatomstallningen forenad
med mojligheter till stora positiva synergieffekter, som
renare luft och nya affarsmajligheter. Sa som hamnbolaget
valt att mata utslappen ar drygt 99 procent av vaxthus-
gaserna fran kallor som ej ags av Géteborgs Hamn.

De stora utslappskallorna kommer fran sjofarten och
landtrafiken inom hamnomradet vilket visas i figuren.

En stor utmaning ar att dessa utslapp inte genereras av
hamnen och darfor finns det begransat med paverkans-
mojligheter. | klimatatgardsplanen har hamnen stort fokus
pd atgarder for att maojliggora en minskning av utslappen
genom att bygga ut mojlighet till elanslutningar, infra-
struktur for framtidens fartygsbransle och fornyelsebara
produkter, infrastruktur for elektrifiering av tung trafik
samt mojliggora tankning av fornyelsebar vatgas. Det ar
darfor av stor vikt att hamnbolaget samverkar med externa
aktorer for att fanga upp marknadens behov i tidigt skede
och darmed kunna planera for den infrastruktur som kravs
for en hallbar omstallning.

Terminaler 1% Jarnvag <1%

Vg 15%

Sjofart 84%

OMSTALLNING | SUOFART

Under aret sa fortskrider arbetet med elanslutningar med
hogspanning i explosiv miljé i Energihamnen. Vid arets slut
sa ar projektet i slutfasen for tester och Furutank har fardiga
tankers som de ser fram emot att elansluta i borjan av 2024.
En milstolpe for anvandningen av metanol som fartygs-
bransle har uppnatts under aret. Detta da det metanol-
drivna fartyget Stena Germanica blev det forsta icke-tank-
fartyg i varlden som bunkrades med metanol fran fartyg.
Operationen visar att det ar genomforbart att bunkra
metanol fran fartyg till fartyg och visar aven att detta kan
goras pa ett sakert och effektivt satt — inte bara har, utan
aven i andra hamnar runt om i varlden. Utover detta sa har
det under aret paborjats ett arbete med att ta fram drift-
foreskrifter for ammoniak.
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M/S Hamnen — en foregangare

Efter att ha varit i tjanst dygnet runt som inspektionsfartyg i Géteborgs Hamn sedan 1979
blev det dags for M/S Hamnen att konverteras till eldrift. Utéver elektrifieringen sa genomgick
hon en renovering for livstidsforlangning, vilket ocksa &r i linje med hamnens hallbarhetsprofil
— vi bevarar i stallet for att kopa nytt. Med det forvantas fartyget kunna vara i hamnbolagets

tjanst i manga ar till.

OMBYGGD GER MINDRE UTSLAPP AN UTBYTT
Alternativet att helt byta ut M/S Hamnen var aldrig
aktuellt, utan under 2019 bérjade hamnen se pa mojlig-
heterna att bygga om det befintliga fartyget till eldrift.
M/S Hamnen ar i valdigt bra skick och det finns ingen
annan bat som ar battre lampad for uppdraget. Genom
att bygga om i stallet for att byta ut sa reduceras ut-
slappen ytterligare da fartyget far fortsatta leva vidare.
Genom aren har M/S Hamnen varit i aktiv drift cirka
1200 timmar per ar, vilket ger en férbrukning pa cirka
25000 liter diesel. Det innebar ungefar 67 ton koldioxid-
utslapp per ar, vilket ar cirka 15 procent av det totala
utslappen som sker direkt i hamnens egen verksamhet.

TROVARDIGHETSFRAGA

For Goteborgs Hamn ar elektrifieringen av M/S Hamnen
inte bara ett led i jakten pa att nd hamnens klimatmal
utan handlar ocksa om trovardighet. Goteborgs Hamn
staller hoga krav pa kunder, partners och intressenter i

samverkan gallande klimatomstallning och darfor ar det
viktigt att foregd med gott exempel. Att bygga om for att

forlanga livslangd pa ett fartyg i M/S Hamnens storlek
ar ovanligt och darfor har tillstandsprocessen varit
utmanande, kostsam och tidskravande. Trots detta ar
bolaget saker pa att fartyg av denna typ val lampar sig

for elektrifiering och att detta utgor framtidens teknologi.
Genom att vara pionjarer i denna utveckling kan hamnen

demonstrera att det ar mojligt och darmed gora det
enklare for andra som vill folja efter.

ELEKTRIFIERINGEN

| maskinrummet vantade en totalomvandling da M/S
Hamnens befintliga dieselmotor skulle bytas ut mot en
helt ny elmotor med 250 kW effekt. Dartill skulle en fyra
till fem ton tung batteribank pa 520 kWh sattas in, som
kan kompletteras med ytterligare batterikapacitet i
framtiden. | undantagsfall kan sarskilda utryckningar,
oforutsedda handelser eller extrema vaderforhallanden
krava ytterligare rackvidd, och darfor installeras ocksa
en dieselhjalpmotor som drivs pa HVO. Fartygets upp-
drag ar att vara tillganglig i alla sammanhang 24/7 och
darfor behdvs den flexibiliteten. Malet ar att kora pa
batteri 90 procent utav tiden. M/S Hamnens ordinarie
kajplats i Majnabbehamnen kommer att utrustas med
en 125 amperes laddare, vilket racker for laddning
mellan ordinarie uppdrag. M/S Hamnen har varit pa
O-varvet pa Ockerd under aret och arbetet med att
konvertera fartyget till eldrift har gatt enligt plan aven
om det ar komplext att bygga om ett 40 ar gammalt
fartyg till eldrift. Utover att elektrifieringen ar bra for
miljon sa har renoveringen ocksa inneburit en arbets-
miljoforbattring for personalen ombord.

Fakta: M/S Hamnen

Agare och operator: Goteborgs Hamn AB
genom Harbour Masters Office och Hamnkapten
som ar ansvarig for fartyget.

Langd: 20,3 meter
Bredd: 5,7 meter
Djupgaende: 2,6 meter
Marschfart: 8 knop
Driftstimmar/ar: 1200
Ny elmotor: 250 kW
Batteribank: 520 kWh

Réackvidd pa el efter konvertering:
Minst 4 timmar i 6 knop

Investering: 17,3 miljoner kronor.

Utover konvertering till eldrift ingar aven
installation av en ny funktionsenlig styrhytt,
samt en rad arbetsmiljohojande och livstids-
forlangande atgarder.

NEDSLAG | VERKSAMHETEN

David Falk

CAPTAIN,
GOTEBORGS HAMN AB

"Som befalhavare har

Jag ansvar for hela fartyget,

att sakerstélla dess sjovardighet och
att framfora det pa ett sékert satt.”

” Dessutom har jag haft rollen som projektiedare for
ombyggnationen. Resan mot elektrisk konvertering
har varit spinnande och givande. Det dr fantastiskt
att hela besittningen har fitt vara en del av
ombyggningsprocessen, och vdra erfarenheter har
verkligen uppskattats. Att vi har haft majlighet att
paverka och bidra till ombyggnaden kinns bide
roligt och hedrande.

Att vara en foregangare sitter sin prigel, bland
annat genom att det tar lite lingre tid och att man
behiver hitta nya innovativa lisningar. De storsta
utmaningarna har varit den nya tekniken, de nya
reglerna och bristen pd komponenter. Det mest
givande har varit att arbeta med att omvandla en
dldre bit med ny teknik, vilket ger extra gladje till
att vara en del av att bevara den. Denna process
har varit mycket lirorik och utvecklande for hela
besittningen. Det dr en dra att representera fo"remget
inom ramen for vdrt hiallbarbetsarbete och bidra
till en mer hallbar arbetsmilio och miljo.”

Fartygets nya styrhytt har betydligt forbittrat arbetsmiljon,
[frimst genom forbittrad sikt och ergonomisk utformning.

diesel sparas
to n arligen med
ny eldrift
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Musikalen'Wicked handlar om NEDSLAG | VERKSAMHETEN
haxorna i Oz och hur det kom
sig att ena haxan blev godioch

den andra ond.

Hamnens soclala ansvar

Som Skandinaviens storsta hamn forser Goteborgs Hamn Sverige med gods och varor och
mojliggdr att export av viktiga varor till vérlden sker pa ett hallbart satt. Samtidigt, som en del
av Goteborgs Stad, ar Géteborgs Hamn AB ocksa en betydelsefull samhallsaktér som vill dra
sitt stra till stacken for att méta de utmaningar som samhallet star infér. Under aret har flera
aktiviteter genomforts, vilka har engagerat bade medarbetare och samarbetspartners.

HAXOR LOCKADE BARN TILL KULTURAKTIVITETER
Over 1000 barn och unga runt om i Goteborg bjods i
november in till musikalen Wicked pa GoteborgsOperan.
Syftet var att inspirera barn och unga till kultur som en
meningsfull fritid.

Forutom att fa ga pa musikalen Wicked minglade ung-
domarna runt i foajén innan forestallningen och fick ta
del av olika kulturaktiviteter. Kvallen mojliggjordes genom
Goteborgs Hamns partnerskap med GoteborgsOperan

Forutom att uppleva dans i VR-set, fota sig sjalva som
haxorna i Wicked och lyssna till GoteborgsOperans ungdoms-
korer, dansa till Rya Beats fanns majlighet att ocksa fa prata
med operans Unga ambassadorer och representanter fran
Kulturskolan.

FORETT ENAT GOTEBORG
Idéen till att bjuda in barn och unga till en forestallning
med fri entré och forfest med prova-pa-aktiviteter foddes

FORETAGSVOLONTAR PA ARBETSTID

Goteborgs Hamn erbjuder sina anstallda att arbeta som
foretagsvolontar i atta timmar pa arbetstid arligen. | ett
samarbete med Raddningsmissionen kan medarbetaren
valja att servera frukost till hemlosa pa Raddnings-
missionens frukostcafé. Raddningsmissionen ar en ideell
forening som bedriver socialt arbete pa kristen grund och
bekampar social utsatthet i samverkan med privatpersoner,
offentliga myndigheter, foretag, stiftelser, kyrkor och civil-
samhalle. Géteborgs Hamn har en lang tradition av sam-
arbete med Raddningsmissionen som startade redan 1952
nar Géteborgs Hamn tog emot emigranter fran Amerika.
Idag har man ett gediget partnerskap och ar sa kallade
Guldvanner. Engagemanget att delta vid frukostserveringen
ar stort och engagerar bade medarbetare och ledningen.

FIRANDE AV JUBILEUMSHELG
Antligen kunde Goteborgs Stads 400-arsjubileum firas

i borjan av juni. Pa Goteborgs Hamns festivalomrade i
Frihamnen bjods besokarna in till fyra containrar som
visade dels hamnhistoria, dels den innovativa moderna
hamnen som man kunde folja med VR-glasogon och i

de tva sista containrarna var det piratfokus och ansikts-
malningar for de yngsta besokarna.

Utover festplatsen blev utflyktsbaten M/S Trubaduren
navet i hamnens 400-arsfestligheter med sex unika
gratisturer som erbjod passagerare att ta del av
Goteborgs hamnhistoria pa vatten. Pa baten fanns
skadespelare och tillika trubadurer som guidade,

|

KUSTSTADNING

Infor Goteborgs Stads 400-arsjubileum var Goteborgs Hamn
delaktiga i att gora i ordning infor firandet och samtidigt
skapa en mojlighet for unga att fa ett tillskott till sin
idrottsklubb vilket bidrar till en meningsfull fritid. Darfor
stottade hamnbolaget med finansiering av en jubileums-
stadning av hamninloppet i maj.

Fyrahundra idrottsungdomar fran 20 olika féreningar
stadade natur, kust och fick pa sa satt in pengar till sina
klubbar varpa deras medvetenhetsgrad for lokal miljo och
natur hojdes. Med pa resan var dven aktorerna i godsnavet;
APM Terminals, Gothenburg RoRo, Mima, Vasakronan,
Renova och Goteborg Energi. For hamnbolaget ar det ett
sjalvklart val att vara med och framja aktiviteter inom miljon
samt idrottens ungdomsverksamhet.

samt Destination Tynnered, Handslag fér Biskopsgarden under véren och sedan har arbetet med att fa ihop olika - ) Lo e
.. berattade och sjong. Det blev fyra roliga dagar ¥ T —_ 3
och Handslag fér Bergsjon. samverkanspartners utvecklats. T : o & A
D lig och spannande helkvall med magi — Vi &r manga bolag i staden som vill bidra till ett tryggt st o sl L etmertitis el et Ry, HISTORISK GUIDNING
— Det var en rolig och spannande helkvall med magi, fulla fartygsturer och tusentals ;"-_-...;_,,, % AV HAMNEN PA

fantasi och musik for barn och unga. Och framfor allt kunde
vi ge dem en mojlighet att fa prova pa en aktivitet som de
kanske inte har stott pa forut. For oss pa GoteborgsOperan
var det en viktig kvall dar vi motte unga goteborgare

som kanske inte tidigare besokt oss, menar Eva Essvik,
chef partnerskap pa GoteborgsOperan.

och enat Goteborg, dar barn och unga, oavsett bakgrund,
ska fa en chans att ha en meningsfull fritid. Alla kan vi géra
nagot, sa vi pa hamnen tankte till, och bytte ut kundkvallen
vi brukar ha pa GoteborgsOperan till en stor barn- och
ungdomskvall. Och jag ar helt overtygad om att initiativet ar
nagot som bade hamnens kunder och medarbetare stottar,
sager Goran Eriksson, VD pa Goteborgs Hamn AB.
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utdelade glassbatar.

M/S TRUBADUREN,

L v

GOTEBORGS HAMNAB=HATEBARHETSREDOVISNING 2023



NEDSLAG | VERKSAMHETEN NEDSLAG | VERKSAMHETEN

Elanslutning
— historisk tillbakablick 2011

Elanslutning med ny teknik

2021

Elanslutning Energihamnen

Gﬁteborgg Hamn AB har lénge arbetat med att fé anlépande fartyg att ansluta till Stena Line elansluter sina farjor till Goteborgs Hamn AB utvecklar ett

landstrém nar de ligger vid kaj, i stéllet for att ha motorerna i gdng. Under 2023 har ett bade Tyskland och Danmark. Samtidigt nytt varldsunikt koncept med mojlig-
B Lo ] ) . . . invigs en ny teknik som omvandlar het till elanslutning midskepps som

nytt lagforslag gatt igenom vilket hamnen har varit med och kdmpat for under manga 50 hertz-frekvens pa land till 60 hertz gor det sakert, miljévanligt och

° . . "o w . " . . som ar den vanligaste frekvensen kostnadseffektivt att elansluta

ar och i detta avsnitt lyfts viktiga handelser fram. Tillsammans berattar de historien ombord pa fartyg. tankfartyg. Projektet genomfors i

om vilken féregéngare hamnen varit i arbetet med elanslutning. Genom att elansluta , nara samverkan med flera rederier

pa Donso, nationella och europeiska
hamnar, klassningssallskap, olje-

bolagen samt Transportstyrelsen.
Hamnen ingdr i en internationell

arbetsgrupp i OCIMF (Qil Companies

fartyg vid kaj minskar koldioxidutslédppen kraftigt och utslappen av svaveldioxid,
partiklar samt kvéaveoxid reduceras till ett minimum. Dessutom ger l6sningen en tystare
hamnmiljé och battre arbetsmiljo ombord pa fartyget da buller och vibrationer minskar.

Roro-terminalen International Marine Forum) for hur
elansluter tankbatar och terminaler skall
Ytterligare en elanslutning utforma elanslutning pa ett sakert
installeras pa kajplats 712 och funktionellt satt.

i Goteborgs Hamns roro-
terminal, vilket ar en av de
mest trafikerade kajplatserna

och dar DFDS har tva fartyg

Leder varldens hamnar som har méjlighet att elansluta.

World Ports Climate Initiative bildas
och Goteborgs Hamn far ta ledningen
for ett arbete som ska inspirera

hamnar varlden over att erbjuda 20 12
fartyg elanslutning vid kaj.
Villkor i miljétillstand

| miljotillstandet etablerades ett

1989

Stena Line elansluter

Stena Lines farjor Stena Germanica
och Stena Scandinavica stanger av
motorerna vid hamnstoppet i
Goteborgs Hamn. De elansluter sig
till landel med lagspanning for att
klara stromforsorjningen ombord.

2004

*
! / e s villkor om att hamnen ar skyldiga Y5
Mll]c‘pr'sens Oscar att bygga elanslutningar vid 2023 ity
Goteborgs Hamn vinner det forfragan fran redare.

prestigefyllda miljopriset
Energy Globe Award for sitt
miljoarbete med elanslutningar.

Lagstiftning i EU

EU beslutar att krava elanslutningar
pa containerfartyg och passagerare-
fartyg vilket ar nagot som hamnen
arbetat for under manga ar och
valkomnar. Den nya lagstiftningen
heter AFIR och FuelEU Maritime.

2008

Fler miljopriser
Varen 2008 belonades
Goteborgs Hamn med

2023
? O 14 Arbete pigar

med elanslutningar

2000

Virldsunik elanslutning
Med helt ny teknik kunde det

forsta fartyget elansluta sig med g;etz:jgzz’i;’vnadr:nf;[j;: . Nytt lige for Stgna!.me | i Fnerglhamnen |
hogspannln”g V|q k?JA Goteborgs Priset som delas ut av Lloyd's List En 'helt Py anlaggmng for elanslutning Goteborgs Hamns Energihamn
Hamn var'forst i varlc}en med att' uppmirksammar foretag eller organisationer |rjv!gs for Stena Lines nya ty'sklands— arbetar med att elansluta
kH‘nna eerudg detta till Kommer5|ell som markbart bidragit till att motverka farJ“or.'Tof(Aalt kan nu var treqje fartygs- tanke“rs och'ﬂera gv fje lokala
sjofart och darmed kraftigt reducera féroreningen av vara hav fran sjéfart. anlop i Goteborgs Hamn stanga av Donsorederierna i Goteborg
utsldappen. Stora Enso var den dieselmotorerna vid kaj och anvanda kommer att sta redo att koppla
padrivande kunden. el fran land. in sina fartyg fran dag ett.
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HALLBARHETS-
STYRNING

For Goteborgs Hamn AB handlar hallbarhet om att na en
balans mellan samtliga tre dimensioner av hallbarhet.

| samrad med var dgare arbetar vi for en hallbar stad och
i samverkan med vara intressenter arbetar vi for en hallbar
bransch. Vi har direkt paverkan inom omraden som beror
samtliga tre hallbarhetsdimensioner och bidrar ocksa
till paverkan genom var roll for hela godsnavet och via
relationerna till vara intressenter. Fem vasentliga hall-
barhetsfragor har identifierats for bolaget, se sid 10 och 48.
Vi arbetar med att styra samtliga. Inom flera omraden,
exempelvis miljo, utdvas styrning av saval direkt paverkan
som indirekt paverkan.

INOM EKONOMI balanseras marknadsmassiga forutsatt-
ningar och behov av ett langsiktigt agerande. Ett starkt
kassaflode fran verksamheten ar avgorande for att mojlig-
gora bolagets investeringsprogram och skapa forutsatt-
ningar for hallbar tillvaxt.

INOM MILJO sker styrning for att minimera miljopaverkan
fran den egna verksamheten och 6vriga godsnavet. Genom
att proaktivt ta fram atgarder i samverkan med terminaler,

26 | GOTEBORGS HAMN AB - HALLBARHE

rederier, arrendatorer och landtransportorer, bidrar vi
till mer hallbara transporter.

INOM SOCIALT ANSVAR agerar vi bade lokalt inom
Goteborgs Stad och utifran var roll i hamnklustret.
Bolaget ska fortsatta vara en attraktiv arbetsplats som
kannetecknas av en god, saker och utvecklande arbets-
miljo. Genom kompetenta och kreativa medarbetare drivs
utvecklingen och verksamheten framat.

Malen i affarsplanen ar kopplade till varje hallbarhets-
dimension dar alla ar sammanlankade och inget avdem
kan uppfyllas pa bekostnad av de andra. Detta for att uppna
ett hallbart godsnav. Utmaningen for bolagets styrning
ligger i att sakerstalla balansen och forhindra konflikter pa
mal och aktivitetsniva. | detta avsnitt beskrivs formerna for
hallbarhetsstyrningen och dess réda trad fran affarsplan
till aktiviteter i verksamheten och darefter granskning och
uppfoljning. Det inkluderar information om agarstyrning,
samverkan med intressenter, ledningssystem och saker-
hetsarbete. Dartill redovisas mal och utfall samt risker och
djupdykning i arbetet med specifika intressenter.

HALLBARHETSSTYRNING

\ | /
M,
L

Sa arbetar vi med FN:s o’
hallbarhetsmal

ELORALA WALEN
| Skandinaviens storsta godsnav har Géteborgs Hamn AB en viktig roll for att bidra il

genomforandet av Agenda 2030, bade pé lokalt och globalt. Agenda 2030 handlar om att

varldens lander har antagit 17 globala mal for hallbar utveckling som syftar till att uppna

fyra saker till ar 2030: avskaffa extrem fattigdom, minska ojamlikheter och orattvisor i

varlden, framja fred och rattvisa samt l6sa klimatkrisen. Géteborgs Hamn AB berors av

15 av 17 mal och 63 av 169 delmal, vars grad av relevans varierar utifrdn bolagets uppdrag

och verksamhetens paverkan. Las mer om analysen pé sid 48.

Vi skapar varde...

...for vara kunder, naringslivet och samhallet genom att utveckla godsnavet
och skapa forutsattningar for hallbar tillvaxt. Det gor vi genom att vara
garant for naringslivets access till hela varlden.

HALSAOCH
VALBEFINNANDE

ANSTANDIGA
ARBETSVILLKOR
0OCHEKONOMISK
TILVAXT

4 GODUTBILDNING:
FORALLA

RENTVATTEN
OCHSANITET

o

HALLBARINDUSTRI, 1 BEKAMPA KLIMAT-

10 Siiver [ 19 Gouos ™
MANGFALD

FORANDRINGEN

3 2

Generella Betydande Centrala

INNOVATIONER OCH

14 Mociuam HALLBAR INFRASTRUKTUR

RESURSER KONSUMTION

FREDLIGAOGH GENONFORANDE
16 e OCHGLOBALT OCHPRODUKTION

SAMHALLEN PARTNERSKAP
92

VI belastar...

...naturen genom att hamnverksamheten har paverkan pa klimat, vatten,
mark och resurser. Vi vidtar atgarder for att minska var och vara kunders
miljopaverkan. Det handlar exempelvis om att skapa incitament for omstallning
inom sjofarten genom miljorabatter, arbeta for att 6ka andel gods pa jarnvag
eller genomfora kompensationsatgarder. Vi nyttjar var roll for att paverka

sa manga aktorer som mojligt.

)) Mer information om FN:s hallbarhetsmal hittar du har: www.globalamalen.se
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HALLBARHETSSTYRNING

Bolagets styrning och affarsplan

Goteborgs Hamn AB 4gs av Géteborgs Stad och styrningen av bolaget utgar ifran kommunens
kort- och langsiktiga planer. Bolagets styrelse sétter arligen inriktningen for hur kommunens
budgetmal ska uppnés och vilka fokusomraden som ar sarskilt relevanta for bolaget att arbeta
med. Utifran inriktningen tar bolagets ledningsgrupp fram en affarsplan med konkreta mél

och beskrivning éver hur mlen ska nés.

INTERN STYRNING

Bolaget har en generalplan for hamnens langsiktiga
utveckling, vars syfte ar att sakerstalla att Goteborgs
Hamn star val rustad att moéta marknadskraven over

de kommande 30 aren. Dartill finns en strategisk tioars-
plan, affarsplan samt investerings- och underhallsplaner.
Bolaget har aven strategier och planer inom specifika
amnesomraden for att tydliggora dess inriktning.

For att bibehalla en god ekonomi och hantera handelser
som kan paverka bolagets formaga att na sina mal sa
finns budget, prognoser och internkontrollplan.

VAR AGARES ROLL

Goteborgs Stadshus AB ar moderbolag for den
koncern som utgors av alla kommunala bolag inom
Goteborgs Stad. Dar utovas den formella aganderollen
over hamnbolaget och utformning av vart uppdrag,
utifran kommunfullmaktiges beslut. Bolaget ar
egenfinansierat och lamnar koncernbidrag till staden.

Goteborgs Stads kommunfullmaktige valjer
styrelseledamoter, lekmannarevisorer och revisorer
for bolaget och dess dotterbolag. Kommunfull-
maktiges stallningstagande hamtas in innan beslut
av storre vikt eller principiell betydelse fattas
i verksamheten.

Bolagets uppdrag fastlas i ett agardirektiv som
reglerar vilken typ av verksamhet som far bedrivas.
Ett nytt dgardirektiv beslutades 2019 och mindre
justeringar féljande ar. Arligen med undantag for
valar genomférs dgardialoger mellan styrelserna i
hamnbolaget och Goteborgs Stadshus AB for att folja
upp hur bolaget arbetar utifran uppdraget och i enligt
med Goteborgs Stads styrdokument.

Fran agarstyrning till medarbetarens individuella plan

Bolagets planer, strategier och mal bryts ner per avdelning och till individniva,

i syfte att skapa en rod trad for den interna styrningen.

AGAR-

STYRNING

GENERALPLAN

STRATEGISK

10-ARSPLAN
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AFFARSPLAN

Goteborgs Hamn AB:s affarsplan formas utifran dgar-
direktivet samt styrelsens inriktning for aret. Planen
grundas ocksa pa en nulagesanalys av vad som sker

i omvarlden, prioriterade risker samt utvardering av
befintliga arbetssatt och metoder. Vara intressenters
krav och behov beaktas saval som verksamhetens behov
och vara medarbetares utveckling. Affarsplanen galler
i tre ar och endast mindre revideringar sker varje ar.

I planen finns fem strategiska mal, lds mer pa nasta
sida. | planen anges bolagets inriktning och ansvar
kring hallbarhet, da det &r en grund som genomsyrar
hela planen och samtliga mal. Syftet med ett integrerat
arbete ar att bidra till FN:s globala mal fér hallbar
utveckling.

FYREN LEDER 0SS RATT

Bolagsstyrningen sker utifran ledningssystemet Fyren
dar behov- och kravbilden utifran olika intressenter
och bolagets intressen bryts ner pa kort och lang sikt.
Det handlar om att g6ra réatt saker, pa ratt satt, i ratt
tid for att skapa nojda kunder och uppna var vision.
Grunden ar uppbyggd utifran verksamhetens tidigare
ISO-certifierade baserade arbetssatt inom kvalitet,
miljo och arbetsmiljo.

UTVARDERING OCH KONTROLL

Arbetet med att kontrollera och kvalitetssakra verk-
samheten sker inom ramen for arbetet med Fyren och
dess struktur. Det innefattar olika utvarderingar, upp-
foljning av mal och resultat, hantering av avvikelser,
revisioner samt analyser vid interna forum for kvalitet,
miljo och arbetsmiljo. Varje ar valjs ett antal omraden
och processer ut som ska sarskilt granskas. Detta for att
kunna verifiera att riskreducerande atgarder och andra
kontrollaktiviteter fungerar pa ett tillfredsstallande satt.
Det handlar ocksa om ett [0pande arbete med att etablera
en kultur dar var och en tar sitt ansvar for den interna
kontrollen. Stora delar av bolagets verksamhet omfattas
av lagstiftning. Lagforteckningar finns tillgangliga i verk-
samheten och foljs upp lopande.

AFFARSPLAN

VERKSAM-

AVDELNING

HALLBARHETSSTYRNING

STRATEGISKA MAL

Beskriver vara langsiktiga mal

AFFARSPLAN

Definierar och konkretiserar vara mal

VERKSAMHETSPLAN

Beskriver hur vi nar vara mal
KPl:er
Méter progressen mot strategiska malen

DOKUMENT PROCESSER

Mallar Beskriver

Policys vara arbetssatt
Checklistor och standiga

Rutiner forbattringar
Instruktioner

HUBBEN OCH
SYSTEMSTOD

Stoder vara

ORGANISATION

Vi som jobbar har
och ovrigt stod medarbetares uppdrag
tex roller, ansvar, tex Sharepoint,
forum 2c8, TRIA

OPERATIV VERKSAMHET

Fyren mjliggor ordning och reda och ger stod it verksambeten i att:
planera, leda, genomfora, folja upp, utvirdera och forbittra.

INDIVIDUELL
MAL- OCH
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HALLBARHETSSTYRNING

Bolagets mal - hur gar det?

| tabellen nedan presenteras utfallet for bolagets mal i affarsplan 2023-2025, med undantag for
miljémalet som stracker sig till 2030. Dessa mats genom fem stycken KPl:er. Utdver dessa méter
vi dven ett antal KPl:er for bolagets prestanda. For detaljerad information, se kommentarsfaltet
samt nyckeltalsavsnittet pa sid 49-56.

® god vdg att nd mélsattningen NV Har sker utveckling i ritt riktning
Kriivs mer for att nd malsittningen =) Hir har utvecklingen stannat av

© Kommer inte att na malsittningen ) Hir sker utvecklingen i fel riktning

FRAN MAL TILL FORANDRING

Bolagets avdelningar utgar fran affarsplanen och bryter
ner malen i egna verksamhetsplaner med aktiviteter.
Aktiviteter skall leda mot maluppfyllnad och att genomféra
vart uppdrag. Varje medarbetare har ocksa en individuell
utvecklingsplan som kan harledas till verksamhetsplanen
och affarsplanen. | utvecklingsplanen satts aktiviteter

pad individniva vilket skapar delaktighet och en rod trad
genom hela verksamheten.

Kommentar

HALLBARHETSSTYRNING

ATT FOLJA FORANDRINGEN

Bolaget foljer framdriften i arbetet mot malen pa flera
olika nivaer. Arligen sammanstalls matetalen per KPI och
sammanstalls per mal, for en total uppfdljning av hela
affarsplanen. Bolaget foljer ocksa upp aktiviteterna i varje
verksamhetsplan per kvartal och presenterar for hela
verksamheten. Bolagsstyrelsen tar del av uppfoljningen
fyra ganger per ar och Goteborgs Stadshus AB far ater-
koppling kring hur val leveransen sker enligt uppdraget.
Varje avdelning foljer upp sin plan manadsvis och de
individuella utvecklingsplanerna foljs kontinuerligt av
medarbetare och chef.

ANSTANDIGA
ARBETSVILLKOR
OCHEKONOMISK

TILVAXT
17 GENOMFORANDE

N SMART HAMN i
@ Digitaliserings- . —
(EEiEe 0% L

&

ANSTANDIGA
ARBETSVILLKOR
(OCHEKONOMISK
TILVAXT

EKONOMISK o
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ANSTANDIGA
ARBETSVILLKOR
T
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Malvardet for bolagets digitaliseringsmognad ar satt till 70 % innan ar 2025 ar slut. 2023 uppnaddes ett resultat pa 63 %.
Nedgangen ar forvantad da testmetoden ar utbytt med avsikten att fa en mer nyanserad och traffsaker skattning. Bolaget

ar starkt inom omradena styrning, strategi, mal och IT-infrastruktur medan processer, organisation och framfor allt omradet
data samt analys har forbattringspotential. Behovet av en mer faktabaserad och datadriven kultur visar sig i resultatet dar

ett speciellt fokus behover riktas till data och analys.

Malvardet for arlig avkastning pa anlaggningstillgangar 2023-2025 ar 5%. Malet fordelat per ar ar: 2023 5,5 % avkastning,
2024 5,5 % avkastning, 2025 4,5 % avkastning. Detta uppnaddes med bred marginal under 2023 med 7,2 % for Goteborgs
Hamn AB och med 7,1 % for hamnbolagen konsoliderat. Resultatet dversteg budget och tillsammans med nagra positiva
engangsposter sa blev det ett “all time high”. Daremot paverkades avkastningsutfallet aven positivt av att byggstarten for
arbetet med farledsfordjupningen som var planerad att starta under forsta halvaret 2023 blev forsenat. Framdriften

i bolagets projekt har varit mycket god under 2023. Trenden ar positiv och fortsatt positiv progress forvantas.

For innevarande affarsplaneperiod fram till 2025 ar malvardet for tillvaxt 6 %. Preliminart utfall for 2023 enligt beslutad
matmetod ger en tillvaxt pa 1,5% for 2023 jamfort med basar 2022. Volymerna har varit relativt stabila i samtliga segment.
Containertrafiken har haft bade dkade volymer dver kaj samt 6kad marknadsande, nya personbilar har haft en mycket god

tillvaxt samt ett nytt rekordar for kryssning.*

Malvardet for HME var satt till 85-90 och utfallet blev 87, vilket &r ett starkt resultat. Foregaende ar var resultatet 88.

Under aret har vi haft flera kompetenshdjande aktiviteter bade for chefer och medarbetare. Exempel pa detta ar utbildningar
inom sjalvledarskap, alkohol och droger pa arbetsplatser samt Port Academy som var en satsning tillsammans med alla
hamndelarna. Under 2023 har vi haft flera olika halsosatsningar som vi tror leder till minskad sjukfranvaro och en okad
motivation. Det stora antalet nya medarbetare har bidragit till en positiv arbetsmiljo och infort nya perspektiv och idéer.

Utslappen av vaxthusgaser minskade med drygt 10000 ton jamfort med foregaende ar, vilket motsvarar en reduktion pa
ungefar 28 % jamfort med basaret 2010 enligt preliminara resultat. Huvudsakligen ar det emissionerna fran sjétransport som
ligger bakom denna minskning. Mellan 2022 och 2023 har utslappen fran sjotransporterna minskat, och detta forklaras till stor
del av minskad liggtid vid ankar och kaj for tankfartygen. Jamfort med koldioxidutslappen 2022 ar vagutslappen 2023 cirka

5% lagre. Minskningen beror pa en nedgang i den totala vagtrafiken. Sammanfattningsvis sa beror arets minskning framst pa
andringar i trafikflodet. Det kravs en okad minskningstakt under de kommande aren fram till 2030 for att na det uppsatta malet.

*Slutgiltigt resultat drijer till nér slutgiltigt underlag inkommer under 2024.
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Langsiktiga
relationer med
vara intressenter

Vér verksamhet paverkar och paverkas

av en rad olika intressenter — fran dgare

och medarbetare till kunder, leverantorer och
myndigheter. Genom att lyssna pa vara intressenter
blir vi battre pa att forsta vilka fragor som ar viktiga,
hur vi ska prioritera och vad vi behdver utveckla.

| hamnbolaget samverkar och kommunicerar vi [6pande
med véra intressenter pa varierande sitt och genom olika
kanaler. Mer information om véra intressenter, kanaler
for dialog samt vilka férvantningar vara intressenter har
och vilka fragor de lyfter, aterfinns i tabellen nedan.

och

Myndigheter

Leverantorer

Sambhille

omvarld*

GOTEBORGS
HAMN AB

Integrerade

partners?

Strategiska
samt
integrerade
partners?®

Medarbetare

1. Rederier, speditirer, varudgare, jirnvigsbolag.

2. Av hamnen utsedda, ex APM Terminals Gothenburg,
Logent och Gothenburg Ro/Ro Terminal.

3. Bolag i hamnen som dr driftsoperatirer eller som
Goéteborgs Hamn AB har en affirsrelation med,
ex Preem, St1.

4. Lokalsambillet, narboende, branschorganisationer,
politiker och media.

m Huvudfraga/ forvantan pa hamnbolaget Kanaler for dialog

I'igare Skapa forutsattningar for tillvaxt, sysselsattning och hallbar utveckling
i Goteborg. Att leda godsnavet till att vara en garant for naringslivets access
tillomvarlden och konkurrenskraftiga pa marknaden. Utdva insyn, styrning
och kontroll pa strategiska partners utifran ovanstaende syftningar.

Kunder Sakerstalla Sveriges bdsta logistiklage. Effektiv fullservicehamn inklusive
brett utbud av kringtjanster. Tillganglighet. Brett linjeutbud till sjoss och land.
Valfungerande infrastruktur och driftsforeskrifter. Balanserat och stort
volymunderlag. Marknadsfora hamnen. Kostnadseffektivitet. Tydligt informa-
tionsflode. Erbjuda och utveckla digitala tjanster kopplat till godsflodet.

Presidiematen, styrelsemoten, agardialog,
rapportering till staden.

NKI, Gothenburg Port Day, Energihamns-

dagen, kundkontakter och besdk, bunker-
forum, branschorganisationer, webbplats,
sociala medier, nyhetsbrev, massor.

NKI, regelbundna moten kopplat till
marknadsforing, forsaljning, kommunika-
tion, sakerhet, miljo och infrastruktur.

NKI, Gothenburg Port Day, Energihamns-
dagen, regelbundna besok, samverkans-
forum, branschorganisationer, webbplats,
sociala medier, nyhetsbrev, massor.

Utvecklingssamtal, arbetsplatstraffar, HME,
Winningtemp, arbetsutskott, arbetsmiljo-
kommitté, medarbetardag, intranat.

Upphandling, startmaéten for nya ramavtal,
uppfoljningsmaoten. Regelbundna moten.

Regelbundna méten och dialog med myndig-
heter och hamnar pa lokal, regional, nationell

Branschorganisationer, studiebesok, moten,
massor (bade bransch och mot arbets-
marknad), forskningsprojekt, sociala medier,
mail, telefon, webbplats, mediakontakter.

Terminal- Andamalsenlig infrastruktur i och till/fr&n hamnen, pa kort och lang sikt.

operatérer Langsiktiga forutsattningar att bedriva effektiv fullservicehamn med brett
utbud av kringtjanster. Balanserat och stort volymunderlag. Stod kring
marknadsforing och forsaljning. Erbjuda och utveckla digitala tjanster kopplat Gemensamma kundbesok.
till godsflodet. Samordning kring sakerhet, miljo och generella hamnfragor.

Bolagi Andamalsenlig infrastruktur i och till/fran hamnen, pa kort och lang sikt. Lang-

hamnklustret siktiga forutsattningar att bedriva hamnverksamhet. Balanserat och stort volym-
underlag. Marknadsfora hamnen. Erbjuda och utveckla digitala tjianster kopplat
till godsflodet. Samordning kring sakerhet, miljé och generella hamnfragor.

Medarbetare Ansvarsfullt féretag. Saker och trygg arbetsmiljo. Bra anstallnings- och lone-
villkor. Balans i livet. Méjligheter till utveckling och karriar. Flexibel arbetsplats.
Forutsattningar for delaktighet och motivation. Mojlighet att genomfdra
utbytesprogram med andra hamnar.

Leverantdrer Ansvarsfull, palitlig, tydlig och kompetent bestallare med hdg affarsetik.
Hallbarhet vid upphandling och framtida teknikval.

Myndigheter Folja aktuella lagar, tillstand och villkor. Kommunicera vara langsiktiga planer.
Utveckla en andamalsenlig infrastruktur. Trovardig och palitlig verksamhets-
utovare samt samarbetspartner. Bidra till samhallets olika utmaningar. och internationell niva.

Samhalle och Palitlig och ansvarsfull aktor. Bidra till samhallets olika utmaningar.

omvarld Minimera miljopaverkan. Skapa arbetstillfallen.
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UTBYTE GENOM FORSKNING OCH AKADEMI
Hamnbolaget samarbetar aktivt med olika intressenter,
inklusive olika samhallsaktorer. Det ar av stor vikt for oss
att dela med oss av var tid och kunskap. Vi deltar regel-
bundet i olika forskningsprojekt med malet att forbattra
var verksamhet och 6ka var forstaelse for framtida
innovationer som identifierats genom forskning. Sam-
arbetet stracker sig till Goteborgs universitet, Chalmers
Tekniska Hogskola samt andra hamnar och forsknings-
institut. Syftet &r att gemensamt hitta [0sningar pa de
utmaningar som kontinuerligt identifieras inom var
verksamhet och bransch. Under det senaste aret har vi
deltagit i diverse projekt, sasom undersokningar av hur
betongbalkar med integrerade sensorer reagerar i marin
miljo till Vinnovaprojekt dar det utreds och testas hur
Al kan anvéndas for att erhalla insikter om trafikfloden
till och fran Goteborgs Hamn.

SAMVERKAN MED SKOLA OCH ARBETSLIV

For att sakra kompetens for framtiden, attrahera samt
rekrytera nya medarbetare samarbetar Géteborgs Hamn
AB med landets olika larosaten. Bland annat deltar bolaget
pa flera studentmassor, ar med pa lunchtraffar med
studenter och annonserar i karriartidningar. Dessutom

Roster fran praktik

Under hosten har vi haft inne praktikanterna Thea Mood
Langseth och Olof Wendeberg. De laser sista terminen for
en kandidat i medie- och kommunikationsvetenskap vid
Goteborgs universitet och tillagnar tiden at studiepraktik
pa Marketing and Communications i Géteborgs Hamn.

“"Att vara praktikant pa Goteborgs Hamn har gett mycket mer
an vad jag forvantade mig. Alla har varit valdigt tillmotes-
gaende och sett till att vi kanner oss valkomna. Manga har
ocksa generost tagit sig tid att prata med oss och delat med
sig av sin roll och uppgifter i hamnen. Jag har trivts otroligt
bra pa MAC-avdelningen, alla har varit mdna om att vi ska
trivas, forsta och lara. Jag ar valdigt glad och tacksam for att
jag fick spendera min sista termin har med ett sa gott gang”,
sager Thea.

Allt eftersom tiden gatt har uppgifterna och ansvaret okat,
vilket de tycker kanns kul och givande. Thea och Olof menar
att erfarenheten och stunder med kollegorna ar nagot de
kommer ta med sig langre fram. “Det kanns verkligen kul att
fa gora praktiken pa en arbetsplats dar alla ar s engagerade
och kunniga inom sina omraden. Man far lara sig olika till-

HALLBARHETSSTYRNING

syns Goteborgs Hamn AB:s egenproducerade rekryte-
ringsfilm pa flera universitets skarmar, bland annat pa
Chalmers, KTH, Hogskolan Vast i Trollhattan och Hogskolan
i Halmstad. Bolaget finns aven representerade under
stora arbetsgivarmassor som CHARM, Sjolog och VARM
pa Chalmers samt Skarpt Lage som under tre timmar pa
GoteborgsOperan bidrog till 180 nya jobb. Infor massan
Skarpt Lage erbjods aven CV-skola for intresserade
ungdomar. Goteborgs Hamn AB erbjuder bade ungdomar
och vuxna en mojlighet att komma ut i arbetslivet genom
praktikplatser, sommarjobb och examensarbete. Syftet
ar att bidra till en positiv installning till Goteborgs Hamn
som potentiell arbetsplats, erbjuda arbetslivserfarenhet
och eninblick i vad det innebar att ha ett jobb samtidigt
som det forser verksamheten med nya perspektiv.
Hamnbolaget samarbetar bland annat med Holo House
som aktivt arbetar for att integrera studenter med
arbetsgivare.

Under 2023 har 12 studenter
haft sin praktik eller gjort sitt
exjobb pa Goteborgs Hamn AB.

vagagangssatt infor problem som inte finns i skolboken.
Det kanns ocksa som att just MAC ligger valdigt langt
fram i sitt kommunikationsarbete och anvander aktuella
strategier som vi lar oss om pa universitetet, exempelvis
Marketing Automation och KPl:er. Ofta kanns det valdigt
lyxigt att fa iaktta hur alla jobbar och insupa erfarenheten.
Vi bjuds med pa projekt som ar i gorningen och blir till-
fragade om vara synpunkter. Det kanns som att man ar en
i ganget pa ett valdigt bra satt”, menar Olof.

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE
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Samverkan starker hamnklustret

Goteborgs Hamns uppdrag handlar om att skapa forutsatt-
ningar for olika logistiklosningar och ett varde for samtliga
aktorer som verkar i den. Da hamnen verkar i ett komplext
logistiknatverk kravs det en stor samverkan for att lyckas
med vart uppdrag och att ldsa utmaningar. Genom att
samarbeta dver granser byggs tillitsfulla relationer och
battre losningar, vilket skapar mervarde for oss och vara
kunder. | godsnavet ar vi starkare tillsammans!

GOTEBORGS HAMN OCH PARTNERS FORMAR

FRAMTIDEN FOR HALLBAR LOGISTIK

Goteborgs Hamn har, som ett led i arbetet med partner
management i syfte att starka samarbetet, startat upp en
kontinuerlig samverkan med vara partners — Gothenburg
Roro Terminal och APM Terminals. Har blir det tydligt att
hamnens strategiska mal, sasom tillvaxt, miljo, och digitali-
sering ar nagot som dessa terminaler ocksa stravar efter.
Vi har instiftat regelbundna partnermoten med en faststalld
agenda dar fokus ligger pa uppfoljning av KPl:er och avtal,
langsiktig hamnutveckling samt prioritering av operativa
fragor. Genom att dela information, skapa en gemensam
malbild och stdrka relationen har vi kunnat adressera och
skapa forutsattningar for att losa gemensamma utmaningar.
Deltagarna delger sina langsiktiga planer, vilket skapar en
gemensam bild av behov och darmed mojliggor en fram-
gangsrik utveckling av hamnen tillsammans.

Da agendan inkluderar amnen som ror den operativa
driften, far vi aven insyn i omraden som behdver prioriteras
har och nu. Samarbetet mellan terminaler och hamn-
bolaget upplevs fungera mycket effektivt och motena har
bidragit till att utveckla en stark sammanhallning samt en
positiv atmosfar. Detta ar ett pagaende arbete som for-
vantas fortsatta utvecklas over tid, och samverkansformen
planeras under kommande ar rullas ut till fler partners.
Genom att upptacka synergier inom hamnklustret, dela
information och lara av varandra, starks hela hamnklustret.

SAMVERKAN SKAPAR NYA ERBJUDANDEN

Genom ett framgangsrikt samarbete mellan Mima
Terminal och APM Terminals Gothenburg har en unik
omlastningslosning utvecklats, vilken optimerar export-
processen for skogsindustrikoncernen Sodra. Skogs-
produkter har lange varit en av Sveriges mest betydande
exportvaror, och efterfragan ar hog. Nu tar man nasta
steg for att forbattra och stabilisera exportprocessen
for svenska skogsprodukter. Samarbetet mellan Mima
Terminal och APM Terminals ar ett tydligt exempel pa
hur god samverkan kan gynna flera aktorer i hamnen
samtidigt som godsnavet starks.

Michael Bergman
CEO, MIMA TERMINAL

”Vi dr stolta over att kunna
erbjuda industrin dnnu ett alternativ
till lastbilstransporter i hamnen. Hir pd Mima
Terminal har vi all den nédvindiga infrastrukturen
pa plats for att effektivt containerisera skogsprodukter
i vdr anliggning. Vir anliggning dr strategiskt
beligen intill APM Terminals kaj. Genom ett néira
samarbete strivar vi efter att erbjuda marknaden
enkelhet och losningar for deras utmaningar. Vi
uppritthiller regelbundet samarbete med Goteborgs
Hamn géllande strategiska affarsmajligheter, dir
hambolaget tillsammans med hamnklustret erbjuder
ett valutvecklat natverk. For hela klustret innebdr
detta 6kad volym over kajen och ger ytterligare
alternativ for transport, vare sig det dr sjovigen,
Jarnvdgen eller lastbilen. Jag ser positivt pa virt
samarbete.”

Martin Karlsson

HEAD OF OPERATIONS,
APM TERMINALS GOTHENBURG

»

1 samarbete med Mima Terminal

erbjuder vi en effektiv och pdlitlig losning dar

kunden anlinder till vir kaj med eget fartyg.

Mima tar hand om bulkbanteringen samt stuffning

i container. APM Terminals hanterar containers och
ser till att godset snabbt ndr den globala marknaden.
Det blir en gynnsam situation for alla inblandade
parter och samarbetet har fungerat oerhort smidigt.
Bide vi och Mima strivar efter att hamnen ska frodas
och néir man har en gemensam losning gynnar det
alla inblandade. Normalt sett ar vi inte en bulkhamn,
vilket innebdr att detta blir en ny affér som kriver
nytinkande. Vi har ett omfattande samarbete med
Mima och de dr en betydande partner for oss med

flera olika floden. Vi hoppas att denna hantering

kommer att oka ytterligare framover.”
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Klimatriskanalys for
starkt motstandskraft

Klimatforandringar kan ge upphov till skador och forluster
av olika slag. Det finns en tydlig koppling mellan global upp-
varmning och behovet av att anpassa vara samhallen till
ett forandrat klimat. Helst vill vi att de negativa effekter som
klimatforandringarna ger upphov till ska undvikas genom
att vi minskar vara utsldpp av véxthusgaser, men klimatet
ar redan i forandring och en del effekter ser vi redan idag.

Goteborgs Hamn stravar efter att vara en palitlig aktor
och samhallets garant till omvarlden aven i framtiden och
darfor ar klimatanpassning viktig. Under aret har hamnen
genomfort klimatriskanalyser som ligger till grund for en
strategi for klimatanpassning. Malet ar att rusta Géteborgs
Hamn for de nya utmaningar som en okad global uppvarm-
ning innebar. Klimatriskanalyserna har genomférts pa
uppmaning av vara kunder for att sdkra produktions- och
leveranskedjorna. Eftersom hamnen &r beroende av manga
aktorer ar en av slutsatserna fran analyserna att inom
hamnklustret maste vi samverka for att klimatanpassa
hela godsnavet.

HALLBARHETSSTYRNING

Tillsammans for
sakrare jarnvag

Under aret har Goteborgs Hamn overtagit ansvaret for
drift av jarnvagen vid samtliga terminaler. Sakerheten
kring jarnvagen ar en hogt prioriterad fraga, och under
aret har flera atgarder implementerats for att forstarka
den. Genom samarbete kring produktionssakerhet med
olika aktorer inom hamnklustret stravar vi gemensamt
efter att framja en forbattrad sakerhetskultur.

Goteborgs Hamn har under aret stallt krav pa tag-
operatoren att utarbeta en plan for att forbattra saker-
hetskulturen. Dessutom har en internrevision genomforts
dar GRT, Protrain, Strukton och hamnbolagets sakerhets-
samordnare aktivt deltagit. For att forhoja trafiksaker-
heten vid jarnvagsovergangar har det till exempel
beslutats att bygga tva nya vagskydd.
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Gothenburg Port Day i ny milj6

Gothenburg Port Day, tidigare kant som Hamndagen, ar en

dag som skapar samverkan da det finns mojlighet till att
utbyta erfarenheter, ha givande méten, lyssna pa inspirerande
talare och delta i underhallning. Det blev en fullspackad dag,
som i ar sag lite annorlunda ut da eventet delvis genomfor-
des pa Donsd i samband med massan Donso Shipping Meet.

Temat for Gothenburg Port Day var global handel och
hallbar omstallning. Dagen borjade pa GoteborgsOperan
med tal fran Goteborgs Hamns experter som alla fokuserade
pa olika initiativinom The Green Connection dar fokus ligger
pa fossilfria logistikkedjor och framtidens energier. Formid-
dagen fortsatte med att gasterna bjods pa en guidad tur ut
till Donso. Efter lunch och fartygsbesok i Donso djuphamn
vantade en internationell talardel med spannande foredrag
med representanter fran bland annat The Economist, Port
Montreal, chainPORT och @rsted.

Goteborgs Hamn uppmarksammade i ar en mojlighet till
synergieffekter for hela godsnavet da samtliga hamnkunder,
oavsett segment, maste gora en hallbar omstallning. De stora
fragorna om arbetet framat for att fa till fossilfria logistik-
kedjor och utvecklingen av framtidens energier ar lika
relevanta for alla. | natverkandet som utgjorde en stor del
av dagen fanns det mycket kompetens kring omstallningen,
nya affarsmodeller och utveckling, oavsett kundsegment.

"Vi dr glada att Goteborgs Hamn valde att
genomfdra Gothenburg Port Day i samband
med Donso Shipping Meet, speciellt da bada
arrangemangen har ett stor hallbarhetsfokus.
Genom god samverkan skapades
manga tillfallen for kunskaps-
utbyten och nétverkande.” =\

L

ANN-SOFIE ANKARCRONA

gl 2 ’
PROJECT AND MARKETING MANAGER, Sy
DONSO SHIPPING MEET AB

Skanna koden och se filmen

[HEGREEN CONNECTI(N &
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Elektrifiering av tunga transporter

| januari 2024 sanks reduktionsplikten vilket innebar

att utslappen fran tung trafik i hamnomradet troligtvis
kommer att 6ka under 2024. Det beror pa att andelen
fornyelsebar inblandning i bensin och diesel minskar.
Darfor ar det extra gladjande att det under 2023 har
skett flera handelser kopplat till elektrifiering av tung
trafik. Laddinfrastrukturen for tung lastbilstrafik i hamn-
klustret fortsatter att utvecklas samtidigt som vi ser
en 6kning av ellastbilar som trafikerar hamnen.

Over en miljon lastbilspassager sker varje ar dar gods
hamtas eller lamnas i Goteborgs Hamn. | hamnen har
man under de senaste aren riktat ett sarskilt fokus mot
att skapa forutsattningar for en accelererad omstallning
av landtransporterna. Det har an sa lange mynnat ut i en
rad infrastrukturatgarder och incitament for att oka takten.
Utover nya laddningsmojligheter har det bland annat inforts
en sarskild prioritet for ellastbilar i hamnens terminaler.
Under 2021 sjosattes projektet Tranzero Initiative for att
oka omstallningstakten i transportsektorn, med sarskilt
fokus pa landtransporterna till och fran hamnen. Projektet
ar ett samarbete mellan Goteborgs Hamn AB, Volvokoncer-
nen, Scania och Stena Line. En stor fordel med ellastbilar
ar att det ar utslappsfria men en stor utmaning ar att det ar
betydligt dyrare i inkop an fossila alternativ. Under 2023
har det skett en kraftig okning av ellastbilar i hamnklustret

."l'_'l.'i!".'l'f

och vi ser en trend att varuagare ar beredda att betala
mer for hallbara transporter vilket ar en forutsattning
for att akerier skall ha mojlighet att kopa in dem. Trots
en okning av antalet elfordon i hamnklustret, genomfors
fortfarande majoriteten av godstransporterna med
lastbilar som drivs av fossila branslen. Pa Goteborgs
Hamn AB pagar vidare arbete for att skapa de nodvandiga
forutsattningarna for annu fler fossilfria lastbilstransporter.

UTBYGGNAD AV INFRASTRUKTUR

Genom ett samarbete mellan Goteborg Energi och
Goteborgs Hamn AB finns nu ytterligare laddmojligheter
for tung trafik tillganglig i hamnen. Fyra laddplatser for
tung trafik ar nu driftsatta i vid Port Entry i hamnen vilket
ger ellastbilarna tva olika laddningsmojligheter. Port Entry
ligger mitt i godsnavet Goteborgs Hamn, och som namnet
antyder fungerar platsen som entré till hela hamnomradet.
Har passerar en stor mangd lastbilar varje dag och att
erbjuda laddning for den vaxande andelen ellastbilar ar
en viktig del i framdriften for hamnens mal att minska
hamnrelaterade vaxthusgasemissioner. Sedan ett ar till-
baka finns aven en laddstation vid Vadermotet i Goteborgs
Hamn som drivs av Circle K. Likt den nya laddstationen

vid Port Entry ar laddmojligheterna publika. Det innebar
att alla med laddningsbara fordon kan anvanda dem.
Men laddplatserna ar dock anpassade for lastbilar.
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Systematiskt riskarbete

och hog affarsetik

All affarsverksamhet ar forknippad med risker. Risker som hanteras korrekt kan vara vardeskapande
och generera nya majligheter, medan déligt hanterade risker kan leda till skada och forluster. Formégan
att identifiera, vardera och hantera risk &r en viktig del i hamnbolagets ledningssystem Fyren. Ambitionen
ar att uppna bolagets mal genom ett integrerat riskarbete dar vissa risker kan reduceras eller helt
undvikas genom prioritering och implementering av effektiva och valanpassade atgarder och kontroller.

Goteborgs Hamn AB har arbetat strukturerat med risk-
hantering och internkontroll i flera ar och omradet utveck-
las kontinuerligt. Riskhantering utgor en integrerad del

i styrning och ledning av verksamheten samt ar en natur-
lig del i beslutsfattandet pa olika nivaer. Det finns sedan
2020 en Risk Manager anstalld pa hamnbolaget.

RISKARBETE | PLANERINGSPROCESSEN
Grundstrukturen i riskarbete handlar om att identifiera
risker, darefter vardera dem utifrdn sannolikhet att de
intraffar och sedan gora bedomning av konsekvenserna
om de skulle falla ut. Varderingen utgor ett stod i hur

vi prioriterar i hanteringen av risker samt en grund for
konsolidering uppat i organisationen.

Syftet med att arbeta med risker ar att battre leverera
pa uppdrag och bolagets mal. Genom att identifiera
handelser som kan hindra oss kan vi sedan justera hur vi
arbetar eller arbeta pa ett nytt satt for att pa sa satt hantera
risken. Pa liknande satt kan vi genom att identifiera risker
i vara processer och aktiviteter vara forberedda om de
skulle falla ut.

I samband med arbete med affarsplan och budget
bestams riskhanteringen for olika riskomraden till en
samlad riskbild for bolaget som helhet. Den samlade
riskbilden beskriver vilka riskreducerande atgarder
och kontroller som har inforts for att minska risken
och vilka atgarder som kommer att vidtas.

Som en del i det arliga arbetet med
verksamhetsplaner ingar det att se 5
over varje avdelnings fordelade risker, s@‘
utifran bolagets samlade riskbild. &

QQ
R Verksamhets-
dvergripande risker

N "
Q\‘ﬁ” Overgripande processrisker
S (Projektrisker)

Risker i lopande verksamheten

Dessutom identifieras risker utifran avdelningens ansvar
och uppdrag. Arbetet skapar forutsattningar till proaktivitet
genom att justera aktiviteterna efter en genomlysning av de
oonskade handelser som kan hindra oss i genomforandet.
Nedan beskrivs nagra storre riskomraden och hur vi
hanterar dess risker.

STRATEGISKA OCH OPERATIONELLA RISKER

Strategiska risker ar risker som kan uppsta genom fel-
aktiga beslut vid exempelvis investeringar eller partner-
skap. Politiska beslut och forandringar i marknaden kan
ocksa innebara risker for bolaget. Vi behover darfor en
aktiv omvarldsbevakning och dialog med politiker och
naringsliv. Operationella risker ar de som harror fran var
verksamhet. Hit raknas risker runt tillgangar och processer
sdval som medarbetare och IT-risker. For att identifiera
och hantera dessa risker ar det viktigt att vi som arbetar
pa Goteborgs Hamn AB ar vaksamma pa det som kan skapa
hinder att bedriva var verksamhet. Manga ganger ar det
erfarenheten, den kollektiva och den individuella, som har
storst betydelse. Vi forebygger genom tydliga rutiner och
regelverk. Foretagskulturen ar ocksa en viktig del, till
exempel att det inom personsakerhet alltid ar fullt fokus
och att viinte tillater nagra avsteg fran gallande regelverk
och rutiner.

UPPDRAG OCH MAL

Verksamhetsdvergripande riskhantering
Firetagsledningen dr tillsammans med styrelsen ytterst ansvarig
for bolagets samlade riskbild inklusive framtagande/beslut
av Gvergripande dtgirder och intern kontrollplan.

Process- och projektrisker
Process- och projektigare samt ansvariga for vasentliga
riskomriden dr ansvariga for hantering av sina
respektive risker och dtgirder inklusive uppfolining/
dvervakning av dessa.

Risker i lopande verksamheten
Chefer och medarbetare identifierar, virderar
och omhindetar risker som paverkar
verksambetens formaiga att nd uppstillda
mal eller att leverera pa sitt uppdrag.

38 | GOTEBORGS HAMNAB=HATLBARHETSREDOVISNING 2023

Transaktion 09222115557509823546 Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE

DEFINITIONEN FOR RISK AR:

En framtida handelse som hindrar

oss att na vara mal.

| praktiken innebar det for oss att arbeta proaktivt
genom att identifiera risker, sdsom handelser/
situationer/forhallanden med mera, som paverkar
verksamhetens formaga att na uppstallda mal, driva
verksamheten effektivt och sakerstalla processer.

RISKER INOM MILJOOMRADET

Den verksamhet som bedrivs inom Goteborgs Hamn
innebar att det kan finnas risker for miljon. Vi tar emot
fartygsanlop, bygger anlaggningar och hanterar farliga
amnen i Energihamnen som staller hoga krav pa vara
arbetssatt och rutiner. Olyckshandelser kan dock ske
och da ar snabb hantering central for att minimera lang-
siktiga konsekvenser for miljon. Miljoomradet ar i manga
avseenden styrt och kontrollerat av myndigheter och
politiska beslut. Darfor ar vi inom Goteborgs Hamn AB
aktiva i det gemensamma arbetet inom Goteborgs Stad,

i kommunala forum och aven samarbeten och kunskaps-
utbyten mellan vara kollegor i de andra bolagen inom
staden.

RISKER KOPPLAT TILL SOCIAL HALLBARHET
Inom ramen for den sociala hallbarheten finns var viktigaste
resurs. Det ar alla medarbetare pa Goteborgs Hamn AB

men aven medarbetare hos dvriga aktorer inom godsnavet.

En god arbetsmiljo ar en forutsattning for att gora ett bra
arbete. Risker omfattar olyckor och incidenter, vilket kan
innebara att ndgon person blir skadad eller sjuk. En god
psykosocial arbetsmiljo skapar trygghet pa arbetsplatsen,
vilket ska vara en sjalvklarhet hos oss. Vi arbetar med

den sociala hallbarheten bland annat genom hoga saker-
hetskrav, 0ppenhet gentemot vara anstallda och stdd vid
handelser som paverkar den enskilde medarbetaren, bade
i samband med arbetet och annan handelse.

Risker inom omradet manskliga rattigheter kan kopplas
till brott mot en eller flera diskrimineringsgrunder om
Goteborgs Hamn AB till exempel inte rekryterar kompetens-
baserat och med fokus utifran mangfalds- och jamstalld-
hetsperspektiv. En annan risk ar om bolagets medarbetare
och andra som besdker var arbetsplats utsatts for krank-
ningar och trakasserier, eller om loneskillnader mellan
man och kvinnor ar osakliga.

Vill du veta mer kan du lasa
hela var uppforandekod har:

HALLBARHETSSTYRNING

AFFARSETIK OCH ARBETET MED ATT

MOTVERKA KORRUPTION

Att behandla kunder och samarbetspartners likvardigt
utan att gynna nagon samt att halla ingangna avtal och
affarsuppgorelser ar av stor vikt i hamnbolaget. Det ar
ocksa viktigt att inga mutor, oegentligheter, fortroende-
skadligt beteende eller korruption forekommer kopplat

till var verksamhet. Hamnbolagets uppforandekod ger
riktlinjer for hur styrelse, foretagsledning, anstallda och
inhyrd personal ska agera i det dagliga arbetet. Aktuell
lagstiftning och Goteborgs Stads ambitioner utgor minimi-
nivan och skulle nagot i uppforandekoden sta i konflikt
med dessa regelverk gar de fore koden. Alla nyanstallda
och inhyrd personal far skriva under att de har tagit del av
var uppforandekod. Varje chef ansvarar for att innehallet

i var uppforandekod ar kant och tilldmpas av medarbetare
och inhyrd personal.

Uppférandekoden
innehaller bland annat
riktlinjer inom féljande
omraden:

Férhallande till kunder och samarbetspartners

Vi ska vara en ansvarstagande, oberoende, neutral och palitlig
samarbetspartner. Vi ser marknadsforing och representation
som en naturlig del i att utveckla relationer och samverkan.
Utgingspunkten i all representation dr att den ska kinnetecknas
av mattfullbet.

Forhallande till leverantorer

Vi ska vara en ansvarxfu/], palitlig och kompetent bestillare,
med hig affirsetik. Som offentlig aktir styrs vir verksambet av
lagen om offentlig upphandling. Osunda affirsrelationer far inte

forekomma.

Mutor och korruption

Goteborgs Hamn AB:s chefer, medarbetare och andra som agerar
pa uppdrag av Giteborgs Hamn AB far inte erbjuda, betala ut
eller ta emot mutor. Giteborgs Stad har en visselbldsarfunktion
som alla medarbetare kan kontakta vid misstanke om en allvarlig
oegentlighet inom bolaget. Detta dr en viktig funktion eftersom
det kan finnas misstankar som kan vara svira att ta upp med sin
chef eller bolagets ledning. Beskrivning av hur man gir tillviga
star i uppforandekoden. Goteborgs Stads stadsledningskontor
har ocksd ett omfattande arbete for att forhindra korruption som
Géteborgs Hamn AB inkluderas av.
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HALLBARHETSSTYRNING

Vart ekonomiska ansvar

- en stabil ekonomi

En stabil ekonomi och god l6nsamhet ger Goteborgs Hamn AB mdjligheter att underhélla
och utveckla hamnens anlaggningar till nytta for kunder, dgare och svenskt naringsliv.
Viverkar pa en internationell konkurrensutsatt marknad och att leverera prisvarda samt
konkurrenskraftiga tjanster ar avgérande for fortsatt utveckling av godsnavet Géteborg.

ARETS RESULTAT

Resultatet for Goteborgs Hamn AB uppgick 2023 till 267 Mkr
att jamfora med 249 Mkr for 2022. Nettoomsattningen okade
med 10,2 procent till 979 Mkr vilket huvudsakligen kan
forklaras av hoga prisupprakningar, enligt KPl av hyror och
arrenden, samt koncessionsavgifter. Goteborgs Hamn AB
har under 2023 aven fusionerat in bolaget Goteborgs Hamn
Arendal Fastighets AB som forvarvades under 2022, vilket
har bidragit till ckade hyresintakter. Hamntaxan for 2023
justerades med cirka 5 procent jamfort med 2022 som
justerades med 2 procent. Ambitionen ar alltjamt halla taxan
sa lag som majligt och att arbeta med kostnadsbesparingar.
Bolagets vasentliga kostnader ar drift och underhall av
hamninfrastrukturen, personalkostnader och avskrivningar.

ARETS INVESTERINGAR

Hamnens verksamhet ar kapitalintensiv och en langsiktig
ekonomisk styrning ar av stor betydelse. Arligen uppréttas
en tiodrig investeringsplan som rapporteras till agaren.
For den kommande tiodrsperioden uppgar planerade
investeringar till cirka 8 Mdkr*.

Avgifter fran

energivaror Eh

N \ \

Intékter fran
hyror och arrenden

Ansvara for anléps-
process, trafikinformation

och évervakning / / !

Underhall och
nyinvesteringar av kajer/
terminalytor

infrastrukturi

Muddring av hamnens nérhet

hamnbasséngerna

Beskriver intikter och utgifter kopplat till virdekedjan, se sid 12—13.

Goteborgs Hamn AB

Intékter och vad pengarna anvands till

Vag och jarnvégs-

De storsta investeringarna 2023:

» Farjelokalisering Arendal - kommunfullmaktige
beslutade i oktober 2022 att godkanna tillkommande
investeringar om 1,4 Mdkr for att mojliggora en farje-
lokalisering i Arendal/Ytterhamnarna. Under 2023 har
Goteborgs Hamn ansokt om ytterligare 350 Mkr for
investering i ny terminalbyggnad, vilken bifolls av
Kommunfullmaktige i november.

» Skandiaporten (farledsfordjupningen) — byggstarten
har blivit fordrojd till forsta kvartalet 2024 da ett
godkannande fran EU-kommissionen avseende EU:s
regler for statsstod drojde till november 2023, las mer
om status for gangna aret pa sid 16.

« | ovrigt har bolaget genomfort flera mindre aterinveste-
ringar, totalt cirka 55 Mkr

* Inklusive Scandinavian Distripoint AB.

Koncessionsavgifter fran kunder
och samarbetspartners

/

Avgifter fran

I @ anlépande fartyg
L) Q

Miljo- och sékerhets-
arbete, klimatsmarta

\I transportkoncept

?
1 A
A
Rérledningar och [e 4 6 )
last:
astarmar o] Utveckling

av logistikmark/
Marknadsfora godsnavet logistikcenter

Goteborgs Hamn
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HALLBARHETSSTYRNING

Genom samverkan och
medvetna inkop gor vi skillnad

Goteborgs Hamn AB ska vara en del av [6sningen pa de utmaningar som vart samhélle star
infor lokalt i Goteborg, men dven globalt. For oss ar det viktigt att bidra till ett mer jamlikt
Goteborg med minskat utanférskap, minskade skillnader i livsvillkor och hélsa samt goda
arbetsforhallanden. Hur vi lyckas och vad vi gér paverkar manga i samhéllet.

BIDRAG TILL GODA ARBETSFORHALLANDEN

Goteborgs Hamn AB ar ett offentligt agt bolag och inkopen
styrs darfor av svensk upphandlingslagstiftning samt
Goteborgs Stads policys och regler. Dar stalls en mangd
krav och vi genomfor omfattande kontroller pa leveranto-
rerna som anvands. Det handlar om att kunna utesluta
leverantorer vars agare ar domda for vissa brott, att alla
leverantorer har koll pa arbetsmiljo- och miljofragor,
skatter och avgifter samt efterfoljer gallande lagar och
regler. Merparten av leverantorerna har sitt foretag i
Sverige, med tillforlitliga kontroller som genomfors
lopande av Skatteverket och andra svenska myndigheter.
For utlandska foretag kraver vi aktivt in intyg och utdrag
fran deras myndigheter som visar att samma hoga
standard foljs. | stora upphandlingar staller bolaget krav
pa att leverantoren har och efterlever egna uppforande-
koder.

Vid en tjansteupphandling kan det exempelvis innebara
att leverantoren aktivt arbetar mot mutor och korruption,
med en hogre ambitionsniva an vad lagen kraver. Varor
ska vara producerade utan att personalen utsatts for
daliga arbetsforhallanden, utifran ILO:s karnkonventioner,
och att barnarbete inte ska forekommea, utifran FN:s
barnkonvention. For ovriga inkop, dar egna upphandlingar
inte gors, finns det ramavtal fran Goteborgs Stad och dar
galler samma hoga krav som stalls vid bolagets egna
upphandlingar. Det galler aven for mindre inkop utan
upphandling eller avtal, sa kallade direktupphandlingar.

Utover krav pa egna uppférandekoder hos vara leverantorer,
stalls krav pa att leverantorer kanner till och foljer var upp-

forandekod, saval som klausuler gallande antikorruption
och antidiskriminering. Vi talar ocksa om bolagets karn-
varden vid uppfoljningsmoten med vara leverantorer. Vi
har hittills inte patraffat nagra avvikelser kopplat till att
nagon bryter mot detta. For att behalla 6verblicken kring
att reglerna foljs, aven hos de som utfor sjalva jobbet,

stravar hamnen efter att minimerar antalet leverantorsled

i vara entreprenader och har 6kat fokus pa dessa fragor.

Pagaende kajbygge av Arendal 2, etapp Ic.

HALLBARHET VID UPPHANDLING

Miljokrav ar del av bolagets grundkrav vid upphandling.

| storre projekt, over 50 miljoner, ska Goteborgs Hamn AB
ocksa gora klimatkalkyler for att cka medvetenheten om
vilken paverkan projektet har pa klimatet men ocksa for att
kunna se hur man kan minska klimatutslappen. Arendal 2
etapp 1C ar ett foregangsprojekt dar man gjort klimat-
kalkyler fore och under tiden for projektering och kunnat
visa pa minskning av utslappen bland annat genom
forandringar i materialinkopen.

En del i Goteborgs Stads arbete med hallbarhet handlar
om att stalla krav pa social hansyn i stadens tjansteupp-
handlingar, nar det ar mojligt. Goteborgs Stad har tagit
fram en modell for social hansyn i upphandlingar som ska
framja sysselsattningsmojligheter for personer som star
langt ifran arbetsmarknaden, stimulera social integration,
lika mojligheter och sociala rattigheter. Goteborgs Hamn AB
har utvecklat detta arbete over tio ar och sociala krav
stalldes vid flera storre upphandlingar under 2023. Var
ambition ar att standigt forbattra, utveckla de metoder
och modeller som anvands for att stalla sociala krav vid
upphandlingar.

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE
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Fokus pa en intressent: Bolag i hamnklustret

Goteborgs Hamn har for forsta gdngen

hallit utbildningen Gothenburg Port Academy
— en utbildning dar deltagarna far mojlighet
att fordjupa sig i hamnen och ta del av hur
den fungerar i ett stérre sammanhang.

Gothenburg Port Academy har arrangerats av Goteborgs
Hamn for anstallda inom godsnavet som arbetar som
hamn-, verkstads- eller anlaggningspersonal. Syftet
med utbildningen ar att skapa en storre forstaelse for
hur hamnen fungerar och fa mojlighet att fordjupa sig i
strategiska fragor for hamnen. Ytterligare en viktig del
ar att deltagarna far mojlighet att vidareutveckla sig.
Utbildningen pagick i sex heldagar under varen och
undervisningen genomférdes med larare fran Handels-
hogskolan, Goteborgs universitet.

Programmet ar ett viktigt moment i hamnens arbete i
att oka godsnavets konkurrenskraft. Deltagarna ar genom
sin medverkan ambassadorer och forebilder for deras
organisationer i att ha kunskap och vilja att inspirera och
arbeta mot hamnens strategiska mal: tillvaxt, smart
hamn och miljo. Programmet blev en succé, pa flera satt.
Deltagarna har formedlat att forelasningarna har varit
valdigt intressanta. Projektarbetena som deltagarna har
fatt arbeta med under kursens gang har bidragit till ett
6kat engagemang for vara innovativa hamnfragor samtidigt
som deltagarna kommit med forslag pa hur den operativa
driften kan forbattras. Dessutom har deltagarna arbetat
over terminalgranserna och utbytt idéer vilket bidragit
till en starkare gemenskap i hamnen.

Jimmy
Wendesten

KRANFORARE,
APM TERMINALS GOTHENBURG

"Jag arbetar som
kranforare och hanterar lastning och
lossning av fartyg. Min erfarenhet av
Port Academy har varit mycket positiv.”

”Det har varit en fantastisk upplevelse! Alla lirare
har varit mycket kompetenta och engagerande.

Jag blev glatt 6verraskad av hur roligt det var att
datervinda till skolbinken och det har inspirerat mig
att verviga vidareutbildning. Mdnga inom min
organisation har visat nyfikenbet kring vad vi har
lirt oss, vilket har gett mig majlighet att dela med
mig av den kunskapen. Projektet vi genomforde med
drénare var sdrskilt inspirerande, och jag har fortsatt
att fundera dver det dven efter avslutad utbildning.
Jag ser fortfarande mycket potential for utveckling
ndr det giller att effektivisera vir verksambet och
lGsa arbetsmiljorelaterade utmaningar med hyilp
av drénare.”

Fokus pa en intressent: Samhélle och omvérld

Goteborgs Hamn har inlett ett samarbete med
IVL Svenska Miljéinstitutet for samfinansierad
forskning med malet att svenska hamnar framfér
allt fokuserat pa miljdinitiativ inom sjoéfarten och
den egna hamnverksamheten.

Det nya forskningsprojektet har som mal att bidra till en
dynamisk "dashboard” for kontinuerlig presentation av ut-
slapp bade fran den egna verksamheten och fran indirekta
utslapp i vardekedjan. Darmed inkluderas utslappen fran
flera andra kallor, sdsom maskiner i terminaler, fartygens
motorer och varmepannor, lastbilstrafik och fran jarn-
vagstransporter. Som i mycket annat miljoarbete ar den
stora utmaningen att fa tillgang till den miljodata som
behovs. IVL Svenska Miljoinstitutet deltar i projektet med
sin specialistkompetens pa emissionsberakningar fran
transporter, for att sakerstalla hog kvalitet i beraknings-
metodik och datahantering i utvecklingsarbetet.

Projektets dvergripande malsattning ar att skapa ett
system med hog tidsupplosning, dar utslappen overvakas
dagligen. Genom att fanga flédande data fran olika delar
av verksamheten, stravar man efter att kunna folja och
analysera utslappens storlek se hur dessa forandras over
tid. Denna overgripande insats ar nodvandig, sarskilt med
tanke pa det 0kade behovet inom branschen for att forbattra
informationsflodet mellan olika trafikoperatorer, terminaler
och hamnar. “Emission Dashbord” kommer aven vara ett
viktigt verktyg for att folja upp effekten av de atgarder som
planeras for att minska utslappen av vaxthusgaser kopplat
till godstrafiken over Goteborgs Hamn. Genom detta initiativ
kommer Goteborgs Hamn att inta en ledande rolli att framja

Sebastian
Backstrom

EXPERT,
IVL SVENSKA MILJOINSTITUTET

mycket intressant att fa bidra till de
[6sningar som utvecklas for att berdkna
emissionerna fran alla olika aktiviteter.”

"Jag arbetar pa IVL Svenska Miljoinstitutet och

har haft olika uppdrag frin Goteborgs Hamn dir vi
berdknar och foljer utslipp fran sjifart och landtrafik.
Goteborgs Hamn onskar nu en mer frekvent rappor-
tering, vilket ledde till ett spainnande samarbete.

Vi utvecklar en unik losning for kontinuerlig data-
insamling, analys och presentation av utslippen i den
dashboard som hiller pa att utvecklas. Vi hoppas pi
att resultatet inte bara skall gynna Goteborgs Hamn
utan hela den svenska hamnbranschen. Goteborgs
Hamn verkar i ett néitverk dir varje aktor sitter pa
sin pusselbit i en komplex kedja av logistiklosningar.
Genom att kartligga och arbeta med miljodata si okar
kunskapen om utslippen samtidigt som att det ocksa ger
beslutsunderlag for att vidta réitt dtgarder. Det finns
mdnga majligheter att minska utslippen frin trafiken
till och fran hamnen, savél pd land som sjosidan, och
hir har Géoteborgs Hamn méjlighet att vara med och

personer deltog
fran samtliga fyra
hamnterminaler

Transaktion 09222115557509823546
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klimatanpassade transportsystem och samtidigt bidra till
en mer hallbar hamnverksamhet i Skandinavien.

paverka hur snabbt forindringarna sker.”
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Fokus pa en intressent: Medarbetare

Goteborgs Hamn AB ska vara en inkluderande arbetsplats dér det rader jamstalldhet och mangfald,
dar ingen diskrimineras eller kranks. En arbetsplats som tar tillvara olika erfarenheter, kunskaper,
och dar medarbetarna trivs och utvecklas. De manskliga rattigheterna ska genomsyra hela
verksamheten och var uppférandekod finns till for att sdkerstélla detta. Bolagets mal om ett stabilt
HME-vérde handlar om att arbetet gér i rétt riktning. Vi stravar efter standig forbattring gallande
arbetsmiljon varpa medarbetarna uppmuntras att tycka till och berdtta om sin arbetssituation.

Allt &r ett led i vért arbete for att fortsatt vara en attraktiv arbetsgivare.

KOMPETENSUTVECKLING

Under varen och hosten anordnades en utbildning i "Alkohol
och droger i arbetslivet” som holls av Aleforsstiftelsen.
Utbildningen riktade sig mot chefer, arbetsledare, fackliga
representanter, HR och skyddsombud. Detta var en uppskattad
och larorik utbildning. For att alla vara medarbetare skulle

fa ta del av detta viktiga amne bjod vi in Aleforsstiftelsen for
att halla en frukostforelasning, som var 6ppen for alla.

Vid flera tillfallen under aret har medarbetarna haft
mojlighet att ga en tvadagars utbildning i sjalvledarskap.

En utbildning som fokuserar pa att starka fokus pa att leda
sig sjalv, hantering av utmaningar, stress samt hur man
skapar battre forutsattningar for att ma bra pa jobbet.
Sjalvledarskap ar ett amne som flera medarbetare efter-
fragat i sina utvecklingssamtal.

Under varen hade Goteborgs Hamn ett samarbete med
Goteborgs universitet och vara externa terminaler i hamnen
dar vi startade en utbildning som vi kallade "Port Academy".
Malet med utbildningen var att efter genomford utbildning
skall deltagarna kunna beskriva hamnens roll i en transport-
kedja och forsta hur de, som utgor kdrnan i hamnens
verksamhet, kan driva pa hallbarhet och innovation for att
oka Goteborgs Hamns konkurrenskraft.

| det pagaende jamstalldhetsarbete om att vara en inklu-
derande arbetsplats har det anordnats webbutbildningar i
amnet mobbning, trakasserier och krankningar. | samband
med var sommarlunch bjod en extern foreldasare in som
talade pa temat allas lika varde: oavsett vem eller hur du ar.

HALSOSATSNINGAR

Under aret har Goteborgs Hamn fokuserat pa arbetet med
vara varderingar: samverkan, innovation, hallbarhet och
palitlighet. Det finns ett tydligt samband mellan dessa
omraden och under aret har aktiviteter for att framja alla
medarbetares lika varde och en god halsa genomforts.
Goteborgs Hamn har en lag sjukfranvaro och det bedrivs
ett aktivt arbete med ett hallbart och halsosamt med-
arbetarskap vilket troligen bidrar till de laga siffrorna.
Under aret anordnades tva frivilliga halsoutmaningar med
hogt deltagande fran medarbetarna. Syftet var att starka
bade fysisk och psykisk halsa.

Under vintern erbjuds alla medarbetare att genomfora
en halsoprofilsbedomning via foretagshalsovarden.
Detta ar frivilligt och uppskattas av vara medarbetare.
Genom samtal, provtagning och tester far varje individ en
professionell uppskattning av sitt halsolage.

Transaktion 09222115557509823546
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INSATSER FOR MEDARBETARNA UNDER 2023

e Under hosten genomfordes var arliga medarbetarunder-
sokning som ar utformad av Goteborgs Stad. | denna
mats fler olika omraden, bland annat Hallbart Med-
arbetarengagemang (HME) som handlar om motivation,
ledarskap och styrning. Resultatet inkom i december
och blev 87. Foregaende ar var resultatet 88. Fortsatt
analys och aktiviteter planeras in under 2024.

e Genom kvartalsmatningar i pulsverktyget Winningtemp
foljer bolaget HME under aret. Varje vecka svarar ocksa
medarbetarna pa fragor som ger temperaturer inom
olika omraden. | mindre grupper fors sedan diskussioner
om var arbetsmiljo. Matningen gors for att folja med-
arbetarnas trivsel och arbetsmiljo i realtid samt for att
bedoma om ratt insatser genomfors for att skapa en sa
bra arbetsmiljo som mojligt.

e Vartinternationella utbytesprogram har fortsatt under
2023. Under varen fick fyra medarbetare chansen att
spendera tre veckor hos hamnarna i Barcelona och
Rotterdam. En tid som gav inspiration, lardomar och
nya kontakter knots mellan vara hamnar. Under hosten
valkomnade vi tva medarbetare fran Barcelona som
spendera en tid hos Goteborgs Hamn.

e Varje ar mats Goteborgs Hamn AB, via nyckeltals-
institutet, pa olika parametrar for att fa en bild av hur
jamstallda vi ar som bolag. Resultatet fran sista mat-
ningen visar att vi ligger hogt inom flera nyckeltal och
ar en jamstalld arbetsplats inom loner och anstallnings-
forhallanden. Goteborgs Hamn kom pa en stark andra-
plats pa jamstalldhetsindexet och fick titeln "Excellent
arbetsgivare". En fortsatt utmaning ar oka antalet
kvinnor inom bolaget som ar farre an man.

e Under aret inrattade Goteborgs Hamn ett sa kallat led-
ningsrad for att fa en okad transparens kring lednings-
gruppens arbete och for att skapa en god plattform for
dialog. | ledningsradet ges information om lednings-
gruppens arbete, mojlighet till att diskutera aktuella
fragor samt fungera som ett radgivande forum for VD
och ledningsgruppen. | och med detta kommer vara
medarbetare komma narmre ledningen da fler chefer
ar representerade i ledningsradet.

e FoOr att sakra ratt kompetenser har vi under aret fortsatt
arbetet med Employer Branding med syfte att vara en
attraktiv arbetsgivare, bade for nya och vara befintliga
medarbetare. Under aret lanserade vi vart nya arbets-
givarvarumarke Connecting YOU som vi formedlar i
sociala medier, ute pa universitet och hogskolor samt pa
arbetsmarknadsmassor.

Op:0)
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HALLBARHETSSTYRNING

Patrik Ohlsson

IT-SPECIALIST,
GOTEBORGS HAMN AB

"Att vara en del av en
arbetsplats som satsar pa oss
medarbetare ger mig bade gladje
och motivation.”

"Jag virdesdtter att arbeta pi ett bolag som bryr sig
om sina medarbetare. Genom de pulsmitningar vi
gor varje vecka har vi mdjlighet att reflektera och
diskutera hur vi mdr och vdr arbetsmiljo. Det dr inte
ett patvingat arbetssitt utan kinns som en naturlig
del i min vardag. Om ndgot sticker ut kring min
arbetsmiljo hanterar bolaget det, vilket kinns
tryggt och bra.

Jag upplever att hamnen uppmuntrar mig till
utveckling, bide i mitt yrke och som individ.
Kompetensutveckling kan vara bade anordnade
utbildningar eller utveckling i min befintliga tyinst
och det dr positivt att jag har eget ansvar i min
utveckling. I histas gick jag en jittebra utbildning
som hamnen anordnade i dmnet sjilvledarskap, ett
damne som jag sjilv inte reflekterar Gver sd ofta.
Det var nyttigt att fa majlighet att reflektera kring
mig sjialv och fi skapa néitverk med kollegor som
Jag inte arbetar tillsammans med dagligen.

Det ir vildigt positivt att bolaget satsar pa oss
medarbetare bade vad giller utveckling och hilsa,
det dr inget som jag tar for givet att en arbetsgivare
gor. I dr har vi haft méanga olika hélsoaktiviteter
vilket verkligen dr en fin formdn som skapar
engagemang och ett bra arbetsklimat.”
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HALLBARHETSSTYRNING

Bolagets sakerhetsarbete

Ett komplext tjansteforetag som Goteborgs Hamn AB méste ha tillforlitliga och val fungerande
rutiner sé att sékerhet beaktas, saval internt som externt. Ett effektivt, verksamhetsanpassat
och systematiskt sékerhetsarbete ar ocksa en forutsattning for att hamnbolaget ska f& bedriva

internationell hamnverksamhet.

UTOKAT SKYDDSOBJEKT

Goteborgs Hamn klassas som skyddsobjekt och omfattas
av EU:s hamnskyddsregler. Det innebar hoga krav pa
sakerheten, till exempel tilltradeskontroller samt foto-
och filmforbud. Godsnavet har en strategisk betydelse for
samhallet och stora varden forvaras och transporteras
till och fran hamnen, vilket innebar att det alltid finns en
hotbild. Nar hotbilden mot Sverige forandras, paverkar
det ocksa Goteborgs Hamn. Hamnbolaget arbetar fore-
byggande, nara sakerhetspolis och Transportstyrelsen,
for att forutse handelser och minska riskerna kopplat till
hot. Efter en tids arbete har Lansstyrelsen godkant ett
utokat skyddsobjekt ocksa i vattenomraden kring hamnen
och darmed ingar det som en del av skyddsobjektet.
Intrade i skyddsklassat omrade beaktas som olaga intrang
motsvarande intrade forbi skalskydd for skyddsobjekt.
Precis som pa land bevakas och overvakas skyddsobjektet
och rattsliga atgarder kan vidtas vid intrang.

KRIGET | UKRAINA

Kriget i Ukraina har paverkat verksamheten i hamnen i
liten skala. | Goteborgs Hamn ar trafiken till och fran
Ryssland normalt sett mycket liten. Samarbetspartners
som hanterar olja i Energihamnen har bland annat fatt se
over sina logistikfloden och varifran ravaran kommer vilket

gor att trafikmonstret hos fartyg andrats. Manga transport-
kopare som tidigare handlat med Ryssland har helt upphort
handeln med landet och i Goteborgs Hamn tar vi inte emot
nagra ryska fartyg. Den pagaende utvecklingen i omvarlden
och konflikten i Ukraina har medfort att en krigsorganisa-
tion har skapats. Personal har krigsplacerats, och redan
foregdende ar utarbetades en beredskapsplan.

SAKERHETSARBETE | ENERGIHAMNEN

| Energihamnen transporteras och lagras en stor mangd
brandfarliga produkter sa som bensin och tjockolja. Detta
i kombination med en hamnverksamhet med fartygsanlop
och ett flertal kundoperatorer inom en liten yta innebar
stora risker. For att uppna en saker energihamn kravs
kontinuerlig riskhantering och forbattringsarbete for
utrustningars kvalitet och tillforlitlighet. Under aret har
vi genomfort ett intensivt sakerhetsarbete, dels for att
forbereda oss att tillhandahalla fornyelsebara ravaror
till raffinaderierna, och dels for att forbereda hamnen for
bunkring av metanol. Arbetet med metanolhantering kraver
omfattande forberedelser, inklusive att sakerstalla korrekt
brandskydd, tillstand, rorledningar, VRU (Vapor Recovery
Unit) och genomfora riskanalyser. Hamnen har dven
paborjat arbetet med att utveckla nya driftforeskrifter for
ammoniak och vatgas i samarbete med vara kunder och
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Skyddsvakt utfir
bevakning i samarbete
med sikerhetshund.

Trafikverket. Da vi har en brandfarlig verksamhet finns
en skyldighet att genomfdra dvningar, och under aret
har flera stora ovningar genomforts for att sakerstalla
en effektiv beredskap i Energihamnen. Ovningarna genom-
fors i samverkan med kunder och Raddningstjansten.

| drets 6vning deltog dven den nya Slackvattencentralen,
och allt fungerade val. Samarbetet under 6vningen
genererar vardefull erfarenhet och bidrar till att Energi-
hamnen har en robust beredskap.

SYSTEMATISKT ARBETSMILJOARBETE

Goteborgs Hamn AB hanterar aktivt olika interna och
externa arbetsmiljorisker genom systematiskt arbete
och arliga utvarderingar. Avdelningschefer forvantas
identifiera och atgarda risker, med fokus pa bade fysiska
och organisatoriska forandringar. Central uppfoljning
inkluderar enkater, arbetsplatsmoten och skyddsronder.
For att forebygga och hantera arbetsmiljorisker har
utbildningar genomforts, exempelvis sjalvledarskap och
vattenlivraddning. Goteborgs Hamn har aven minskat
antalet kemikalier och startat ett natverk for samarbete
kring arbetsmiljofragor inom hamnklustret utover
deltagande i natverk for stadens bolag. Malet ar ckad
samstammighet och kunskapsspridning om arbets-
miljoarbete.

VIKTIG INFORMATION MASTE SKYDDAS

Information i form av dokumentation och system ar en
viktig tillgang och grunden for allt arbete i hamnen. Vara
anstallda och andra intressenter ar beroende av att
information ska vara tillganglig, korrekt och saker. Arbetet
med att kartldgga, klassificera och genomfora atgarder
for att forebygga risker och 6ka sakerheten ar en del av
det kontinuerliga arbetet. Under aret sa har var informa-
tionssakerhetsavdelning utokats med en Chief Information
Security Officer.

HALLBARHETSSTYRNING

Christian Lagergvist

CHIEF INFORMATION
SECURITY OFFICER,
GOTEBORGS HAMN AB

"Sakrande av kanslig
information och byggande av
fortroende — mitt uppdrag som
CISO pa Géteborgs Hamn.”

I min roll som CISO pa Géteborgs Hamn fokuserar jag
pd att garantera ett helbetsperspektiv gillande data-
skydd och informationssikerbet. Mitt primdira mal Gr
att sikra kinslig information frin hot och sikerstilla
overensstimmelse med regelverk och lagkrav. Genom
att frimja en stark sikerbetskultur via utbildning och
medvetenhetsokning integrerar jag sikerbet i hela
verksambeten. Jag strivar efter att skapa och uppritt-
hilla en trygg digital miljo samt bygga fértroende hos
alla intressenter genom mitt engagemang som CISO
pa Géteborgs Hamn. Under dret som gitt sé ser vi eft
okat engagemang i sikerhetsfragor. Jag ser fram emot
att arbeta vidare for att hoja nivin och kompetensen
ytterligare. En stor utmaning framat ar att sikra
tredjeparts riskhantering av leverantorskedjor for att
bringa sikerbet i alla led. I detta har vi intensifierat
vdr dialog med externa partners och leverantirer sa
att sikerbeten garanteras. Goteborgs Hamn vill vara
en foregdangare i branschen samt vara en trygg och
palitlig partner for alla.”
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Om var hallbarhetsredovisning

Goteborgs Hamn AB har gett ut en arlig hdllbarhetsredovisning, Hallbar hamn, sedan 2012.
Hallbarhetsredovisningen beskriver bolagets arbete med héllbarhet ur begreppets samtliga tre
dimensioner: social, miljdmassig och ekonomisk. Detta presenteras pa ett integrerat satt, utifran
olika exempel fran verksamheten. Dartill lyfts fokus pa tre intressentgrupper och deras perspektiv
fram: medarbetare, leverantorer och bolag i hamnklustret. Samtliga amnen har valts ut genom att
utgé fran bolagets héllbarhetsfragor samt intervjuer med medarbetare och chefer.

ARSREDOVISNINGSLAGEN OCH

GLOBAL REPORTING INITIATIVE (GRI)

Denna hallbarhetsredovisning avser verksamhetsaret
2023 och utgor koncernens och bolagets lagstadgade
hallbarhetsrapport. Den &r en del av forvaltnings-
berattelsen for Goteborgs Hamn AB med organisations-
nummer 556008-2553. Under 2015-2019 redovisades

i enlighet med Global Reporting Initiatives (GRI) riktlinjer
for redovisning av hallbarhetsinformation. Fran och med
2020 upprattas redovisningen inte langre utifran GRI, daven
om tidigare utgangspunkter med GRI som grund fortsatt
tillampas. Syftet ar att fa en kontinuitet i rapporteringen
och fortsatt systematiskt hantera redovisningen av
bolagets hallbarhetsfragor.

VASENTLIGHETSANALYS

Metoden for att identifiera de vdsentliga hallbarhets-
fragorna bestar av féljande steg: identifiering, prioritering
och validering. Under 2015 identifierades bolagets hallbar-
hetsfragor och dessa prioriterades sedan av en rad olika
intressentgrupper och med utgangspunkt i férvantningar
och krav fran var agare, myndigheter, vart ledningssystem
inom miljo, arbetsmiljo, kvalitet samt utifran trender i sam-
hallet. Darefter har [0pande arbete skett med att uppdatera
och validera att dessa fragor varit fortsatt relevanta for
verksamheten.

GOTEBORGS HAMN AB:S HALLBARHETSFRAGOR

Informera om:

» Hog affarsetik « Mangfald och jamstalldhet
* Biologisk mangfald * Icke-diskriminering

« Utslapp till luft « Kompetensutveckling

» Arbetsmiljo och halsa « Minskat utanforskap

» Sakerhet

Under 2020 uppdaterades bolagets hallbarhetsanalys
utifran FN:s globala mal for hallbar utveckling. Dess
relevans for bolaget samt bolagets paverkan pa malen
uppdaterades. Relevansen beddémdes utifran kategorierna

ej relevant samt generell, betydande och central for bolaget.

Den uppdaterade analysen visade att fler mal och delmal
var relevanta, jamfort med tidigare analys. Dartill har
kopplingen till bolagets styrning, vardekedja och intres-
senter synliggjorts. Detta ar grunden for bolagets hallbar-
hetsarbete framat.

Den uppdaterade hallbarhetsanalysen enligt globala
malen matchades darefter med tidigare vasentlighets-
analys upprattad enligt GRIs riktlinjer. Syftet var att
koppla samman prioriteringarna och nyttja materialet
for att uppdatera och validera bolagets vasentliga hallbar-
hetsfragor. Resultatet innebar en viktning av hallbarhets-
fragorna for hallbarhetsredovisningen, enligt foljande:

» Fragor som ska informeras om,
da de har betydelse for bolaget.

« Fragor som ska fokuseras p3,
da de ar vdsentliga for bolaget.

Resultatet av den uppdaterade vasentlighetsanalysen
2020 innebar att fem fragor identifierades som vdsentliga
och ovriga ska informeras om, se nedan. Denna bedomning
ar fortsatt gallande for 2023 och innehallet i hallbarhets-
redovisningen prioriteras utifran de vasentliga hallbarhets-
fragorna.

Fokusera pa:

» Utveckling av godsnavet
« Stabil ekonomi

» Klimat

» Resurseffektivitet
* Energi
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NYCKELTAL
CH UPPLYSNINGAR

| foljande sammanstallning redovisas de upplysningar
som Goteborgs Hamn AB bedomt som relevanta
utifran vara vasentliga fragor, som nyckeltal och annan
information. Dartill finns ytterligare nyckeltal som vi
har bedomt ar intressanta att redovisa utifran bolagets
uppdrag och styrning.

Forst redovisas nyckeltalen dar aktuell mat- och
berdkningsmetodik samt tillhorande kommentar aterfinns
i hégerkolumnen. Aren som redovisas &r 2019-2023.
Basar for berakningarna av nyckeltalen ar 2010, efter-
som bolaget omstrukturerades vid den tidpunkten.

Dar inget annat anges avser nyckeltalen Goteborgs
Hamn AB, da dotterbolaget Scandinavian Distripoint AB:s
verksamhet inom koncernen ar begransad.

Hallbarhetsupplysningar kopplat till
arsredovisningslagen aterfinns pa foljande sidor:

AFFARSMODELL
6-15, 26-34, 38-41, 50-51

MILJO
14,16-21, 24-25, 35, 37, 43, 48-49, 52-54

SOCIALA FORHALLANDEN
22-23, 27, 36, 38-39, 41, 55-56

PERSONAL
11, 24, 30-31, 33, 38-39, 42, 44-47, 51-52, 55-56

RESPEKT FOR MANSKLIGA RATTIGHETER
27, 39

MOTVERKANDE AV KORRUPTION
38-39, 41, 50-51
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NYCKELTAL

EKONOMI

_ 2023 2022 2021 2020 2019 Mat- och berakningsmetod /kommentar

Ekonomiska nyckeltal

Nettoomsattning, Mkr 979 879 813 790 764
Resultat efter finansiella poster, Mkr 267 249 267 239 189
Rérelseresultat, Mkr 310 272 291 265 217
Balansomslutning, Mkr 4378 4121 3632 3469 3246
Eget kapital, Mkr 1930 1858 1755 1640 1531
Skulder, Mkr 2448 2264 1877 1829 1714
Avkastning pa totalt kapital, % 7,2 6,6 8,1 7.7 6,7
Soliditet, % 50 52 56 55 55,2
Investeringar, Mkr 492 701 319 380 275
Kassaflode fran lopande 511 385 376 354 338
verksamhet, Mkr
Ekonomiskt stod fran offentliga 115 0 2,3 12,6 0
organ, Mkr
Skapat ekonomiskt varde, Mkr:
Kunder 995 897 824 800 768 Ekonomiskt varde i tabellen visar effekten av
L . . "betalningsstrommar” i bolaget. Inkluderar darfor
Distribuerat ekonomiskt varde, Mkr: inte bokféringsméssiga avskrivningar och dylikt.
Leverantorer -313 -256 -220 -226 -224 Tabellen innehaller ej heller eventuellt momseffekter.
Anstéllda -110 -100 -96 -85 -77
Langivare -47 -25 -25 -25 -28
Staten (kostnadsford skatt och sociala avgifter) -65 -49 -42 -37 -38
Aktiedgare -240 -124 -133 -120 -110
Behallet ekonomiskt varde, Mkr 220 342 308 307 291
Indirekt ekonomisk paverkan
Investeringar, Mkr 492 701 319 380 275
Antal exjobbare /praktikanter/ 12 9 12 10 11
arbetsmarknadsprogram
Produktion
Planerat underhall, Mkr 112 121 157 123 117
Linjeutbud
Antal direktanlop till andra 4 4 3 2 3 Information kring trafikslingor fran rederierna som
vérldsdelar, bil och container anloper Goteborgs Hamn (hemsidor).
Antal rederier som anléper 16 14 14 12 13 Information éver anlép fran terminalerna som redovisas
hamnen i linjetrafik varje ménad. Exkluderar tankers och kryssningsfartyg.
Antal destinationer 72 68 70 57 62
(fér gods inom torrlast)
Antal jarnvagsoperatdrer 8 8 8 6 6 Information frén terminalerna kring jarnvégsoperatérer
i Railport Scandinavia som redovisas varje manad.
Antal kryssningsanlop 81 81 66 11 59 Information hamtas fran anlopssystemet.
Antal anlop 5700 5800 5300 5300 6300 Fartygsanlép defineras som fartyg som gér fartygs-

anmalan och erhaller anlépsnummer. Detta innebar
att passerande, fartyg pa redden och forhalningar
ar exkluderde.
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EKONOMI

NYCKELTAL

_ 2023 2022 2021 2020 2019 Mét- och berdkningsmetod /kommentar

: Volymer :

Container, TEU* 914000 885000 828000 776000 772000 Officiella siffror fér Géteborgs Hamn som baseras pa
inlamnade uppgifter fran terminalerna.

Miljoner ton gods totalt 36,3 40,5 36,9 379 38,9 Se ovan.

Roro (rullande gods), enheter 540000 561000 566000 515000 551000 Se ovan.

Nya bilar, antal 267000 238000 256000 234000 276000 Se ovan.

Energi, miljoner ton 18,4 22,3 19,1 21,6 22,2 Se ovan.

Passagerare, miljoner 1,5 1,3 0,7 0,59 1,78 Se ovan.

Container pa jarnvag, TEU 473000 517000 458000 420000 436000 Officiella siffror fér Géteborgs Hamn som baseras pa
inlamnade uppgifter fran terminalerna. Justerade siffror
jamfort med tidigare hallbarhetsredovisningar pa grund
av uppdaterad berdkningsmetod for nyckeltalet.

Andel containers via jarnvag, % 56 64 62 60 63 Containergods pa jarnvdg i forhallande till hanterade
containers pa containerfartyg. Justerade siffror jamfort
med tidigare hallbarhetsredovisningar pa grund av
uppdaterad berakningsmetod fér nyckeltalet.

Andelimport/export totalt, 40/60 471753 47/53 45/55 46/54 Officiella siffror for G8teborgs Hamn som baseras pa

fulla containers, % inlamnade uppgifter fran terminalerna.

Svensk marknadsandel container, % 57 53 50 48 47 Baseras pa uppgifter januari - september. Goteborgs

Hamn baseras pa officiella siffror fran hamnbolaget.
Information kring resterande hamnar baseras pa
uppgifter fran Sveriges Hamnar.

Ndjda kunder

Vara kunders helhetsomdome om i.u. i.u. 71 i.u. 58 Underlaget kommer fran kundundersékningen

Goteborgs Hamn AB, % N6jd Kund Index (NKI). Resultat for 2020 och 2022
saknas eftersom denna genomférs varannat ar. Ingen
NKI-undersokning genomfdrdes under 2023.

Hog affarsetik

Kommunikation och utbildning 0 0 0 0 1

i policys och rutiner avseende
antikorruption, antal anstallda

*TEU = omriknat till 20~fotsenbeter.

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE
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MILJO
2023

2022 2021 2020 2019

Utslapp

Mat- och berdakningsmetod /kommentar

Go6teborgs Hamn AB:s totala 127 137 184 191 235
utslapp av véxthusgaser
- direkta, ton koldioxidekvivalenter

Goteborgs Hamn AB:s totala utslapp 160 80 83 86 93
av vaxthusgaser - indirekt energi,
ton koldioxidekvivalenter

Goteborgs Hamns utslapp av 186000 200000 193000 188000 198000
vaxthusgaser - andra indirekta,

totalt, ton koldioxidekvivalenter

VARAV:

Terminaler 6479 7174 6500 6700 13500
Sjofart 151000* 163000 147000 146000 157000
Vagtrafik 27800* 28500 28600 28000 31200
Tagtrafik 780 610 630 670 660
Svaveldioxid, ton 48* 51 62 65 70
Kvavedioxid, ton 1300* 1530 1400 1400 1600
Partiklar, ton 31* 35 33 32 35
Kolvéten, ton 64* 72 77 75 81
VOC-utslapp i Energihamnen, ton 1289 1462 1300 1400 1300

*Dessa siffror uppdateras under februari-mars 2023, dd slutgiltigt underlag inkommer.

Avser rapportering av scope 1 enligt GHG-protokollet.
Omfattar arbetsfartyg, produktionsfordon, uppvarm-
ning av byggnader och brandpumpar i Torshamnen.
Sammanstallningen sker utifran férbrukningsunderlag
och emissionsfaktorer for drivmedel och gasuppvarm-
ning, vilka hdmtas hos leverantdrerna. Utslapp fran basar
2010 var 590 ton.

Avser rapportering av scope 2 enligt GHG-protokollet.
Omfattar el- och fjarrvdrmeanvandning i byggnader
samt gatubelysningen och féljevarmen i Energihamnen.
Sammanstallningen sker utifran férbrukningsunderlag
och emissionsfaktorer som tillhandahalls av Energi
Svergie samt Goteborg Energi. Utslapp fran basar 2010
var 150 ton. Forbrukning av el och fjarrvarme har dkat
kraftigt under aret till foljd av utokat fastighetsbhestand
samt att berakningsmodeller och systemgrénser har
justerats.

Avser rapportering av scope 3 enligt GHG-protokollet.
Innefattar bolagets tjansteresor om 10 ton for 2023
och underlaget tilthandahalls av bolagets resebyra,
Hogia och Lingmerhs, utsldpp beraknas med verktyget
Atmosfair. 2021 och 2023 kdptes bioflygbrénsle fran
Swedavia. Férdelningen av évriga utslapp redovisas
nedan. Sammanstallningen for 2019 innehaller inte
vag- och tagtrafik, da scope 3 4r utvidgat fran och
med 2020. IVL:s berdkningsmodell for sjofarten ar
uppdaterad 2023 med férbattrad metodik och béttre
kvalité i indata, dar 2019-2022 har beréknats om fér
jamférbarhet.

Berakningar utifran bolagens scope 1 + 2 enligt GHG-
protokollet tas fram av APM Terminals Gothenburg AB,
Gothenburg Ro/Ro Terminal AB samt Logent Ports &
Terminals AB och tillhandahalls Géteborgs Hamn AB.
Innefattar ocksa VOC-utslapp fran Energihamnen
omréknade till koldioxidekvivalenter.

Omfattar kommersiella sj6farten fran Vinga till
hamnomradet. Utslappen berdknas av IVL utifran
anlopsstatistik. IVL:s berdkningsmodell fér sjofarten
ar uppdaterad 2023 med forbattrad metodik och battre
kvalité i indata, dar 2019-2022 har berdknats om

for jamforbarhet. Utslappen redovisas i koldioxid-
ekvivalenter WTW (COz-e).

Omfattar vagtrafik till och fran Géteborgs Hamn inom
Goteborgs kommun. Utsldppen berdknas av IVL utifran
en modell med underlag om lastbilstyper, strackor och
statistik fran terminaloperatérerna. For 2023 redovisas
utslappen i koldioxidekvivalenter WTW (CO2-€) och
vérdet for 2022-2019 &r korrigerat fran TTW (CO2)
utslapp.

Omfattar tagtrafik till och fran Goteborgs Hamn inom
Goteborgs kommun. Utsldppen beraknas av IVL utifran
en modell med underlag om frekvens, stréckor, gods-
volymer och statistik fran vaxlingsoperatérerna. For
2023 redovisas utslappen i koldioxidekvivalenter WTW
(CO2-€). 2022 har justerats till féljd av att det inkluderar
véaxthusgaser och tar med emmisionerna &ven fran
brénsletillverkningen, WTW (CO2-e). For 2021-2019
redovisas koldioxidutslappen i TTW (CO3).

Omfattar utslapp fran sj6farten och berdknas av IVL
utifran anlpsstatistik.

Matningar genomfors av FluxSense AB i Energihamnen
och innefattar lacksokning samt bestamning av
emissionerna utifran identifierade lackor.
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Utslapp, forts.
Andel fartygsanlop som far 44 49 48 48 43 Andelen ar framtagen genom utdrag ur ekonomi-
miljorabatt pa hamntaxan, % systemet med anlop som fatt miljsrabatt.
Andel fartygsanlép som har 31 46 31 34 38 Andelen ar framtagen genom anlopsstatistik fér fartyg

mojlighet att elansluta vid kaj, %

som ar utrustade for att elansluta vid kaj och som
anloper kaj dér elanslutning finns.

7400% 3200 3700 4300

4900

Omfattar indirekt energianvandning per primar energi-
kélla. Elen &r Bra Miljéval for samtliga ar fram till 2023.
Under 2023 har det skett en forandring av leverantéren
till Energi Svergie och nu kommer elektriciteten fran en
fornyelsebar energimix. Redovisad elférbrukningen har
Gkat pa grund av forvarvet av fastigheter under 2023
samt andring av systemgréns for datainsamling och
inkluderar hyresgaster dér el ingar i hyran.

Fjarrvarme, MWh

Omfattar indirekt energianvandning per primar energi-
kélla. Redovisad fjarrvarme har okat pa grund av
forvarvet av fastigheter under 2023 samt systemgranser
har setts 6ver och i dennassiffra redovisas endast
Goteborgs Hamn AB fjarrvarmeforbrukning utan hyres-
géster. Utan tillkommande fastigheter sa har fjarrvarme-
forbrukning i stallet minskat i jamforelse med tidigare ar.
For Amerikaskjulet ar fjarrvarme Bra Miljoval.

Omfattar indirekt energianvandning per primar
energikélla. Féljevarmen har inblandning av biogas i
varmeproduktionen samt levereras av Goteborg Energi.

Energiférbrukning, andel 92 100 100 100
férnyelsebara energikéllor, %

Omfattar direkt energianvéndning per premiar
energikalla. Gasen utgors av biogas och levereras av
Goteborg Energi.

Omfattar energikallor som anges ovan. Réknat utifran
den andel som utgérs av férnyelsebara energikallor,
dvs Bra Miljoval vattenkraft och fjarrvarme och/eller
biobaserat. F6r 2023 &r endast fjarrvarmen till
Amerikaskjulet Bra Miljgval.

32400 39690 41300

49600

52400

Omfattar biodiesel, diesel, HVO och bensin till
produktionsfordon, arbetsfartyg samt brandpumpar.
Sammanstillning sker utifran leveransunderlag fran
vara leverantorer: Gasefuels, Preem och OKQ8.

6600

7700

Omfattar fordonsgas till produktionsfordon och utgérs
av biogas. Sammanstallning sker utifran leveransunder-
lag fran vara leverantorer, vilka 4r Gasefuels.

Drivmedelsférbrukning, andel 49 35 13 13
fornyelsebara drivmedel, %

Omfattar drivmedel som anges ovan, réaknat utifran den
andel som utgérs av HVO och biogas. Forbrukning av
elifordon inkluderas i energisiffrorna ovan.

Farligt avfall, ton 6115 6945 5100 5488

6340

Omfattar avfall fran framst sj6farten inklusive sludge,
men aven Goteborgs Hamn AB:s verksamhet, hyres-
géster och entreprendrer. Inkluderar farligt avfall fran
29 fraktioner, 2023. Mangder per sorteringsfraktion
redovisas i detalj for samtliga ar i verksamhetens
miljérapporter. For 2023 var 6098 ton omhandertagna
av Stena Recycling och 17 ton av Renova, statistiken
tillhandahalls fran dem. Nedan redovisas férdelning av
behandlingsmetoder for avfallet fran Stena Recycling,
denna information tillhandahélls inte av Renova.

Materialatervinning, % 94 95 97 99
Energiatervinning, % 6 5 3 1
Deponi, % 0 0 0

Anger den procentuella fordelningen av mangden farligt
avfall fran Stena Recycling som materialatervinns,
energiatervinns samt deponeras. Andelen som deponeras
&runder 0,5% och redovisas dérfér som 0 %. Utfallet for
2022-2019 &r justerat jamfort med tidigare hallbarhets-
redovisning, till féljd av &ndring i berakningsmetod.

*Dessa siffror uppdateras under februari-mars 2023, da slutgiltigt underlag inkommer.

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE
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Avfall, forts. Anstallning
Fororenade massor, ton 11300 664 8200 41000 85000 En sammanstallning av mangder massor som har Totalt antal anstallda 173 167 158 152 140 Underlag hdmtat fran personalsystemet,
klassificerats som Kénslig Markanvandning (KM), darav man 121 112 106 102 95 Heartpace.
Mindre Kénslig Markanvandning (MKM) och farligt 5 .
avfall och har hanterats av tillstandspliktig transportér. darav kvinnor 52 55 52 50 45
Underlagetkommer fran transportdrerna.  © | e e e
................................................................................................................................................................................................................ Antal tillsvidareanstallda 169 157 152 144 133 Underlag hamtat fran personalsystemet,
Sludge, ton 5715 6545 4800 5700 6100 Omfattar sludge fran fartygen, till samtliga hamndelar. dérav mén 117 105 102 94 89 Heartpace.
Avfallsmangder tillhandahalls av Stena Recycling. darav kvinnor 52 52 50 49 44
Ovrigt avfall, ton 772 484 710 550 815 Omfattar avfall frin Goteborgs Hamn AB:s verksamhet, Antal visstidsanstéllda 1 10 6 8 8 Underlag hdmtat fran personalsystemet,
hyresgéisteruo_ch entreprendrer _samt sj_ijfarten dirav min 1 7 4 7 7 Heartpace.
Inkluderar foljande avfallsfraktioner; fint och grovt d3 kvi 0 3 2 1 1
brénnbart verksamhetsavfall, avfall till sortering, arav kvinnor
kontorspapper, glasforpackningar, wellpapp, hard- och
mjukplast, pappersférpackningar, metallférpackningar, Antal heltidsanstallda 169 161 152 143 132 Underlag hdmtat fran personalsystemet, Heartpace.
C;?Li‘;ﬁtg?gbff:ﬁ;Szrg;iﬂtﬁtj:zrl-z%f;;ﬂ\?iﬁ(r:t darav man 117 108 103 95 89 Bolaget anstiller sommarjobbare men dessa finns
) A ; inte med i statistiken som berér antal anstallda.
maélstyrs genom resurshushéllningsmélet i miljé- och darav kvinnor 52 53 49 48 43
Klimatstrategin, Ovriga mangder per orteringsfraktion  § |
redovisas i detalj for samtliga ari verksamhetens Antal deltidsanstallda 3 6 6 9 6 Underlag hamtat fran personalsystemet, Heartpace.
B s s grau man S
' 5 i De som har deltidsanstallning har det pa grund av
avfallet. Nedan redovisas fordelning av behandlingsme- darav kvinnor 0 2 2 2 2 eget onskemal eller av nédvéﬁdighet pag
toder for avfallet. Avfall for dvrig behandling utgor reemeeereeeeeeeererenaenenereereennenesneneanseneneee. N WU WSS WSS W— -,
mindre @n 1,5 % och redovisas dérfor ej. .
.................................................................................................................................................................................................................. Totalt antal som borjat 20 24 19 26 14 Underlag hdmtat fran personalsystemet,
Energiatervinning, % 61 40 45 54 60 Anger den procentuella andelen av méangden dvrigt d?rav man 17 17 14 15 9 Heartpace.
Materialatervinning, % 19 30 23 20 14 avfall redovisat ovan som energiatervinns, material- dérav kvinnor 3 7 5 11 5)
Sortering, % 20 19 3] 4 25 stervinns, sorteras och biologiskt behandlas. 1| ... I B e e e
Biologisk behandling, % 1 2 1 1 1 Totalt antal som slutat 16 15 12 11 11 Underlag hdmtat fran personalsystemet,
.................................................................................................................................................................................................................. darav man 11 11 9 6 7 Heartpace.
Antal spill till mark utanfér 6 5 10 18 16 Med sékerhetssystem avses hardgjord yta som ar dérav kvinnor 5 4 3 5 4
sakerhetssystemen sam til ansluten tillvattenrening, OMfattar frAMSt GOteDOrEs & | L
omgivande vatten Hamn AB:s verksamhet, spill till vatten ar dock inom Personalomsattning, % 11,9 9,3 77 7,6 8,1 Raknas fram genom att underlag fran personal-
hela hamnomradet. Mangderna per spill varierar och systemet, Heartpace. Mats som lagst antal
finns dokumenterat. Inga rapporterade spill fér 2023 var medarbetare som har bérjat eller slutat dividerat
signifikanta i oquttnir}g, alltsa i)’ve_r 100 liter. Base[as med medelantalet anstillda.
painrapporteringiavvikelsehanteringssystemet, dar 1 e e et
mer information om varje enskilt spill finns. L
.................................................................................................................................................................................................................. Medarbetarférmaner: De som har en tillfallig anstéllning (vikariat) &r
Kemiska produkter som innehaller 52 46 41 338 6 Antal produkter som innehaller utfasningsdmnen i Férsakringar anstallda via ett bemanningsforetag och darmed
Lo Géteb H AB:s kemikalieresister. Kemikalie- utgaringa av bolagets férmaner till dem. Vi gor dock
utfasningsamnen, antal S T e o> o REMIE e Pension ingen skillnad pa heltids- och deltidsanstallda vad
inspektionen har under 2023 uppgraderat kriterier for e e g o p e ;
utfasningsamnen. Det innebar att fler av de kemiska Tillgang till vard gdller fsrméner. Bolaget betalar in tjanstepension
produkter som anvands inom bolaget nu innehaller Foréldraledighet enligt kollektivavtalets bestammelser. Alla anstallda
ufastningsamnen. 0vrigt erbjuds att kdpa en valfri gruppforsékring via
.................................................................................................................................................................................................................. Skandia dar bland annat livforsakring finns att vélja.
Biologiskt manefald Dérutdver finns en livfdrsdkring via kollektivavtalet
1ologiskt mangia (TGL). Féretagshalsovérd erbjuds vid behov. Bolaget
- har en kollektivavtalad arbetsskadeforsakring vilken
Skyddade omraden, areal i hektar 162 162 162 162 162 Omfattar Torsviken, skyddat som Natura 2000-omréade, inkluderar dven arbetsskada som leder till invaliditet
samt Rya Skog, skyddat som naturreservat. Torsvikens och funktionshinder. Foraldraledighet &r en
bevarande§tAatus utvérqeras av Lansstyrelsen och lagstadgad réttighet och vi betalar ut féréldralon/
Rya Skog foljs upp av Goteborgs Stad. foraldrapenning utifran gallande kollektivavtal vid
.................................................................................................................................................................................................................. langre foraldraledigheter. Utdver ovan nimnda
Restaurerade omraden, areal i hektar 121 121 121 104 104 Atgarder har genomforts for att framja biologiska formaner finns foljande: Sjukftrsakring, omstall-
mangfalden och olika djurarter, exempelvis salamander, ningsforsékring, l6nevéxling till pension, halsoprofil-
hasselsnok och mindre hackspett. Detta omfattar beddmning, friskvardsbidrag, sponsing av start-
exempelvis avverkning och réjning av igenvaxta omraden, avgifter, cykelbidrag, l6neutfyllinad vid vard av barn,
tillskapa dod ved,ﬂtvé_\_ salamapderhotell__och éterskap__ade lonetillagg vid tjiansteresor och milersattning, frukt,
av vattenspegel. Atgérderna ar genomforda i hamnnéra cykelservice, leasing av cykel, subventionerad
omraden. Under 2023 har inga férandringar skett. kollektivtrafikkort och parkering, subventionerad
......................................................................................................................................................................................................................... lunch, glastgonbidrag och gratis synundersokning
samt mojlighet att vara foretagsvolontér pa arbetstid.

GOTEBORGS HAMN AB=HACLBARNETSREDOVISNHNG2023 | 55

Transaktion 09222115557509823546

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE

54 | GOTEBORGS HAMNAB=HATLBARHETSREDOVISNING 2023




NYCKELTAL

SOCIALT

Anstallning, forts

_ 2023 2022 2021 2020 2019 Mat- och berdakningsmetod /kommentar

Medarbetarformaner, friskvard
och halsa, antal medarbetare som
nyttjat férménen:

Via féretagshalsovarden erbjuds vara anstallda att
kolla kondition och hélsa genom en hélsoprofils-
bedémning. De anstallda har mojlighet att anvanda
1500 kronor per ar for friskvardsrelaterade

Halsoprofilbedémning 0 0 75 0 77 aktiviteter. Tva startavgifter pa upp till 700 kr per
Friskvardsbidrag 120 102 9 56 54 gang subventioneras arligen av arbetsgivaren.
S X if 5 2 1 2 7 Denna héalsoprofilshedémning har medarbetarna
ponsrlmg startavgifter majlighet att genomfora vartannat ar, vilket ej
Cykelbidrag 26 15 13 32 19 genomférdes 2023 utan lades i stallet i borjan av
Subventionerat Vasttrafikkort 26 21 21 34 39 2024, ddrav kan ej antal redovisas fér 2023.
Hallbart Medarbetar 87 88 86 80 73 Méts som ett index mellan styrning, motivation
Engagemang Index och ledarskap. Tas fram genom Goteborgs stads
gemensamma méatning och genom bolagets egna
matning.
eNPS (employee Net Promoter Score, 47 42 35 i.u. i.u. Beskriver i vilken grad medarbetarna ar ambassa-
ambassaddrsskap) dorer for organisationen. Skalan som méts gar fran
minus 100 till plus 100. Méts via temperaturmétning
var 6:e vecka. Matningen pabérjades Q4 2020, men
sammanstéllt resultat finns forst for 2021.
Anstalldas hélsa och sékerhet
Total sjukfranvaro, % 2,4 2,6 29 3,2 3,4 Kénsférdelningen 2023: man var 1,5 %, kvinnor var
4,2%. Sjukfranvaro méats i timmar och réknas i
procent av ordinarie arbetstid. Underlaget hamtas
fran lonesystemet Hogial.on Plus.
Mangfald och jamstilldhet
Mangfaldsindikatorer medarbetare,
ledning och styrelse:
Kvinnor/ mén, % 31/69 33/67 33/67 33/67 32/68 Aldersfordelning 2023:
Kvinnor: 2% var under 30 ar, 65 % var 30-50 ar
och 33% var éver 50 ar.
Man: 3% var under 30 ar, 57 % var 30-50 ar
och 41 % var dver 50 ar.
Underlaget hamtas ur personalsystemet Heartpace
och beraknas pa totalt antal anstallda.
Kvinnor / mén chefer, % 34/66 42/58 43/57 41/%9 39/61 Aldersfordelning 2023:
Kvinnor: 0% var under 30 ar, 20 % var 30-50 ar
och 80 % var over 50 ar.
Man: 0 % var under 30 ar, 47 % var 30-50 ar
och 53 % var éver 50 ar.
Underlaget hamtas ur personalsystemet Heartpace.
Kvinnor / mén ledningsgrupp, % 29/71 43/57  375/625 375/625 37/63 Underlaget hdmtas ur personalsystemet Heartpace.
Kvinnor / mén styrelse, % 47/53 47/53 41/59 41/59 40/60 Underlaget hamtas fran HogialLon Plus.
Icke diskriminering
Fall av diskriminering samt vidtagna 0 0 0 0 0 Vi har inga anmalda fall av diskriminering,
atgarder, antal enligt diskrimineringslagens grunder, under aren
2015-2023.
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STYRELSEN

Styrelsen om hallbarhetsrapport
enligt arsredovisningslagen (ARL)

Denna hallbarhetsredovisning utgér koncernens och
bolagets lagstadgade hallbarhetsrapport och ar en del

av forvaltningsberattelsen for Goteborgs Hamn AB med
organisationsnummer 556008-2553. Hallbarhetsrapporten
innehaller Goteborgs Hamn AB:s information om de
viktigaste inslagen for forstaelsen av foretagets utveckling,
stallning och resultat samt konsekvenserna av verksam-
heten, daribland upplysningar i fragor som ror miljo,
sociala forhallanden, personal, respekt for manskliga
rattigheter och motverkande av korruption.

Goteborg den 9 februari 2024

Lars Johansson, Styrelsens ordforande
Karin Bernmar, Vice ordférande
Cecilia Magnusson, Vice ordforande
Jan Annerback

Eva Olofsson

Styrelsen i sin helhet bekraftar, utifran sin
basta kunskap och dvertygelse, foljande:

« Hallbarhetsrapporten har upprattats enligt
arsredovisningslagen.

« Hallbarhetsrapporten innehaller inga vasentliga
felaktiga uppgifter, inga vasentliga uppgifter har
utelamnats och alla uppgifter ar forenliga med
innehallet i arsredovisningen och koncern-
redovisningen.

Thore Hagman

Helena Holmberg
Thomas Larsson
Anders Edstrom

Goran Eriksson, Verkstallande direktor

For denna redovisning anvands ett digitalt verktyg for styrelsens godkannande. Det innebar att varje persons
digitala godkannande genererar ett digitalt verifikat, vilket finns hos Goteborgs Hamn AB.

For tillgang till denna information, kontakta info@portgot.se
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REVISORNS YTTRANDE

Revisorns yttrande avseende den
lagstadgade hallbarhetsrapporten

Till bolagsstamman i Goteborgs Hamn AB, org.nr 556008-2553

Revisorns yttrande avseende den lagstadgade hallbarhetsrapporten.

UPPDRAG OCH ANSVARSFORDELNING
Det ar styrelsen som har ansvaret for hallbarhetsrapporten for ar
2023 och for att den ar upprattad i enlighet med arsredovisningslagen.

GRANSKNINGENS INRIKTNING OCH OMFATTNING

Var granskning har skett enligt FAR:s rekommendation RevR 12
Revisorns yttrande om den lagstadgade hallbarhetsrapporten.
Detta innebar att var granskning av hallbarhetsrapporten har en
annan inriktning och en vasentligt mindre omfattning jamfort med
den inriktning och omfattning som en revision enligt International
Standards on Auditing och god revisionssed i Sverige har. Vi anser
att denna granskning ger oss tillracklig grund for vart uttalande.

UTTALANDE
En hallbarhetsrapport har upprattats.

Goteborg, februari 2024

Ernst & Young AB

Anders Linusson, Auktoriserad revisor

For denna redovisning anvands ett digitalt verktyg for revisorns
godkannande. Det innebar att revisorns digitala godkannande
genererar ett digitalt verifikat, vilket finns hos Goteborgs Hamn AB.

For tillgang till denna information, kontakta info@portgot.se
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Ordlista

BEGREPP

AFIR

ATEX-zon

CISO

EOPSA

GHG-protokollet

GRI Standard

HME

HVO

IMO

IVL

Koldioxidekvivalenter

KPI

LNG

MEPC

NKI

OCIMF

OPS-lésning

Parisavtalet

Roro-fartyg

TEU

TTW

VOC-utslapp

WTT

WTW

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, GE

FORKLARING

Alternative Fuels Infrastructure Regulation forordning som reglerar infrastruktur
for alternativa branslen.

Explosionsfarlig miljo.

Chief Information Security Officer.

European Onshore Power Supply Association.

Greenhouse Gas Protocol. Standard for att berakna och rapportera
vaxthusgasutslapp.

Global Reporting Initiative. Standard for framtagande av hallbarhetsredovisningar.

Hallbart Medarbetar Engagemang. Index som mater medarbetarengagemang
med fokus inom motivation, ledarskap och styrning.

Hydrogenated vegetable oil. Fornybart syntetiskt dieselbransle.

International Maritime Organization.

Svenska miljoinstitutet.

Ett matt pa utslapp av vaxthusgaser som tar hansyn till att olika gaser
har olika formaga att bidra till vaxthuseffekten.

Key Performance Index. Ett matbart varde som féljer en verksamhets
effektivitet inom olika omraden.

Liguefied Natural Gas ar naturgas som omvandlats till flytande form.

Marine Environment Protection Committee.

NGjd Kund Index. Index som mater kundnojdhet.

0il Companies International Marine Forum

Onshore Power Supply, el-landanslutning for fartyg.

Ett internationellt klimatavtal som varldens lander enades om ar 2015.

Roro-fartyg har gods, exempelvis i form av trailers, som kors av och pa fartyget.

Twenty-foot Equivalent Unit, tjugofotscontainer.

Emissionerna som uppkommer vid forbranning i motorer brukar kallas tank-till-hjul
utslapp, pa engelska tank-to-wheel.

Volatile Organic Compounds, flyktiga organiska foreningar.

Emissionerna av vaxthusgaser som sker under produktionen, foradlingen och
transporten av drivmedlet brukar kallas kalla-till-tankutslapp, well-to-tank (WTT).

Well-to-wheel/propeller vilket ar summan av WTT och TTW vilket innebar att
emissioner som uppstar i produktion och vid forbranning inkluderas.
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31 sidor

Startades 2024-02-09 15:20:08 CET (+0100) av Lina
Bjorklund (LB)

Fardigstallt 2024-02-09 16:12:37 CET (+0100)

Initierare

Lina Bjorklund (LB)
Goteborgs Hamn AB
lina.bjorklund@portgot.se

Signerare

Lars Johansson (LJ)

Goteborgs Hamns styrelse
Personnummer 19500529-5059
lars.johansson@politiker.goteborg.se
+46709461014

BankID

Namnet som returnerades fran svenskt BanklD var "Lars
Valdemar Johansson"
Signerade 2024-02-09 15:24:19 CET (+0100)
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Karin Bernmar (KB)

Goteborgs Hamns styrelse
Personnummer 19821125-4902
karin.bernmar@politiker.goteborg.se
+46730360977

BankID

Namnet som returnerades fran svenskt BanklD var
"KARIN BERNMAR"
Signerade 2024-02-09 16:12:37 CET (+0100)
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Transaktion 09222115557509823546

Cecilia magnusson (Cm)

Goteborgs Hamns styrelse
Personnummer 19620106-2467
cecilia.magnusson@politiker.goteborg.se
+46703760667

BankID

Namnet som returnerades fran svenskt BankID var "Gun
Cecilia Marianne Magnusson"
Signerade 2024-02-09 15:39:51 CET (+0100)

Eva Olofsson (EO)

Goteborgs Hamns styrelse
Personnummer 19600528-5165
eva.olofsson@politiker.goteborg.se
+46705743003

BankID

Namnet som returnerades fran svenskt BankID var "EVA
M OLOFSSON"
Signerade 2024-02-09 15:39:07 CET (+0100)

Helena Holmberg (HH)

Goteborgs Hamns styrelse
Personnummer 19691014-4887
helena.holmberg@politiker.goteborg.se
+46707800700

BankID

Namnet som returnerades fran svenskt BanklID var
"HELENA HOLMBERG"
Signerade 2024-02-09 15:42:12 CET (+0100)

Thomas Larsson (TL)

Goteborgs Hamns styrelse
Personnummer 197901184916
thomas.larsson@politiker.goteborg.se
+46709200640

BankID

Namnet som returnerades fran svenskt BanklD var
"THOMAS LARSSON"
Signerade 2024-02-09 15:32:02 CET (+0100)
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Transaktion 09222115557509823546

Thore Hagman (TH)

Goteborgs Hamns styrelse
Personnummer 19520815-5092
thore.hagman@politiker.goteborg.se
+46705818062

|

BankID

Namnet som returnerades fran svenskt BanklD var
"THORE HAGMAN"
S/'gnerade 2024-02-09 15:40:27 CET (+0100)

Jan Annerback (JA)

Goteborgs Hamns styrelse
Personnummer 19441026-5435
jan.annerback@politiker.goteborg.se
+46705546845

|

BankID

Namnet som returnerades fran svenskt BanklID var "JAN

ANNERBACK"
Signerade 2024-02-09 15:23:41 CET (+0100)

Anders Edstrom (AE)

Goteborg Hamns styrelse
Personnummer 19580920-7912
anders.edstrom@politiker.goteborg.se
+46704920192

|

BankID

Namnet som returnerades fran svenskt BanklID var
"Anders Edstrém"
S/gnerade 2024-02-09 15:22:52 CET (+0100)

Goran Eriksson (GE)

Goteborgs Hamn AB
Personnummer 19721114-4998
goran.eriksson@portgot.se
+46762472208

|

BankID

Namnet som returnerades fran svenskt BanklD var
"GORAN ERIKSSON"
Signerade 2024-02-09 15:38:49 CET (+0100)

Detta verifikat ar utfardat av Scrive. Information i kursiv stil ar sakert verifierad av Scrive. Se de dolda
bilagorna for mer information/bevis om detta dokument. Anvand en PDF-ldsare som t ex Adobe Reader
som kan visa dolda bilagor for att se bilagorna. Observera att om dokumentet skrivs ut kan inte
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehallet i de
dolda bilagorna. Den digitala signaturen (elektroniska forseglingen) sakerstaller att integriteten av detta
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. For er
bekvamlighet tillhandahaller Scrive dven en tjanst for att kontrollera dokumentets integritet automatiskt

pa: https://scrive.com/verify
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{"access_token":"45acc20ac96dd4d4","author_attachments":[],"auto_remind_time":null,"confirmation_message":"","ctime":"2024-02-01T14:10:24.80332Z","days_to_sign":90,"display_options":{"allow_reject_reason":true,"document_is_receipt":false,"show_arrow":true,"show_footer":true,"show_form":false,"show_form_arrow":true,"show_header":true,"show_pdf_download":true,"show_reject_option":true},"experimental_features":{"process_management":"esign","signatory_status_summary":"document_signed","use_new_signview":false},"file":{"id":"9222591557816386796","name":"GÖHA0766_HållbarHamn_2023_K11.pdf"},"folder_id":"749867","from_shareable_link":false,"id":"9222115557509823546","invitation_message":"","is_deleted":false,"is_saved":true,"is_shared":false,"is_template":false,"is_trashed":false,"lang":"sv","mtime":"2024-02-09T15:12:37.94272Z","object_version":66,"parties":[{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"standard","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"standard"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email","document_roles":[],"email_delivery_status":"unknown","experimental":{"signatory_status":"invitation_delivered"},"fields":[{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Lina"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Björklund"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"lina.bjorklund@portgot.se"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamn AB"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716598","is_author":true,"is_signatory":false,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":null,"sign_order":1,"sign_policy":"immediate","sign_time":null,"signatory_role":"viewer","user_id":"9221662934817186797"},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Lars"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Johansson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"lars.johansson@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46709461014"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19500529-5059"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716599","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:23:42.94352Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:24:19.81792Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Karin"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Bernmar"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"karin.bernmar@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46730360977"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19821125-4902"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716600","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":"2024-02-09T15:12:16.28364Z","rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T15:12:10.17883Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T15:12:37.94272Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Cecilia"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"magnusson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"cecilia.magnusson@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46703760667"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19620106-2467"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716601","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:38:55.06588Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:39:51.90514Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Helena"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Holmberg"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"helena.holmberg@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"mobile","value":"+46707800700"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19691014-4887"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716602","is_author":false,"is_signatory":true,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":"2024-02-09T14:41:53.48339Z","rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:41:49.01550Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:42:12.09369Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Eva"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Olofsson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"eva.olofsson@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46705743003"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19600528-5165"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716603","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:38:36.45197Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:39:07.18911Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Thomas"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Larsson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"thomas.larsson@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46709200640"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"197901184916"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716604","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:31:26.95303Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:32:02.27498Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Thore"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Hagman"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"thore.hagman@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46705818062"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19520815-5092"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716605","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:39:52.48033Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:40:27.55373Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Anders"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Edström"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"anders.edstrom@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborg Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46704920192"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19580920-7912"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716606","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":"2024-02-09T14:34:39.77227Z","rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:22:23.06687Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:22:52.91886Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Jan"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Annerback"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"jan.annerback@politiker.goteborg.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamns styrelse"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46705546845"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19441026-5435"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716607","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:22:35.78383Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:23:41.15617Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email_mobile","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Göran"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Eriksson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"goran.eriksson@portgot.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göteborgs Hamn AB"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"mobile","value":"+46762472208"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"19721114-4998"}],"has_authenticated_to_view":false,"hide_personal_number":false,"highlighted_pages":[],"id":"9221402946390716608","is_author":false,"is_signatory":true,"mobile_delivery_status":"delivered","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2024-02-09T14:38:19.70300Z","sign_order":1,"sign_policy":"immediate","sign_time":"2024-02-09T14:38:49.35271Z","signatory_role":"signing_party","user_id":null}],"sealed_file":null,"sms_confirmation_message":"","sms_invitation_message":"","status":"closed","tags":[],"template_id":"9222115557509816481","timeout_time":"2024-05-09T21:59:59.00000Z","timezone":"Europe/Stockholm","title":"Hållbarhetsredovisning 2023","viewer":{"role":"sealing"}}


Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The initiator Lina Björklund (LB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-09 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@politiker.goteborg.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karin.bernmar@politiker.goteborg.se) and SMS (+46730360977) to Karin Bernmar (KB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@politiker.goteborg.se) and SMS (+46703760667) to Cecilia magnusson (Cm). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (helena.holmberg@politiker.goteborg.se) to Helena Holmberg (HH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eva.olofsson@politiker.goteborg.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thomas.larsson@politiker.goteborg.se) and SMS (+46709200640) to Thomas Larsson (TL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thore.hagman@politiker.goteborg.se) and SMS (+46705818062) to Thore Hagman (TH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.edstrom@politiker.goteborg.se) and SMS (+46704920192) to Anders Edström (AE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@politiker.goteborg.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:08.786455 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (goran.eriksson@portgot.se) and SMS (+46762472208) to Göran Eriksson (GE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:13.566381 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.603472 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.625431 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia magnusson (Cm) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.649705 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.676518 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thore Hagman (TH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.725981 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Edström (AE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.752712 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.799875 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.828777 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.857357 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Cecilia magnusson (Cm) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.887167 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.924636 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Thomas Larsson (TL) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.953062 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Thore Hagman (TH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:13.986557 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Edström (AE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:14.014435 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:14.045509 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Göran Eriksson (GE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:21.172867 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Holmberg (HH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:21.204845 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thomas Larsson (TL) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:21.230624 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Göran Eriksson (GE) was delivered.

      


    

  



  

  

    		2024-02-09 14:22:23.066879 UTC ±67 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      94.191.152.127

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Anders Edström (AE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:22:35.783831 UTC ±68 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:22:52.918869 UTC ±68 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      94.191.152.127

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Anders Edström (AE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: Anders Edström

  
ID number: 

  195809207912



  
IP: 94.191.152.127
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:23:41.156171 UTC ±69 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jan Annerback (JA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:23:42.943527 UTC ±69 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:24:19.817929 UTC ±70 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Lars Johansson (LJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:31:26.953032 UTC ±81 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      193.138.218.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thomas Larsson (TL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:32:02.274989 UTC ±82 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      193.138.218.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thomas Larsson (TL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: THOMAS LARSSON

  
ID number: 

  197901184916



  
IP: 193.138.218.201
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:34:39.772276 UTC ±85 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.edstrom@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 14:38:19.703006 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Göran Eriksson (GE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:38:36.451979 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.3.152.31

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:38:49.352719 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Göran Eriksson (GE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: GÖRAN ERIKSSON

  
ID number: 

  197211144998



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:38:55.065882 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia magnusson (Cm) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:39:07.189114 UTC ±3 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.3.152.31

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Eva Olofsson (EO) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 31.3.152.31
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:39:51.90514 UTC ±4 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Cecilia magnusson (Cm) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:39:52.48033 UTC ±4 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      94.234.98.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thore Hagman (TH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:40:27.553734 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      94.234.98.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thore Hagman (TH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: THORE HAGMAN

  
ID number: 

  195208155092



  
IP: 94.234.98.227
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:40:53.90782 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Karin Bernmar (KB) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:40:53.90782 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Helena Holmberg (HH) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:40:58.213486 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:40:58.234013 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Holmberg (HH) was delivered.

      


    

  



  

  

    		2024-02-09 14:40:59.354096 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:49.015505 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.164.167

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Helena Holmberg (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:41:51.420337 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Karin Bernmar (KB) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:41:51.420337 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Helena Holmberg (HH) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:41:53.483392 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helena.holmberg@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 14:41:59.009568 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      184.73.106.177

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Helena Holmberg (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:41:59.422919 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:59.822754 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:59.8437 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Holmberg (HH) was delivered.

      


    

  



  

  

    		2024-02-09 14:42:12.09369 UTC ±7 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.164.167

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Helena Holmberg (HH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: HELENA HOLMBERG

  
ID number: 

  196910144887



  
IP: 90.235.69.176
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 15:10:00.97915 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Karin Bernmar (KB) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 15:10:05.806931 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 15:10:12.267777 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 15:12:10.178835 UTC ±51 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.188.116

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Karin Bernmar (KB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:12:13.361704 UTC ±51 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      34.198.35.157

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Karin Bernmar (KB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:12:16.283649 UTC ±51 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karin.bernmar@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 15:12:37.942721 UTC ±52 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.188.116

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Karin Bernmar (KB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2023" med transaktionsnummer 9222115557509823546.












Data returned from 

  the BankID network

:

  
Name: KARIN BERNMAR

  
ID number: 

  198211254902



  
IP: 83.187.171.226
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 15:12:37.942721 UTC ±52 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.58 ms

		standard deviation: 1.57 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.443%

		|e| < 5 ms: ≈99.737%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-12-29 22:58:36.058806 UTC and 2024-02-09 14:37:49.398684 UTC:







  		Time collected

  		Clock offset







  

    		2023-12-29 22:58:36.058806

    		0.6 ms

  





  

    		2023-12-29 23:58:39.59509

    		-0.5 ms

  





  

    		2023-12-30 00:58:41.423418

    		1.9 ms

  





  

    		2023-12-30 01:58:43.531548

    		2.8 ms

  





  

    		2023-12-30 02:58:46.095659

    		2.5 ms

  





  

    		2023-12-30 03:58:48.539151

    		0.4 ms

  





  

    		2023-12-30 04:58:50.464061

    		1.1 ms

  





  

    		2023-12-30 05:58:54.940081

    		0.6 ms

  





  

    		2023-12-30 06:58:57.831852

    		3.1 ms

  





  

    		2023-12-30 07:59:00.477404

    		1.1 ms

  





  

    		2023-12-30 08:59:04.158487

    		0.4 ms

  





  

    		2023-12-30 09:59:08.162847

    		-0.4 ms

  





  

    		2023-12-30 10:59:11.478035

    		1.5 ms

  





  

    		2023-12-30 11:59:13.861583

    		3.2 ms

  





  

    		2023-12-30 12:59:16.060128

    		-0.3 ms

  





  

    		2023-12-30 13:59:18.793451

    		1.8 ms

  





  

    		2023-12-30 14:59:22.162902

    		1.4 ms

  





  

    		2023-12-30 15:59:25.574648

    		1.7 ms

  





  

    		2023-12-30 16:59:27.370453

    		2.3 ms

  





  

    		2023-12-30 17:59:29.580179

    		0.9 ms

  





  

    		2023-12-30 18:59:32.709751

    		1.3 ms

  





  

    		2023-12-30 19:59:35.082145

    		2.9 ms

  





  

    		2023-12-30 20:59:37.241075

    		-0.6 ms

  





  

    		2023-12-30 21:59:40.309516

    		0.5 ms

  





  

    		2023-12-30 22:59:43.294618

    		0.6 ms

  





  

    		2023-12-30 23:59:45.921252

    		3.1 ms

  





  

    		2023-12-31 00:59:47.748128

    		0.7 ms

  





  

    		2023-12-31 01:59:50.037137

    		-0.5 ms

  





  

    		2023-12-31 02:59:52.235315

    		-3.5 ms

  





  

    		2023-12-31 03:59:53.969002

    		0.6 ms

  





  

    		2023-12-31 04:59:56.145883

    		-1.0 ms

  





  

    		2023-12-31 05:59:57.878125

    		-0.2 ms

  





  

    		2023-12-31 06:59:59.966711

    		1.0 ms

  





  

    		2023-12-31 08:00:02.514802

    		1.7 ms

  





  

    		2023-12-31 09:00:05.344774

    		-0.6 ms

  





  

    		2023-12-31 10:00:08.594995

    		3.7 ms

  





  

    		2023-12-31 11:00:10.283699

    		-0.5 ms

  





  

    		2023-12-31 12:00:14.589684

    		2.1 ms

  





  

    		2023-12-31 13:00:17.911753

    		1.4 ms

  





  

    		2023-12-31 14:00:20.021021

    		0.0 ms

  





  

    		2023-12-31 15:00:22.750637

    		-0.9 ms

  





  

    		2023-12-31 16:00:24.409928

    		0.4 ms

  





  

    		2023-12-31 17:00:27.095409

    		-1.3 ms

  





  

    		2023-12-31 18:00:28.8077

    		0.3 ms

  





  

    		2023-12-31 19:00:31.181913

    		-1.8 ms

  





  

    		2023-12-31 20:00:32.818992

    		-0.7 ms

  





  

    		2023-12-31 21:00:34.807694

    		-0.3 ms

  





  

    		2023-12-31 22:00:37.516467

    		1.5 ms

  





  

    		2023-12-31 23:00:40.178982

    		-0.3 ms

  





  

    		2024-01-01 00:00:42.191145

    		-1.6 ms

  





  

    		2024-01-01 01:00:44.894186

    		-1.5 ms

  





  

    		2024-01-01 02:00:46.646335

    		0.0 ms

  





  

    		2024-01-01 03:00:48.734079

    		1.9 ms

  





  

    		2024-01-01 04:00:51.020334

    		1.1 ms

  





  

    		2024-01-01 05:00:52.946078

    		1.0 ms

  





  

    		2024-01-01 06:00:54.498774

    		1.0 ms

  





  

    		2024-01-01 07:00:56.240622

    		1.6 ms

  





  

    		2024-01-01 08:00:58.145936

    		0.3 ms

  





  

    		2024-01-01 09:01:02.364729

    		-0.6 ms

  





  

    		2024-01-01 10:01:03.898704

    		1.2 ms

  





  

    		2024-01-01 11:01:05.496344

    		3.9 ms

  





  

    		2024-01-01 12:01:07.553647

    		3.4 ms

  





  

    		2024-01-01 13:01:09.674801

    		3.0 ms

  





  

    		2024-01-01 14:01:11.597103

    		0.7 ms

  





  

    		2024-01-01 15:01:15.473405

    		2.0 ms

  





  

    		2024-01-01 16:01:17.151862

    		3.4 ms

  





  

    		2024-01-01 17:01:19.904816

    		0.9 ms

  





  

    		2024-01-01 18:01:23.427255

    		1.5 ms

  





  

    		2024-01-01 19:01:25.15449

    		-0.6 ms

  





  

    		2024-01-01 20:01:29.468192

    		2.1 ms

  





  

    		2024-01-01 21:01:31.549652

    		0.4 ms

  





  

    		2024-01-01 22:01:33.276938

    		0.7 ms

  





  

    		2024-01-01 23:01:35.599742

    		0.6 ms

  





  

    		2024-01-02 00:01:38.166616

    		3.5 ms

  





  

    		2024-01-02 01:01:40.598284

    		2.0 ms

  





  

    		2024-01-02 02:01:42.519562

    		0.0 ms

  





  

    		2024-01-02 03:01:44.967954

    		-3.1 ms

  





  

    		2024-01-02 04:01:46.84861

    		-2.6 ms

  





  

    		2024-01-02 05:01:49.408565

    		-1.8 ms

  





  

    		2024-01-02 06:01:53.34458

    		0.0 ms

  





  

    		2024-01-02 07:01:55.03343

    		0.2 ms

  





  

    		2024-01-02 08:01:56.984905

    		1.3 ms

  





  

    		2024-01-02 09:01:58.825272

    		0.5 ms

  





  

    		2024-01-02 10:02:01.25029

    		2.0 ms

  





  

    		2024-01-02 11:02:03.058548

    		1.4 ms

  





  

    		2024-01-02 12:02:04.624629

    		1.3 ms

  





  

    		2024-01-02 13:02:07.492118

    		0.9 ms

  





  

    		2024-01-02 14:02:09.281454

    		0.3 ms

  





  

    		2024-01-02 15:02:11.020942

    		-0.6 ms

  





  

    		2024-01-02 16:02:12.614195

    		-2.4 ms

  





  

    		2024-01-02 17:02:14.527218

    		-2.1 ms

  





  

    		2024-01-02 18:02:18.949385

    		-1.4 ms

  





  

    		2024-01-02 19:02:23.033499

    		-2.2 ms

  





  

    		2024-01-02 20:02:27.350489

    		-1.3 ms

  





  

    		2024-01-02 21:02:29.115849

    		1.7 ms

  





  

    		2024-01-02 22:02:33.237477

    		-0.2 ms

  





  

    		2024-01-02 23:02:35.820973

    		1.7 ms

  





  

    		2024-01-03 00:02:38.972107

    		-0.6 ms

  





  

    		2024-01-03 01:02:41.346707

    		-0.1 ms

  





  

    		2024-01-03 02:02:45.171315

    		-0.9 ms

  





  

    		2024-01-03 03:02:47.167381

    		2.8 ms

  





  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-09 14:22:37.703 UTC

    		94.191.152.127

    		Anders Edström (AE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:22:41.158 UTC

    		94.191.152.127

    		Anders Edström (AE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:22:58.273 UTC

    		31.15.43.8

    		Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:23:04.516 UTC

    		31.15.43.8

    		Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:23:53.802 UTC

    		31.15.43.8

    		Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:23:59.001 UTC

    		31.15.43.8

    		Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:31:46.933 UTC

    		193.138.218.201

    		Thomas Larsson (TL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:31:49.491 UTC

    		193.138.218.201

    		Thomas Larsson (TL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:38:35.263 UTC

    		31.15.43.8

    		Göran Eriksson (GE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:38:38.819 UTC

    		31.15.43.8

    		Göran Eriksson (GE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:38:47.785 UTC

    		31.3.152.31

    		Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:38:57.384 UTC

    		31.3.152.31

    		Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:39:11.102 UTC

    		31.15.43.8

    		Cecilia magnusson (Cm) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:39:39.278 UTC

    		31.15.43.8

    		Cecilia magnusson (Cm) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:40:07.146 UTC

    		94.234.98.227

    		Thore Hagman (TH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:40:13.598 UTC

    		94.234.98.227

    		Thore Hagman (TH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:41:57.59 UTC

    		83.187.164.167

    		Helena Holmberg (HH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:41:59.193 UTC

    		83.187.164.167

    		Helena Holmberg (HH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 15:12:19.629 UTC

    		83.187.188.116

    		Karin Bernmar (KB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 15:12:28.486 UTC

    		83.187.188.116

    		Karin Bernmar (KB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  









