Goteborgs Hamn AB
Org nr 556008 - 2553

Arsredovisning for rikenskapsaret 2023

Styrelsen och verkstillande direktéren avger foljande arsredovisning.
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Forvaltningsber:iittelse

Information om verksamheten

Goteborgs Hamn har till uppgift att skapa forutsittningar for ett starkt, effektivt och hallbart skandinaviskt
godsnav. Det innebér att Goteborgs Hamn ansvarar for att forvalta och utveckla hamnens mark, fastigheter och
vattenomraden sa att de anvinds pa ett optimalt satt utifrén ett tillvéixt- och 16nsamhetsperspektiv. Bolaget
upplater, via koncessionsavtal, en del av sin mark och sina anldaggningar fér hamnoperation till externa
operatorer. Goteborgs Hamn utdvar tillsyn, insyn och strategisk kontroll av operatdrernas verksamhet i enighet
med tecknade avtal, bland annat genom néra samarbete med respektive operator.

Bolaget utovar tillsyn och trafikledning inom hamnomradet samt svarar for dvergripande sakerhetsfragor i
hamnomradet i ndra samarbete med berérda myndigheter. Vidare samordnar och marknadsfor bolaget godsnavet
Goteborg, vardar varumarket Goteborgs hamn och verkar for rétta forutsittningar for en langsiktig och héllbar
tillvéxt av godsnavet.

Goteborgs Hamn AB har sitt sdte i Goteborg och verkar pé en internationellt konkurrensutsatt marknad. Den
svenska industrin efterfragar fler destinationer och 6kad frekvens for att kunna réttfardiga sina svenska
investeringar. Hamnens uppgift &r att gora de nodvéndiga investeringar som krévs for att bibehalla sin roll som
ett attraktivt godsnav i den internationella konkurrensen.

Goteborgs Hamn AB édr moderforetag i en koncern omfattande tio hel- eller deldgda dotterbolag varav tva &r
vilande. Bolaget Goteborgs Hamn Arendal Fastighets AB forvéarvades under 2022 och fusionerades med
Goteborgs Hamn under 2023. Bolaget Goteborg Arendal 764:385 AB forvérvades under 2023 och planeras att
fusioneras med Go6teborgs Hamn under 2024. Géteborgs Hamn AB utvecklar logistikmarken néra hamnen for
kommande nya lager- och logistikbyggnader genom ett joint venture-samarbete.

Styrelsen och den verkstéllande direktdren bedomer att verksamheten ar i linje med kommunens dndamal med
sitt 4gande av bolaget och att bolaget har f6ljt de principer som framgar av 3 § i Bolagsordningen.

Flerarsjamforelse

Bolagets ekonomiska utveckling i sammandrag.

2023 2022 2021 2020 2019
Nettoomsittning Mkr 979 879 813 790 763
Rorelseresultat (1) Mkr 310 272 291 265 217
Resultat efter finansiella poster (1) Mkr 267 249 267 239 189
Balansomslutning Mkr 4378 4121 3632 3469 3 246
Medelantal anstéllda st 163 152 147 135 123
Soliditet (1) % 50 52 56 55 55
Avkastning pé eget kapital (1) % 12 12 14 13 11
Avkastning pa totalt kapital (1) % 7 7 8 8 7

1) Nyckeltalsdefinitioner framgar av not 1.
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Viktiga forhillanden och visentliga hindelser

Agarforhallanden
Goteborgs Hamn AB ér ett heldgt dotterforetag till Goteborgs Stadshus AB, org nr 556537-0888 som égs till
100 % av Goteborgs kommun.

Offentligt dgt bolag och dgarstyrning
Goteborgs Hamn AB paverkas pa flera omraden av att vara ett offentligt gt bolag.

Som offentligt dgt bolag finns specifik lagstiftning att folja sasom till exempel kommunallagen, lagen om
offentlig upphandling och lagen om offentlighet och sekretess. Utover dessa lagstiftningar s& har d4garen
Goteborgs stad upprittat ett antal policys som omfattar alla stadens bolag och ndmnder. Exempel pa policys ar
inkdpspolicy, forsékringspolicy, sidkerhetspolicy, representationspolicy och kommunikationspolicy.

Goteborgs Stads syfte med att bedriva hamnverksamhet beskrivs i bolagsordningen och fortydligas i
dgardirektivet. Goteborgs hamn ska utgoéra det sjidlvklara godsnavet for sjotransporter i Skandinavien och
dérigenom skapa forutséttningar for tillvixt, handel, sysselsittning och hallbar utveckling.

Bolagets dgardirektiv innehéller dels generella kapitel som géller alla kommunala bolag samt en specifik del som
avser Goteborgs Hamn AB. Den specifika delen av dgardirektivet innehéller ett avkastningskrav. Den
ekonomiska styrningen inriktas mot en soliditet lika med eller 6verstigande 30 procent och en avkastning pa
totalt kapital i intervallet 4,0 — 7,0 procent. Bolagets ekonomiska avkastningskrav skall &terkommande vérderas
och f6ljas s att kraven stér i paritet med branschens 16nsamhet.

Volymutveckling i godsnavet Géteborgs hamn

Hamnens totala godshantering 2023 maitt i ton uppgick till 36,3 miljoner ton. Antal anlép var 5 700 st med en
sammanlagd bruttovikt uppgéende till 144 miljoner ton. Energivolymen har minskat med 17%. Gods i container
har 6kat med 3%, nya bilar har 6kat med 13% och roro-trafiken har minskat med 4%. Antalet anlp minskade
med 2% och fartygens sammanlagda bruttovikt minskade med 2%.

Investeringar

Totalt uppgér bolagets investeringsutgifter till 492 mkr att jimfora med 701 mkr foregaende ar. Visentliga
investeringar under 2023 var beredning av ny terminalyta i Arendal samt inkdp av en fastighet i ndrheten av
Skandia- och Alvsborgshamnen vilket &ppnar upp méjligheter att etablera nya verksamheter och/eller utveckla
och utvidga befintliga verksamheter. Bolaget har &dven investerat i elektrifiering av sitt inspektionsfartyg M/S
Hamnen samt i elanslutning for fartyg i Energihamnen. Under aret har foretaget beviljats 114 mkr i bidrag for
uppforande av en ny grénskontrollstation.

Andra viisentliga hiindelser
I augusti 2023 vdlkomnade bolaget Goran Eriksson som ny VD for Géteborgs Hamn AB.

Byggstarten for arbetet med farledsfordjupningen, bendmnt Skandiaporten, som var planerad att ske under forsta
halvaret 2023 blev forsenad i avvaktan pa godkénnande fran EU-kommissionen avseende EU:s regler for
statsstod. Ett godkdnnande erholls i november 2023 och byggstart planeras till forsta halvaret 2024.

Goteborgs Hamn AB blev i april deldgare i det havsbaserade vindkraftsprojektet Vastvind utanfor Goteborg.
Goteborgs hamn stér infor en gron omstéllning som innebdr ett kraftigt 6kat behov av el till hamnen redan under
perioden fram till 2030. Bolaget bedomer att tillgang till gron el kommer att vara avgérande fér hamnens
utveckling och konkurrenskraft.

Forviintad framtida utveckling och visentliga riskfaktorer

Anldggningarnas livslangd, stadsutvecklingen och expansion hos kunder samt nya behov har medfort risk

for brist pé kajldgen. Under 2022 genomforde bolaget ett forvarv av fastighet i Arendal som &r avgdrande for
hamnbolagets méjlighet till utveckling savil som for stadsutvecklingen i Alvrummet. Kommunfullmiktige
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godkénde bolagets plan for Genomforande farjelokalisering vid Arendal/Y tterhamnarna. Arbetet bedrivs i
programform for basta koordinering.

Hotbilden vad géller IT-sékerhet i samhéllet 6kar och cyberattacker har intréffat i bolagets nérhet och forsok till
intring i IT-miljé har avstyrts. Okad digitalisering och digital exponering har medfort 6kad beredskap och
forebyggande arbete inom dessa omraden pé foretaget. Bolaget lagger fortsatt stor vikt pa att forhindra avbrott i
hamnverksamheten och bygga formégor for att bli mer proaktiva.

Snabb omstillning och samverkan med godsnavets aktorer begransade pandemins paverkan i Goteborgs hamn
och aktivt arbete med att hitta 16sningar pa obalanser i logistikfloden kommer vara fortsatt viktigt.

Miljolagstiftningen och forvéntningarna pa att bolaget ska agera proaktivt och kraftfullt 6kar. Goteborgs Hamn
AB arbetar langsiktigt och aktivt for att minimera miljopaverkan frén den egna verksamheten samt sj6- och
landtransporter. Bolaget planerar miljdinvesteringar i stdrre utstrackning én tidigare i samband med
vidareutveckling av hamnen. Bolaget verkar for en effektiv miljorabatt for fartyg samt fler elanslutningar. Dértill
arbetar bolaget tillsammans med kunder for att tillhandahalla alternativa branslen med mindre miljopaverkan.

For att utveckla hamnen och skapa tillvaxt ar samarbetet med terminaloperatdrerna av storsta betydelse. I
koncessionsavtalen regleras samarbetet inom omradena miljo, sékerhet, jarnvag och teknik genom sé kallade
Consulting Boards.

Anviindning av finansiella instrument

Finansiella risker sdsom rénterisk och valutarisk hanteras utifran Goéteborgs Stads finanspolicy och innebér att
nettoexponering i rantebérande tillgdngar och skulder 4r begransad genom avtal om réntederivat och valuta-
sakring. Bolagets dgare Goteborgs Stad har dvertagit rollen att finansiera stadens alla bolag och Géteborgs Hamn
har numera endast koncernintern finansiering.

Ovriga upplysningar om finansiella instrument limnas i not 1 Redovisningsprinciper samt not 12
Finansiella instrument.

Visentliga héindelser efter rikenskapsarets slut
Inga vésentliga handelser har dgt rum efter rdkenskapsarets utgang.

Hallbarhetsrapport

I enlighet med ARL 6 kap 11§ har Goteborgs Hamn AB valt att uppritta den lagstadgade hallbarhetsrapporten
som en fran arsredovisningen avskild rapport. Hallbarhetsrapporten har dverldmnats till revisor samtidigt som
arsredovisningen. Hallbarhetsrapporten finns tillgdnglig pa bolagets hemsida
www.goteborgshamn.se/publikationer .

Tillstinds- eller anmélningspliktig verksamhet enligt miljobalken
Verksamhetens paverkan pa den yttre miljon

Goteborgs Hamn AB arbetar aktivt och langsiktigt for att minimera verksamhetens miljopaverkan och for att
bidra till hallbara transporter. Bolagets stora utmaning framdver &r att na vara tillvixtambitioner med sé liten
miljopaverkan som mojligt. Hamnens miljdarbete baseras pd Goteborgs Stads miljoprogram och detta utgér
grunden till bolagets interna miljé-och klimatstrategi. Bolagets mél ar att minska klimatp&verkan med 70 % till
2030 (jamfort med ar 2010), dar sjofarten, terminaler, vag- och tagtrafik till och fran hamnen inkluderas. Flera
nyckeltal foljer miljoprestandan kopplat till vatten, buller, utslapp till luft, energi, biologisk mangfald och avfall.
En stor del av verksamhetens miljopaverkan utgdrs av fartygens utslépp till luft. For att hjdlpa kunderna att
minska sin miljopaverkan arbetar bolaget med en rad olika verktyg, ddribland rabatt pa hamntaxan till
miljoklassade fartyg, utbyggnad av infrastruktur for landelanslutningar och extra rabatt till de som anvénder sig
av klimatneutrala drivmedel. G6teborgs Hamn AB samarbetar ocksd med hamnens terminaloperatorer i
miljofragor och &r aktiva internationellt for att bidra med kunskap och driva utvecklingen framat. Géteborgs
Hamn f6retrdder &ven hamnar gentemot Internationella Sjéfartsorganisationen IMO via fortroendeuppdrag i
internationella hamnorganisation IAPH.
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Tillstand

Enligt de uppréttade koncessionsavtalen mellan Goteborgs Hamn AB och terminaloperatdrerna klargors att
operatdrerna har fullt ansvar for efterlevnad enligt tillampliga lagar och villkor. I dessa avtal &laggs dven
terminalerna att sékerstélla att verksamheterna bedrivs med strédvan att frimja en hallbar utveckling med hoga
miljdambitioner. Tillstand att bedriva verksamhet i Skandia-, Alvsborgs- och Arendalshamnen erhélls 2010 och
2013 erholls de slutliga villkoren for buller. Tillstdndet har darefter delats upp mellan de fyra bolagen APM
Terminals Gothenburg AB, Gothenburg Ro/Ro Terminal AB, Logent Ports & Terminals AB och Gdteborgs
Hamn AB.

Tillstand for att bedriva verksamhet i Energihamnen erhdlls 2011 vilket medger verksamhet i Torshamnen,
Skandiahamnen och i Skarviks- och Ryahamnarna. Tillstdndet anger inga volymbegrénsningar, och 2014 erhélls
kompletterande dndring i befintligt tillstand for etablering for LNG-hantering i Skarvik. GHAB har under 2023
hos Mark- och miljodomstolen ansokt om tillstdnd enligt 11 kap miljobalken till bortledning av ytvatten for
anvindning som brandvatten i Energihamnen i Goteborgs kommun.

Tillstand att transitlagra atta miljoner ton rdolja per &r i bergrum 3 i Syrhéla erholls 2008, och Scandinavian Tank
Storage AB bedriver lagringsverksamheten inom ramen for detta tillstdnd. Tillstdnd for raoljelagring i bergrum 1
i Syrhala erhdlls 2013. Tillstdndet for att lagra ldckvatten i bergrum 4 samt sldppa ut renat vatten fran bergrum 1,
3 och 4 till recipient erhdlls 2018.

Tillstdnd for att bedriva verksamhet vid vissa mindre kajer inom innerhamnomradet (Stigbergskajen, Stenpiren,
Marieholm, Eriksberg, Lindholmen, Skeppsbrokajen samt Packhuskajen) erholls 2011. Tillstdndet omfattar de
platser som réknas upp, men GHAB ansvar bara for verksamheten pa Stigbergskajen.

2013 erholls dispens fran det generella forbudet mot att tippa muddermassor i ett allmént vattenomrade SSV
Vinga och 2015 fastslogs slutligen villkoren i dispensen. Géllande dispens forfaller under varen 2024 varfor en
ny dispensansdkan for dumpning av muddermassor vid Nya Vinga ldmnades in till Lénsstyrelsen under 2023.

2015 gavs slutligt tillstdnd att utfora sluttickning av deponin i sddra basséngen i Torsviken, med syfte att skapa
ett Vadhav. Fran sommaren 2021 sé& dr Vadhavet i drift. Bolaget har dven tillstand fran 2009 att 1dgga upp
fororenade muddermassor i Lundbyhamnen, vilket utférdes mellan 2014-2017.

Tillstand erholls 2015 for utbyggnad av hamnomradet vid Arendal vilket inkluderar uppldggning av
muddermassor, vattenverksamhet samt tillstdnd fér hamnverksamhet. Utfyllnaden utféres 2020-2021 och en
overbyggnad inklusive dagvattensystem anlidggs under 2023-2024.

Tillstdnd erhdlls for breddning och fordjupning av inseglingen till Alvsborgshamnen 2019 inklusive utbyggnad
av rampen vid kajplats 710. Muddringen utférdes i borjan av 2023 och utbyggnaden av rampen startades i slutet
av 2023. Under 2023 ansokte GHAB hos Mark- och miljddomstolen om forléngning av arbetstiden i tillstdndet
med ett ar, vilket Mark- och miljddomstolen beviljade.

Tillstand erholls for kajatgarder samt fordjupning av hamnbassidng vid Skandiahamnen, projekt Skandiaporten,
under 2022. Arbetena kommer att starta under varen 2024.

Dispens enligt artskyddsforordningen for att genomfora detaljplan for industri-och logistikverksamhet pa
Halvorsdng meddelades 2015.

Under 2022 dvertog Goteborgs Hamn AB tillstdndet for kajplats 752 i Arendalshamnen.

Under 2023 har en tillstindsansdkan for utokad hamnverksamhet i Arendal ldmnats in till Mark- och
Miljodomstolen. Ansdkan avvisades och bolaget har dverklagat beslutet till Mark och miljoéverdomstolen.

Miljocertifiering

Hela bolagets verksambhet var certifierad enligt ISO 14001 fram till 31 maj 2020. Dérefter har bolagets
ledningssystem en grund som fortsatt dr baserad pa ISO 14001, men som vidareutvecklas enligt SIQ
managementmodell. Sedan 2021 ingar bolaget i Goteborgs stads miljoledningssystem.
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Forslag till Vinstdisposition

Till &rsstimmans forfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel

Arets vinst

Kronor
Styrelsen foreslar att vinstmedlen disponeras sé att
till aktiesigarna utdelas
i ny rakning 6verfors

Kronor

Styrelsens yttrande o6ver den foreslagna vinstutdelningen

Enligt arsredovisningen framgér att koncernbidrag, under forutséttning av arsstimmans godkénnande, har

1 601 570 299
55 654 202

1657 224 501

48 865 000
1 608 359 501

1 657 224 501

lamnats till Goteborgs Stadshus AB, org. nr 556537-0888 med 193 000 tkr samt till dotterbolaget Scandinavian

Distripoint AB, org. 556206-1654 med 6 621 tkr.

Styrelsens uppfattning ar att det foreslagna koncernbidraget och utdelningen ej hindrar bolaget fran att fullgéra
sina forpliktelser pd kort och lang sikt, ej heller att fullgdra erforderliga investeringar. Det foreslagna
koncernbidraget och utdelningen kan dédrmed foérsvaras med hénsyn till vad som anfors i ABL. 17 kap 3 § 2-3 st.

(forsiktighetsregeln).
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Resultatrakning Not 2023 2022
Nettoomsittning 3,6 978 675 878 807
Aktiverat arbete for egen rakning 8784 6 634
Ovriga rérelseintikter 3 7 609 12016

995 068 897 457

Rorelsens kostnader
Ovriga externa kostnader 5,6 -318 980 -256 700
Personalkostnader 7 -210 600 -207 014
Av- och nedskrivningar av materiella och immateriella

T 1 -155438 -161 740
anldggningstillgangar
Summa rorelsens kostnader -685 018 -625 454
Rorelseresultat 310 050 272 003
Resultat fran finansiella poster
Ovriga rinteintikter och liknande resultatposter 8 3873 1762
Réntekostnader och liknande resultatposter 9 -46 672 -25 057
Summa resultat frin finansiella poster -42 799 -23 295
Resultat efter finansiella poster 267 251 248 708
Bokslutsdispositioner 10 -196 188 -233 763
Skatt pa arets resultat 11 -15 409 -3 591
Arets vinst 55 654 11354
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Balansrikning

Tillgangar
Anlédggningstillgingar

Immateriella anliggningstillgangar

Hyresrétter och liknande réttigheter

Pégéende nyanlidggningar och forskott avseende immateriella

anldggningstillgangar

Materiella anlidggningstillgdngar
Rorelsefastigheter

Forvaltningsfastigheter

Mark

Markanldggningar

Maskiner och andra tekniska anldggningar

Inventarier, verktyg och installationer

Péagéende nyanlidggningar och forskott avseende materiella

anldggningstillgdngar

Finansiella anléiggningstillgingar
Andelar i koncernforetag
Andelar i gemensamt styrda foretag

Andelar i andra foretag

Andra langfristiga fordringar till koncernforetag

Summa anliggningstillgangar
Omsittningstillgangar

Varulager m m

Material och reservdelar

Kortfristiga fordringar
Kundfordringar

Fordringar hos koncernforetag
Aktuella skattefordringar
Ovriga kortfristiga fordringar

Forutbetalda kostnader och upplupna intikter

Kassa och bank

Summa omsittningstillgdngar

Summa tillgadngar

Transaktion 09222115557509822492

Not 2023-12-31 2022-12-31
12

13 4 896 5521

18 6 459 2184

11 355 7705

14 172 251 133 238

14 94 034 98 948

14 837 888 420 130

15 1501 701 1478 358

16 3267 4095

17 452 835 460 542

18 864 345 789 454

3926321 3384765

20 238 503 477 468

21 50 50

11 201 0

150 150

249 904 477 668

4 187 580 3870138

680 161

680 161

75984 62 945

27019 82 141

0 4384

67 595 67277

22 18 830 34 435

189 428 251 182

26 0 0

190 108 251 343

4 377 688 4121 481
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Balansrikning

Eget kapital och skulder
Eget kapital

Bundet eget kapital
Aktiekapital

Reservfond

Fritt eget kapital
Balanserad vinst eller forlust

Arets vinst

Summa eget kapital

Obeskattade reserver

Avsiittningar

Avsittning for pensioner och liknande forpliktelser

Ovriga avsittningar
Avsittning for uppskjuten skatteskuld

Summa avsittningar

Langfristiga skulder
Skulder till Goteborgs Stad
Skulder till koncernforetag

Summa lingfristiga skulder

Kortfristiga skulder

Leverantorsskulder

Skulder till koncernforetag

Aktuella skatteskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter

Summa kortfristiga skulder

Summa eget kapital och skulder

Transaktion 09222115557509822492

Not

23

24
25
19

26

27

Signerat LJ, KB, Cm, HH, EO, TL, TH, AE, JA, AL, EF, EN, GE

2023-12-31 2022-12-31
224 000 224 000
48 944 48 944
272 944 272 944
1 601 570 1573 558
55 654 11354
1657 224 1584912
1930 168 1857 856
351276 354710
442 241 418 844
0 704
45 570 10 398
487 811 429 946
1150 696 1 134 345
831 831
1151527 1135176
102 266 66 120
196 313 143 995
2706 0
27375 25013
128 246 108 665
456 906 343 793
4377 688 4121 481
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Forandringar i eget kapital
Not

Eget kapital 2022-01-01

Arets resultat

Mottagna ovillkorade tillskott
Eget kapital 2022-12-31

Eget kapital 2023-01-01
Fusionsresultat
Arets resultat

Mottagna ovillkorade tillskott
Eget kapital 2023-12-31 28

Aktie-
kapital

224 000

224 000

224 000

224 000

Aktiekapitalet bestar av 2 240 000 aktier med kvotvérde 100 kronor.

Transaktion 09222115557509822492
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Reserv- Ovrigt fritt eget

fond

48 944

48 944

48 944

48 944

Summa eget

kapital kapital

1482 009 1754 953

11354 11354

91 550 91 550

1584912 1 857 856

1584912 1 857 856

7358 7 358

55 654 55 654

9300 9300

1657 224 1930 168
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Kassaflodesanalys

Den lopande verksamheten
Rorelseresultat fore finansiella poster

Justering for poster som inte ingar i kassaflodet, mm

Erhallen rinta
Erlagd rinta
Betald inkomstskatt

Okning/minskning varulager
Okning/minskning av fordringar
Okning/minskning av skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Forvérv av andelar i koncernforetag

Forvarv av aktier och andelar

Investeringar i materiella anldggningstillgdngar
Erhéllet bidrag

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Utbetalt koncernbidrag

Erhéllet aktiedgartillskott

Minskning/6kning av langfristiga finansiella skulder

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid arets borjan

Likvida medel vid arets slut
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2023 2022
310 049 272 003
180 519 190 427

3 873 1762
-46 672 -25 057
-18 102 -13 426
429 667 425709

-519 -161
30 147 -40 117
51834 -666
511129 384 765
-129 018 -367 733
-11 201 0
-351 514 -220 188
113 881 0
-377 852 -587 921
-220 892 -215 245
91550 78 000
16 351 340 401
-112 991 203 156
20 286
0
20 286 0
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Noter

Not 1 Redovisnings- och virderingsprinciper

Foretagets arsredovisning har uppréttats enligt arsredovisningslagen och Bokféringsndmndens allménna rad
BFNAR 2012:1 Ars- och koncernredovisning (K3). Redovisningsprinciperna ér oforindrade i jimférelse med
foregdende éar.

Moderforetag i den koncernen dar Goteborgs Hamn AB ér dotterforetag till &r det av Goteborgs kommun
heldgda bolaget Goteborgs Stadshus AB, org.nr. 556537-0888, med séte i Goteborg i vilket koncernredovisning
upprittas. Ingen koncernredovisning har upprittats av Gdteborgs Hamn AB med stdd av Arsredovisningslagen 7
kap. 2§ punkt 1.

Intiktsredovisning

Goteborgs Hamn AB:s intékter bestar huvudsakligen av fartygshamnsavgifter, varuhamnsavgifter,
koncessionsavgifter samt hyror och arrenden. Intékter redovisas till det verkliga vérdet av den erséttning som
erhéllits eller kommer att erhéllas, med avdrag for mervérdesskatt, rabatter, returer och liknande avdrag.

Utdelningsintdkter redovisas ndr dgarens ratt att erhalla betalning har faststéllts. Rénteintékter redovisas fordelat
over loptiden med tillimpning av effektivrantemetoden. Effektivréntan 4r den rdnta som gor att nuvérdet av alla
framtida in- och utbetalningar under rantebindningstiden blir lika med det redovisade virdet av fordran.

Koncernbidrag, aktiesigartillskott och utdelning
Lamnade respektive erhallna koncernbidrag redovisas som bokslutsdispositioner i resultatrdkningen. Erhéllna
aktiedgartillskott och 1dmnade utdelningar redovisas direkt mot eget kapital.

Inkomstskatter
Skattekostnaden utgdrs av summan av aktuell skatt och uppskjuten skatt.

Aktuell skatt - Aktuell skatt berdknas pa det skattepliktiga resultatet for perioden. Skattepliktigt resultat skiljer
sig fran det redovisade resultatet i resultatrikningen dé det har justerats for ej skattepliktiga intékter och ej
avdragsgilla kostnader samt for intékter och kostnader som ar skattepliktiga eller avdragsgilla i andra perioder.
Aktuell skatteskuld beréknas enligt de skattesatser som géller per balansdagen.

Uppskjuten skatt - Uppskjuten skatt redovisas pa temporira skillnader mellan det redovisade vérdet pa tillgdngar
och skulder i de finansiella rapporterna och det skattemédssiga vardet som anvénds vid berdkning av skattepliktigt
resultat. Uppskjuten skatt redovisas enligt den s k balansrakningsmetoden. Uppskjutna skatteskulder redovisas
for 1 princip alla skattepliktiga temporéra skillnader, och uppskjutna skattefordringar redovisas i princip for alla
avdragsgilla temporira skillnader i den omfattning det dr sannolikt att beloppen kan utnyttjas mot framtida
skattepliktiga overskott. Obeskattade reserver redovisas inklusive uppskjuten skatteskuld.

Det redovisade vérdet pa uppskjutna skattefordringar omprovas varje balansdag och reduceras till den del det
inte ldngre dr sannolikt att tillrackliga skattepliktiga resultat kommer att finnas tillgédngliga for att utnyttjas, helt
eller delvis, mot den uppskjutna skattefordran. Virderingen av uppskjuten skatt baseras pa hur foretaget, per
balansdagen, forvintar sig att dtervinna det redovisade virdet for motsvarande tillgang eller reglera det
redovisade virdet for motsvarande skuld. Uppskjuten skatt berdknas baserat pa de skattesatser och skatteregler
som har beslutats fore balansdagen.

Aktuell och uppskjuten skatt for perioden - Aktuell och uppskjuten skatt redovisas som en kostnad eller intdkt i

resultatrdkningen, utom nér skatten ar hanforlig till transaktioner som redovisats direkt mot eget kapital. I sédana
fall ska dven skatten redovisas direkt mot eget kapital.
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Fordringar
Fordringar upptas till det belopp som efter bedomning beréknas bli betalt.

Utliindska valutor
Foretagets redovisningsvaluta dr svenska kronor (SEK).

Omrdkning av poster i utlindsk valuta - Vid varje balansdag raknas monetéra poster i utldndsk valuta om till
balansdagens kurs. Icke-monetéra poster, som vérderas till historiskt anskaffningsvérde i en utlandsk valuta,
riknas inte om. Valutakursdifferenser redovisas i rorelseresultatet eller som finansiell post utifran den
underliggande affarshéindelsen, i den period de uppstar, med undantag for transaktioner som utgdr sékring och
som uppfyller villkoren for sakringsredovisning av kassafloden eller av nettoinvesteringar.

Immateriella tillgingar
Immateriella tillgéngar bestar av nyttjanderétt bergrum men &ven mindre forvarvade tomtrétter. Tomtrétter skrivs
av pa under en fem érs period. Nyttjanderétten pa bergrum skrivs av pé 20 ar.

Forviarvade immateriella tillgangar redovisas till anskaffningsvdrde. Efter forsta redovisningstillféllet redovisas
immateriella anldggningstillgangar till anskaffningsviarde efter avdrag for ackumulerade avskrivningar och
eventuella ackumulerade nedskrivningar. Avskrivning pébdrjas nér tillgdngen kan anvéndas. En immateriell
anldggningstillgang tas bort fran balansrdkningen vid utrangering eller avyttring eller nér inte nagra framtida
ekonomiska fordelar véntas fran anvéndning eller utrangering/avyttring av tillgangen. Den vinst eller forlust som
uppkommer nér en immateriell anldggningstillgang tas bort fran balansrdkningen &r skillnaden mellan vad som
eventuellt erhalls, efter avdrag for direkta forsdljningskostnader, och tillgdngens redovisade vérde. Detta
redovisas i resultatrakningen som en dvrig rorelseintikt eller 6vrig rorelsekostnad.

Materiella anlidggningstillgdngar
Materiella anldggningstillgangar redovisas till anskaffningsvarde efter avdrag for ackumulerade avskrivningar
och eventuella nedskrivningar.

Anskaffningsvérdet bestar av inkdpspriset och utgifter som ér direkt hanforliga till forvéarvet for att bringa den pa
plats och i skick att anvindas. Tillkommande utgifter inkluderas endast i tillgangen eller redovisas som en
separat tillgang, ndr det &r sannolikt att framtida ekonomiska fordelar som ar forknippade med posten kommer
att tillfalla foretaget och att anskaffningsvérdet for densamma kan maétas pé ett tillforlitligt sétt. Alla ovriga
kostnader for reparationer och underhéll samt tillkommande utgifter redovisas i resultatrdkningen i den period da
de uppkommer.

Da skillnaden i forbrukningen av en materiell anldggningstillgangs betydande komponenter bedéms vara
vésentlig, delas tillgdngen upp pé dessa komponenter. Avskrivningar pa materiella anldggningstillgdngar
kostnadsfors sa att tillgangens anskaffningsvirde, eventuellt minskat med berdknat restvérde vid
nyttjandeperiodens slut, skrivs av linjart 6ver dess bedomda nyttjandeperiod. Om en tillgdng har delats upp pa
olika komponenter skrivs respektive komponent av separat dver dess nyttjandeperiod. Avskrivning paborjas nar
den materiella anldggningstillgangen kan tas i bruk. Materiella anldggningstillgangars nyttjandeperioder
uppskattas till:

Byggnader och dess komponenter 20-35 ar
Markanldggningar (inkl. kajanldggningar och dess komponenter) 10-70 ar
Drifts-/Byggnadsinventarier 5-20 ér
Maskiner och andra tekniska anldggningar 5-7 ar
Motorfordon 5ar
Batar och flytande redskap 17 ar
Kontorsinventarier 5ar
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Bedomda nyttjandeperioder och avskrivningsmetoder omprovas om det finns indikationer pé att forvintad
forbrukning har foréndrats visentligt jaimfort med uppskattningen vid féregaende balansdag. Da foretaget dndrar
beddmning av nyttjandeperioder, omprdvas dven tillgdngens eventuella restviarde. Effekten av dessa @ndringar
redovisas framatriktat.

Det redovisade vérdet for en materiell anldggningstillgang tas bort frén balansrakningen vid utrangering eller
avyttring, eller nér inte nagra framtida ekonomiska fordelar véintas frén anviandning eller utrangering/avyttring av
tillgdngen eller komponenten. Den vinst eller férlust som uppkommer nér en materiell anldggningstillgang eller
en komponent tas bort frén balansrakningen &r skillnaden mellan vad som eventuellt erhalls, efter avdrag for
direkta forsiljningskostnader, och tillgangens redovisade vérde. Den realisationsvinst eller realisationsforlust
som uppkommer nér en materiell anldggningstillgang eller en komponent tas bort frén balansrdkningen redovisas
i resultatrdkningen som en dvrig rorelseintikt eller 6vrig rorelsekostnad.

Forvaltningsfastigheter

Forvaltningsfastigheter bestar av fastigheter (mark eller en byggnad) som innehas i syfte att erhélla
hyresinkomster eller virdestegring eller en kombination av dessa. Forvaltningsfastigheter redovisas vid forvéarvet
till anskaffningsvérde, inkluderat direkt hénforbara transaktionskostnader. Tillkommande utgifter ldggs till det
redovisade vérdet for fastigheten om det 4r sannolikt att den ekonomiska nyttan som &r forknippad med
fastigheten forbattras i forhallande till den niva som géllde dé den ursprungligen anskaffades. Alla andra
tillkommande utgifter redovisas som kostnad i den period de uppkommer. Efter anskaftningstillféllet redovisas
forvaltningsfastigheten till anskaffningsvarde med avdrag for ackumulerade avskrivningar och eventuell
nedskrivning samt med tilldgg for eventuell uppskrivning. Utgifter for reparationer och 16pande underhall
kostnadsfors i den period de uppkommer.

Redovisning av bidrag till infrastrukturella investeringar

Goteborgs Hamn AB tecknar ibland avtal om att delfinansiera investeringar som gynnar utvecklingen av
hamnens verksamhet, men den uppkomna tillgangen dgs och forvaltas av den som gor investeringen. Den
tillgdng som bidraget avser att finansiera kontrolleras ddrmed inte av Goteborgs Hamn AB, varfor den inte
uppfyller kriterierna for tillgdng som ska redovisas i balansrdkningen. Bidraget kostnadsfors i resultatrdkningen i
den period som avtal tecknas och &tagandet uppstar.

Statliga stod och erhéllna bidrag

Statliga stod som hanfor sig till férviantade kostnader redovisas som forutbetalda intdkter, stodet intdktsfors i den
period dé de kostnader uppkommer som det statliga stodet avser att kompensera. Statliga stod for anskaffning av
materiella anldggningstillgdngar reducerar tillgdngens redovisade vérde.

Nedskrivningar av materiella anliggningstillgingar och immateriella tillgangar

Foretaget analyserar regelbundet de redovisade virdena for materiella anlaggningstillgangar och immateriella
tillgédngar for att faststélla om det finns nadgon indikation pé att dessa tillgangar har minskat i varde. Om sa &r
fallet, berdknas tillgangens atervinningsviarde for att kunna faststdlla vérdet av en eventuell nedskrivning. Dér det
inte 4r mojligt att berdkna atervinningsvérdet for en enskild tillgdng, berdknas atervinningsvérdet for den
kassagenererande enhet till vilken tillgangen hor.

Atervinningsvirdet 4r det hogsta av verkligt viirde med avdrag for forsiljningskostnader och nyttjandevirdet.
Verkligt varde med avdrag for forsdljningskostnader dr det pris som foretaget berdknar kunna erhalla vid en
forsdljning mellan kunniga, av varandra oberoende parter, och som har ett intresse av att transaktionen
genomf0rs, med avdrag for sddana kostnader som é&r direkt hanforliga till forséljningen. Vid berékning av
nyttjandevérde diskonteras uppskattat framtida kassaflode till nuvérde med en diskonteringsrénta fore skatt som
aterspeglar aktuell marknadsbedomning av pengars tidsvérde och de risker som forknippas med tillgdngen. For
att berdkna de framtida kassaflodena har foretaget anviant budget och prognoser f6r de kommande fem aren.

Om atervinningsvardet for en tillgdng (eller kassagenererande enhet) faststills till ett lagre védrde &n det
redovisade virdet, skrivs det redovisade vardet pa tillgdngen (eller den kassagenererande enheten) ned till

atervinningsvérdet. En nedskrivning redovisas direkt i resultatrakningen.

Vid varje balansdag gor foretaget en bedomning om den tidigare nedskrivningen inte langre &r motiverad. Om sé
ar fallet aterfors nedskrivningen delvis eller helt. D& en nedskrivning &terfors, okar tillgdngens (den kassa-
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genererande enhetens) redovisade virde. Det redovisade vérdet efter terforing av nedskrivning far inte
overskrida det redovisade virde som skulle faststéllts om ingen nedskrivning gjorts av tillgangen (den
kassagenererande enheten) under tidigare ar. En aterforing av en nedskrivning redovisas direkt i
resultatrakningen.

Leasingavtal

Ett finansiellt leasingavtal ar ett avtal enligt vilket de ekonomiska risker och fordelar som férknippas med
dgandet av en tillgang i allt visentligt verfors fran leasegivaren till leasetagaren. Ovriga leasingavtal
klassificeras som operationella leasingavtal. Samtliga leasingavtal redovisas enligt reglerna for operationell
leasing.

Leasetagare - Leasingavgifter vid operationella leasingavtal kostnadsfors linjért 6ver leasingperioden, sadvida
inte ett annat systematiskt sitt battre aterspeglar anvandarens ekonomiska nytta dver tiden.

Leasegivare - Leasingintikter vid operationella leasingavtal intdktsfors linjart 6ver leasingperioden, savida inte
ett annat systematiskt sétt battre aterspeglar hur de ekonomiska fordelar som hanfors till objektet minskar dver
tiden.

Finansiella instrument
Finansiella instrument redovisas i enlighet med reglerna i K3 kapitel 11, vilket innebér att virdering sker utifran
anskaffningsvirde.

En finansiell tillgang eller finansiell skuld redovisas i balansrakningen nir foretaget blir part till instrumentets
avtalsenliga villkor. En finansiell tillgadng bokas bort fran balansrdkningen nér den avtalsenliga ratten till
kassaflodet frén tillgdngen upphor, regleras eller nér foretaget forlorar kontrollen dver den. En finansiell skuld,
eller del av finansiell skuld, bokas bort fran balansrdkningen nér den avtalade forpliktelsen fullgors eller pa annat
sétt upphor. Vid det forsta redovisningstillfillet virderas omséttningstillgadngar och kortfristiga skulder till
anskaffningsvérde. Langfristiga fordringar samt langfristiga skulder varderas vid det forsta redovisningstillfallet
till upplupet anskaffningsvérde. Laneutgifter periodiseras som en del i lanets rantekostnad enligt
effektivrantemetoden (se nedan).

Vid vérdering efter det forsta redovisningstillfallet varderas omsattningstillgangar enligt ldgsta vardets princip,
dvs. det lagsta av anskaffningsvardet och nettoforsiljningsvirdet pa balansdagen. Kortfristiga skulder virderas
till nominellt belopp. Langfristiga fordringar och langfristiga skulder varderas efter det forsta
redovisningstillféllet till upplupet anskaffningsvéirde. Med upplupet anskaffningsvarde avses det belopp till
vilket tillgangen eller skulden initialt redovisades med avdrag f6r amorteringar, tilldgg eller avdrag for
ackumulerad periodisering enligt effektivrantemetoden av den initiala skillnaden mellan erhallet/betalat belopp
och belopp att betala/erhélla pé forfallodagen samt med avdrag for nedskrivningar. Effektivrantan &r den réinta
som vid en diskontering av samtliga framtida forvantade kassafloden dver den forvintade 16ptiden resulterar i
det initialt redovisade virdet for den finansiella tillgdngen eller den finansiella skulden.

Derivatinstrument

For sikring av fordran eller skuld i utlindsk valuta anvinds valutaterminer. Den sidkrade posten vérderas till
terminskurs. I de fall dar skillnaden mellan terminskurs och avistakurs dr visentlig virderas fordran eller skulden
till avistakurs och terminspremien periodiseras dver terminskontraktets 16ptid.

Varulager

Varulager virderas till det lagsta av anskaffningsvérdet och nettoforsdljningsvardet pa balansdagen.
Anskaffningsvérdet berdknas genom tillimpning av forst-in-forst-ut-metoden (FIFU). Nettoforsiljningsvarde ar
forsaljningsvirdet efter avdrag for berédknade kostnader som direkt kan hianforas till forséljningstransaktionen. I
anskaffningsviardet ingér utgifter for inkdp och andra utgifter for att bringa varorna till deras aktuella plats och
skick.

Avsiittningar

Avsittningar redovisas nér foretaget har en befintlig forpliktelse (legal eller informell) som en f6ljd av en
intrdffad héndelse, det 4r sannolikt att ett utflode av resurser kommer att krivas for att reglera forpliktelsen och
en tillforlitlig uppskattning av beloppet kan goras.
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En avsiéttning omprovas varje balansdag och justeras sé att den aterspeglar den basta uppskattningen av det
belopp som krévs for att reglera den befintliga forpliktelsen pa balansdagen, med hénsyn tagen till risker och
osédkerheter forknippade med forpliktelsen. Nér en avséttning berdknas genom att uppskatta de utbetalningar som
forvintas krivas for att reglera forpliktelsen, motsvarar det redovisade virdet nuvérdet av dessa utbetalningar.
Dir en del av eller hela det belopp som krévs for att reglera en avséttning forvéntas bli ersatt av en tredje part,
ska gottgorelsen sdrredovisas som en tillgédng i balansrakningen nér det &r sa gott som sékert att den kommer att
erhéllas om foretaget reglerar forpliktelsen och beloppet kan berdknas tillforlitligt.

Forlustkontrakt - En avsittning for forlustkontrakt redovisas da de oundvikliga utgifterna for att uppfylla
kontraktet 6verstiger de forvintade ekonomiska fordelarna.

Erséttningar till anstillda

Ersdttningar till anstéllda i form av 16ner, bonus, betald semester, betald sjukfrdnvaro m m samt pensioner
redovisas i takt med intjinandet. Betrdffande pensioner och andra erséttningar efter avslutad anstéllning
klassificeras dessa som avgiftsbestimda eller forméansbestdmda pensionsplaner. Foretaget har bade
avgiftsbestdmda och forménsbestimda pensionsplaner. Pensionsplanerna redovisas enligt forenklingsreglerna i
K3 kap 28 punkt 18-22. Det finns inga 0vriga langfristiga erséttningar till anstéllda.

Avgifisbestimda planer - For avgiftsbestimda planer betalar foretaget faststéllda avgifter till en separat
oberoende juridisk enhet och har ingen forpliktelse att betala ytterligare avgifter. Foretagets resultat belastas for
kostnader i takt med att forméanerna intjanas vilket normalt sammanfaller med tidpunkten for nér premier
erldggs.

Férmansbestimda planer - Goteborgs Hamn AB har formansbestdmda pensionsplaner hos PRI och KPA som
finansieras i egen regi. Pensionsskulderna redovisas som skuld utifran erhallen berdkning frén PRI och KPA.

Kassaflodesanalys

Kassaflodesanalysen uppréttas enligt indirekt metod. Det redovisade kassaflodet omfattar endast transaktioner
som medfort in- eller utbetalningar. Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla
tillgodohavanden hos banker och andra kreditinstitut samt kortfristiga likvida placeringar som &r noterade pé en
marknadsplats och har en kortare 16ptid &n tre manader fran anskaffningstidpunkten. Foréndringar i sparrade
medel redovisas i investeringsverksamheten.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrédkningen, inklusive den uppskjutna skatteskuld som ar
héanforlig till reserverna.

Bokslutsdispositioner
Forandringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrikningen. Koncernbidrag
redovisas som bokslutsdispositioner.

Aktier och andelar i dotterforetag samt gemensamt styrda bolag

Aktier och andelar i dotterforetag redovisas till anskaffningsvérde efter avdrag for eventuella nedskrivningar. I
anskaffningsviardet ingér kdpeskillingen som erlagts for aktierna samt forvéarvskostnader. Utdelning fran
dotterforetag redovisas som intékt. Bolaget tillimpar kapitalandelsmetoden for redovisning av gemensamt styrda
bolag.

Likvida medel

Likvida medel inkluderar kassamedel och disponibla tillgodohavanden hos banker och andra kreditinstitut samt
andra kortfristiga likvida placeringar som létt kan omvandlas till kontanter och ar foremal for en obetydlig risk
for vardefluktuationer. For att klassificeras som likvida medel far 16ptiden inte 6verskrida tre manader fran
tidpunkten for forvarvet.

Foretaget ingar i Goteborgs Stads kommunkontosystem och har en oaterkallelig rétt att inom befintlig kreditlimit
refinansiera eller forlanga den forpliktelsen i form av utnyttjad kredit i minst 12 ménader efter balansdagen.
Posten klassificeras som langfristig skuld om bolaget inte planerar att reglera/amortera skulden inom de
kommande tolv ménaderna.
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Nyckeltalsdefinitioner

Soliditet

Eget kapital och obeskattade reserver (med avdrag for uppskjuten skatt) i forhallande till balansomslutningen.

Avkastning pa eget kapital

Resultat efter finansiella poster (justerat for jamforelsestorande poster) i férhéllande till genomsnittligt eget

kapital och obeskattade reserver (med avdrag for uppskjuten

Avkastning pi totalt kapital

skatt).

Resultat fore avdrag for rantekostnader (justerat for jamforelsestorande poster) i forhallande till

balansomslutningen.

Not 2 Uppskattningar och bedomningar

Nedan redogors for de viktigaste antagandena om framtiden,

och andra viktiga kallor till osdkerhet i

uppskattningar per balansdagen, som innebér en betydande risk for vasentliga justeringar i redovisade véarden for

tillgdngar och skulder under nésta rakenskapsar.

- Nyttjandeperioder materiella anldggningstillgangar
- Nedskrivningsprovning av anldggningstillgdngar

- Aktivering eller kostnadsforing av underhéllsprojekt, det vill sdga viardehdjande forbéttring eller ej
- Antaganden avseende rénta och livsldngd vid berdkning av pensionsskulderna

Not 3 Intikternas fordelning

Nettoomséttningen fordelar sig pa verksamhetsgrenar enligt
foljande:

Koncession
Fartygshamn
Varuhamn

Hyror och arrenden
Ovrig forsiljning
Summa

I 6vriga rorelseintikter ingar intdkter fran:
Gottgorelse fran pensionsstiftelse
Erhallna skadestand

Statliga och kommunala bidrag

Ovrigt

Summa

Transaktion 09222115557509822492

2023 2022
374 479 311412
234 645 239953
110 856 112 181
187 622 151 669

71073 63 592

978 675 878 807

0 10 049

150 1016

638 706

6 821 245

7 609 12 016
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Not 4 Transaktioner med nirstiende
2023 2022
Nedan anges andelen av arets inkdp och forséljning avseende koncernforetag.
Inkop (%) 6,0 6,6
Forsdljning (%) 0,6 0,6

Transaktioner mellan foretaget och dess nérstaende har skett pd marknadsmassiga grunder.

Négra transaktioner med ledande befattningshavare eller nyckelpersoner utover 16n och erséttningar (se not 7)
har inte forekommit.

Not 5 Ersittning till revisorerna

2023 2022
Ernst & Young AB
Revisionsuppdraget 545 313
Revisionsverksamhet utdver revisionsuppdraget 94 0
Skatterddgivning 24 186
Ovriga tjanster 6 29
Summa 670 528
Goteborgs Stad Lekmannarevisorer
Revisionsuppdraget 215 204
Summa 215 204

Med revisionsuppdrag avses revisorernas ersittning for den lagstadgade revisionen. Arbetet innefattar
granskningen av drsredovisningen och bokforingen, styrelsens och verkstillande direktdrens forvaltning samt
arvode for revisionsradgivning som lamnas i samband med revisionsuppdraget.
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Not 6 Operationella Leasingavtal

2023 2022
Leasegivare:
Framtida minimileaseintékter avseende icke uppségningsbara
koncessionsavtal:
Forfaller till betalning inom ett ar 248 863 225 504
Forfaller till betalning senare &n ett men inom 5 ar 1014 037 927 221
Forfaller till betalning senare &n fem ar 2 127 460 2 188 629

3390 360 3341354

Variabla avgifter for 2023 for leasingavtalen uppgér till 139 663 tkr
(98 642 tkr).

2023 2022
Leasetagare:

Framtida minimileaseavgifter, som ska erldggas avseende icke uppsdgningsbara leasingavtal:

Forfaller till betalning inom ett ar 6193 6372
Forfaller till betalning senare &n ett men inom 5 ar 16 678 3825
Forfaller till betalning senare dn fem ar 3269 332

26 140 10 529

Foretaget ar leasetagare genom operationella leasingavtal avseende IT tjanster och utrustning, bilar, samt mindre
kontorsutrustning. Summan av arets kostnadsforda leasingavgifter avseende operationella leasingavtal uppgar till
14 924 tkr (15 744 tkr).

Not 7 Loner, andra ersittningar och sociala kostnader
2023 2022
Medelantalet anstillda
Kvinnor 52 48
Min 111 104
Totalt 163 152
Loner, ersittningar, sociala avgifter och pensionskostnader
Loner och ersittningar till styrelsen och verkstillande direktoren 2298 2177
Loner och erséttningar till dvriga anstéllda 108 010 98 122
110 308 100 299
Sociala avgifter enligt lag och avtal 34 229 31039
Pensionskostnader for styrelsen och verkstillande direktdren 528 527
Pensionskostnader for 6vriga anstéllda 58 515 69 034
93 272 100 600
Totalt 203 580 200 899
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Utdver i ovanstaende tabell redovisade kostnader ingér i bolagets totala
personalkostnader, kostnader for utbildning, hilsovard, rekrytering samt

diverse personalkostnader med: 7 020 6115
Pensioner
Foretagets kostnad for avgiftsbestimda pensionsplaner uppgér till: 8976 8 056

Verkstéllande direktorens anstéllning kan avslutas med en 6msesidig uppségningstid av tre (3) méanader, vid
anstéllning mer 4n 12 manader ar uppsédgningstiden sex (6) manader. Styrelsen kan besluta att hela eller delar av
uppsédgningstiden ska innebdra arbetsbefrielse. Om styrelsen séger upp befattningshavaren fran anstéllningen av
annan anledning én sddan som utgdr grund for omedelbart avbrytande av anstidllningsavtalet utgar frén
anstéllningens upphorande ett avgangsvederlag motsvarande sex (6) méanader vid upp till 12 méanaders
anstéllning som VD. Vid mer &n 12 manaders anstillning som VD &r avgangsvederlaget 12 manader.
Avgangsvederlaget utgar fran aktuell manadslon vid uppségningstillfallet och dr inte tjanstepensions- eller
semesterlonegrundande.

Mellan foretaget och andra ledande befattningshavare géller en 6msesidig uppsédgningstid om tre manader. Vid
uppségning fran foretagets sida finns ingen rétt till avgdngsvederlag. Vid uppségning fran ledande
befattningshavarens sida utgér inget avgangsvederlag.

2023 2022
Styrelseledamoter och ledande befattningshavare
Antal styrelseledamoter pa balansdagen
Kvinnor 4 4
Min 5 5
Totalt 9 9
Antal verkstillande direktorer och andra ledande befattningshavare
Kvinnor 2 2
Min 5 5
Totalt 7 7

Not 8 Ovriga rinteintiikter och liknande resultatposter

2023 2022
Rénteintdkter 602 0
Rénteintdkter koncernforetag 3271 1762
Summa 3873 1762
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Not 9 Rintekostnader och liknande resultatposter

Réntekostnader i arets pensionskostnad
Réntekostnader Goteborgs Stad

Ovriga rintekostnader och liknande resultatposter
Summa

Not 10 Bokslutsdispositioner

Lamnat koncernbidrag
Forandringar av 6veravskrivningar

Summa

Not 11 Skatt pa arets resultat
Aktuell skatt
Uppskjuten skatt

Skatt pa arets resultat
Redovisat resultat fore skatt

Skatt berdknad enligt géllande skattesats
Skatteeffekt av ej skattepliktiga intdkter
Skatteeffekt av ej avdragsgilla kostnader
Justeringspost for uppskjuten skatt

Skatteeffekt hanforlig till tidigare beskattningsér
Redovisad skattekostnad

Aktuell skatt som redovisas direkt mot eget kapital uppgér till 0 Tkr.

Not 12 Finansiella instrument

Valutarisk

2023 2022
-16 797 -11 641
-29 845 -13 409

-30 -7

-46 672 -25 057
2023 2022
-199 621 -220 892
3433 -12 871
-196 188 -233 763
2023 2022
-42 6271

-15 367 -9 862
-15 409 -3 591
71 063 14 945
-14 639 -3079
106 6

-694 -569
-177 0

-5 51

-15 409 -3 591

Med valutarisk avses risken att verkligt virde eller framtida kassafloden fluktuerar till f6ljd av dndrade
valutakurser. De finansiella anvisningarna anger att all valutarisk i samband med finansiering i utldndsk valuta
skall sékras, med undantag av betalningsfloden understigande 100 tkr. Betalningsfloden valutasidkras med hjélp
av valutaterminer. Valutaoption (kdp) fér forvirvas for att ticka underliggande valutarisk i beslutad investering.

Foretagets utfloden bestir huvudsakligen av svenska kronor samtidigt som foretagets infloden huvudsakligen
bestar av svenska kronor. Foretaget &r ddrmed i begransad omfattning péverkad av férdndringar i valutakurser.
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Not 13 Hyresritter och liknande rittigheter
2023 2022
Ingéende anskaffningsvérden 27 486 27 486
Utgiaende ackumulerade anskaffningsvirden 27 486 27 486
Ingéende avskrivningar -9.465 -8 840
Arets avskrivningar -625 -625
Utgidende ackumulerade avskrivningar -10 090 -9 465
Ingéende nedskrivningar -12 500 -12 500
Arets nedskrivningar 0 0
Utgiaende ackumulerade nedskrivningar -12 500 -12 500
Utgaende restvirde enligt plan 4 896 5521
Not 14 Byggnader och mark
2023 2022
Rorelsefastigheter
Ingéende anskaffningsvérden byggnader 519 331 513 116
Inkop 47 407 6215
Anskaffning genom fusion 49 564 0
Allokerade offentliga bidrag till under aret slutférda projekt -39 566 0
Forsdljningar och utrangeringar -531 0
Utgiaende ackumulerade anskaffningsviirden 576 205 519 331
Ingdende avskrivningar -386 092 -375 807
Arets avskrivningar -17 144 -10 285
Utrangeringar 531 0
Utgidende ackumulerade avskrivningar -402 705 -386 092
Ingéende nedskrivningar 0 0
Nedskrivning -1 248 0
Utgidende ackumulerade nedskrivningar -1248 0
Utgiende restvirde enligt plan 172 251 133 238
Forvaltningsfastigheter
Ingéende anskaffningsvédrden byggnader 316 852 316 852
Inkop 2353 0
Forsdljningar och utrangeringar -37 461 0
Utgidende ackumulerade anskaffningsviirden 281 744 316 852
Ingaende avskrivningar -217 904 -208 380
Arets avskrivningar -7 267 -9 524
Utrangeringar 37 461 0
Utgdende ackumulerade avskrivningar -187 710 -217 904
Utgiende restvirde enligt plan 94 034 98 948
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Det verkliga vérdet pd forvaltningsfastigheter som baseras pa externa marknadsvarderingar uppgér till

748 400 tkr (832 000 tkr).

Under 2023 har en fastighet avyttrats. Fastigheten varderades till 45 tkr i 2022.

2023 2022
Mark
Ingéende anskaffningsvérden mark 420130 420 130
Anskaffning genom fusion 417 758 0
Utgidende ackumulerade anskaffningsvirden 837 888 420130
Not 15 Markanlaggningar
2023 2022
Ingéende anskaffningsvérden 2396 467 2246 823
Inkop 135 547 150 540
Omklassificering -4 000 0
Allokerade offentliga bidrag till under éret slutférda projekt -31 162 0
Forsdljningar och utrangeringar -7 479 -896
Utgiaende ackumulerade anskaffningsviirden 2 489 373 2 396 467
Ingaende avskrivningar -918 109 -831 341
Arets avskrivningar =73 162 -87 434
Forsdljningar och utrangeringar 3599 666
Utgdende ackumulerade avskrivningar -987 672 -918 109
Utgiende restvirde enligt plan 1501 701 1478 358
Not 16 Maskiner och andra tekniska anlidggningar
2023 2022
Ingéende anskaftningsvérden 22 108 21 405
Arets anskaffningar 0 703
Utgidende ackumulerade anskaffningsvirden 22108 22108
Ingaende avskrivningar -18 013 -17 185
Arets avskrivningar -828 -828
Utgiaende ackumulerade avskrivningar -18 841 -18 013
Utgaende restvirde enligt plan 3267 4095
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Not 17 Inventarier, verktyg och installationer
2023 2022
Ingéende anskaffningsvérden 1261325 1218958
Inkop 87 036 42 367
Omklassificering 4000 0
Allokerade offentliga bidrag till under aret slutférda projekt -43 153 0
Forsdljningar och utrangeringar -13 613 0
Utgidende ackumulerade anskaffningsvirden 1295 595 1261 325
Ingéende avskrivningar -800 783 =747 739
Arets avskrivningar -53 672 -53 044
Justering avskrivningar tidigare ar -50 0
Forsdljningar och utrangeringar 11745 0
Utgidende ackumulerade avskrivningar -842 760 -800 783
Utgaende restvirde enligt plan 452 835 460 542
Not 18 Piagiende nyanliggningar, materiella och immateriella
2023 2022
Ingéende nedlagda kostnader 791638 765 309
Omklassificeringar -158 462 -199 825
Kostnadsforing av pag nyanlidggning -4 0
Under aret nedlagda kostnader 237 633 226 153
Utgaende nedlagda kostnader 870 804 791 638
Not 19 Uppskjuten skatteskuld
Skillnaden mellan & ena sidan den inkomstskatt som har redovisats i resultatrdkningen samt & andra sidan den
inkomstskatt som belper sig pa verksamheten utgdrs av;
2023 2022
Avsiittning for uppskjuten skatteskuld
Skillnad planméssiga och skatteméssiga avskrivningar 25676 12979
Temporér skillnad frén fusion 19 894 0
Underskottsavdrag 0 -2 581
Total avsittning for uppskjuten skatteskuld 45570 10 398
Uppskjutna skattefordringar och skulder virderas hogst till det belopp som sannolikt kommer att dtervinnas
baserat pd innevarande och framtida skatteméssiga resultat.
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Not 20 Andelar i koncernforetag

2023 2022
Ingéende anskaffningsvérde 477 468 109 785
Arets anskaffningar 129 018 367 983
Omklassificeringar 0 -50
Fusion Goteborgs Hamn Arendal Fastigheter AB -367 983 0
Arets forsiljningar 0 -250
Utgiende redovisat viirde 238 503 477 468
Foretagets namn Org nr Siite
Goteborg Arendal 764:385 AB 559394-9323 Goteborg
Goteborgs Stuveri AB 556284-3614 Goteborg
Scandinavian Distripoint AB 556206-1654 Goteborg
Arendal Holding AB (indirekt dgt) 556711-0365 Goteborg
Goteborgs Hamn Holding AB 559338-6799 Goteborg
Halvorsiang Fastighetsbolaget Nord AB (indirekt dgt) 559338-6815 Goteborg
Halvorsing Fastighetsbolaget Syd AB (indirekt dgt) 559338-6823 Goteborg
Halvorsiing Fastighetsbolaget Ost AB (indirekt fgt) 559338-6831 Goteborg

Kapital- Rostritts- Bokfort virde Bokfort virde
Moderbolaget andel %  andel % Antal aktier  2023-12-31  2022-12-31
Goteborg Arendal 764:385 AB 100 100 25000 129018
Goteborgs Stuveri AB 100 100 1000 831 831
Scandinavian Distripoint AB 100 100 10 000 108 629 108 629
Arendal Holding AB (indirekt 4gt) 100 100 1000
Goteborgs Hamn Arendal Fastigheter AB* 0 0 0 367 983
Go6teborgs Hamn Holding AB 100 100 2 500 25 25
Halvorsang Fastighetsbolaget Nord AB (indirekt gt) 100 100 500
Halvorsang Fastighetsbolaget Syd AB (indirekt 4gt) 100 100 500
Halvorsang Fastighetsbolaget Ost AB (indirekt sgt) 100 100 500
Summa 238 503 477 468

* Det heldgda dotterbolaget Goteborgs Hamn Arendal Fastigheter AB, fusionerades i mars 2023 in i
moderbolaget Goteborgs Hamn AB.

Under 2022 forvarvades bolaget Goteborgs Hamn Arendal Fastigheter AB, 559324-3164 och 2023-03-03 har
bolaget fusionerats med moderbolaget. I moderbolagets resultatrakning for 2023 ingar 7 184 tkr i
nettoomséttningen och 3 721 tkr i rorelseresultatet, som hénfor sig till Goteborgs Hamn Arendal Fastigheter
AB:s resultatrakning for tiden fore fusionen. Koncernmaissiga virdet pa tillgangar och skulder som &vertogs av
moderbolaget var, vid tidpunkten for fusionen, enligt f6ljande:

Anlédggningstillgangar 467 323
Omsittningstillgangar 10423
Skulder - 22987
Eget kapital - 7 358
Netto 447 401
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Not 21 Andelar i gemensamt styrda bolag
2023 2022
Ingéende anskaffningsviarde 50 0
Arets anskaffning/omklassificering 0 50
Utgaende redovisat virde 50 50
Foretagets namn Org nr Site
Halvorséng Fastighets AB 559338-6781 Goteborg
Halvorsédng Holding AB (indirekt dgt) 559338-6807 Goteborg
Kapital- Rostritts- Bokfort virde Bokfort virde
Moderbolaget andel %  andel % Antal aktier = 2023-12-31  2022-12-31
Halvorsdng Fastighets AB 50 50 500 50 50
Halvorsdng Holding AB (indirekt 4gt) 50 50 250 0 0
Summa 50 50
Not 22 Forutbetalda kostnader och upplupna intikter
2023 2022
Ovriga forutbetalda kostnader 932 11747
Upplupna intdkter fastigheter 0 913
Ovriga upplupna intikter 17 898 21775
Summa 18 830 34435
Not 23 Obeskattade reserver
2023 2022
Ackumulerad skillnad mellan bokforda avskrivningar och avskrivningar
enligt plan 351276 354710
Summa 351 276 354 710
Not 24 Avsittningar for pensioner och liknande forpliktelser
2023 2022
ITP2 i egen regi 383 183 356 818
Avsittningar enligt tryggandelagen 59 058 62 026
Summa 442 241 418 844
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Not 25 Ovriga avsittningar
2023 2022
Avsiittning for omstruktureringskostnader
Avsittning vid periodens ingadng 704 0
Periodens avséttningar 0 1746
Tanspraktaget under perioden -704 -1 042
0 704
Summa ovriga avsiittningar 0 704
Not 26 Upplaning
2023 2022

Den del av langfristiga skulder som forfaller till betalning senare dn fem &r efter balansdagen

Skulder till Goteborgs Stad 1 150 696 1 134 345
Skulder till koncernforetag 831 831
Summa 1151 527 1135176

Foretagets utnyttjade checkrakningskredit uppgar till 1 150 696 tkr (1 134 345 tkr) och ingar i posten langfristiga
skulder till Goteborgs Stad.

Limit avseende checkriakningskredit uppgér till 2 600 000 tkr (2 300 000 tkr).

Not 27 Upplupna kostnader och forutbetalda intikter

2023 2022
Upplupna loner 168 1873
Upplupna semesterloner 17 995 16 468
Upplupna sociala avgifter 5663 5698
Upplupna kostnader for planerat underhéll och investeringar 15197 26 729
Upplupna IT kostnader 1355 1531
Forutbetalda intékter 34728 19 798
Forskottsfakturerade hyror 22 164 21 007
Ovriga poster 30976 15 561
Summa 128 246 108 665
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Not 28 Aktiekapital

Aktiekapitalet bestar av 2 240 000 st aktier med kvotvérde 100 tkr

Not 29 Justering av poster som inte ingér i kassaflodet

Avskrivningar samt resultat nedskrivningar och utrangeringar
Avsittningar for pensioner

Eget arbete

Ovriga poster

Summa

Not 30 Eventualforpliktelser

Garantiataganden PRI
Summa ansvarsforbindelser

Goteborgs Hamn AB har stéllt ut ansvarsforbindelser i form av garantiatagande till forman for flertal
pensionsforsdkringsbolag. Goteborgs Hamn AB:s garantidtagande bestar av maximalt 2 % av respektive
pensionsskuld. Garantiatagande forandras over tiden da det baseras pa nuvarande pensionsskuld.

Not 31 Stillda sikerheter

Foretaget har inga stéllda sékerheter. Bolagets 1&n &r upptagna i kommunens koncernbank.

Not 32 Visentliga hiandelser efter rikenskapsarets slut

Inga visentliga hindelser efter balansdagen

Transaktion 09222115557509822492

2023 2022

161 186 161 970

22 694 34 776

-8 784 6634
5423 315

180 519 190 427
2023 2022
7 664 7 144
7 664 7144
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Not 33 Forslag till vinstdisposition

Till arsstimmans forfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel
Arets vinst

Kronor
Styrelsen foreslar att vinstmedlen disponeras sé att
till aktiesigarna utdelas
i ny rakning 6verfors

Kronor

1 601 570 299
55654 202

1 657 224 501

48 865 000
1 608 359 501

1 657 224 501

Resultat- och balansrdakningen kommer att foreldggas arsstimman den 11 mars 2024 for faststéllelse.

Goteborg den - -

Lars Johansson Karin Bernmar
Styrelsens ordforande Vice ordforande
Cecilia Magnusson Helena Holmberg

Vice ordforande

Eva Olofsson Thomas Larsson
Thore Hagman Anders Edstrom
Jan Annerback Goran Eriksson

Verkstdllande direktor

Vér revisionsberittelse har ldmnats den dag som framgar av var elektroniska underskrift.

Ernst & Young AB

Anders Linusson
Auktoriserad revisor

Var granskningsrapport har lamnats den dag som framgér av var elektroniska underskrift.

Eva Nihlblad Erik Fristedt

Av kommunfullmdktige utsedd lekmannarevisor Av kommunfullmdktige utsedd lekmannarevisor
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Goteborgs Hamns styrelse
Personnummer 19600528-5165
eva.olofsson@politiker.goteborg.se
+46705743003

BankID

Namnet som returnerades fran svenskt BankID var "EVA
M OLOFSSON"
Signerade 2024-02-09 15:38:24 CET (+0100)

Helena Holmberg (HH)

Goteborgs Hamns styrelse
Personnummer 19691014-4887
helena.holmberg@politiker.goteborg.se
+46707800700

BankID

Namnet som returnerades fran svenskt BanklID var
"HELENA HOLMBERG"
Signerade 2024-02-09 15:41:16 CET (+0100)

Thomas Larsson (TL)

Goteborgs Hamns styrelse
Personnummer 197901184916
thomas.larsson@politiker.goteborg.se
+46709200640

BankID

Namnet som returnerades fran svenskt BanklD var
"THOMAS LARSSON"
Signerade 2024-02-09 15:31:00 CET (+0100)




Verifikat

Transaktion 09222115557509822492

Thore Hagman (TH)

Goteborgs Hamns styrelse
Personnummer 19520815-5092
thore.hagman@politiker.goteborg.se
+46705818062

BankID

Namnet som returnerades fran svenskt BanklD var
"THORE HAGMAN"
Signerade 2024-02-09 15:39:21 CET (+0100)

Jan Annerback (JA)

Goteborgs Hamns styrelse
Personnummer 19441026-5435
jan.annerback@politiker.goteborg.se
+46705546845

BankID

Namnet som returnerades fran svenskt BanklID var "JAN
ANNERBACK"
Signerade 2024-02-09 15:24:45 CET (+0100)

Anders Edstrom (AE)

Goteborg Hamns styrelse
Personnummer 19580920-7912
anders.edstrom@politiker.goteborg.se
+46704920192

BankID

Namnet som returnerades fran svenskt BanklID var
"Anders Edstrém"
Signerade 2024-02-09 15:22:02 CET (+0100)

Anders Linusson (AL)

Ernst and Young
Personnummer 740605-4994
Anders.linusson@se.ey.com
+46703517771

BankID

Namnet som returnerades fran svenskt BanklD var
"ANDERS LINUSSON"
Signerade 2024-02-13 21:26:05 CET (+0100)




Verifikat

Transaktion 09222115557509822492

Erik Fristedt (EF)

Stadsrevisionen

Personnummer 19430326-5559

erik. johan.kaleb.fristedt@politiker.goteborg.se
+46702080976

|

BankID

Namnet som returnerades fran svenskt BanklD var "ERIK
FRISTEDT"
S/'gnerade 2024-02-09 16:46:24 CET (+0100)

Goran Eriksson (GE)

Goteborgs Hamn AB
Personnummer 19721114-4998
goran.eriksson@portgot.se
+46762472208

|

BankID

Namnet som returnerades fran svenskt BanklD var
"GORAN ERIKSSON"
Signerade 2024-02-09 15:39:16 CET (+0100)

Eva Nihlblad (EN)

Stadsrevisionen

Personnummer 19440423-5402
eva.nihlblad@politiker.goteborg.se
+46733267270

|

BankID

Namnet som returnerades fran svenskt BanklD var "EVA
NIHLBLAD"
S/gnerade 2024-02-09 17:02:58 CET (+0100)

Detta verifikat ar utfardat av Scrive. Information i kursiv stil ar sakert verifierad av Scrive. Se de dolda
bilagorna for mer information/bevis om detta dokument. Anvand en PDF-ldsare som t ex Adobe Reader
som kan visa dolda bilagor for att se bilagorna. Observera att om dokumentet skrivs ut kan inte
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehallet i de
dolda bilagorna. Den digitala signaturen (elektroniska forseglingen) sakerstaller att integriteten av detta
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. For er
bekvamlighet tillhandahaller Scrive dven en tjanst for att kontrollera dokumentets integritet automatiskt
pa: https://scrive.com/verify
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The initiator Lina Björklund (LB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-09 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@politiker.goteborg.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karin.bernmar@politiker.goteborg.se) and SMS (+46730360977) to Karin Bernmar (KB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@politiker.goteborg.se) and SMS (+46703760667) to Cecilia magnusson (Cm). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (helena.holmberg@politiker.goteborg.se) to Helena Holmberg (HH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eva.olofsson@politiker.goteborg.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thomas.larsson@politiker.goteborg.se) and SMS (+46709200640) to Thomas Larsson (TL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thore.hagman@politiker.goteborg.se) and SMS (+46705818062) to Thore Hagman (TH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.edstrom@politiker.goteborg.se) and SMS (+46704920192) to Anders Edström (AE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@politiker.goteborg.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:19:58.792467 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (goran.eriksson@portgot.se) and SMS (+46762472208) to Göran Eriksson (GE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 14:20:01.711392 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:01.738389 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:01.766119 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Cecilia magnusson (Cm) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:01.794795 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:01.831327 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Thomas Larsson (TL) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:01.85995 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Thore Hagman (TH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:05.739277 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Göran Eriksson (GE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:07.694076 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Edström (AE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:07.742415 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:07.776135 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Göran Eriksson (GE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.459563 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.485472 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.565351 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia magnusson (Cm) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.591345 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Holmberg (HH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.646488 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.673288 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thomas Larsson (TL) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.697403 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thore Hagman (TH) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.774925 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Edström (AE) was delivered.

      


    

  



  

  

    		2024-02-09 14:20:12.801433 UTC ±64 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2024-02-09 14:21:39.193403 UTC ±66 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      94.191.152.127

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Anders Edström (AE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:22:02.774262 UTC ±67 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      94.191.152.127

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Anders Edström (AE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: Anders Edström

  
ID number: 

  195809207912



  
IP: 94.191.152.127
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:22:20.775962 UTC ±67 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:23:13.75273 UTC ±69 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Lars Johansson (LJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:24:16.178911 UTC ±70 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:24:45.233485 UTC ±71 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jan Annerback (JA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:30:23.743198 UTC ±79 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      193.138.218.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thomas Larsson (TL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:31:00.092276 UTC ±80 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      193.138.218.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thomas Larsson (TL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: THOMAS LARSSON

  
ID number: 

  197901184916



  
IP: 193.138.218.201
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:34:39.734318 UTC ±85 ms

    		2024-02-09 13:37:47.804465 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.edstrom@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 14:37:58.899105 UTC ±1 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.3.152.31

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:38:10.168719 UTC ±1 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia magnusson (Cm) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:38:24.389506 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.3.152.31

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Eva Olofsson (EO) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 31.3.152.31
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:38:25.717283 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      94.234.98.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thore Hagman (TH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:38:44.14961 UTC ±2 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Cecilia magnusson (Cm) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:39:00.032289 UTC ±3 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Göran Eriksson (GE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:39:16.648629 UTC ±3 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Göran Eriksson (GE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: GÖRAN ERIKSSON

  
ID number: 

  197211144998



  
IP: 31.15.43.8
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:39:21.122713 UTC ±3 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      94.234.98.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thore Hagman (TH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: THORE HAGMAN

  
ID number: 

  195208155092



  
IP: 94.234.98.227
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 14:40:27.905646 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helena.holmberg@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 14:40:30.663117 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.164.167

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Helena Holmberg (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:40:45.410449 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      52.4.193.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Helena Holmberg (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 14:40:59.351486 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Karin Bernmar (KB) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:40:59.351486 UTC ±5 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Helena Holmberg (HH) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 14:41:04.37326 UTC ±6 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Holmberg (HH) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:05.337127 UTC ±6 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:10.0852 UTC ±6 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 14:41:16.400118 UTC ±6 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.164.167

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Helena Holmberg (HH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: HELENA HOLMBERG

  
ID number: 

  196910144887



  
IP: 90.235.69.176
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 15:08:07.337017 UTC ±45 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.188.116

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Karin Bernmar (KB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:08:08.680141 UTC ±45 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karin.bernmar@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 15:08:14.746664 UTC ±45 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      34.199.200.87

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Karin Bernmar (KB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:08:34.438167 UTC ±46 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      38.200.4.167

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        The party Karin Bernmar (KB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:09:56.944964 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Karin Bernmar (KB) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 15:10:05.728122 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 15:10:06.397895 UTC ±48 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Bernmar (KB) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:13.099074 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      83.187.188.116

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Karin Bernmar (KB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: KARIN BERNMAR

  
ID number: 

  198211254902



  
IP: 83.187.171.226
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 15:11:13.099074 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Anders.linusson@se.ey.com) and SMS (+46703517771) to Anders Linusson (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 15:11:13.099074 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erik.johan.kaleb.fristedt@politiker.goteborg.se) and SMS (+46702080976) to Erik Fristedt (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 15:11:13.099074 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eva.nihlblad@politiker.goteborg.se) and SMS (+46733267270) to Eva Nihlblad (EN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-09 15:11:16.05016 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:19.113728 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:19.144282 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:19.17239 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Nihlblad (EN) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:21.935272 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2024-02-09 15:11:21.953611 UTC ±50 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Nihlblad (EN) was delivered.

      


    

  



  

  

    		2024-02-09 15:13:20.057308 UTC ±53 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karin.bernmar@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 15:21:33.971101 UTC ±65 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      147.161.188.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:21:42.416632 UTC ±65 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karin.bernmar@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 15:21:56.795057 UTC ±65 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      147.161.188.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:24:10.354492 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Anders Linusson (AL) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 15:24:10.354492 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Erik Fristedt (EF) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 15:24:10.354492 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Eva Nihlblad (EN) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-09 15:24:16.655768 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-09 15:24:16.700533 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2024-02-09 15:24:16.722414 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Nihlblad (EN) was delivered.

      


    

  



  

  

    		2024-02-09 15:24:17.296313 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-09 15:24:17.341942 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2024-02-09 15:24:17.396479 UTC ±69 ms

    		2024-02-09 14:37:49.398684 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Nihlblad (EN) was delivered.

      


    

  



  

  

    		2024-02-09 15:45:42.278674 UTC ±12 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johan.kaleb.fristedt@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 15:45:46.871521 UTC ±12 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      95.202.152.17

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:45:51.487591 UTC ±13 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      52.2.87.106

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:46:02.102997 UTC ±13 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      54.162.81.112

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 15:46:24.368391 UTC ±13 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      95.202.152.17

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Erik Fristedt (EF) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: ERIK FRISTEDT

  
ID number: 

  194303265559



  
IP: 95.202.152.17
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 16:01:23.358125 UTC ±35 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      188.148.146.117

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Nihlblad (EN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 16:01:29.639851 UTC ±36 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      188.148.146.117

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Nihlblad (EN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-09 16:01:40.380774 UTC ±36 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johan.kaleb.fristedt@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 16:02:58.969514 UTC ±38 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      188.148.146.117

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Eva Nihlblad (EN) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: EVA NIHLBLAD

  
ID number: 

  194404235402



  
IP: 188.148.146.117
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-09 16:17:24.633796 UTC ±59 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johan.kaleb.fristedt@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-09 16:31:51.615575 UTC ±80 ms

    		2024-02-09 15:37:51.288984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johan.kaleb.fristedt@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-10 08:23:52.54682 UTC ±75 ms

    		2024-02-10 07:38:31.728383 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to eva.nihlblad@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-12 07:27:50.003823 UTC ±49 ms

    		2024-02-12 06:40:10.833742 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Anders Linusson (AL) at the request of the user Lina Björklund (LB).

      


    

  



  

  

    		2024-02-12 07:27:55.542845 UTC ±49 ms

    		2024-02-12 06:40:10.833742 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-12 07:27:57.661412 UTC ±49 ms

    		2024-02-12 06:40:10.833742 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2024-02-12 15:24:57.486159 UTC ±41 ms

    		2024-02-12 14:40:26.555462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johan.kaleb.fristedt@politiker.goteborg.se was opened.

      


    

  



  

  

    		2024-02-13 20:23:06.394783 UTC ±61 ms

    		2024-02-13 19:41:36.299339 UTC

    		

      147.161.244.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-13 20:26:05.483798 UTC ±65 ms

    		2024-02-13 19:41:36.299339 UTC

    		

      147.161.244.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Anders Linusson (AL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Göteborgs Hamn AB Årsredovisning 2023" med transaktionsnummer 9222115557509822492.












Data returned from 

  the BankID network

:

  
Name: ANDERS LINUSSON

  
ID number: 

  197406054994



  
IP: 185.61.170.14
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-13 20:26:05.483798 UTC ±65 ms

    		2024-02-13 19:41:36.299339 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.57 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.983%

		|e| < 5 ms: ≈99.772%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-03 04:02:49.805553 UTC and 2024-02-13 19:41:36.299339 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-09 14:21:43.286 UTC

    		94.191.152.127

    		Anders Edström (AE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:21:50.566 UTC

    		94.191.152.127

    		Anders Edström (AE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:22:26.138 UTC

    		31.15.43.8

    		Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:22:50.565 UTC

    		31.15.43.8

    		Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:24:20.875 UTC

    		31.15.43.8

    		Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:24:24.776 UTC

    		31.15.43.8

    		Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:30:29.755 UTC

    		193.138.218.201

    		Thomas Larsson (TL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:30:44.931 UTC

    		193.138.218.201

    		Thomas Larsson (TL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:38:06.867 UTC

    		31.3.152.31

    		Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:38:11.201 UTC

    		31.3.152.31

    		Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:38:19.23 UTC

    		31.15.43.8

    		Cecilia magnusson (Cm) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:38:31.505 UTC

    		31.15.43.8

    		Cecilia magnusson (Cm) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:39:06.355 UTC

    		31.15.43.8

    		Göran Eriksson (GE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:39:08.171 UTC

    		31.15.43.8

    		Göran Eriksson (GE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:38:29.506 UTC

    		94.234.98.227

    		Thore Hagman (TH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:39:01.785 UTC

    		94.234.98.227

    		Thore Hagman (TH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 14:40:38.983 UTC

    		83.187.164.167

    		Helena Holmberg (HH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 14:41:01.091 UTC

    		83.187.164.167

    		Helena Holmberg (HH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 15:08:15.377 UTC

    		83.187.188.116

    		Karin Bernmar (KB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 15:10:30.51 UTC

    		83.187.188.116

    		Karin Bernmar (KB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 15:45:58.228 UTC

    		95.202.152.17

    		Erik Fristedt (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 15:46:06.323 UTC

    		95.202.152.17

    		Erik Fristedt (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-09 16:01:39.412 UTC

    		188.148.146.117

    		Eva Nihlblad (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-09 16:02:36.489 UTC

    		188.148.146.117

    		Eva Nihlblad (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-13 20:23:10.608 UTC

    		147.161.244.202

    		Anders Linusson (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-13 20:25:56.421 UTC

    		147.161.244.202

    		Anders Linusson (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  









