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Till Goteborgs Stads namnder och bolag

Kommunstyrelsen faststallde vid sitt sammantrade den 1 december 2021 § 952 uppradkning av
arvoden for fortroendevalda for ar 2022 samt styrelsearvodena i de kommunala bolagen.

Da den genomsnittliga I6nedkningen under 2021 ar beréknad till 2,35 procent har motsvarande
hojning skett av samtliga arvoden fér 2022.

Faststéllda arvoden for 2022:

Grundarvode 70 490 kr
Forrattningsarvode under 4 h 890 kr
Forrattningsarvode konferens m.m. (§ 6, 3 a) 890 kr
Forrattningsarvode 6ver 4 h 1440 kr
Forrattningsarvode upp till 30 min 230 kr

Hogsta ersattning for forlorad arbetsinkomst 405 kr/timme





Arsarvoden och gruppindelning i de kommunala bolagen
fr o m 2022 ars ordinarie bolagsstamma

Faststallt i procent av grundarvodet 70 490 kr/man multiplicerat med 12 enligt nedan:

Grupp A

Ordférande
Vice ordfdrande
Ledamot
Suppleant

Lekmannarevisor

Grupp B

Ordférande
Vice ordférande
Ledamot
Suppleant

Lekmannarevisor

2022

o O O O o

459 (1 %)

2022

67 670 (8 %)
50 753 (6 %)
25376 (3 %)
12 688 (1,5 %)
8459 (1 %)

Goteborgs Stadshus AB

Goteborg Energi AB
Forvaltnings AB Framtiden
Higab AB

Business Region Goteborg
Goteborg & Co AB
Goteborgs Hamn AB

Goteborgs Sparvagar AB





Kommunstyrelsen

Utdrag ur Protokoll
Sammantradesdatum: 2021-12-01

Upprakning av arvoden for fortroendevalda
for ar 2022

§ 952, 0125/21

Beslut
Enligt stadsledningskontorets forslag:

1. Forrittningsarvodet for sammantréde eller forréttning 2022 som varar upp till fyra
timmar faststélls till 890 kronor. Om forrattningen Gverstiger fyra timmar faststélls
forrdttningsarvodet till 1 440 kronor. For forrattning upp till 30 minuter faststélls
arvodet till 230 kronor. Beloppet 1 440 kronor géller ocksa for deltagande 1
sammantrdde med kommunfullmaktige.

2. Grundarvodet for &r 2022 faststills till 70 490 kronor.

3. Arvodet for heltidsarvoderad fortroendevald for ar 2022 faststélls till 70 490 kronor
per ménad. Arvodet for kommunstyrelsens ordfoérande faststills till 91 260 kronor per
manad och for kommunstyrelsens forste och andre vice ordférande till 86 495 kronor
per ménad.

4. Hogsta ersittningen for forlorad arbetsinkomst for ar 2022 faststills till 405 kronor
per timma.

5. Styrelsearvodena i de kommunala bolagen, i enlighet med bilaga 1 till
stadsledningskontorets tjansteutlatande faststills fran och med 2022 &rs ordinarie
bolagsstimma.

Tidigare behandling
Bordlagt den 24 november 2021, § 911.

Handlingar

Stadsledningskontorets tjansteutlatande den 8 november 2021.
Yrkande fran V och MP den 19 november 2021.
Tillaggsyrkande fran D den 1 december 2021.

Yrkanden
Martin Wannholt (D) och Jorgen Fogelklou (SD) yrkar bifall till stadsledningskontorets
forslag och tillaggsyrkande fran D den 1 december 2021.

Daniel Bernmar (V) och Karin Pleijel (MP) yrkar bifall till yrkande frdn V och MP
den 19 november 2021 och avslag pa tilliggsyrkande frdn D den 1 december 2021.

Ordforanden Axel Josefson (M) yrkar bifall till stadsledningskontorets forslag och avslag
pa ovriga yrkanden.
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72 Rine £

Kommunstyrelsen

Propositionsordning
Ordforanden stiller forst propositioner pa yrkandena med undantag av tilldggsyrkandet
frén D och finner att stadsledningskontorets forslag bifallits.

Ordforanden stiller harefter propositioner pa bifall respektive avslag pa tillaggsyrkandet
fran D och finner att det avslagits. Omrostning begérs.

Omrostning
Godkénd voteringsproposition: ”Ja for avslag och Nej for bifall till tillaggsyrkandet
frén D.”

Daniel Bernmar (V), Blerta Hoti (S), Axel Darvik (L), Karin Pleijel (MP), Hampus
Magnusson (M), Marina Johansson (S), Emmyly Bonfors (C), Jonas Attenius (S),
tjdnstgorande ersittaren Jenny Broman (V) och ordféranden Axel Josefson (M)
rostar Ja (10).

Martin Wannholt (D), Jessica Blixt (D) och Jorgen Fogelklou (SD) rostar Nej (3).
Reservationer

Martin Wannholt (D) och Jessica Blixt (D) reserverar sig mot beslutet.

Jorgen Fogelklou (SD) reserverar sig mot beslutet.

Justering
Protokollet under denna paragraf forklaras omedelbart justerat.

Protokollsutdrag skickas till

Stadens ndmnder och bolag
Styrande dokument

Dag for justering
2021-12-01
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Kommunstyrelsen

Vid protokollet

Sekreterare

Mathias Skold

Ordforande Justerande
Axel Josefson Daniel Bernmar
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Kommunstyrelsen

Tillagsyrkande (D)

2021-12-01 Arende nr: 2.2.4

Tillaggsyrkande angaende Uppréakning av
arvoden for fortroendevalda for ar 2022

Forslag till beslut
I kommunstyrelsen och kommunfullmaktige:

1. Goteborgs Stads regler for arvoden och erséttningar kompletteras for
kommunalrad: Ett kommunalrad har mojlighet inom stadens regelverk att
frivilligt begéra nedsattning av sitt manadsarvode till som lagst 45 tusen kronor.

2. Anmalan sker till stadsdirektér som lagger in som anmélningséarende under
kommunstyrelsen.

Yrkandet

Kommunfullmaktige i G6teborgs Stad fattar varje ar beslut om férandring (hojning) av
nastkommande arsarvoden till fortroendevalda enligt stadens beslutade regelverk. Det
innebér att arvoden till politiker réknas upp med den genomsnittliga 16nedkningen bland
stadens anstallda (enligt fullmaktigebeslut i juni 2002).

Det finns manga exempel pa andra losningar bland landets kommuner, till exempel
koppling till procentsatser av riksdagsarvoden. Kommunallagen ger salunda stor frihet for
kommunerna att besluta om principer fér arvodering av olika fértroendeuppdrag.
Speciellt forekommer olika arvoden inom en kommunstyrelse, vilket medges enligt 4
kap. 17 paragrafen. Det kan vara extra arvodestillagg for ordférande och vice ordférande,
olika arvode for kommunalrad respektive oppositionsrad, eller lagre arvode for
kommunalrad som &r ersattare i styrelsen med mera.

Vénsterpartiet och Miljopartiet i Goteborg yrkar varje ar pa att de anser att deras arvoden
ar for hoga och att kommunalradens arvoden i Géteborg borde sénkas. Eftersom en
majoritet av kommunfullméktige anser att nuvarande modell och niva star i paritet med
ansvar och arbetsinsats, tvingas kommunalrad for Vansterpartiet och Miljopartiet erhalla
ett hogre arvode an vad de anser rimligt och skaligt. Alla invanare i en kommun har
naturligtvis att ratta sig efter demokratiskt fattade majoritetsbeslut. Men nér det géller
arvode till rad medger kommunallagen undantag.

En majoritet i kommunfullméktige har darfor mojlighet att strdcka ut en demokratisk
hand till en minoritet, som sa tydligt politiskt onskar en lagre arvodering av sitt
fortroendeuppdrag som kommunalrad. Det foreligger darfor inga skal for en majoritet att
sdga nej till en minoritets 6nskemal om att bli lagre arvoderade &n stadens géllande
regelverk. Kommunfullmaktige bor darfor medge en sadan forandring genom att
komplettera géllande reglemente med denna méjlighet.

Goteborgs Stad kommunstyrelsen
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Kommunstyrelsen

Yrkande Vansterpartiet, Miljdpartiet

2021-11-19 Upprakning av arvoden for fortroendevalda for ar 2022

Sank arvodena for heltidspolitiker

Forslag till beslut

| kommunstyrelsen och kommunfullmaktige:

1. Arvodet for heltidsfortroendevalda 2022 faststalls till 45 000 kronor per
manad. Arvodet for kommunstyrelsens ordférande faststalls till 50 000
kronor per manad och for kommunstyrelsens forste och andre vice
ordférande till 47 500 kronor per manad.

Yrkandet

Goteborgs stads fortroendevalda har idag héga arvoden. Arbetet som utfors ar
forvisso tidskravande och ansvarsfullt, men fragorna om fértroende,
representation och legitimitet behdver beaktas vid faststallandet av arvodet. En
stor majoritet av géteborgarna nar aldrig de inkomstnivaer som heltidsarvoderade
i kommunen har. Det riskerar att bli problematiskt for fértroendevalda att leva
med en inkomst som majliggor ett liv som skiljer sig fran de medborgare man ar
satta att representera. Fdljderna kan bli bade politikerférakt och att de
fortroendevalda inte forstar konsekvenserna av sina beslut.

Var bedémning ar att en val avvagd niva ligger avsevart lagre an den nu varande
och att en upprakning darfér inte ar aktuell.
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Stadsledningskontoret

Tjansteutlatande Handlaggare
Utfardat 2021-11-08 Lina Isaksson
Diarienummer 0125/21 Telefon: 031-368 04 09

E-post: lina.isaksson@stadshuset.goteborg.se

Upprakning av arvoden for fortroendevalda
for ar 2022

Forslag till beslut

I kommunstyrelsen

1. Forrattningsarvodet for sammantriade eller forrédttning 2022 som varar upp till fyra
timmar faststdlls till 890 kronor. Om forréttningen overstiger fyra timmar faststélls
forrattningsarvodet till 1 440 kronor. For forrdttning upp till 30 minuter faststills
arvodet till 230 kronor. Beloppet 1 440 kronor géller ocksa for deltagande i
sammantrdde med kommunfullmiktige.

2. Grundarvodet for ar 2022 faststills till 70 490 kronor.

3. Arvodet for heltidsarvoderad fortroendevald for ar 2022 faststélls till 70 490 kronor
per ménad. Arvodet for kommunstyrelsens ordforande faststills till 91 260 kronor per
manad och for kommunstyrelsens forste och andre vice ordférande till 86 495 kronor
per méanad.

4. Hogsta ersittningen for forlorad arbetsinkomst for ar 2022 faststélls till 405 kronor
per timma.

5. Styrelsearvodena i de kommunala bolagen, i enlighet med bilaga 1 till
stadsledningskontorets tjansteutlatande faststills fran och med 2022 ars ordinarie
bolagsstimma.

Sammanfattning

Upprékningen av arvoden for fortroendevalda i Goteborgs Stad sker enligt de regler som
kommunfullméaktige 2002-06-13, § 25 beslutat om. Reglerna innebér att grundarvodet
arligen riknas upp med den genomsnittliga l16neutvecklingen i kommunen éret innan.
For 2021 har den genomsnittliga 16nedkningen berédknats till 2,35 procent.

Bedomning ur ekonomisk dimension
Totalkostnaden for fasta arvoden for nimnderna ar cirka 25,8 miljoner kronor for ar 2022
och for arsarvoden for bolagen ir kostnaden cirka 7,8 miljoner kronor for &r 2022.

Gillande kostnaden for forréttningsarvoden och ersittning for forlorad arbetsinkomst
beror det pa antalet forréattningar respektive nimnd eller bolag har under 2022.

De ekonomiska konsekvenserna for stadens ndamnder och bolag kommer att variera
beroende pa hur méanga fortroendevalda varje nimnd och bolag har, vilken arvodesgrupp
respektive ndimnd och bolag ar placerad i samt antalet férrattningar under aret.
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Beddomning ur ekologisk och social dimension
Stadsledningskontoret inte har funnit nagra sirskilda aspekter pa fragan utifran dessa
dimensioner.

Bilaga
1. Arsarvoden och gruppindelning i de kommunala bolagen fr o m 2022 ars
ordinarie bolagsstimma
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Arendet

Stadsledningskontoret redovisar i tjansteutlatandet upprakning och faststéllande av
arvoden for fortroendevalda ar 2022.

Beskrivning av arendet

Kommunfullmaktige beslutade 2002-06-13, § 25 om ett nytt grundarvode och nya
arvodesregler for heltidsfortroendevalda. Reglerna innebar att grundarvodet arligen
raknas upp med den genomsnittliga 16neutvecklingen som skett i kommunen aret innan.
Beslut om hojning av forrattningsarvoden och styrelsearvoden i kommunens bolag sker
pa samma sitt. Genom kommunfullméktiges beslut géller ett och samma grundarvode
bade for heltidsarvoderad fortroendevald och vid berdkningen av fasta arvoden i presidier
samt drsarvoden for bolag.

Stadsledningskontorets bedémning

Enligt stadsledningskontoret berdknas den genomsnittliga 16nedkningen bland anstéllda i
Goteborgs Stad under 2021 till 2,35 procent. Motsvarande hdjning gidllande samtliga
arvoden under 2022 foreslas ddrmed faststillas enligt foljande:

Grundarvodet hojs fran 68 870 kronor for 2021 till 70 490 kronor for 2022. Motsvarande
hojning till 70 490 kronor géller dven for heltidsarvoderad fortroendevald under 2022.
For kommunstyrelsens ordforande hojs arvodet fran 89 165 kronor for 2021 till

91 260 kronor for 2022 och for kommunstyrelsens forste och andre vice ordforande hojs
det fran 84 510 kronor till 86 495 kronor.

Arvode for forrattning/sammantréde upp till fyra timmar hojs fran 870 kronor till

890 kronor, for forrattning/sammantriade ldngre dn fyra timmar hojs arvodet fran

1 405 kronor till 1 440 kronor och for forrattning/sammantrade upp till 30 minuter hojs
arvodet frén 225 kronor till 230 kronor. Beloppet 1 440 kronor géller dven for deltagande
i sammantride med kommunfullméaktige. Hogsta erséttning for forlorad arbetsinkomst
hojs fran 400 kronor till 405 kronor per timma.

Styrelsearvodena i de kommunala bolagen hdjs i enlighet med bilaga 1 till
stadsledningskontorets tjdnsteutlatande.

Jonas Kinnander Eva Hessman

Direktor Arende och utredning Stadsdirektor

Goteborgs Stad Stadsledningskontoret, tjansteutlatande
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Goteborgs Hamn AB

Ledamoter

—

Cecilia Magnusson (M)
Lars Johansson (S)

Jan Annerback (V)

Peter Danielsson (D)
Birgitta Ling Fransson (L)
Ronnie Ljungh (MP)

Eva Olofsson (S)

David Josefsson (M)
Kristofer Andrén (D)

o 0 N kv

Suppleanter

1. Gunne Steen (C)

Colin Carlfors (S)

Karin Bernmar (V)

Ingela Berntson (D)
Marianne Bergman (KD)
Alexandra Angelbratt (FI)

AN O i

Lekmannarevisorer

1. Erik Fristedt (L)
2. Berndt Helin Aili (D)

Lekmannarevisorssuppleanter

1. Alf Landervik (L)
2. Tom Heyman (D)

Bilaga G
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Kommunfullmaktige

Handling 2022 nr 5

Valberedningens forslag till val vid
kommunfullmaktiges sammantrade
den 27 januari 2022

Till Goteborgs kommunfullméktige

I sdrskilda skrivelser har Fredrik Brunzell, Max Reijer, Emmie Nordell, Natanael Kvidal,
Giusy Yoshikawa, Tina Koskinen, Helena Streijffert, Rebecca Leissner, Amalia Rud
Pedersén och Carin Malmberg avsagt sig vissa uppdrag varfor val erfordras avseende de
uppdrag som framgar av punkt 1-14 nedan.

Valberedningen foreslar att kommunfullméktige med godkdnnande av avsdgelserna
beslutar:

1. Till andre erséttare i Goteborgs Stads socialndmnd Hisingen i stéllet for Fredrik
Brunzell (S) for tiden t o m 2022 utse nuvarande sjunde ersittaren Gladys Velarde
Fernadez (S). Till ny sjunde ersittare for samma tid utse Anders Moberg (S).

2. Till sjétte erséttare i Goteborgs Stads ndmnd for demokrati och medborgarservice i
stillet for Max Reijer (MP) for tiden t o m 2022 utse Ingrid Bexell Hulthén (MP).

3. Till sjatte erséttare i Goteborgs Stads ndmnd for funktionsstdd i stillet for Max Reijer
(MP) for tiden t o m 2022 utse Anna Siitam Wadman (MP).

4. Till ledamot i utbildningsndmnden i stéllet for Emmie Nordell (MP) for tiden t o m
2022 utse Linda von Corswant (MP).

5. Till ledamot i kulturndmnden i stillet for Natanael Kvidal (KD) for tiden t o m 2022
utse Johanna Holmdahl (KD).

6. Till medborgarvittne i stéllet for Giusy Yoshikawa (V) for tiden t o m 2022 utse
Timo Saarinen (V).

7. Till ndmndeman i Goéteborgs tingsritt i stillet for Tina Koskinen for tiden t o m 2023
utse Susanne Fransson.

8. Till namndeman i Goteborgs tingsrétt i stéllet for Helena Streijffert for tident o m
2023 utse Ing-Marie Forsell.

9. Till nimndeman i1 Goteborgs tingsritt i stillet for Rebecca Leissner for tiden t o m
2023 utse Magdalena Hultqvist.

10. Till ledamot i styrelsen for Forvaltnings AB Framtiden i stéllet for Amalia Rud
Pedersén (S) for tiden intill slutet av arsstimma 2022 utse Kurt Eliasson (S).

11. Till ledamot i styrelsen for Bygga Hem i Goteborg i stillet for Amalia Rud
Pedersén (S) for tiden intill slutet av drsstimma 2022 utse Kurt Eliasson (S).
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12. Till andre suppleant i styrelsen for Alvstranden Utvecklig AB i stillet for Carin
Malmberg (S) for tiden intill slutet av arsstimma 2022 utse Siv Wittgren Ahl (S).

13. Till andre suppleant i styrelsen for Sodra Alvstranden Utvecklig AB i stillet for Carin
Malmberg (S) for tiden intill slutet av arsstimma 2022 utse Siv Wittgren Ahl (S).

14. Till andre suppleant i styrelsen for Norra Alvstranden Utvecklig AB i stillet for Carin
Malmberg (S) for tiden intill slutet av arsstimma 2022 utse Siv Wittgren Ahl (S).

Lola Ewerlund har avlidit varfor val erfordras avseende de uppdrag som anges i punkt
15-16 nedan.

Valberedningen foreslér att kommunfullméktige beslutar:

15. Till nimndeman i1 Goéteborgs tingsritt i stillet for Lola Ewerlund for tiden t o m 2023
utse Klas Ottander.

16. Till borgerlig vigselforrattare i stillet for Lola Ewerlund (V) f6r tiden t o m 2022 utse
Millaray Rubilar Pastenes (V).

Oscar Maurerira Olguin har flyttat varfor val erfordras avseende de uppdrag som anges i
punkt 17-22 nedan.

Valberedningen foresléar att kommunfullméktige beslutar.

17. Till revisor i stadsrevisionen istdllet for Oscar Maurerira Olguin (MP) for tiden
t o m 2022 utse Anna Sibinska (MP).

18. Till lekmannarevisor i Framtiden Byggutveckling AB i stillet for Oscar Maurerira
Olguin (MP) for tiden intill slutet av arsstimma 2022 utse Anna Sibinska (MP).

19. Till lekmannarevisorsuppleant i styrelsen for Gardstensbostdder AB i stillet for Oscar
Maurerira Olguin (MP) for tiden intill slutet av arsstimma 2022 utse Anna Sibinska
(MP).

20. Till lekmannarevisorsuppleant i styrelsen for Liseberg AB i stillet for Oscar
Maurerira Olguin (MP) for tiden intill slutet av arsstimma 2022 utse Anna Sibinska
(MP).

21. Till lekmannarevisorsuppleant i styrelsen for Liseberg Gést AB i stéllet for Oscar
Maurerira Olguin (MP) for tiden intill slutet av arsstimma 2022 utse Anna Sibinska
(MP).

22. Till lekmannarevisorsuppleant i styrelsen for AB Liseberg Skéar 40:17 i stillet for
Oscar Maurerira Olguin (MP) for tiden intill slutet av drsstimma 2022 utse Anna
Sibinska (MP).

Goteborgs Stad kommunfullmaktige
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Goteborgs Stadshus AB, Boplats Géteborg AB, BRG — Business Region Goteborg AB,
Goteborg & Co AB, Forvaltnings AB Framtiden, G6teborg Energi AB, Géteborgs Hamn
AB, Goteborgs Kollektivtrafik AB, Goteborgs Sparvagar AB, Higab AB med dotterbolag
haller &rsstimma under forsta halvéret 2022. Kommunfullméktige ska utse styrelserna i
de kommunala bolagen med dotter- och dotterdotterbolag.

Med anledning hdrav foreslar valberedningen att kommunfullméktige beslutar:

23. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstimma 2022 intill slutet av arsstimma 2023 utse de
personer som anges i Bilaga A-I.

24. 1 styrelser med sju eller fler ledaméter véljer styrelsen ordforande, 1:e vice
ordforande och 2:e vice ordforande.

25. De utsedda suppleanterna ska med nedan angivna undantag anses valda att intrida i
den ordning som det upptagits i valberedningens forslag.

i forsta hand
intrdder ersittare vald for samma politiska parti som den ordinarie ledamoten,

i andra hand

intrdder betridffande ledamot f6r M ersittare f6r L, C, KD, D, S, MP, V, FI och SD i
nu ndmnd ordning,

intrdder betrdffande ledamot for L erséttare for M, C, KD, D, S, MP, V och Fl i nu
ndmnd ordning,

intrdder betrdffande ledamot for C, erséttare for KD, L, M, D, MP och S 1 nu ndmnd
ordning,

intrdder betraffande ledamot for KD erséttare for C, L och M i nu nimnd ordning,
intrdder betriffande ledamot for S ersittare for MP, V, FI och D i nu ndmnd ordning,

intrdder betridffande ledamot for V ersittare for MP, F1, S, L, C, M, KD i nu nimnd
ordning,

intrader betraffande ledamot for MP erséttare for V, FI, S, L, C, KD, M och D i nu
ndmnd ordning,

intriader betriffande ledamot for FI ersittare V, MP, S, L, C, KD och M
1 nu ndmnd ordning.
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Grefab, Gryaab samt Renova AB med dotterbolag haller drsstimmor under forsta halvaret
2022.

Valberedningen foreslér att kommunfullmiktige beslutar:

26. Till ledamdter, suppleanter, lekmannarevisorer och suppleanter for tiden frén
arsstaimma 2022 intill slutet av arsstimma 2023 utse de personer som anges i
Bilaga J.

Vid behandlingen av drendet i valberedningen nominerade Bjorn Tidland (SD)
Jorgen Fogelklou (SD) till tredje suppleant i styrelsen for Géteborgs Stadshus AB.
Valberedningen beslutade i enlighet med vad som framgér av bilaga A.

Bjorn Tidland (SD) reserverade sig mot beslutet.

Goteborg den 24 januari 2022
Kommunfullmaktiges valberedning

Stina Svensson

Christina Hofmann
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		Valberedningens förslag till val vid kommunfullmäktiges sammanträde  den 27 januari 2022

		i första hand

		i andra hand



		H_2022_nr_5_Bilaga.pdf

		Bilaga A

		Göteborgs Stadshus AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Interna bolag under Göteborgs Stadshus AB

		Försäkrings AB Göta Lejon

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborgs Stads Leasing AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborgs Stads Upphandlings AB

		(fusion med Göteborgs Stadshus AB under handläggning på Bolagsverket)

		Ledamöter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bilaga B

		Boplats Göteborg AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bilaga C

		BRG – Business Region Göteborg AB

		Bolag under BRG – Business Region Göteborg AB

		Göteborgs Tekniska College AB

		Ledamöter



		Johanneberg Science Park AB

		Ledamöter



		Lindholmen Science Park AB

		Ledamöter



		Bilaga D

		Göteborg & Co AB

		Ledamöter

		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleanter



		Bolag under Göteborg & Co AB

		Got Event AB

		Ledamöter



		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleanter



		Liseberg AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Liseberg Gäst AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		AB Liseberg Skår 40:17

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborgs Stadsteater AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Bilaga E

		Förvaltnings AB Framtiden (publ)

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Bolag under Förvaltnings AB Framtiden

		Bygga Hem i Göteborg AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Bostads AB Poseidon

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Familjebostäder i Göteborg AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborgs Stads Bostads AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Fastighetsbolaget Bredfjäll AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Förvaltnings AB Göteborgslokaler

		Ledamöter

		Suppleanter



		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborgs Egnahemsaktiebolag (Egnahemsbolaget)

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Framtiden Byggutveckling AB

		Gårdstensbostäder AB



		Störningsjouren i Göteborg AB

		Bilaga F

		Göteborg Energi AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bolag under Göteborg Energi AB

		Ale Fjärrvärme AB (under försäljning)

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborg Energi Backa AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborg Energi Din El AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborg Energi GothNet AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborg Energi Nät AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Göteborg Energi Gasnät AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bilaga G

		Göteborgs Hamn AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bolag under Göteborgs Hamn AB

		Scandinavian Distripoint AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Arendal Holding AB (vilande)

		Ledamot

		Suppleant

		Ledamot

		Suppleant



		Göteborgs Hamn Arendal Fastighets AB

		Ledamöter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborgs Hamn Holding AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Halvorsäng Fastighets AB

		Ledamöter

		Suppleant



		Halvorsäng Holding AB

		Ledamöter

		Suppleant



		Halvorsäng Fastighetsbolag Syd AB

		Ledamöter

		Suppleant



		Halvorsäng Fastighetsbolag Nord AB

		Ledamöter

		Suppleant



		Halvorsäng Fastighetsbolag Öst AB

		Ledamöter

		Suppleant



		Bilaga H

		Göteborgs Stads Kollektivtrafik AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		GS Buss AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		GS Trafikantservice AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborgs Spårvägar AB

		Ledamöter

		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleant



		Bilaga I

		Higab AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bolag under Higab AB

		Myntholmen AB

		Ledamöter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter

		Hotell Heden AB

		Ledamöter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborgs Stads Parkerings AB

		Ledamöter

		Suppleanter



		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Älvstranden Utveckling AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Södra Älvstranden Utveckling AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Norra Älvstranden Utveckling AB

		Ledamöter

		Suppleanter

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Fribordet

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Norra Älvstranden Bostäder AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		GVA Fastigheter AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Norra Älvstranden Service AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Eriksbergs Förvaltnings AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Raila

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Menlin Fastighets AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Ferux Fastighet i Göteborg AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Lindholmspiren Beta AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Torphusets Fastighets AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Navet

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Älvstranden Gullbergsvass AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Göteborgs Frihamns AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fripoint AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		S. Tingsvassen 739:137 Fastighets AB

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Radny

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Vinstra

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Fastighets AB Esterel

		Ledamöter

		Suppleant

		Lekmannarevisorer

		Lekmannarevisorssuppleanter



		Bilaga J

		Regionala bolag

		Göteborgsregionens Fritidshamnar AB (Grefab)

		Ledamöter

		Lekmannarevisorer

		Lekmannarevisorssuppleant



		Gryaab

		Ledamöter

		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleant



		Renova AB

		Ledamöter

		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleant



		Bolag under Renova AB

		Renova Miljö AB

		Ledamöter

		Suppleanter

		Lekmannarevisor

		Lekmannarevisorssuppleant



		Fastighets AB Rödingen
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Granskningsrapport for 2021

Till &rsstémman 1 Goteborgs Hamn AB Org.nr: 556008-2553
Till kommunfullméktige for kinnedom

Vi, lekmannarevisorer i Goteborgs Hamn AB, har granskat bolagets verksamhet
under 2021. Granskningen har utforts av sakkunniga som bitrader
lekmannarevisorerna.

Bolagets styrelse och verkstillande direktor ansvarar {or att verksamheten bedrivs
i enlighet med lagar och foreskrifter, bolagsordning samt dgardirektiv. Vart ansvar
ar att granska om bolagets verksamhet har skotts pa ett &ndamalsenligt och frén
ekonomisk synpunkt tillfredsstillande sétt och om bolagets interna kontroll har
varit tillracklig.

Granskningen har utforts enligt aktiebolagslagen, kommunallagen, kommunens
revisionsreglemente, god revisionssed i kommunal verksamhet och med beaktande
av de beslut kommunfullméktige och arsstimman har fattat.

En sammanfattning av granskningen har dverldmnats till bolagets styrelse och
verkstéllande direktdr i en granskningsredogdrelse. Granskningen har genomforts
med den inriktning och omfattning som behovts for att ge rimlig grund for var
beddmning.

Vi bedomer att bolagets verksamhet har skotts pé ett &ndamalsenligt och fran
ekonomisk synpunkt tillfredsstillande sétt och att bolagets interna kontroll har
varit tillracklig.

Goteborg den 11 februari 2022

Erik Fristedt Berndt Helin
Lekmannarevisor utsedd Lekmannarevisor utsedd
av kommunfullméktige av kommunfullméktige
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Hallbarhetsredovisningen beskriver Géteborgs Hamn AB:s
arbete med hallbarhet ur begreppets samtliga tre dimensioner:
social, miljdmassig och ekonomisk. Utgdngspunkten &r bolagets
uppdrag och i arets redovisning har vi valt att presentera
olika nedslag i verksamheten som beskriver hur vi arbetar
med vara vasentliga hallbarhetsfragor i det dagliga arbetet.
Dartill lyfts sarskilt fokus pa tre intressentgrupper: medarbetare,
bolag i hamnklustret och leverantor.

Var med och bidra till att géra Goteborgs Hamn mer hallbart
Du som liser och tar del av vir hillbarbetsredovisning har kanske idéer och synpunkter
pa vad vi skulle kunna forbittra, bide nir det giller vart hallbarhetsarbete och innehdillet i vir
redovisning. Hor garna av dig till var hallbarhetsstrateg Daniela Fjellman och beritta.
Du ndr henne pa daniela.fjellman@portgot.se. Trevlig lisning!

1 gret hillbarhetsredovisning forekommer QR-koder.
Du kan skanna dessa med din mobiltelefon och ta del av digitalt material.

Transaktion 09222115557461530544  § Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED



mailto:daniela.fjellman@portgot.se



Innehall

VD har ordet sid 4 Hallbarhetsstyrning: sid 28
..................................................................... Sé arbetar Vi med FN:S héllbarhetsmél

Omossi Gt’)teborgs Hamn 6 Bolagets styrning och affarsplan
..................................................................... Bolagets mal - hur gér det?

Vérdekedjan 12 Langsiktiga relationer med vara intressenter

Systematiskt riskarbete och hog affarsetik
Genom samverkan och medvetna inkdp gor vi skillnad

Hallbarhet i var omvarld 14 Vart ekonomiska ansvar - en stabil ekonomi
Volymutveckling godsnavet 15 Fokus pa en intressent: 42
..................................................................... Medarbetare

Héandelser under aret 16 Bolag i hamnklustret
..................................................................... Leverantor

Nedslag i verksamheten: g ....................................................
Tranzero Initiative — en samlad drivkraft Bolagets sakerhetsarbete 46

Digital vag framat for fartygen

Hamnen tar socialt ansvar Om var héllbarhetsredovisning 48

Utveckling av ENerginamnen et

Héllbart underhéll av hamnens kajer Nyckeltal och upplysningar 49
Styrelsen 57
Revisorns yttrande 58
Ordlista 59

=

T AR

=3

Transaktion 09222115557461530544  § Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED





2021 har tagit
0SS harmare
var vision

"Jag dr stolt Gvervara
medarbetare. Varochen
fortjanar en medalj for
leveranserna under 2021
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MAL FOR ETT HALLBART GODSNAV

Goteborgs Hamn AB fortsatter att utveckla godsnavet och
ser hela logistik- och transportsektorn som var arena. Vi
genomfor langsiktiga satsningar, sa val som att agera har
och nu, for att utveckla hamnen i ratt riktning. Under gangna
aret har arbetet mot var mission och vision fortsatt utgatt
ifran vara fem strategiska mal; Okad tillvaxt, Smart Hamn,
Ekonomisk effektivitet, Motiverade medarbetare och Miljo
—reducera CO,-utslappen. Dessa ska sakerstalla att vi
utvecklas till ett starkt, effektivt och hallbart godsnav med
god balans mellan ekonomiskt, socialt och miljomassigt
ansvar och med kunden i fokus. En ny del i arbetet under
2021 handlar om att ta fram och utveckla strategiska
initiativ. Har utmanar vi oss sjalva genom att pa nya satt
granska vara idéer. Det tror vi kommer att leda till en @nnu
storre konkurrenskraft for godsnavet, samt skapa varde
for de foretag som anvander Goteborgs Hamns varde-
erbjudande i sina logistikkedjor.

STRATEGISK UTVECKLING AV FRAMTIDENS HAMN

Under aret har hamnen tagit stora kliv framat inom en

rad viktiga strategiska utvecklingsomraden. Arbetet med
Skandiaporten och dess farledsfordjupning fortskrider
framgangsrikt och kommer att skapa mojlighet for de
storsta oceangaende fartygen att lagga till i hamnen fullt
lastade. Tillsammans med Castellum har vi enats om att
skapa ett joint venture-bolag, dar parterna ager lika delar,
for att utveckla logistikomradet Halvorsang. Forhandlingar
med Stena Line har tagit ndsta steg och ett inriktningsavtal
kring omlokalisering ar paskrivet. Hamnbolaget och Stena
Line ska tillsammans arbeta for att hitta en ny placering
av farjerederiets terminaler och hamnverksamhet i Arendal.
Forsvarsmakten har nyetablerat ett amfibieregemente i
hamnens narhet, vilket bidrar till hdga skyddsnivaer och
skarpt beredskap. Sammantaget starker dessa delar gods-
navet som helhet och skapar fantastiska nya majligheter,
vilket for oss narmare var vision om att vara varldens
mest konkurrenskraftiga hamn.

SATSNINGAR PA DIGITALA VERKTYG

Goteborgs Hamn AB har under aret etablerat en inriktning
dar vi ar initiativtagaren for digitala tjanster och losningar
som involverar och ar till nytta for hela godsnavet. Var
digitaliseringsresa handlar bade om att visualisera gods-
floden och effektivisera anlop, genom att anvanda, visa
och dela information. Under gangna aret har hamnbolaget
lanserat verktyg och startat upp strategiska initiativ, for att
driva utvecklingen framat. Det handlar exempelvis om var
plattform Port Optimizer Track & Trace for realtidssparning
av gods samt Allberth som ar ett kajplaneringsverktyg.
Samarbetet med vara partners i godsnavet och globalt inom
logistik- och sjofart ar centralt for att vi ska na framgang
inom digitalisering.

VAG FRAMAT FOR ATT REDUCERA KLIMATUTSLAPPEN

| arbetet med att reducera klimatutslappen intar hamn-
bolaget en stark position for att driva pa utvecklingen inom
transportbranschen. Vara dgare har godkant en satsning
om 600 Mkr for klimatatgarder och flera stora projekt
arigang. Installation for landelanslutning Energihamnen

Transaktion 09222115557461530544

VD HAR ORDET

paborjades under 2021, vi tar fram klimatkrav pa vara entre-
prendrer och pabdrjar klimatkalkyler i vara stora anldagg-
ningsprojekt. Tranzero — satsning pa fossilfri transport pa sjo,
hamnterminal och land, ar ett samarbete med naringslivet
som vi har arbetat vidare med under aret. Flera atgarder
ar presenterade och innebar etablering av vatgasproduktion
i hamnen, byggnation av ladd- och vatgastankstation samt
produktionsmassiga fordelar i terminalerna for fordon med
icke-fossil framdrift. Genom att vassa vara ambitioner kan
vi tillsammans med vara partners ta ansvar for var klimat-
paverkan, utveckla Energihamnen infér en fossilfri framtid
och driva forandring inom branschen.

SHIP - VAR VARDEGRUND

For att vara en god samarbetspartner och kunna ha moti-
verade medarbetare kravs en stark vardegrund. Vi ar ett
varderingsstyrt foretag dar vara karnvarden samverkan,
hallbarhet, innovation och palitlighet ar levande. Var arbets-
plats ar inkluderande dar ska ingen diskrimineras eller
krankas. Alla ska kanna sig trygga och bli behandlade pa
lika villkor oavsett kon, sexuell laggning, etnisk tillhorighet
eller nagon av de andra diskrimineringsgrunderna. Att vara
en attraktiv, saker och ansvarsfull arbetsplats med nojda
och motiverade medarbetare ar en forutsattning for att
lyckas med vara ambitioner att véxa och vara varldens
mest konkurrenskraftiga hamn.

OPPEN HAMN OCH TILLVAXT INOM FLERA SEGMENT
Pandemin har drabbat varlden under ett ar till, vilket har
haft stora effekter for transportbranschen. Hamnbolaget
har lopande vidtagit dtgarder tillsammans med alla 6vriga
aktorer i godsnavet med det gemensamma syftet att aven
under 2021 halla hamnen 6ppen. Det har vi lyckats med!
Det har funnits utmaningar och vi har fatt anpassa vara
arbetssatt for att na varandra och vara kunder.

Vara medarbetare och partners har fatt hantera stor
osdakerhet under aret och standigt forandrade forutsatt-
ningar. Tillsammans har vi sammansvetsat tagit oss framat
och etablerat starkare samarbete dn nagonsin tidigare,
darigenom har vi lyckats skapa unikt varde till vara gemen-
samma kunder och naringslivet. Har har marknaden
premierat oss med starka volymer, i manga fall starkare
an aren innan pandemin. Dessutom har vi haft formanen
att valkomna nya fartygs- och taglinjer till hamnen. Hamnen
har dven i ar fortsatt att ta marknadsandelar inom container-
segmentet, i jamforelse andra svenska hamnar. Andelen
containers som transporterades via jarnvag har ocksa dkat
och nar historiskt hoga siffror under aret. Tillsammans med
vara samarbetspartners inom godsnavet ar jag overtygad
om att vi framover kommer fortsatta denna starka utveck-
ling och att fler varuagare kommer att valja Goteborg som
bashamn - en klimatsmart, uppkopplad och effektiv hamn
som genererar unika fordelar till svenskt naringsliv.

Elvir Dzanic, VD Géteborgs Hamn AB
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Porten .

¥ 3

till varlden

Godsnavet &r var styrka. Géteborgs Hamn
ar mycket mer an bara en hamn. Det &r P
Skandinaviens storsta godsnav med ett unikt
geografiskt lage vid utloppet av Gota Alv ut
mot vasterhavet. Goteborgsregionen utndmndes
2021 till Sveriges basta logistiklage — for 20:e aret

i rad.* Hamnen ar latt att nd via vag, jarnvag

och sjalvklart sjovagen, eftersom nastan all svensk
utrikeshandel transporteras med hjalp av sjofart.
Nara 30 procent passerar kajerna i Goteborgs Hamn,
som ocksa star for halften av landets totala container-
handel. Inom en radie av 50 mil finns dessutom

tre huvudstéader och 70 procent av Skandinaviens
befolkning och industri.

* Enligt tidningen Intelligent Logistiks undersokning.

Via hamnens optimala lage far svensk industri access
till destinationer runt om i varlden genom ett hundratal
direktlinjer. Dessutom finns frekventa avgangar till de
stora omlastningsnaven pa kontinenten och daglig
trafik till flera europeiska storhamnar. Darmed spelar
Goteborgs Hamn en avgorande roll for svensk import
och export och ar en viktig aktor nar det galler att starka
ton gods per &r gér via G6teborgs Hamn Sveriges konkurrenskraft.
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TERMINALER OCH TJANSTER FOR ALLA BEHOV

| Goteborgs Hamn hanteras alla typer av gods. Har finns
terminaler och operatdrer som ar specialiserade pa olika
omraden for att kunna erbjuda basta mojliga service, dygnet
runt, aret runt. Det galler allt fran lagring, beredning och
omlastning till lossning och lastning, passagerartrafik och
hantering av energiprodukter. Se mer om verksamheternas
geografiska placering i godsnavet pa nasta sida.

Transaktion 09222115557461530544
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Goteborgs Hamn under 2021
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Detta ar godsnavet
Goteborgs Hamn @

Godsnavet Goteborgs Hamn bestar av en stor mangd aktorer
och foretag, totalt cirka 320 stycken. Tillsammans utgor de
den logistiktata yta som mojliggor for svensk industri att
nyttja fordelarna med hamnnara logistiklosningar. Flera av
dem ar sparanslutna. Hamnbolaget ar en del av detta kluster.

‘ Goteborgs Stads mark som Goéteborgs Hamn AB ansvarar for.

Hamnbolaget skoter aven driften av Energihamnen samt
kryssningsverksamhet. Sjalva godshanteringen skots av
specialiserade terminaloperatérer som skoter lossning och
lastning av gods.

APM Terminals Gothenburg. Skandinaviens storsta container-
hamn. Har hanteras cirka halften av Sveriges containerhandel,
jamnt fordelat mellan export och import och terminalen
trafikeras av 6ver 40 containerrederier.

Gothenburg Ro/Ro Terminal hanterar alla typer av enhetsberett
rullande gods - trailers, bilar samt aven containrar och gods
pa kassetter.

Logent Ports & Terminals ar en stor import- och exporthamn
for fordon.

Stena Line har tva centralt beldgna terminaler med farjetrafik .
av ropax-typ (rullande gods kombinerat med passagerartrafik). v

Logistikomraden. | Goteborgs Hamn finns ett rikt utbud av lager-

och logistiktjanster. Har forbereds godset infor sjotransporten

~till exempel genom att stuffas i containrar eller byta lastbarare. s
Och kommer godset in via hamnens kajer finns flera importlager ol
att nyttja. a

Raffinaderier. Tre raffinaderier finns i hamnens absoluta narhet,
vilket innebar att Energihamnen i Goteborg ar Sveriges storsta
allmanna energihamn och viktig for energiforsorjningen i

hela landet.

Bilkluster. Med Volvo som en stor och viktig del i godsnavet
far hamnen en naturlig roll som Sveriges storsta utskeppnings- e

hamn av fordon. L

Bergtakter. Verksamheten bedrivs av Swerock och Skanska.

Naturomraden. Omraden med skyddad natur dér Rya skog i 6st
ar ett naturreservat och Torsviken i vast ar Natura 2000-omrade,
skyddat enligt EU-lagstiftning.

Energi-
hamnen

Goteborgs * ¥ 4
Hamn AB / i

F _ Kryssningskaj
Stena Line\l\ ‘000~ B w

Stena Line Centrum

Energi-
hamnen
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Hamnbolaget
— en central del av godsnavet

Goteborgs Hamn AB ar ett kommunalt bolag som bedriver en bred verksamhet och har
olika affarer. Vi sammanfattar det i fyra punkter for att tydliggdra var komplexa affér

och de roller vi har i olika sammanhang: vara landlord, marknadsfora hamnen, hantera
anlop och logistikfastigheter. Vi ar en naturlig del av Sveriges logistikkedja. Hamnbolaget
ager hamnomradet, uppléter yta till olika aktorer och forvaltar platsen — godsnavet
Goteborgs Hamn. Sjalva godshanteringen, det vill séga lastning och lossning av fartygen,
skots av specialiserade terminaloperatorer. Goteborgs Hamn AB har ett aktivt dotterbolag,
Scandinavian Distripoint AB, med begransad verksamhet inriktad pa logistiketableringar.

VART UPPDRAG
Pa hamnbolaget arbetar vi med att underhalla och forvalta

infrastruktur, mark och fastigheter utifran kundernas och Vésent“ga ha“barhetS‘
samhallets behov. Vi utvecklar hamnen langsiktigt, bygger A 5 A

nytt och jobbar konstant med olika satsningar for att utveckla fragor kopplat tl“ Vart
hamnen. Syftet ar att fortsatta bidra positivt till smarta och Uppdrag:

effektiva transporter for industrins varor. Vi marknadsfor
godsnavet och driver hamnfragor pa en regional, nationell
och internationell arena. Vi ansvarar for driften av Energi-
hamnen och for att alla fartygsanlop till hela hamnen

ska vara sa sakra, effektiva och miljosmarta som mgjligt.

Utveckling av godsnavet
Stabil ekonomi

Vi utovar insyn och strategisk kontroll dver operatorerna * Klimat

som vi har utsett for att hantera terminalverksamheten.  Resurseffektivitet

Arbetet med att utveckla Goteborgs Hamn ar en komplex a Energi

verksamhet som kraver ratt kompetenser, nytankande och

fokus pa hallbara perspektiv. Lis mer hur dessa ir identifierade pé sid 48.

Las mer om var styrning, affarsplan och mal pa sid 30-33.

For att kunna leverera pd vart uppdrag har bolaget
en mission, vision samt varderingar:

Ky ~ -
s 8 - ~
H
g
>
n n“‘

Vi ar garant Vi skall vara Samverkan
for naringslivets varldens mest Hallbarhet

access till konkurrens- Innovation
hela véarlden kraftiga hamn Palitlighet

\_(AR MISSION VAR VISION VISAR 0SS VARA VARDERINGAR
VAGLEDER 0SS RIKTNINGEN AR GRUNDEN
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GODSNAVET | KORTHET

lossning och lastning

7 0 O/ O Totalt finns ver

hamnen varje dag

: E N (m
Fyra terminal- ; 7 godstag o o
operatérer skoter : 0 till och fran A~

av Nordens industri finns inom
en radie av 500 km :

A aktorer/foretag i godsnavet

1 Tre av fem raffinaderier
I landet finns i godsnavet

>

HAMNBOLAGET | KORTHET

100%

egenfinansierat bolag, agda
av Goteborgs Stad

INVESTERINGAR 2021:

Materiella @ g

ANTAL ANSTALLDA: anlaggningstillgangar

158 w9t 3320 e

Omsattning:

Utsedd till Ech Fsglvare

av Nyckeltalsinstitutet utifrdn deras
Jamstélldhetsindex (Jamix)
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VARDEKEDJAN

Hamnen ar nyckeln
till en hallbar transportkedija

Vérdekedjan beskriver godsflodet och fragor som r centrala for att kedjan ska fungera.
Goteborgs Hamn AB:s roll handlar om att skapa forutsattningar for verksamheten

och ett vdrde for samtliga aktorer som verkar i den. Bolagets langsiktiga investeringar,
affarsmodell och mal syftar till att skapa vérde for transportkedjan, med en stabilitet och
trygghet dver tid. Detta ger stora méjligheter att paverka och innebér ett viktigt ansvar

i arbetet med att sakerstélla en héllbar utveckling av val fungerande transporter.

: — 66

' OOQEI
e jIMPORTTILLSVERIGE

VAL AV EXPORTHAMN LANDINFRASTRUKTUR LAGER/OMLASTNING
Varuagare, speditorer och Godset transporteras pa Gods lagras innan det ska
rederier valjer hamn 0 vag, jarnvag eller pipeline exporteras /importeras
Nyckelfragor i vardekedjan: : « Kapacitet + Narhet till hamnen

- Totalpris - Palitlighet e Infrastruktur

« Totalkvalitet « Utbud av kringtjanster

» Farledsdjup
+ Linjeutbud/frekvens

« Miljo

Goteborgs Hamn AB:s roll: + Planera hamnutveckling + Planera hamnutveckling

» Marknadsfora hamnen . » Paverka politiskt samt « Bygga och hyra ut lager
nationellt och internationellt o inom logistikbranschen, och logistikomraden

« Utveckla nya affarer i viktiga milj6-, hamn- och - Driva detaljplaner och bista

> Bidka il &m kemlurrens= : infrastrukturfragor aktorer till att investera
kraftig prisbild i vardekedjan + Utveckla jarnvagspendlar i hamnens narhet

+ Erbjuda digitala verktyg for
godsflodet i hela vardekedjan

12 Transaktion 09222115557461530544
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Hamnen blir ofta den naturliga samlingspunkten for
utvecklingen av nya hallbara transporter och innovativa
koncept, vilket bidrar till vagen mot en hallbar omstallning.
Det ar darfor naturligt att Goteborgs Hamn AB tar en tydlig
och ledande roll for att ligga i framkant och etablera en
ambitionsniva for hela vardekedjan. Det inkluderar att vara
sammankallande for olika grupper, delta i referensgrupper
och samarbetsprojekt, samt att vara radgivare. Var styrka
som stabil aktor medfor att vi har goda forutsattningar att
ga fore och vaga prova nya losningar.

Inom godsnavet finns ett ansvar att sakerstalla ett

VARDEKEDJAN

effektivt och valfungerande flode av gods mellan olika
aktorer och transportslag. Sjalva effektiviteten i varde-
kedjan ar den viktigaste vagen till hallbarhet, eftersom
vinsten for miljon och samhallet ligger i ett effektivt flode
av gods. Det minimerar lokal paverkan och hamnen kan
framja valet av de mest skonsamma transportslagen for
varje enskild transport. Genom att bidra till att skapa
effektiva floden genom hela transportkedjan sakerstaller
vi forutsattningarna for en nationell import och export av
varor. Det ger i sin tur en ekonomisk och social trygghet
for bade naringsliv och samhalle, i hela landet.

EXPORT FRAN SVERIGE

HAMNTERMINAL

Terminalerna tar emot godset
och lastar/lossar fartyg

Samverkan sker av manga
aktorer i hamnklustret

VAL AV IMPORTHAMN

Varuagare, speditorer och
rederier valjer hamn

- Palitlighet » Effektivitet » Totalpris

» Effektivitet » Sakerhet » Totalkvalitet

» Prisvardhet « Miljo » Farledsdjup

* Miljo e Maritima tjanster » Linjeutbud/frekvens
« Miljo

« Planera hamnutveckling « Skapa forutsattningar for effektiva » Marknadsfora hamnen

e Vara landlord for terminal-

operatorer och arrendatorer ansvar och kajplanering

och hallbara anlop — samordnings-

nationellt och internationellt
« Utveckla nya affarer

« Erbjuda effektiv och hallbar » Inneha myndighetsansvar for » Bidra till en konkurrens-
infrastruktur — underhall hamnomradet i enlighet med 5 kraftig prisbild i vardekedjan
och nybyggnation Hamnordningen : « Erbjuda digitala verktyg for

Paverka politiskt samt inom
sjofartsbranschen, i viktiga miljo-,
hamn- och infrastrukturfragor

» Skota driften av en effektiv * godsflodet i hela vardekedjan
och hallbar energihamn
« Utova insyn, kontroll och

strategisk styrning

Transaktion 09222115557461530544 13
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Hallbarhet i var omvarld

Goteborgs Hamn har satt som mal att minska de klimatpaverkande utsldppen med 70 procent
till 2030 och i detta inkluderas hamnens egen verksamhet, men aven sjéfarten och land-
transporterna. Den stérsta utmaningen inom detta mal dr just sjéfarten, som ju traditionellt sett
lutar sig mot internationella regelverk och dverenskommelser. Fér att kunna uppna denna del

av hamnens klimatmal blir det darfor bade naturligt och nddvéndigt att arbeta pé en global niva.

HOJDA AMBITIONER INOM MARITIMA SEKTORN

Infor det stora klimattoppmotet COP26 i Glasgow i november
2021 signerade hamnbolaget ett nytt Call to Action tillsam-
mans med flera hundra av mest betydande maritima aktorerna
i samverkan med initiativet Getting to Zero. Uppropet visar
pa en helt ny niva av ambition och proaktivitet som spanner
over hela den maritima sektorn och inkluderar bade hamnar,
redare och leverantorer. Det visar att det idag finns en bred
samsyn inom branschen kring att klimatomstallningen nu
maste satta ordentlig fart, framfor allt for klimatets skull
men ocksa for att sjofarten inte ska tappa sin position som
ett av de miljomassigt minst belastande transportslagen.

EU TAR TATEN | SUOFARTENS OMSTALLNING

I samband med att klimatomstallningen nu tar fart aven
inom den maritima sektorn sa finns ocksa en stor forvantan
pa IMO och dess miljokommitté MEPC. Det var darfor mycket
olyckligt att man inom MEPC under 2021 inte formadde

att ta de stora och framatstravande besluten som behdvs.

| stallet har man valt att skjuta fram de viktigaste besluten om
en okad ambition till 6versynen av den initiala strategin under
2023. Det finns en betydande risk att den maritima naringen
tappar fart i klimatomstallningen till foljd av detta, och inom
bade EU och i USA har man darfor valt att under 2021 foresla
en mer ambitios omstallningsagenda an den som IMO har
tagit fram. Goteborgs Hamn ser det som olyckligt att IMO
inte kunnat na fram till en tillrackligt ambitios global dverens-
kommelse, och en europeisk proaktivitet ar nu absolut nod-
vandig for att uppna den snabba omstallning som kravs for
att minska klimatférandringarna. Hamnbolaget star darfor
bakom den Europeiska Kommissionens lagforslagspaket
"Fit for 55", och hoppas pa att man genom ambitidsa och
langtgaende regelverk inom Europa ska kunna bana vag for
att daven IMO pa sikt tar de beslut som behdvs for att stoppa
de klimatpaverkande utslappen fran sjcfarten.

FRAN ESPO OCH EU TILL IAPH OCH FN

Goteborgs Hamn ar sedan lange tillbaka en av de mest be-
tydande rosterna inom den europeiska hamnorganisationen
ESPO, och har under de senaste fyra aren haft ordférande-
skapet i dess hallbarhetskommitté. Under 2021 lamnades
denna roll over till Oslo hamn, som ocksa ar en av Goteborgs
framsta samarbetspartners inom klimatfragor. Goteborgs
Hamn har i stallet valt att hoja sitt engagemang inom den
internationella hamnorganisationen IAPH, och dar axlat en

Transaktion 09222115557461530544

roll som vice ordforande i Klimat- och Energikommittén,
som samordnas IAPH:s inspel till IMO. Enligt en studie fran
brittiska UMAS som slapptes 2020 sa kommer klimatom-
stallningen av den maritima sektorn kostnadsmassigt ske
till 87 procent pa landsidan till foljd av de stora investering-
arnaiinfrastruktur for nya branslen som kommer kravas.
Detta har lett till att man nu lagger ett allt storre fokus pa
hamnar, vilket gjort IAPH till en nyckelspelare inom IMO.
Nya alternativa branslen, elanslutningar, och nya effektiva
digitaliserade transportsystem innebar en stor utmaning
for alla varldens hamnar, och Goteborgs Hamn kan fylla en
viktig roll som foregangare i denna omstallning.

Dr. Antonis Michalil

TECHNICAL DIRECTOR - WPSP
AND IAPH COMMITTEES AND
PROJECTS, INTERNATIONAL
ASSOCIATION OF PORTS AND
HARBOURS (IAPH)

*Goteborgs Hamn har sedan ling tid varit ett
foredome niir det giller hallbarbetsarbete. Hamnen
ar erkind for att ligga i framkant, sirskilt nir det
galler dess dtgirder for att hantera luftkvalitet och
klimatutslipp. De var tidigt med och stéttade World
Ports Climate Initiative (WPCI) och iir en fortsatt
viktig part nér det giller att utveckla Environmental
Ship Index (ESI). ESI iir ett av IAPH:s frimsta
initiativ som majliggor for hamnar att ge incitament
till fartyg med hog miljoprestanda. Giteborgs

Hamn dr ocksd en aktiv medlem av World Ports
Sustainability Programme (WPSP), dir dess goda
exempel utgor en viktig inspiration for andra hamnar
pa global nivi. Genom vice ordférandeskapet for
tekniska kommittéen om klimat och energi, har
hamnen ocksd en central roll for utformningen

av virldens hamnars policys och bidrag till debatten
inom IMO, nar det giller att minska sjifartens
klimatutslipp.”
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VOLYMUTVECKLING GODSNAVET

Volymutveckling godsnavet

2021 ar ett &r dar hela godsnavet stallts infor olika utmaningar till féljd av pandemin och utmaningar
inom logistiksektorn. Vid summering av volymerna for 2021 konstateras att paverkan for Géteborgs
Hamn varit relativt begransad. Hamnen har [6pande under aret fortsatt att attrahera nya kunder
och linjer, bade pa land och sjosidan, inom samtliga segment. Utvecklingen inom containersegmentet
visar en uppgang och Géteborgs Hamn atertar fortsatt marknadsandelar. Har syns en stark ater-
hamtning bade for container, roro och bilar, medan volymerna pé energisidan minskat.

HOGRE MARKNADSANDELAR INOM CONTAINER

Nar det galler handel med lander utanfor Europa ar det
vanligast att varorna fraktas pa containerfartyg. | Goteborgs
Hamn hanterades 828 000 containrar (TEU) under 2021,
vilket ar en okning med 7 procent. Den svenska container-
marknaden som helhet har ckat med 2 procent. Goteborgs
Hamn tar alltsa fortsatt marknadsandelar jamfort med
foregaende ar, vilket innebar en 6kning fran 48 procent 2020
till 50 procent 2021. Andelen containers som transporterades
via jarnvag okade under gangna aret, fran 60 procent under
2020 till 62 procent under 2021. Jarnvagsvolymerna mats i
antal fraktade containers, vilket inkluderar gods som anlant
till hamnen med konventionell jarnvag och dar omlastats
till containers.

STARK ATERHAMTNING FOR RORO, FARJA OCH BILAR
Roro-enheter bestar framst av trailers for den europeiska
handeln. Roro-volymerna har aterhamtat sig stark under
2021. Antalet hanterade roro-enheter pa roro-fartyg och
farjor okade med 10 procent jamfort med foregaende ar till
566 000 enheter under 2021. Hanteringen av nya bilar okade
kraftigt under det forsta halvaret 2021. Sedan dess har,
logistikutmaningar med halvledare- och komponentbrist
som foljd, gjort att tillvaxten mattats av nagot. Dock okar
antalet hanterade bilar med 9 procent jamfort med 2020
till 256 000 bilar. Darmed ar Goteborgs Hamn Sveriges
storsta bitlhamn.

VOLYMUTVECKLING | GOTEBORGS HAMN

MINSKADE VOLYMER INOM ENERGI

Halften av all raolja som tas in till Sverige kommer via
Goteborgs Hamn. Har finns ocksa Sveriges storsta depa-
verksamhet som forsorjer hela Vastsverige med bland
annat diesel och bensin. Arets resultat innebar 19,1 miljoner
ton, vilket kan jamforas med 21,6 miljoner ton 2020. Under
2020 gjorde det laga oljepriset att en stor mangd raolja
lagrades in i Goteborg, vilket inte har skett i ar pa grund av
radande varldsmarknadspris. Det har ocksa varit raffinaderi-
stopp under en period, vilket ocksa har bidragit till den lagre
volymen. Fokus for 2022 ar att fortsatta stotta vara raffina-
derikunder i deras satsningar pa fornyelsebara branslen.

KRYSSNINGSANLOP TROTS PANDEMI

Med tva dedikerade kryssningskajer med terminaler samt
ytterligare tva kajer dar det finns mojlighet att lagga till de
storsta fartygen ar Goteborgs Hamn val forberedd att ta
emot kryssningsfartyg i alla storlekar. Kryssningssasongen
i Goteborg stracker sig over hela aret, med ett fokus under
sommarmanaderna. 2021 tog hamnen emot fler anldp an
vad som var planerat. Detta tack vare ett hart arbete med
covid-19-sakrade anlop och anpassade utflykter. Totalt tog vi
emot 66 anlop, vilket ar ett av de basta aren nagonsin. Under
ett normaldr besoks Goteborg av cirka 40 procent tyskar,
20 procent engelsman, 20 procent sydeuropéer, 10 procent
amerikaner och 10 procent fran ovriga varlden. Under 2021
var det 95 procent tyskar som besokte Goteborg.

Container, antal TEU 828000 776 000 772 000 753000 7%
Container pé jarnvég, antal TEU 458 000 420000 436000 379000 9%
Roroenheter, antal 566 000 515000 551000 584000 10%
Nya bilar, antal 256 000 234000 276 000 290000 9%
Energiprodukter, miljoner ton 19,1 21,6 22,2 23,4 -11%
Passagerare, totalt 697 000 590000 1784000 1680000 19%
Kryssningsanlop, antal 66 11 59 43 500 %
Gods totalt, miljoner ton 36,9 379 38,9 40,5 -3%
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HANDELSER UNDER ARET

Nedslag under 2021
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MILSTOLPAR FOR SKANDIAPORTEN

Samverkansprojektet mellan Trafikverket, Sjofartsverket
och Goteborgs Hamn AB har nu pagatt i tre ar och malet ar
att senast under inledningen av 2026 kunna oppna ett forsta
kajlage for anlop av containerfartyg med ett djupgaende
av cirka 17,5 meter. Projektet foljer tidplan och hamnbolaget
ska pabdrja sin byggnation med forstarkning av kajerna
under inledningen av 2022 medan Sjofartsverket kan vanta
till hosten 2024 med att paborja muddringen av farled och
hamnbassang. En viktig forutsattning for detta ar att det
finns en laga kraft vunnen miljcdom, med tillstand for
muddring till Sjofartsverket och tillstand for kajforstark-
ningar och muddring till hamnbolaget.

Under aret har Skandiaporten tagit flera viktiga steg
framat. Ett steg handlade om att fortsatt sakra finansiering
utifran gemensamma avsiktsforklaringen. Det gjordes
genom att hamnbolagets styrelse under hosten 2021 kunde
godkanna den totala kostnadsramen for Skandiaporten till
1255 Mkr. Ett annat steg ar att hamnbolaget, tillsammans
med NCC, har genomfort detaljprojektering for kajatgarderna
under 2021, utifran syftet att vara dverens om de tekniska
och ekonomiska forutsattningarna. Arbetet genomfors i
ett gemensamt projektkontor, aven om delar har fatt
genomfaoras digitalt som en foljd av pandemin.

g

Il'l'r-

MILJODOM OCH KLIMATKALKYL
FOR KAJATGARDERNA

Under aret har projektets miljomal beslutats. Med
utgangspunkt i hamnbolagets miljomal om reducerad
klimatpaverkan formulerades en ambitionsniva om

att "ha kontroll over CO,-avtrycket och utifran det gora
medvetna val”. Darefter genomfordes en analys av
kajatgardernas klimatpaverkan i byggnationsfasen, med
hjalp av Trafikverkets verktyg for klimatkalkyler. Detta for
att bygga kunskap och mojliggora medvetna teknikvals-
losningar och materialval. Resultatet visade att projektets
CO,-utslapp under byggfasen beraknas till cirka 32 ton
och att 80 procent av dessa kommer ifran tillverkningen
av stal och cement. Med hjalp av denna kunskap arbetar
projektet vidare med att utveckla malsattningen och har
fokus kring val av material och bransle.

Parallellt med detaljprojekteringen har processen med
tillstandsansokan enligt miljobalken pagatt under 2021.
Det inkluderar kompletteringar och remissyttranden i sak
fran olika myndigheter och organisationer. Under januari
2022 kommer en huvudforhandling att hallas.
Darefter kommer Mark- och miljodomstolen
ta ett beslut i arendet.

Skanna koden och se filmen om Skandiaporten.

Tranzero Klimat- Hamnbolaget Bolaget tilldelas Kompassen Hamnbolaget tecknar
. Initiative . kampanjen . far godkint fran . medel fran . lanseras. Ett . avsiktsforklaring

: lanseras.  : lanseras. : Stadshus AB . Klimatklivet for att  : nytt, sakrare  : med Castellum om

. Lasmerpa . attinvestera . bygga elanslutning  : system for . tillsammans utveckla
. sid18-19. . iklimatatgarder . i Energihamnen. . hamnens . logistikomradet

. ritningar.

for cirka 600 Mkr.

* Las mer pa sid 24-25. - Halvorsing.

JANUARI
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Hamnbolaget har signerat
"Getting to Zero” coalition’s
Call to Action, som handlar om att
samverka for att minska klimat-
utslappen inom sjofarten.

Las mer pa sid 14.

Hamnbolagets plattform
Port Optimizer™ med
funktion for realtids-
sparning av

gods lanseras.

Skanna koden och se mer.

Tva nya jarnvagslinjer
o o) lillMalungsfors och
X Pitea invigs under aret.

I mars transporterades
hogsta antalet container
(43300 TEU) pa jarnvag
nagonsin, under en manad,
i Géteborgs Hamn.

: Hamnens nya : Vadhavet for : Hamnbolaget
. kajplanerings- . faglariTorsviken : forvarvar
- verktyg, Allberth  : invigs. : markomrade
. lanseras. : iArendal.

+ L&s mer pa sid 20-21.
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HANDELSER UNDER ARET

Hamnbolaget har tecknat
genomfdrande avtal med

Trafikverket om

Skandiaporten. %
il

Skanna koden och l&s mer.

NY DYKDALB INVIGS
PA KAJ 510/511 OCH
DARMED KAN MAN TA
EMOT STORRE FARTYG
PA ETT SAKRARE SATT.

Hamnbolaget sam-
arbetar med Swedavia
och koper biobransle
for bolagets flygresor.

Brinnande
fartyget
Almirante Storni
sokte nédhamn
i Goteborg.

Skanna koden och se mer.

: Forsvars- * Ny vixlings- * Sista etappen

. makten inviger  : operator for . for Trafikverkets
- nytt amfibie- : jarnvagen i - utbyggnad av

: regemente vid - hamnomradet  : hanmbanan har
. Kéringsberget. . tilltrader. . fortlopt under
Las mer p sid 46. . hela aret.

DECEMBER
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Tranzero Initiative — en samlad drivkraft

For att oka takten i omstallningen av transportsektorn till fossilfria alternativ, har Volvokoncernen,
Scania, Stena Line och Goteborgs Hamn inlett ett samarbete for att kraftigt minska koldioxid-
utslappen kopplade till Nordens stérsta hamn. Malet ar att reducera de klimatpaverkande utslappen
med 70 procent till 2030. Samarbetet, som ar gransoverskridande och inkluderar flera transportslag,
heter Tranzero Initiative. Fokus handlar om att bygga kunskap och omsétta det i konkreta atgarder
for att paborja forandringen samt visa dvriga i branschen att det &r mojligt.

PARTNERSKAP FOR EN HELHETSLOSNING
Samverkansprojektet Tranzero Initiative presenterades i
februari, med syftet att identifiera atgarder for att férandra
klimatpaverkan fran transportsektorns hela vardekedja.
Har finns en styrka i att identifiera problemen och dess
losningar tillsammans, for att ta fram en hallbar helhets-
losning snarare an att agera enskilt. Hamnbolaget ska
etablera nodvandig infrastruktur och tillgang till alternativa
fossilfria drivmedel for tunga fordon som exempelvis el,
HVO, biogas och vatgas. Volvokoncernen och Scania ska ha
kommersiella erbjudanden av tunga fordon till sina kunder
som mojliggor att landtransporterna pa sikt kan bli fossil-
fria i linje med hamnens ambitioner. Stena Line & sin sida
garanterar att nya fossilfria fartyg satts in pa Géteborg-
Fredrikshamnslinjen fére 2030 och gar nu fran vision till
verklighet med det eldrivna fartygskonceptet Stena Elektra.

BYGGA KUNSKAP OCH VISA VAGEN

Arbetet inleddes med behovsanalyser och kartlaggningar
av godsfloden for att kunna erbjuda marknaden ratt
produkter och skapa en infrastruktur for drivmedel som
stottar utvecklingen. Cirka en miljon lastbilstransporter
passerar hamnen varje ar och genom analysen har man
kunnat identifiera vilka floden som inledningsvis ar mest
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lampade att rikta atgarder mot. Det handlar om floden
som ar repetitiva, forutsagbara och har en anpassnings-
formaga utifran rackvidd, vikt och farligt gods. Underlaget
har ocksa visat pa vikten av lagspel mellan hamnens
aktorer, varuagare, speditorer, dkerier och lastbilstillverkare
- for att kunna omsatta kunskapen i konkreta atgarder.
Ambitionen ar att det redan under forsta halvaret 2022 ska
finnas lastbilsfloden i hamnen med elektrifierade fordon.

Malet ar att reducera klimat-
paverkande utslapp till 2030 med

710%%,

Skanna koden och se
presentationen avkommande
atgarder inom ramen for
Tranzero Initiative!
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PROGRAM MED ATGARDER

En rad sammankopplade atgarder har tagits fram
som ska implementeras i transportsystemet till och
fran Goteborgs Hamn, bade pa kort och lang sikt.
Det handlar bland annat om:

® [ncitament i hamnens terminaler som innebar produk-
tionsmassiga fordelar for fordon med alternativ
framdrift.

e Etablera produktion av vatgas i hamnen. Hamnbolaget
har tillsammans med norska Statkraft initierat en
utredning kring att etablera en anlaggning for vatgas-
produktion. Utgangspunkten ar driftstart 2023 och en
inledande kapacitet pa fyra MW, vilket ger en produktion
av upp till cirka tva ton vatgas per dygn.

e Satta upp en demonstrationsanlaggning for ellastbilar
i hamnen. Har ska finnas en yta dar lastbilsagare kan
upplata sina fordon och fa mojlighet att testa eldrift.
Ska vara klart till varen 2022 och syftar till att bidra
till ett sprang framat.

e Bygga en ladd- och vatgastankstation, vilket ska
genomforas av Circle K.

Ytterligare atgarder inom ramen for Tranzero Initiative
kommer att presenteras i takt med att de ar mogna.

Sigvard Orre

VP SPECIAL PROJECTS,
SALES & MARKETING, SCANIA

"Det ar sarskilt intressant

att projektet handlar om intermodalitet.
Transportslagen stélls inte mot varandra
utan det handlar om att alla delar av
transportflodet ska stélla om.”

”Det som Tranzero vill dstadkomma dr helt i linje
med det som vi arbetar med pi Scania. Virt syfte ar
att driva pa omstillningen till ett hillbart transport-
system och vi gor det genom partnerskap eftersom vi
vet att det dr forst nér flera sluter upp som verklig

[fordandring sker. Det viktigaste dr att ga fran ord
till handling. Hir har vi snabbt sett resultat frin
olika parter, déir Scanias avtal om en extremtung
och extraling transport med Jula Logistics ér ett bra
exempel. Utmaningen dr att fi politiken att svara
upp och sitta iging med att bygga ladd-infrastruktur

for tunga fordon. Det ir pd ging, men det mdste
gd fortare.”
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NEDSLAG | VERKSAMHETEN

Niklas Wahlberg

VP SYSTEM SOLUTIONS &
PARTNERSHIPS, VOLVO GROUP
PRODUCT AND PROJECT
STRATEGY OFFICE

"Goteborgs Hamn utgdr en mycket
stor och viktig nod i det svenska
logistiksystemet som kan bana vag
i en samlad insats.”

"Min forboppning ar att vi kan bidra till att reducera
CO; med 70 procent till 2030 for landbaserade
transporter, samtidigt som att partnerskapet breddas
och fangar andra behov kopplat till omstillningen.
Volvo Group har som mal att vara fossilfria till
2040. Den nédvindiga omstillningen mot fossilfria
transporter krdver initiativ dir ett helbetstink ir
viktigt. Nir mdjligheten att bli en partner i Tranzero
Initiative presenterades sd stimde den uttryckta
ambitionen vildigt vil for oss. Att dessutom, som ett
globalt foretag, kunna aktivt bidra till omstillningen
1 Géteborg adderar ocksd virde. En utmaning for
Tranzero dr givetvis att skapa intresset och engage-
manget hos alla de aktirer i virdekedjan som mdste
vara en del av lGsningarna. Det ir dock en vildigt
bra grund med de partners som utgor kdrnan.”

NORDENS FORSTA PUBLIKA STATION MED

LADDNING OCH VATGAS FOR TUNG TRAFIK

En atgard ar att etablera en ny fossilfri drivmedelsstation
for lastbilar. Stationen kommer att kunna erbjuda el,
vatgas och biobaserade flytande branslen och kommer
att drivas av Circle K, som arrenderar marken av hamn-
bolaget. Stationen ar en utbyggnad av en befintlig station
som ligger vid Vadermotet i Goteborgs Hamn, strategiskt
placerad intill de primara lederna in och ut ur hamnen.
Snabbladdning och vatgastankning kommer att utvecklas

i etapper, men kommer att vara mojlig redan 2022 respek-
tive 2023/24, for att sedan utvecklas med fler platser och
hogre kapacitet. Det kommer ocksa att ske utvardering,
for att se om det ar ratt atgarder och teknik som tillampats
eller komplettering med andra losningar bor ske. Stationen
ar inkluderad i hamnens totala effektstrategi, dar Goteborgs
Hamn har en lopande dialog med Goteborg Energi Nat AB
kring okat effektbehov i hamnen i och med Tranzero
Initiative.
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Varje dag, dygnet runt och hela aret, ar Géteborgs Hamn 6ppen for fartygstrafik.

Vid varje fartygsanlép samarbetar manga olika aktorer for att genomfora ett lyckat anlop.
Digitalisering kan ge nya majligheter att dela, visa och forutse status och information kring
fartygsanlopen. Detta kan skapa battre forutsattningar for effektiva anldp till hamnen och
erbjuda en rad olika mojligheter som bidrar till att nd visionen om att bli varldens mest
konkurrenskraftiga hamn. Hamnens digitaliseringsresa handlar bade om att visualisera
godsfléden och effektivisera anlép. Under gangna aret har hamnbolaget lanserat verktyg
och startat upp strategiska initiativ, for att driva utvecklingen framat. Genom den kunskap
som tillgangliggdrs kan battre atgarder planeras och genomforas.

DIGITALT ANLGP

Dagens anlopsprocess saknar systemstod for genom-
gaende transparens och det rader en situation dar realtids-
information inte alltid nar samtliga relevanta parter. ldag
visar Goteborg Hamn information via kajplaneringsverktyget
Allberth, men for en samlad lagesbild kravs att nyckelakto-
rerna delar information sinsemellan. Projektet Digitalt Anlop
ar ett strategiskt initiativinom hamnbolaget och syftar till
att mota verksamhetens behov genom en digital plattform.
Plattformen ska mojliggora informationsdelning pa nya satt
och via intuitiva granssnitt skapa tjanster for optimering.
Utover plattformen vill projektet ocksa tydliggora anlops-
processen utifran dess digitala mojligheter samt identifiera
flaskhalsar. Genomforandet sker via flera olika moduler

och fokus: Just In Time arrival (JIT), anlopsoptimering och
statistik. Effekten som ska uppnas handlar bland annat

om en mer effektiv hantering for alla inblandade aktorer,
minskade klimatutslapp fran fartygen, lagre kostnader for
anlopsaktorerna och mer effektivt utnyttjande av kajer

och farleder.
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EFFEKT PA HAMNENS KLIMATMAL

Hamnbolagets miljomal innebar att hamnens klimatut-
slapp ska reduceras med 70 procent till 2030. | resultatet
for 2020 stod sjofartens andel av malet for 160000 ton
och cirka 85 procent av hela hamnens utslapp.

Atgarder genomférs for manga olika delar av anléps-
processen, dar digitala verktygen blir viktiga eftersom de
skapar forutsattningar for minskade utslapp. Fokus pa
fartygens miljopresentanda ar givetvis viktigt, dar paverkar
hamnen bland annat genom miljorabatter for de med
hogre prestanda. Via anlopsprocessen kan hamnen ocksa
paverka hur fartyget nyttjas. Exempelvis kan tillganglig-
gorandet av data om onskad ankomsttid i realtid skapa
forutsattningar for minskning av fartygens utslapp genom
reducerad och optimerad hastighet. Forhoppningen ar
att forbattringsarbetet inom projektet med digitalt anlop
ska leda till minskade utslapp i samtliga delar av anlops-
processen — till sjoss, vid ankars, i hamnomradet och till kaj.
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ALLBERTH - VISUALISERINGSVERKTYG

FOR KAJOPTIMERING

I borjan av hosten 2021 lanserades Allberth, ett kaj-
planeringsverktyg som hamnbolaget har arbetat fram
tillsammans med leverantoren Awake.ai. | verktyget finns
olika utgangspunkter, en intern for kajplanerarna i Gote-
borgs Hamn och en extern for de som arbetar med farty-
gens anlop in till hamn. Allberth ar ett mer overgripande
verktyg an de som anvandt tidigare. Har syns en schematisk
vy over vilka fartyg som ligger vid vilka kajer. Det finns
ocksa en karttjanst dar man kan valja ett tidsfonster for en
specifik kaj fran ett givet kajurval. Da ser man vilka fartyg
som ar planerade att ligga har vid just den tiden och pa de
kajer som har gps-pollare syns dessa positionerade
fartygen pa kartan.

Fredrik Rauer

NAUTISK HANDLAGGARE,
GOTEBORGS HAMN AB

mojligheter for oss att ta fram nya
l6sningar som forvantas ha effekt pa
flera omraden, bland annat kortare
ledtider och lagre klimatavtryck

for vara kunder.”

" Generellt handlar digitaliseringsarbetet om att
leverera losningar pd den efterfragan som finns och
byfta hamnen mer in i framtiden. Var forhoppning
Gr ju sa klart att arbetet med flera av vira digitala
initiativ ocksd ska ha effekt pa vart klimatmdl. Just
sjofarten stdr for en stor del av utslippen och kriver
innovativa losningar for att paverka utvecklingen.
Transparent informationsdelning ar en viktig del
eftersom det skapar manga majligheter for samtliga
aktorer som dr berirda. Genom efableringen av
exempelvis Allberth har vi kunnat skapa en bittre
tydlighet kring vilken information om kajplanering
som dr korrekt i realtid. Dad kan alla inblandade
samaverka bittre kring planering och minska

[forekomsten av brister i processen.”
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Henrik Sahlberg

PRODUKTIONSINGENJOR,
PD PRODUKTION, PREEM AB

ANVANDARE AV ALLBERTH

"Vid en fullskalig
implementering och ett scenario
dar alla aktorer kan samarbeta med
varandra, sa ar Allberth till stor hjalp
for vart hallbarhetsarbete. Det bidrar
genom att kraftigt minska utslépp i
samband med fartygstransporter som
ar en del av var kedja fran import av
ravara till transport ut till kund.”

" Med ett system som samlar information och levererar
palitliga data minskar risken for forseningar kraftigt.
Med ytterligare funktioner som sammankopplar
alla aktirer som samarbetar vid ett anlip, si skulle
alla kunna dela information med varandra. Di
skulle ankomsttiden kunna anpassas till nar det
passar samtliga aktdrer och fartyget kan dirigenom
Justera sin hastighet istillet for att kira med full fart
och sedan ankra vid ankomst. Med ligre hastighet
och utan tid pd ankarplatsen si skulle drivmedels-
forbrukningen reduceras. Detta, tillsammans med
mdnga andra hjialpmedel, hjilper Preem att uppna
sitt klimatmal — vilket ér en klimatneutral
verksambet 2035.”

BATTRE INFORMATION BIDRAR

TILL OKAD EFFEKTIVITET

Snabb och korrekt information ar nyckeln till ett effektivt
anlop, dar delar handlar om att man vill ha olika statusari
planeringen. For hamnens externa aktorer som till exempel
lotsarna, Klippans batman och fartygsagenter som har stor
del i planering och genomforande av ett anlop, innebar
Allberth att de far ny tillgang till snabb och relevant status.
Nagot som skapar effektivitet i bade pengar, tid och som
aven ar bra for miljon, da planeringen blir mer precis och
forutsagbar. Allberth blir en del av hamnens tjansteutbud
och service till hamnklustret. Effekten av anvandandet
forvantas bli tidsbesparing, storre effektivitet och lagre
klimatutslapp fran fartygen.
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Hamnen tar soclalt ansvar

Hamnen ar en viktig del av Goteborg och hamnbolaget ar en betydelsefull samhéllsaktor.

| egenskap av Nordens stdrsta hamn sa férser vi Sverige med gods och varor, men ar ocksa
del av Goteborgs Stad. Har har bolaget en roll i att bidra till de utmaningar som samhallet star
infor och gora insatser déar vi kan bidra. Under 2021 har flera insatser genomforts, vilka har
engagerat bade vara medarbetare och samarbetspartners. Forhoppningen &r att kunna bidra
inom olika projekt samtidigt som vi sprider kunskap om Goteborgs Hamn, sjofart och logistik.

UNGDOM OCH SEGLING - ETT FRAMGANGSRIKT
INTEGRATIONSPROJEKT

Ungdom och Segling, som ar ett samarbete mellan
Gardstensbostdder, GKSS och Rotary Langedrag, ar ett av
de mest framgangsrika integrationsprojekten i Géteborg.
Over 400 ungdomar fran det utsatta omradet Gardsten
har fatt lara sig att segla tillsammans med ungdomar fran
andra delar av staden. Arbetet startade 2005 och mal-
gruppen ar 8-13-aringar, vars seglarskola pagar under

en sommarvecka och ar kostnadsfri. Det har inneburit att
dessa ungdomar har fatt prova pa segling och fatt en dorr
mot ett bredare kontaktnat och traffat andra ungdomar
som de annars kanske inte skulle komma i kontakt med.
Efterhand har de ocksa mojlighet att bli seglingsinstruktorer
och aven goda forebilder for andra ungdomar i omradet.

Skanna koden och se
filmen fran seglarskolan
under sommaren 2021!
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HAMNBOLAGET AR NY SPONSOR UNDER 2021

Under sommaren 2021 fick Goteborgs Hamn majlighet
att ga in som ny sponsor for Ungdom och Segling.
Satsningen innebar att ytterligare 31 barn och ungdomar
fran omradet fick uppleva hamn- och seglingslivet under
sommaren 2021. 24 barn fick vara med pa seglingslager
hos GKSS i Langedrag och pa Zolusdn. Dartill fick atta
ungdomar sommarjobb som seglingsinstruktorer och
hamnvardar pa GKSS i Langedrag.

Satsningen ar ocksa en del i det arbete som hamn-
bolaget gor for att sakra framtidens kompetens och oka
antalet medarbetare med utlandsk bakgrund. Bolaget vill
sjalvklart spegla den mangfald som Goteborgs invanare
bestar av. Forhoppningen ar att de unga som har satsas
pa ska fa upp 6gonen for Géteborgs Hamn som framtida
arbetsgivare och valja en inriktning mot sjofart, logistik
eller annat relaterat till hamnen. Infor 2022 kommer
hamnbolaget bjuda in ovriga aktorer inom godsnavet
till att bidra till projektet.
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DONATION TILL RONALD MCDONALD HUS GOTEBORG
Hamnbolaget har bidragit med en donation till ett lekplats-

Salma Nazzal
ANSVARIG GARDSTENSBYRAN,

GARDSTENSBOSTADER AB projekt for Ronald McDonald Hus i Goteborg. Den nya
.................................. . upprustade lekplatsen, som finns i anslutning till Drott-
T nings Silvias Barnsjukhus, invigdes under hosten. Den
Viar Vald|gt glada och bestar numera av en lekplats som ska inkludera alla barn,
stolta Over att Géteborgs Hamn oavsett rorelsehinder eller aktuellt maende. Efter manga
o . . ganger tuffa behandlingar ska de sjuka barnen och deras
har gaﬁ med | denna sa’[snlng! syskon kunna fa en rolig och lekfull stund ihop.

Det innebar att vi kan ge annu fler
unga fran Gardsten mojlighet att fa
lara sig segla och darmed komma

i kontakt med ungdomar fran andra
miljoer och omréaden.”

”Gardstensbostider har i samarbete med GKSS
(Géteborgs Kungliga Segelsillskap) och Rotary
Lingedrag sedan sexton dr tillbaka byggt upp en
verksambet som gett ungdomar nya méjligheter och
upplevelser. Detta har bidragit till Gkad forstielse
och respekt for kulturella och sociala olikheter. Virt
ursprungliga syfte var att vi ville skapa menings-

fulla aktiviteter for barn och ungdomar under
sommarlovet. Genom lingsiktighet och stindig
kontakt med ungdomarna och deras fordldrar har
verksambeten kunnat vixa.”

Genom hamnbolagets och andra aktérers donationer kan fler barn,
oavsett forutsittningar, fi tillging till lekplats.

Stegtavling for BRIS

| halsans tecken och med ett gemensamt mal,
genomforde i varas 35 anstallda fran hamn-
bolaget en stegtavling dar priset var en donation
fran foretaget till valfri valgorenhetsorganisation.
Med hjalp av stegraknare loggades allas antal
steg under fyra veckor och tillsammans gick
deltagarna hela 6349 911 steg! Alla anstallda
fick rosta fram vilken organisation som pengarna
skulle ga till och da var det, med stor marginal,
flest roster pa BRIS.

— - . N
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Kajplats 519, 520 och 521 ska elanslutas
och en huvudstation med transformator
och higspianningsstillverk byggs,
tillsammans med tre anslutningsstationer.

Utveckling av Energihamnen

Energihamnen ar Sveriges storsta allmanna energihamn och hanterar idag till stor andel fossila
branslen. En central del i Energihamnens framtida konkurrenskraft handlar om anpassning till
omvérldens krav pa en energiomstallning for samhallet. Utifran FN:s globala hallbarhetsmal har
vérlden och Sverige en tydlig amhition om att minska fossilberoendet, vilket far konsekvenser
for transportbranschen och Energihamnens verksamhet. Har arbetar hamnbolaget tillsammans
med partners i hamnen for att identifiera framtidens lésningar och fortsatta genomféra atgarder
som mojliggdr en energiomstéllning, bade for energibranschen och sjofarten.

ENERGIHAMN | FORANDRING
Manga av bolagen i Energihamnen genomfor olika sats-
ningar kopplat till fornyelsebara branslen och nya losningar
for sjofarten, eftersom efterfragan har dkat. For att hamn-
bolaget ska kunna genomfora langsiktiga investeringar och
vara forberedd pa de forandringar som vantar sa kravs
ett eget arbete med en framtidsvision for Energihamnen.
Under 2021 har detta arbete eskalerat och resurser har
tillsatts for att enbart arbeta med Energihamnens lang-
siktiga utveckling. En grund lades under 2020, genom ett
forskningsprojekt tillsammans med Chalmers tekniska
hogskola med fokus pa framtida utveckling av globala
energi- och logistikbranschen och utvecklingen i Goteborg.
Energihamnens utmaningar och mojligheter framat ar
manga. Det handlar om att hitta losningar for infrastruk-
turen med stort reinvesteringsbehov parallellt med en
foranderlig omvarld. Dartill att utveckla affarsmodellen
for att kunna hantera den omstallning som kommer. Att
bade stotta bolagen som bedriver verksamhet i deras
forandringsarbete och skapa en proaktiv dialog kring
hur omstallningen ska méotas. Arbetet maste ske stegvis
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och i samverkan med vara partners i branschen. Har
har hamnbolaget en viktig roll i att skapa mojligheter
och forutsattningar for framtidens branslen.

FRAMTIDENS BRANSLEN

En viktig roll i framtidens energihamn handlar om fokus
kring alternativa branslen. | takt med omstallningen
maste hamnen folja med och skapa forutsattningar for
att bolagen inom godsnavet ska kunna producera, lagra
och tillhandhalla de alternativa branslen som bade sjo-
farten och industrin behover. | ett forsta steg handlar om
att ta fram och etablera driftsforeskrifter for hantering av
olika alternativa branslen, exempelvis metanol, ammoniak
och vatgas. Det innebar att hamnen ar redo med praktiska
forutsattningar och krav, nar hanteringen kommer. | ett
andra steg ska alternativa branslen finnas tillgangliga

i hamnen eller dess naromrade, genom produktion och
lagring. Flera atgarder i linje med detta kan du ldsa om pa
sid 18-19. Det ar ocksa viktigt att sjofarten far tillgang till
biogas, i stéllet for att ha framdrift pa 100 procent LNG,
samt mojlighet till elektrifiering.
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ELANSLUTNING FOR TANKERS

- EN VARLDSSENSATION

Inom snar framtid kommer det vara maojligt for tank-
fartyg att elansluta vid kaj. Projektet initierades under
forra aret och ar unikt eftersom Goteborgs Hamn kan

bli forst i varlden med elanslutning av tankfartyg inom
explosionsklassat omrade. Projektet innebar en natstation
och tre anslutningsstationer som mojliggor elanslutning
vid kaj 519-521 med en spanningsniva om 6,6 kV, 50 Hz
och effekt upp till 3 MW. Under 2021 har arbetet fort-
lopt med forberedande arbete och upphandling av total-
entreprenad. Projektet delfinansieras av Klimatklivet,

ett investeringsstod till lokala och regionala atgarder
som minskar utslappen av koldioxid och andra gaser
som paverkar klimatet. Goteborgs Hamn har beviljats
10,7 Mkr for projektet. Driftsattning forvantas under varen
2023 och arlig reduktion av fartygens koldioxidutslapp
till foljd av elanslutningen beraknas till 1800 ton.

Jorgen Wrennfors

PRODUKTIONSINGENJOR,
GOTEBORGS HAMN AB

med elanslutningsprojekt handlar om
samverkan med flera branschaktorer.
Vivill gora ratt fran borjan och vi har
en unik position dar vi samverkar
med manga olika parter, for att detta
projekt ska lyckas."

"Tillsammans med rederier, energibolag, klassnings-
sallskap, myndigheter och andra hamnar verkar vi
Jfor att ta fram ett koncept som kan bli normgivande
och lyckas pd bred front. Det finns alltid risker med

att bedriva utvecklingsprojekt och etablera nya
losningar. Vi bebiver fi branschen med oss att tro
pa vdr losning, om vi ska kunna fd manga att vilja
och vdga tillimpa den. Vi har goda forutsittningar
Jfor att uppna ett gott resultat si att vira elanslut-
ningar ska kunna nyttjas av manga fartyg samt vara
en viktig del i biade hamnbolagets och vira kunders
arbete med att reducera COy-utslippen.”

NEDSLAG | VERKSAMHETEN

Joachim Gunmalm

ANSVARIG FORNYBAR ENERGI,
GOTEBORGS HAMN AB

"Vihar en spannande

utveckling framfor oss! Vi maste ta
fram en vision for hur en hallbar
energihamn ser ut och hur sékerstaller
vi en hallbar transformation av

dagens verksamhet?"

Vi ska givetvis samverka med vira partners i
Energibamnen, de ar viktiga for oss och vi ska stotta
deras omstillning. Har ir det viktigt att vi ar proak-
tiva och transparenta nir vi skapar de forutsittningar
som krivs. Samtidigt mdste vi ocksd ha en helhetsbild
kring utvecklingen av Energihamnen, dér vi inte
enbart vintar in andra. Detta dr lite av ett skifte i
hur vi har arbetat, men det skapar méanga mijligheter

for oss. En utmaning dr ju att infrastrukturen i
Energihamnen ir otroligt vilanvind, det ir kanske
den mest anvinda i hela hamnen. Det medfor higa
krav pd praktiska losningar och néira samverkan med
vdra partners, sd att drift och utvecklingsarbete kan
genomfiras samtidigt.”

SAMVERKAN - EN NYCKEL TILL

FRAMGANGSRIK ELANSLUTNING

Under hela arbetsprocessen har samverkan varit en viktig
del for att komma framat. | tidigt skede har dialog forts
med olika aktorer kring anlaggningens utformning och
hur det medfor krav pa fartygen for praktisk och saker
uppkoppling. Det har mynnat ut i gemensamma operativa,
tekniska och ekonomiska beslut. Projektet har arbetat
mycket med metodval och riskanalyser dar sakerheten har
varit i fokus. Parallellt har man ocksa arbetat med bred
forankring inom branschen och samverkat med nationella
och internationella hamnar, Preem, St1, svenskt oljehamns-
forum och relevanta myndigheter. En viktig del har ocksa
handlat om att fa godkannande av internationella klass-
ningssallskap och oljebolag som klassar fartygen och som
regelbundet utfor vetting i Energihamnen. Det handlar om
att sakra upp sa bolagen stodjer var metod och teknik,
vilket mojliggor en standardisering. Projektets forhoppning
ar att kunna sprida konceptet till andra hamnar och lagga
grunden for en standard for elanslutning inom explosions-
klassad miljo.

)) Las mer om Klimatklivet hdr: www.naturvardsverket.se/amnesomraden/klimatomstallningen/klimatklivet
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Hallbart underhall av hamnens kajer

| godsnavet ansvarar hamnbolaget for att alla kajer ar i gott skick och sdkra att anvanda.

Det ar en férutsattning for att terminalerna ska kunna utféra sin godshantering pa ett effektivt
och sakert satt. Detta ar en central del i hamnbolagets grunduppdrag och kréver ett systematiskt
langsiktigt arbete. Hallbarhet ar en av manga parametrar som spelar roll nar pusslet som utgér
underhallsarbetet ska ldggas. Val av dtgarder, arbetssatt och materialval r bara ndgra omraden
dar Goteborgs Hamn arbetar med mojligheterna kring mer fokus pé héllbarhet.

INSPEKTION AV KAJKONSTRUKTIONER

Goteborgs Hamn har foljt ett systematiskt inspektions-

program for kajkonstruktionerna sedan mitten av 2000- Varfor uppstér en kajskada?
talet, vars metod grundar sig pa Trafikverkets inspektions-

metodik. Det inkluderar en huvudinspektion som utfors

minst vart sjatte ar och da inspekteras hela konstruktionen Skador pa kaj orsakas av nedbrytningsmekanismer
pa handnara avstand. Eventuella skador klassas enligt som till exempel korrosion, urlakning, frostsprang-
tillstandsklasser, vilket ger kunskap om senaste tidpunkten ning och andra fysikaliska eller kemiska reaktioner.
for nar skadorna och dess paverkan pa kajen behdver Dessa kan sakta bryta ner betong och stal over en
utredas. Vid inspektionerna anlitas ofta olika konsulter, lang tid. Det finns aven andra typer av skador som
exempelvis dykare, konstruktorer, materialexperter och kan uppsta, som till exempel pakérningsskador.

geotekniker, som arbetar tillsammans med bolagets
forvaltare och projektledare.
Efter varje inspektion gor konstruktor och forvaltare
en samlad bedomning och fortsatt strategi for att saker-
stalla kajen under en lang tid. Den stams av med befintlig
underhalls- och reinvesteringsplan samt kvarvarande
livslangd for ingaende konstruktionsdelar. Bolaget har en
underhalls- och reinvesteringsplan med 10-arsperspektiv
for varje kajkonstruktion och for manga konstruktioner
pagar stérre reinvesteringsprogram. | dvrigt sa sker andra | Goteborgs Hamn finns det
sakerhetsatgarder i vardagen som tillsyn och skétsel, 52 kajplatser och éver 6 200 meter kaj.
ronderingar, kontroll via sakerhetssamordnarna innan
fartygsanlop samt last- och fartygsplaneringar.
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Annika Oskarsson

FORVALTNINGSCHEF
KAJKONSTRUKTIONER,
GOTEBORGS HAMN AB ‘

"De som anvander vara

kajer skall kunna lita pa att

det i alla lagen &r sakert att lagga till.
Att vi genomfor underhall i tid och

pa ett satt som innebdr att vi stor
verksamheten i minsta mojligaste man.”

Vi ska ha kunskap om anliggningens skick och
vilka dtgirder som vi behéver gora for att sikerstilla
driften samt att kajen har tillricklig kapacitet for
det som vi har lovat i avtal och till kunder. Nir en
specifik konstruktion dr pa vig att uppnd sin tekniska
livslingd ser vi till att konstruktionen dr siker. Den
ska ga att anvinda fram tills en ny konstruktion ir
pa plats, eller att en stirre reinvestering genomfors.
Det gir vi genom att tillsammans med konstruktor ta
fram ett kontrollprogram dver vad vi ska kontrollera

och hur ofta.”

HALLBARA MATERIALVAL

Hamnbolaget arbetar l[opande med att identifiera relevanta
miljokrav som kan stallas vid upphandling av exempelvis
material i anlaggningsprojekt. Under 2021 har ett storre
internt arbete bedrivits nar det galler betong. Det handlar
om att undersoka om betong med lagre CO,-avtryck, till
foljd av inblandad slagg och mindre cement, kan nyttjas

i hamnen. Detta har historiskt varit svart till foljd av den
kravande miljo som konstruktionen befinner sig i, men nu
undersoks nya ingangar. Resultat vantas under 2022. Dartill
arbetas ocksa med kravnivaer nar det galler val av stal och
hart tra. Vilken typ av information kan leverantorerna redo-

visa till bolaget, sa att verksamheten kan ta medvetna beslut.

TESTAR NYA ANALYSER OCH ARBETSSATT

Olika nya arbetssatt har testats nar det galler att under-
soka alternativ vid underhall och genomforande av de olika
momenten som kravs vid inspektioner. Har ar tre exempel:

e | ar genomfdrdes skanning av balkarna under kaj av
en fjarrstyrd batteridriven bat som var utrustad med
kamera och ledbelysning. Arbetet genomfdrdes pa fem
timmar, vilket ar en stor skillnad mot det manuella
arbetssattet som inkluderar stallningar och pramar dar
man tar nara bilder och knackar pa konstruktionen for
att upptacka skadade partier. Genom bilderna som tas
gors en 3D-modell, vilken ocksa jamfors med underlag

Transaktion 09222115557461530544
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fran konventionella inspektioner. Arbetssattet gor att
man kan fokusera pa de delar dar det kravs insatser
och skicka inspektoren dit.

| en forstudie om en bro i Torshamnen jamfordes olika
alternativ for att identifiera den mest lampliga atgarden.
Tre alternativ undersdktes med avseende pa produk-
tionskostnad, klimatpaverkan och underhallskostnader.
Underlaget gav kunskap om samtliga tre omraden, vilket
blev en viktig grund for medvetna beslut. Trafikverkets
klimatkalkyl anvandes och den inkluderade tillverkning
och transport av material. Klimatkalkylens resultat
innebar ocksa en battre bild kring vilka arbeten som
helst ska genomforas sallan, om det kravs att de
genomfors, da dess klimatpaverkan ar hog.

Infor inspektion maste palarna under kaj tvattas och

i ar genomfordes nya tester med att lata en robot
genomfora arbetet. Ny utrustning och battre tryck
medforde ett mer lyckat resultat an tidigare forsok.
Arbetet ar tidskravande men ar samtidigt mycket mer
sakert. Att arbeta under kaj ar en farlig arbetsmiljo
och utfors arbetet manuellt kravs att flera dyklag ar
pa plats. Andra fordelar ar att roboten kan arbeta aven
om fartyg ligger vid kaj och medfor lagre kostnader.

Ali Zadeh

PROJEKTLEDARE

TEKNISK FORVALTNING
KAJKONSTRUKTIONER,
GOTEBORGS HAMN AB

"Jag undersoker alltid om det

finns andra alternativ till det som ar
tankt. Ofta finns losningar som man
tidigare inte tdnkt pa och som kanske
ar mer héllbara bade i dagslaget och
pé langre sikt."

"Vi hgger i framkant nir det giller viljan att prova
nya losningar och flera av dessa metoder vill ocksd
andra aktirer hira mer om och samverka kring.
Minga av de alternativ som vi har testat medfor
mindre risker for inblandad personal men ocksi 6kad
effektivitet och ligre kostnader. Det ir spinnande att
prova digitala metoder och se hur de kan utvecklas

framdver, kanske kan vi hitta fler vinster genom att
utveckla hur vi anvinder dem. Nista steg blir att
nyttja alternativa material i hogre grad. Jag hoppas
att vdrt interna arbete som pagar kommer att
medfira en ny standard for hur vi arbetar med
exempelvis betong och stil.”
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HALLBARHETS-
STYRNING

For Goteborgs Hamn AB handlar hallbarhet om att na en
balans mellan samtliga tre dimensioner av hallbarhet.

| samrad med var agare arbetar vi for en hallbar stad och i
samverkan med vara intressenter arbetar vi for en hallbar
bransch. Hamnbolaget har direkt paverkan inom omraden
som beror samtliga tre hallbarhetsdimensioner. Vi bidrar
ocksa till paverkan genom var roll for hela godsnavet och
via relationerna till vara intressenter. Fem vasentliga hall-
barhetsfragor har identifierats for bolaget, se sid 10 och 48.
Vi arbetar med att styra samtliga. Inom flera omraden,
exempelvis miljo, utovas styrning av saval direkt paverkan
som indirekt paverkan.

INOM EKONOMI balanseras marknadsmassiga forutsatt-
ningar och behov av ett langsiktigt agerande. Ett starkt
kassaflode fran verksamheten ar avgdrande for att mojlig-
gora bolagets investeringsprogram och skapa forutsatt-
ningar for hallbar tillvaxt.

INOM MILJO sker styrning for att minimera miljopaverkan
fran den egna verksamheten och dvriga godsnavet. Genom
att proaktivt ta fram atgarder i samverkan med terminaler,

rederier, arrendatorer och landtransportorer, bidrar vi
till mer hallbara transporter.

INOM SOCIALT ANSVAR agagerar vi bade lokalt inom
Goteborgs Stad och utifran var roll i hamnklustret.
Bolaget ska fortsatta vara en attraktiv arbetsplats som
kannetecknas av en god, saker och utvecklande arbets-
miljo. Genom kompetenta och kreativa medarbetare drivs
utvecklingen och verksamheten framat.

Malen i affarsplanen ar kopplade till varje hallbarhets-
dimension och ar sammanlankade och inget av dem kan
uppfyllas pa bekostnad av de andra, for att uppna ett hall-
bart godsnav. Utmaningen for bolagets styrning ligger i att
sakerstalla balansen och forhindra konflikter pa mal och
aktivitetsniva. | detta avsnitt beskrivs formerna for hall-
barhetsstyrningen och dess roda trad fran affarsplan till
aktiviteter i verksamheten och darefter granskning och
uppfoljning. Det inkluderar information om agarstyrning,
samverkan med intressenter, ledningssystem och sakerhets-
arbete. Dartill redovisas mal och utfall samt risker och
djupdykning i arbetet med specifika intressenter.





HALLBARHETSSTYRNING

. _ A,
Sa arbetar vi med FN:s = 3

an

hallbarhetsmal GLOBALA WALE

for hallbar utveckling

| Skandinaviens stdrsta godsnav har hamnbolaget en viktig roll for att bidra till genom-
forandet av Agenda 2030, bade pd hemmaplan och internationellt. Agenda 2030 handlar
om att varldens lander har antagit 17 globala mal for hallbar utveckling som syftar till att
uppna fyra saker till ar 2030: avskaffa extrem fattigdom, minska ojamlikheter och oréttvisor
i varlden, framja fred och réttvisa samt l6sa klimatkrisen. Géteborgs Hamn AB berors av

15 av 17 mal och 63 av 169 delmal, vars grad av relevans varierar utifrdn bolagets uppdrag
och verksamhetens paverkan. Las mer om analysen pé sid 48.

Vi skapar varde...

...for vara kunder, naringslivet och samhallet genom att utveckla godsnavet
och skapa forutsattningar for hallbar tillvaxt. Det gor hamnbolaget genom
att vara garant for naringslivets access till hela varlden.

3 HALSAOCH
VALBEFINNANDE

ANSTANDIGA
ARBETSVILLKOR
OCHEKONOMISK

RENTVATTEN TILLVAXT
OCHSANITET

BIOLOGISK
MAN

HALLBARINDUSTRI, 1 BEKAMPA KLIMAT-
RN N INNOVATIONER OGH FORANDRINGEN
1 RESURSER 12 KONSUMTION INFRASTRUKTUR

FREDLIGAOCH GENOMFORANDE
16 INKLUDERANDE OCH GLOBALT OCHPRODUKTION
SAMHALLEN PARTNERSKAP
W2
-

Generella Betydande Centrala

VI belastar...

...naturen genom att hamnverksamheten har paverkan pa klimat, vatten,
mark och resurser. Vi vidtar atgarder for att minska var och vara kunders
miljopaverkan. Det handlar exempelvis om att skapa incitament for omstallning
inom sjofarten genom miljorabatter, arbeta for att 6ka andel gods pa jarnvéag
eller genomfora kompensationsatgarder. Vi nyttjar var roll for att paverka

sa manga aktorer som mojligt.

)) Mer information om FN:s hallbarhetsmal hittar du hir: www.globalamalen.se
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HALLBARHETSSTYRNING

Bolagets styrning och affarsplan

Goteborgs Hamn AB &gs av Géteborgs Stad och styrningen av bolaget utgar ifran kommunens
kort- och langsiktiga planer. Bolagets styrelse sétter arligen inriktningen for hur kommunens
budgetmal ska uppnés och vilka fokusomraden som ar sarskilt relevanta for bolaget att arbeta
med. Utifran inriktningen ska ledningsgruppen i bolaget ta fram en affarsplan med konkreta

mal och beskrivning 6ver hur malen ska nas.

INTERN STYRNING

Bolaget har en generalplan for hamnens langsiktiga
utveckling, vars syfte ar att sakerstalla att Goteborgs
Hamn star vl rustad for att méta marknadskraven over
de kommande 30 aren. Dartill finns en strategisk tio ars
plan, affarsplan samt investerings- och underhallsplaner.
Bolaget har ocksa strategier och planer inom specifika
amnesomraden for att tydliggora dess inriktning,
exempelvis public affairs, miljo- och klimat, arbetsmiljo,
kommunikation, sakerhet, digitalisering, innovation och
likabehandling. For att bibehalla en god ekonomi och
hantera handelser som kan paverka bolagets formaga
att na sina mal sa finns budget, prognoser och intern-
kontrollplan. Samtliga dokument ovan tillhandahalls i
vart ledningssystem.

VAR AGARES ROLL

Goteborgs Stadshus AB ar moderbolag for den
koncern som utgors av alla kommunala bolag inom
Goteborgs Stad. Dar utovas den formella aganderollen
over hamnbolaget och utformning av vart uppdrag,
utifran kommunfullmaktiges beslut. Bolaget ar
egenfinansierat och lamnar koncernbidrag till staden
om det inte medfor begransningar av formagan
utfora uppdraget.

Goteborg Stads kommunfullmaktige valjer
styrelseledamoter, lekmannarevisorer och revisorer
for bolaget och dess dotterbolag. Kommunfull-
maktiges stallningstagande hamtas in innan beslut
av storre vikt eller principiell betydelse fattas
i verksamheten.

Bolagets uppdrag fastlas i ett agardirektiv som
reglerar vilken typ av verksamhet som far bedrivas.
Ett nytt agardirektiv beslutades 2019 och mindre
justeringar beslutades under 2020. /&rligen genom-
fors agardialoger mellan styrelserna i hamnbolaget
och Goteborgs Stadshus AB for att folja upp hur
bolaget arbetar utifran uppdraget och i enligt med
Goteborgs Stads styrdokument.

Fran agarstyrning till medarbetarens individuella plan

Bolaget planer, strategier och mal bryts ner per avdelning och till individniva,

i syfte att skapa en rad trad for den interna styrningen.

AGAR-

TYRNIN
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AFFARSPLAN

Goteborgs Hamn AB:s affarsplan formas utifran agar-
direktivet samt styrelsens inriktning for aret. Planen
grundas ocksa pa en nuldagesanalys av vad som sker

i omvarlden, prioriterade risker samt utvardering av
befintliga arbetsséatt och metoder. Vara intressenters
krav och behov beaktas saval som verksamhetens behov
och vara medarbetares utveckling. Affarsplanen galler
i tre ar och endast mindre revideringar sker varje ar.

| planen finns fem strategiska mal och till dessa kopplas
tio KPl:er, lds mer pa nasta sida. | planen anges bolagets
inriktning och ansvar kring hallbarhet, da det &r en grund
som genomsyrar hela planen och samtliga mal. Syftet
med ett integrerat arbete ar att bidra till FN:s globala
mal for hallbar utveckling.

FYREN LEDER 0SS RATT

Bolagsstyrningen sker utifran ledningssystemet Fyren
dar behov- och kravbilden utifran olika intressenter och
bolagets intressen bryts ner pa kort och lang sikt. Det
handlar om att gora réatt saker, pa ratt satt, i ratt tid for
att skapa néjda kunder och uppna var vision. Grunden
ar uppbyggd utifran verksamhetens tidigare ISO-certi-
fierade baserade arbetssatt inom kvalitet, miljo och

HALLBARHETSSTYRNING

STRATEGISKA MAL

Beskriver vara langsiktiga mal

AFFARSPLAN

Definierar och konkretiserar vara mal

VERKSAMHETSPLAN

Beskriver hur vi nar vara mal

DOKUMENT

Mallar
Policys
Checklistor
Rutiner

KPl:er
Méter progressen mot strategiska malen

PROCESSER

Beskriver
vara arbetssatt
och standiga
forbattringar

arbetsmiljo. Fran och med juni 2021 sker fortsatt vidare- st Aemer
utveckling i stallet genom SIQ:s managementmodell.

UTVARDERING OCH KONTROLL
Arbetet med att kontrollera och kvalitetssakra verksam-

. . HUBBEN OCH
heten sker inom ramen for arbetet med fyren och dess ORGANISATION SYSTEMSTOD
struktur. Det innefattar olika utvarderingar, uppfoljning av Vilsom jobbar har Stoderivara
mal och resultat, hantering av avvikelser, revisioner samt S CTELE TCCEREEETES (e

. . . L tex roller, ansvar, tex Sharepoint,
analyser vid interna forum for kvalitet, miljo och arbets- forum 2c8, TRIA

miljo. Varje ar valjs ett antal omraden och processer ut
som ska sarskilt granskas. Detta for att kunna verifiera
att riskreducerande atgarder och andra kontrollaktiviteter
fungerar pa ett tillfredsstallande satt. Lds mer om bolagets
riskarbete pa sid 38-39. Det handlar ocksa om ett [6pande
arbete med att etablera en kultur dar var och en tar sitt
ansvar for den interna kontrollen. Stora delar av bolagets
verksamhet omfattas av lagstiftning. Lagforteckningar
finns tillgangliga i verksamheten och foljs upp lopande.

OPERATIV VERKSAMHET

Fyren mojhggor ordning och reda och ger stod it verksambeten i att:
planera, leda, genomfora, folja upp, utvirdera och forbittra.

' VERKSAM- INDIVIDUELL
PN AFFARSPLAN PPN HETSPLAN PER MAL- OCH
AVDELNING
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HALLBARHETSSTYRNING

Bolagets mal — hur gar det?

| tabellen nedan presenteras status for bolagets mal i affarsplan 2020-2022. Malen ska nés till 2022,
med undantag for miljdmalet som ska nas till 2030, och framdriften f6ljs genom tio stycken KPI.
For detaljerad information, se kommentarsfaltet samt nyckeltalsavsnittet pa sid sid 49-56.

® s god vig att na mélsittningen N Hiir sker utveckling i ritt riktning
Krivs mer for att nd malsittningen => Hir bar utvecklingen stannat av
© Kommer inte att né mdlsittningen ) Hir sker utvecklingen i fel riktning
8 ANSTANDIGA 9 HALLBARINDUSTRI,
SMART HAMN ol
,\/'
N\ Digitaliserings- /y i
mogn ad 60 %. ‘ 17 Gourtioe
it
Processmognad. —)

&

8 ANSTANDIGA
ARBETSVILLKOR

EKONOMISK ?@«sx

EFFEKTIVITET / ad

Avkastning 7 %. .

Progress i projekt. /

" Bl 12 s,

TILLVAXT e T O FRODLTOY

M
3 Okad tillvaxt dver a & O

Kaj 6 %. O

Nojda kunder.

\\

FREDLIGA OCH
INKLUDERANDE
SAMHALLEN

HALSA OCH (GOD UTBILDNING JAMSTALLDHET
MEDARBETARE S
Hallbart medarbetar- I!!ll @I

engagemang (HME). . 8 mens, 1

?I’irVEAKXuT"nMISK

. 3 Viatmanot Elns?nmm"

MILJO
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707% till 2030. z...um, :*smx:.w u s m amﬂaﬁ'z‘:r"‘
Progress miljoaspekter. /

Inga allvarliga tillbud.
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FRAN MAL TILL FORANDRING

Bolagets avdelningar utgadr fran affarsplanen och bryter
ner malen i egna verksamhetsplaner med aktiviteter.
Aktiviteterna ar utvecklingsorienterade och kopplas till
varje KPI, pa sa vis skapar bolaget framdrift i arbetet

mot malen. Varje medarbetare har ocksa en individuell
utvecklingsplan som kan harledas till verksamhetsplanen
och affarsplanen. | utvecklingsplanen satts aktiviteter

pa individniva vilket skapar delaktighet och en rod trad
genom hela verksamheten.

HALLBARHETSSTYRNING

ATT FOLJA FORANDRINGEN

Bolaget foljer framdriften i arbetet mot malen pa flera
olika nivaer. Arligen sammanstalls matetalen per KPl och
sammanstalls per mal, for en total uppféljning av hela
affarsplanen. Bolaget foljer ocksa upp aktiviteterna i varje
verksamhetsplan per kvartal och presenterar for hela
verksamheten. Bolagsstyrelsen tar del av uppfoljningen
fyra ganger per ar och Stadshus AB far aterkoppling kring
hur val leveransen sker enligt uppdraget. Varje avdelning
foljer upp sin plan manadsvis och de individuella utveck-

lingsplanerna foljs kontinuerligt av medarbetare och chef.

Resultatet for bolagets digitaliseringsmognad blev 64. DMI uppnar den malsattning som bolaget har satt for 2022 redan 2021, vilket ar
valdigt positivt. Resultatet visar pa en svag positiv utveckling och en 6kning med 1% fran féregaende ar. Okningen av mognadsgraden
har skett inom bolagets strategiarbete och kontaktytor. Styrkorna ar fortsatt arbetet med bolagets styrning och mal, dar digitalisering
lyfts fram som en egen del. Manga initiativ har startats inom ramen for malarbetet och mer om dessa kan du ldsa pa sid 17 och 20-21.
Arbetet med okad processmognad inom bolaget har under aret paverkats av pandemin och flertal aktiviteter har fatt pausas.

Under 2022 planeras dessa att upptas och ytterligare atgarder ska genomforas.

Resultatet visar en avkastning pa 8,5 %, jamfort med 8,1 % 2020. Det ar en solid och god utveckling av resultatet fran foregaende ar.
Manga av aktiviteterna i bolagets verksamhetsplan syftar till att starka bolagets langsiktiga ekonomiska effektivitet, vilket visar sig

i foretagets tioarsplan dar det forutsedda lanehovet har sankts signifikativt och soliditetsniva hojts avsevart de senaste tva aren.
Framdriften i bolagets projekt har under aret ocksa varit mycket god. Kontinuerlig forbattring av styrning och arbetssatt har dkat
mojligheter till att arbeta systematiskt och proaktivt. Antura har inforts som projektstyrningsverktyg, vilket kommer att skapa battre
forutsattningar. Trenden ar positiv och med PPS som projektmodell och Antura som digitalt verktyg for projektstyrning sa forvantas
fortsatt positiv progress. Las mer om arets ekonomiska resultat pa sid 41.

Resultatet for tillvaxten visar en 6kning mellan 5-7 %*, att jamfora med 2020 som da visade en dkning med 0,1 %. Det beror bland annat
pa okning inom nastan samtliga segment. Stark aterhamtning syns for container, roro och bilar. Goteborgs Hamn tar marknadsandelar
inom container, jamfort med andra svenska hamnar. Dartill syns 6kning av containers som transporteras pa jarnvag och minskning

av energivolymerna. Vid summering av aret konstateras att pandemins paverkan, totalt sett, varit begransad. Las mer om arets volym-
utvecklingen och analysen per segment pa sid 15. Resultatet for arets NKI matning blev 71, vilket &r en 6kning fran 68 i foregaende
matning 2019.

Resultatet for HME blev 86, vilket visar pa en fortsatt positiv utveckling fran 2020 da resultatet var 80. Under aret har manga nya
medarbetare rekryterats och bolaget ar i en positiv utveckling. Flera viktiga aktiviteter inom kompetensutveckling har genomforts,
vilket inkluderar satsningar pa bade chefer och samtliga medarbetare. Ett utbytesprogram har startats upp och en satsning utifran var
inter kultur och SHIP (vara karnvarden) har pabarjats. En forutsattning for att bibehalla den positiva trenden ar att fortsatt involvera
samtliga medarbetare i utvecklingen framat. Las mer pa sid 42-43. Fyra stycken tillbud har under aret bedémts som allvarliga och
resultatet ar inte avvikande fran tidigare ar. For 2021 planeras strategiska insatser for att 6ka riskmedvetenheten och kunskap kring
hur hanteringen ska ske.

Klimatutslappen okade till 193 000* ton, 25 % lagre an basar 2010, enligt preliminart resultat. Terminalerna visade viss minskning
jamfort med 2020 och 73 % lagre an basar 2010. Totalt visar resultatet inte nagra storre forandringar for utslappsnivaerna, i jamforelse
med tidigare ar. Flertalet av aktiviteterna som genomforts under 2021 och planeras for 2022 ar langsiktiga och handlar om att bidra
till en omstallning i hela godsnavet. Utvaxlingen av dessa kommer inte direkt, vilket medfor att effekten pa resultaten syns forst inom
nagra ar. Miljopaverkan minskade inom avfall och for energi samt utslapp till luft skedde enbart marginella forandringar. Detta ar
troligen en effekt av bade pandemin och vidtagna atgarder i verksamheten. Las mer om resultaten for miljonyckeltal pa sid 52-54.

* Slutgiltigt resultat drgjer till nir slutgiltigt underlag inkommer under 2022.
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Langsiktiga
relationer med
vara intressenter

Hamnbolagets verksamhet paverkar och
paverkas av en rad olika intressenter — fran
agare och medarbetare till kunder, leverantérer
och myndigheter. Genom att lyssna pa vara
intressenter blir vi battre pa att forsta vilka fragor
som &r viktiga, hur vi ska prioritera och vad vi behdver
utveckla. | hamnbolaget samverkar och kommunicerar vi
[6pande med vara intressenter pa varierande séatt och genom
olika kanaler. Mer information om véra intressenter, kanaler
for dialog samt vilka forvantningar vara intressenter har och
vilka fragor de lyfter, aterfinns i tabellen nedan.

och

Myndigheter

Sambhille

omvarld 4

Leverantorer

Terminal-

GOTEBORGS
HAMN AB

operatorer 2

Bolag i hamn-
klustret?®

Medarbetare

1. Rederier, speditirer, varudgare, hyresgister.

2. Av hamnen utsedda, ex APM Terminals Gothenburg,
Logent och Gothenburg Ro/Ro Terminal.

3. Bolag i hamnen som ir driftsoperatirer eller som
Géteborgs Hamn AB har en affiirsrelation med,
ex Sandahls, Preem, St1.

4. Lokalsambiillet, nirboende, branschorganisationer,
politiker och media.

m Huvudfraga/ forvantan pa hamnbolaget Kanaler for dialog

I'igare Skapa forutsattningar for tillvaxt, sysselsattning och hallbar utveckling
i Goteborg. Att leda godsnavet till att vara en garant for naringslivets access
tillomvarlden och konkurrenskraftiga pa marknaden. Utdva insyn, styrning
och kontroll pa strategiska partners utifran ovanstaende syftningar.

Kunder Sakerstalla Sveriges bdsta logistiklage. Effektiv fullservicehamn inklusive
brett utbud av kringtjanster. Tillganglighet. Brett linjeutbud till sjoss och land.
Valfungerande infrastruktur och driftsforeskrifter. Balanserat och stort
volymunderlag. Marknadsfora hamnen. Kostnadseffektivitet. Tydligt informa-
tionsflode. Erbjuda och utveckla digitala tjanster kopplat till godsflodet.

Terminal- Andamalsenlig infrastruktur i och till/fr&n hamnen, pa kort och lang sikt.

operatérer Langsiktiga forutsattningar att bedriva effektiv fullservicehamn med brett
utbud av kringtjanster. Balanserat och stort volymunderlag. Stod kring
marknadsforing och foérsaljning. Erbjuda och utveckla digitala tjanster kopplat
till godsflodet. Samordning kring sdkerhet, miljé och generella hamnfragor.

Bolagi Andamalsenlig infrastruktur i och till/fran hamnen, pa kort och lang sikt.

hamnklustret Langsiktiga forutsattningar att bedriva hamnverksamhet. Balanserat och stort
volymunderlag. Marknadsfora hamnen. Erbjuda och utveckla digitala tjanster
kopplat till godsflodet. Samordning kring sakerhet, miljo och generella
hamnfragor.

Medarbetare Ansvarsfullt foretag. Sdker och trygg arbetsmiljo. Bra anstallnings- och lone-
villkor. Balans i livet. Mojligheter till utveckling och karriar. Flexibel arbetsplats.
Forutsattningar for delaktighet och motivation.

Leverantdrer Ansvarsfull, palitlig, tydlig och kompetent bestallare med hdg affarsetik.
Hallbarhet vid upphandling och framtida teknikval.

Myndigheter Folja aktuella lagar, tillstand och villkor. Kommunicera vara langsiktiga planer.
Utveckla en andamalsenlig infrastruktur. Trovardig och palitlig verksamhets-
utovare samt samarbetspartner. Bidra till samhallets olika utmaningar.

Sambhille och Palitlig och ansvarsfull aktor. Bidra till samhéllets olika utmaningar.

omvarld Minimera miljopaverkan. Skapa arbetstillfallen.
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Presidiematen, styrelsemoten, agardialog,
rapportering till staden.

NKI, Hamndagen, Energihamnsdagen,
Kundkontakter och besok, bunkerforum,
branschorganisationer, webbplats,
sociala medier, nyhetsbrev, massor.

NKI, regelbundna moten kopplat till
marknadsforing, forsaljning, kommunika-
tion, sakerhet, miljo och infrastruktur.
Gemensamma kundbesok.

NKI, Hamndagen, Energihamnsdagen,
regelbundna besok, samverkansforum,
branschorganisationer, webbplats,
sociala medier, nyhetsbrev, massor.

Utvecklingssamtal, arbetsplatstraffar, HME,
Winningtemp, arbetsutskott, arbetsmiljo-
kommitté, medarbetardag, intranat.

Upphandling, startmaéten for nya ramavtal,
uppfoljningsmaoten. Regelbundna moten.

Regelbundna méten och dialog med myndig-
heter och hamnar pa lokal, regional, nationell
och internationell niva.

Branschorganisationer, studiebesok, moten,
massor (bade bransch och mot arbets-
marknad), forskningsprojekt, sociala medier,
mail, telefon, webbplats, mediakontakter.
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UTBYTE GENOM FORSKNING OCH AKADEMI
Hamnbolaget berors av och samverkar med olika typer
av intressenter. Det handlar bland annat om samhalls-
aktorer och det ar da viktigt for oss att dela med oss av
var tid och kunskap. Hamnbolaget deltar ofta i olika
forskningsprojekt, med syfte att utveckla var verksamhet
och lara oss mer om framtida innovationer som forsk-
ningen har identifierat. Vi samarbetar med bade Goteborgs
universitet och Chalmers Tekniska Hogskola samt andra
hamnar och forskningsinstitut for att hitta [0sningar pa de
utmaningar som vi l6pande identifierar i var verksamhet
och bransch.

Under gangna aret har vi bland annat medverkat i
projektet Sea-Lion, tillsammans med Battery Loop,
DNV, Stena Line och Port of Kiel. Projektet handlar om
energilager med li-ion batterier i hamnmiljo. Dartill har
vi har bistatt vid ett antal examensarbeten samt deltagit
som expertkompetens och medsokande for relevanta
forskningsprojekt.

SAMVERKAN MED SKOLA OCH ARBETSLIV

Bolaget vill ge ungdomar och vuxna en mdjlighet att fa
kontakt med och komma ut i arbetslivet. Det sker bland
annat genom samarbete med Goteborgsregionen kring
"Samverkan mellan skola — arbetsliv”, halla foredrag,

ta emot studiebesdk fran skolor och universitet, erbjuda
praktikplatser, examensarbete och sommarjobb samt
ge mojlighet till arbetstraning. Det innefattar medverkan
pa arbetsmarknadsdagar och massor pa hdgskolor och
universitet. Omfattningen av detta arbete har dessvarre
varit mindre under 2021 an tidigare ar, till féljd av
pandemin.

Hamnbolaget ar en aktiv partner i projektet Framtida
transporter som vander sig till elever i arskurs 7 och 8 och
uppmuntrar till teknikengagemang. Eleverna far i projektet
skapa egna transportldsningar och samtidigt paverka sin
samtid och framtid. Bolaget ar ocksa partnerforetag till
Miljobron, en organisation som sammanlankar studenter
och foretag kring olika hallbarhetsprojekt. Studenterna
tillfor nya perspektiv till var verksamhet och far samtidigt
arbetslivserfarenhet och uppleva hamnbolaget som
potentiell framtida arbetsgivare.

Beroende pa pandemin har hamnbolaget under 2021 deltagit i fi missor
(enbart under histen) och avstdtt frin att anordna stirre event.
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DELTAGANDE | MENTORPROGRAM
Hamnbolaget ar partnerorganisation till Centrum for
Management i Byggsektorn (CMB), som ar en del av

Chalmers Tekniska Hogskola. CMB:s verksamhet fokuserar
pa kunskapsutveckling inom management och ledarskap

inom samhallsbyggnadssektorn. Under 2021 har flera

av hamnbolagets medarbetare deltagit i CMA:s mentor-
program, vilket ger studenter mojlighet till erfarenhets-
utbyte och kunskapsbyggande. Syftet med programmet
ar att pa basta satt forbereda morgondagens ledare for
kommande utmaningar genom att samla yrkeserfarna

och studenter i relationsbildande moten dar studenterna

kan fa stod i sin utveckling. Detta utvecklar i sin tur ocksa

mentorn, bidrar till hamnbolagets utveckling och visar

upp Goteborgs Hamn som arbetsplats. Programmet l0per

under oktober 2021 till maj 2022.

Josefin Persson

STUDENT, DESIGN AND
CONSTRUCTION PROJECT
MANAGEMENT, SAMHALLS-
BYGGNADSTEKNIK, CHALMERS

"Mina férvantningar handlar
om att utdka mitt natverk och f&
mojlighet till givande diskussioner
och kunskapsutbyte med en mentor.”

"Kunskapen som jag fir genom mentortriffarna
kommer forhoppningsvis vara till nytta i mitt
kommande jobbsokande, dvs gora mig mer siker pi
vad jag dr intresserad av att ha for roll i branschen.
Tror dven att jag kommer fd nytta av det i kommande
yrkesutdvning, oavsett om det dr inom en annan
del av branschen sa kan kunskaperna pa ett eller
annat sitt vara applicerbara.

Dé jag har tidigare erfarenbet frin produktion av
byggnader, sikte jag en mentor verksam inom andra
delar av bygg- och fastighetssektorn. Pd sd sitt vill
Jag vidga mina vyer fir att bland annat erhilla idéer
om karridrsvigval. An s linge har jag bara hunnit
med ndgra enstaka triffar med min mentor, Annika
Oskarsson, hos Giteborgs Hamn men det har varit
trevliga och villkorsldsa samtal. Jag har kint att jag
kan stilla vilka frigor som helst. Annika bar varit
valdigt bra pa att forklara, inte minst om Géteborgs
Hamns verksambet. Jag ser fram emot fortsatta
triffar dar vi kan utbyta tankar om aktuella dmnen
i branschen.”
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Pi Hamndagen samlas kunder och samarbetspartners for att diskutera hamngemensamma fragor.

LANGSIKTIGT KUNDFOKUS

Hamnbolagets intressenter bestar bland annat av olika
aktorer som genererar volymer till hamnen genom att
hantera och/eller styra gods- och varufloden och erbjuda
olika typer av service, till exempel rederier, varuagare,
speditorer och hyresgaster. Goteborgs Hamn AB anordnar
arligen Hamndagen. En dag dar vi samlar kunder och
samarbetspartners for att diskutera hamngemensamma
fragor och starka gemenskapen i hamnklustret. Hamndagen
fick stallas in till foljd av pandemin bade 2020 och 2021 men
under gangna aret har ett utvecklingsarbete kring Hamn-
dagen pagatt. Det har handlat om att identifiera hur dagen
skulle kunna utvecklas och hur bolaget pa basta satt kan
nyttja motestillfallet for god dialog med vara intressenter.
Forhoppningen ar att kunna genomfora Hamndagen 2022
som planerat och da i en uppdaterad version.

Det ar betydelsefullt for oss att veta vad som ar viktigt
for vara olika intressenter. Ett satt att samla in information
ar via en kundundersékning enligt N6jd Kund Index (NKI),
vilket bolaget har genomfort sedan flera ar. NKI utfordes
under 2021 och frekvensen for dess genomforande ar vart-
annat ar. Resultatet blir ett viktigt underlag for att kunna
utvardera bolagets och hela hamnens verksamhet. Kund-
undersokningen skickades till cirka 290 deltagare och svars-
frekvensen var cirka 55 procent. Resultatet for 2021 ars
undersokning blev 71, jamfort med 68 for 2019. Resultatet ska
analyseras vidare under borjan av 2022. Ambitionen ar att

arbeta ingaende och langsiktigt med resultaten, for att saker-

stalla att hamnen och dess intressenter levererar ratt saker
till sina kunder. Resultaten ar darfor ett viktigt underlag till

arbetet med bolagets affarsplan. Vid planering av verksam-
heten utgar vi ifran kunders och ovriga intressenters behov.
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FORUTSATTNINGAR UNDER 2021
Under 2021 har bolagets samverkan med kunder och
partners till stor del fatt genomforas pa olika satt genom
digitala verktyg. Detta har medfort nya arbetssatt for att
na kunder och 6vriga intressenter. Utmaningarna handlar
om att det &r svarare att etablera nya kundrelationer nar
man inte kan traffas fysiskt. Alla parter ar ju engagerade pa
sina hall, men det blir svarare att na fram med sitt budskap
och spelain alla berorda i dialogen. Har sker dock forand-
ringar till det battre, i takt med att branschen arbetat
langre och langre via digitala losningar. Det ar stor skillnad
i kanalerna for kunddialog jamfort med for ett ar sedan.
Den radande pandemin har fort med sig fler utmaningar.
Transportbranschen som helhet har paverkats, med féljder
som hogre fraktpriser och brist pa containers. Manga
aktorer har ocksa haft fullt fokus pa att klara befintliga
ataganden och varit mer aterhallsamma nar det galler
utvecklingssatsningar. | Géteborgs Hamn har dock manga
ldsningar kommit pa plats och branschens utmaningar
har hanterats. Operationella hanteringen av godset har
fungerat val och hamnen har inte haft kvalitetsproblem
i leveranserna. Dartill har Brexit forverkligats under aret,
vilket medfort anpassningar i hamnen och hos kunderna.
Trots utmaningarna har hamnbolaget haft ett flertal
framgangsrika kunderbjudanden och saljkampanjer.
Effekterna av dem syns i nya samarbeten och okade
godsvolymer samt nya linjer till hamnen. Ett exempel pa
nytt kunderbjudande ar “Climate Neutral Railport Partner”,
las mer pa sid 37 och las mer om godsvolymer och linjer
pa sid 15.
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Traff med "Climate Neutral
Railport Partner”-programmet

Goteborgs Hamn har idag ett valutvecklat och effektivt
jarnvagssystem till och fran hamnen, tack vare langsiktiga
satsningar. Andelen gods som transporteras pa jarnvag ar
hog och hamnbolaget arbetar lopande for att 6ka den
andelen. Under mars 2021 transporterades hogsta antalet
container (43300 TEU) pa jarnvag nagonsin, under en manad,
i Goteborgs Hamn. Att transportera gods via jarnvag innebar
avsevart lagre klimatutslapp an om transporten sker via
lastbil. Idag finns dock en liten andel utslapp som kvarstar
och dar har hamnbolaget tagit fram ett koncept till varu-
dgarna som mojliggor att hela transporten blir klimatneutral.
Konceptet som utgér Climate Neutral Railport Partner (CNRP)
innebar att kvarvarande utslapp klimatkompenseras. Hamn-
bolaget sakerstaller klimatberakningar enligt oberoende
tredje part (genomférs av IVL) och képer klimatkompensation
som ar certifierad enligt CDM Gold Standard.

Utvecklingen av programmet har handlat om att kunna
erbjuda kunderna en klimatneutral losning hela vagen fram
till kaj pa landsidan. Under november genomfordes en traff
for varuagare som ar med i programmet. Har presenterades
mer information men gav ocksa ett tillfalle for dialog kring
deras behov och krav. Har kunde hamnbolaget ocksa infor-
mera om sjofartens klimatutslapp samt hur varuagarna kan

Digital traff med Sveriges
hamnars miljonatverk

Goteborgs Hamn ar sammankallande for svenska hamnars
miljonadtverk och har under aret genomfaort tva digitala
traffar. Denna samverkan med andra hamnar ar viktig
eftersom det ger mojlighet till utbyte av erfarenheter,
information och strategier. Det inkluderar diskussioner om
hur man lever upp till miljolagstiftning och har formulerat
miljo- och klimatmal for respektive hamn. Ett exempel
pa det ar EU-lagstiftningen som berdr avfallshantering
i hamnar och kraven kring mottagande av fartygsavfall,
dar tolkningarna kan skilja sig at mellan hamnar. Goteborgs
Hamn ar den hamn som representerar Sverige i olika
sammanhang inom europeiska och internationella sam-
arbeten, vilket innebar att detta miljonatverk blir ett viktigt
forum for oss att sprida vidare information kring vad sker
inom olika internationella samverkansgrupper.

Traffen som genomfordes i november hade tema klimat.
Valter Selén, Senior Policy Advisor for hallbarhetsfragor i
ESPO, deltog och berattade om det senaste som hander inom
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Triiffen med *Climate Neutral Railport Partner’-
programmet skedde i november, ombord
hamnbolagets fartyg M/S Hamnen.

< <
“ORT pAY

bidra till omstallning genom exempelvis kravstallning

vid kop av transporter. Detta ar viktigt i arbetet med
atgarder for sjofartsdelen av transportkedjan. Varuagarna
kunde i sin tur vara tydliga med sina forvantningar pa
hamnens l6sningar framat, vilket ocksa skulle motivera
dem att nyttja Goteborgs Hamn aven i framtiden.

Under 2021 har triffarna med Sveriges hamnars
miljondtverk genomfirts digitalt.

hallbarhetsomradet for sjo6farten i Europa. Det handlade
bland annat om Fit for 55, vilket ar en samling av lagforslag
som kommer att ha baring pa hamn- och sjofartssektorn
inom klimatfragor, las mer pa sid 14. Det innehaller krav

pa elanslutning och alternativa branslen, vilket ar fragor
som ar centrala delar av hur svenska hamnar arbetar med
klimatpaverkan fran fartygen. Dartill presenterade Henrik
Rosengren fran Gavle Hamn hur de arbetar med klimat och
aven ovriga hamnar fick mojlighet att lyfta olika dags-
aktuella fragor i en diskussionsrunda.
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Systematiskt riskarbete

och hog affarsetik

All affarsverksamhet ar forknippad med risker. Risker som hanteras korrekt kan vara vardeskapande
och generera nya majligheter, medan déligt hanterade risker kan leda till skada och forluster. Formégan
att identifiera, vardera och hantera risk &r en viktig del i hamnbolagets ledningssystem Fyren. Ambitionen
ar att uppna bolagets méal genom ett balanserat risktagande dér vissa risker kan reduceras eller helt
undvikas genom prioritering och implementering av effektiva och valanpassade atgarder och kontroller.

Hamnbolaget har arbetat strukturerat med riskhante-
ring och internkontroll i flera ar och omradet utvecklas
kontinuerligt. Riskhantering utgor en integrerad del i
styrning och ledning av verksamheten samt ar en naturlig
del i beslutsfattandet pa olika nivaer. Sedan hosten 2020
finns en Risk Manager anstalld pa hamnbolaget vilket
innebar en satsning pa riskkompetens. Under arets risk-
arbete har vi renodlat bolagets overgripande riskbild. Det
har inneburit ett tydliggorande av risker inom olika nivaer
pa bolaget, fran avdelning upp till styrelsen. Grundstruk-
turen i riskarbete handlar om att identifiera risker, darefter
vardera dem utifrdn sannolikhet att de intraffar och sedan
gora bedomning av konsekvenserna om de skulle falla ut.
Varderingen utgor ett stod i hur vi prioriterar i hanteringen
av risker samt en grund for konsolidering uppat i organisa-
tionen.

Riskarbete inkluderas vid planering for att uppna verk-
samhetens mal eller sakerstalla verksamhetens formaga
att utfora sitt uppdrag. | samband med framtagande av
budget och affarsplan faststalls riskhanteringen for olika
riskomraden till en samlad riskbild for bolaget som helhet.
Den samlade riskbilden beskriver vilka riskreducerande
atgarder och kontroller som har inforts for att minska
risken och vilka atgarder som kommer att vidtas.

Som en del i arets arbete med verksamhetsplaner
infor 2022 ingar det att se over varje avdelnings
fordelade risker, utifran bolagets samlade riskbild.
Dessutom identifieras risker utifran de framtagna

STRATEGISKA OCH OPERATIONELLA RISKER

Strategiska risker ar risker som kan uppsta genom fel-
aktiga beslut vid exempelvis investeringar eller partnerskap.
Politiska beslut och forandringar i marknaden kan ocksa
innebara risker for bolaget. Vi behover darfor en aktiv
omvarldsbevakning och dialog med politiker och naringsliv.
Operativa risker ar de som harror fran var verksamhet.

Hit raknas risker runt tillgdngar och processer saval som
personalen och IT-risker. For att identifiera och hantera
dessa risker ar det viktigt att vara vaksam pa sddant som
kan skapa hinder for var verksamhet. Vi forebygger genom
rutiner och regelverk men den kollektiva och enskilda
erfarenheten har ocksa stor betydelse. Foretagskulturen

ar viktig, tex med fokus pa personsakerhet och inga avsteg
fran rutiner.

DEFINITIONEN FOR RISK AR:

En framtida handelse som hindrar oss att na vara mal.

| praktiken innebar det for oss att arbeta proaktivt
genom att identifiera risker (handelser/situationer/
forhallanden mm) som paverkar verksamhetens
formaga att na uppstallda mal, driva verksamheten
effektivt och sakerstalla processer.

UPPDRAG OCH MAL

planerna och dess aktiviteter. Arbetet skapar 5 Verksamhetsévergripande riskhantering
forutsattningar till proaktivitet genom att SS?“ Foretagsledningen ir tillsammans med styrelsen ytterst ansvarig
justera aktiviteterna efter en genom- &Q\, ﬁrb(ﬁ/ag@ts .sam/adz: m{kbz/dzn,é./uszfuefmmtagande/bes/ut
] B B I\ av Gvergripande dtgirder och intern kontrollplan.
lysning av de oonskade handelser &
. . 0
S‘9m kan hindra oss i g.enom— 0 _ Verksamhets- Process- och projektrisker
férandet. Nedan beskrivs N dvergripande risker Process- och projektigare samt ansvariga for visentliga
5 o) i 3 S riskomrdden dr ansvariga for hantering av sina
nagra storre riskomraden N e 3 SRy &3 ining!
. Q respektive risker och dtgarder inklusive uppfoljning
och hur vi hanterar Q’,\ - . . Gvervakning av dessa.
d isk Q\;J Overgripande processrisker g
€SS TISKer. @5 (Projektrisker)
&
ISKer 1lopande verksamheten
5 N Risker i lopand ksamhet

Risker i lopande verksamheten
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Chefer med delegerat arbetsmiljéansvar,

projektledare samt verksambets-/funktions-
ansvariga. Hanteras som lopande aktiviteter

i respektive process och i den dagliga
verksambeten.
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RISKER INOM MILJOOMRADET

Den verksamhet som bedrivs inom Goteborgs Hamn
innebar att det kan finnas risker for miljon. Vi tar emot
fartygsanlop, bygger anlaggningar och hanterar farliga
amnen i Energihamnen som staller hoga krav pa vara
arbetssatt och rutiner. Olyckshandelser kan dock ske och
da ar snabb hantering central for att minimera langsiktiga
konsekvenser for miljon. Miljoomradet ar i manga avseenden
styrt och kontrollerat av myndigheter och den politiska
varlden. Darfor ar hamnbolaget aktivt i det gemensamma
arbetet inom Goteborgs Stad, i kommunala forum och aven
samarbeten och kunskapsutbyten med de andra bolagen
inom staden.

RISKER KOPPLAT TILL SOCIAL HALLBARHET

Inom ramen for den sociala hallbarheten finns var vikti-
gaste resurs. Det ar alla medarbetare inom hamnbolaget
och personal hos ovriga aktorer inom godsnavet. En god
arbetsmiljo ar en forutsattning for att gora ett bra arbete.
Risker omfattar olyckor och incidenter, vilket kan innebara
att ndgon person blir skadad eller sjuk. En god psykosocial
arbetsmiljo skapar trygghet pa arbetsplatsen, vilket skall
vara en sjalvklarhet inom bolaget. Vi arbetar inom den
sociala hallbarheten bland annat genom hoga sakerhets-
krav, oppenhet gentemot vara anstallda och stod vid
handelser som paverkar den enskilde medarbetaren, bade
i samband med arbetet och i annan handelse.

Risker inom omradet manskliga rattigheter kan kopplas
till brott mot en eller fler diskrimineringsgrunder om hamn-
bolaget till exempel inte rekryterar kompetensbaserat och
med fokus utifran mangfalds- och jamstalldhetsperspektiv.
En annan risk ar om bolagets medarbetare och andra
som besoker var arbetsplats utsatts for krankningar och
trakasserier, eller om loneskillnader mellan man och
kvinnor ar osakliga.

AFFARSETIK OCH ARBETET MED ATT

MOTVERKA KORRUPTION

Att behandla kunder och samarbetspartners likvardigt utan
att gynna nagon samt att halla ingangna avtal och affars-
uppgorelser ar av stor vikt i hamnbolaget. Det ar ocksa
viktigt att inga mutor, oegentligheter, fortroendeskadligt
beteende eller korruption forekommer kopplat till var
verksamhet. Hamnbolagets uppforandekod ger riktlinjer for
hur styrelse, foretagsledning, anstallda och inhyrd personal
ska agera i det dagliga arbetet. Aktuell lagstiftning och
Goteborgs Stads ambitioner utgor miniminivan och skulle
nagot i uppforandekoden sta i konflikt med dessa regelverk
gar de fore koden. Alla nyanstallda och inhyrd personal
far skriva under att de har tagit del av ar uppférandekod.
Varje chef ansvarar for att innehallet i var uppforandekod ar
kant och tillampas av medarbetare och inhyrd personal.

Vill du veta mer kan du lasa hela var uppférandekod pa:
www.goteborgshamn.se/publikationer
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HALLBARHETSSTYRNING

Uppforandekoden innehaller bland annat
riktlinjer inom foljande omraden:

e Forhallande till kunder och samarbetspartners
Vi ska vara en ansvarstagande, oberoende, neutral och palitlig
samarbetspartner. Vi ser marknadsforing och representation
som en naturlig del i att utveckla relationer och samverkan.
Utgiangspunkten i all representation dr att den ska kinne-
tecknas av mdttfullhet.

Férhallande till leverantérer

Vi ska vara en ansvarsfull, palitlig och kompetent bestillare,
med hig affirsetik. Som offentlig aktir styrs var verksambet
av Lagen om offentlig upphandling. Osunda affirsrelationer

[far inte forekomma.

Mutor och korruption

Goteborgs Hamn AB:s chefer, medarbetare och andra som
agerar pd uppdrag av Géteborgs Hamn AB fir inte erbjuda,
betala ut eller ta emot mutor. Géteborgs Stad har en vissel-
blasarfunktion som all personal kan kontakta vid misstanke
om en allvarlig oegentlighet inom bolaget. Detta dr en viktig
funktion eftersom det kan finnas misstankar som kan vara
svdra att ta upp med sin chef eller bolagets ledning. Beskrivning
av hur man gar tillviga star i uppforandekoden. Giteborgs
Stads stadsledningskontor har ocksi ett omfattande arbete for
att forhindra korruption som hamnbolaget inkluderas av.

ATT GORA RATT IDAG OCH IMORGON

Under 2020 uppdaterades bolagets uppforandekod. Arbetet
med att etablera den nya uppforandekoden inleddes under
2020 och har fortlopt under
2021. En del i det arbetet har
varit att ta fram och genom-
fora en intern satsning kring
bolagets varderingar. Upp-
forandekoden ar strukturerad
med kapitel ifran varje
vardering (samverkan,
hallbarhet, innovation och
palitlighet), och varje
vardering far en fokus-
manad under 2021-2022.
Syftet med denna bolags-
overgripande satsning ar att
genomfora aktiviteter sd att
medarbetarna kompetensutvecklas ytterligare kring hur
bolagets uppdaterade uppforandekod och varderingar

ska vara narvarande i deras vardag.

Diskussioner om vikten av att gora ratt och hur man
sakerstaller det ar en viktig del av lopande verksamheten.
Det ar viktigt att halla uppforandekoden levande och att
varje del av verksamheten pratar om hur den kan och bor
tillampas i dagliga arbetet, vid exempelvis arbetsplatstraffar.

Under 2021 har fa ovriga bolagsovergripande specifika
insatser kopplat till affarsetik och korruption genomforts,
vilket beror pa prioriteringar utifradn bolagets identifierad
riskniva inom dessa omraden.
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HALLBARHETSSTYRNING
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Genom samverkan och
medvetna inkop gor vi skillnad

Hamnbolaget ska vara en del av [0sningen pa de utmaningar som vart samhdlle star
infor lokalt i Goteborg, men dven globalt. For oss ar det viktigt att bidra till ett mer jamlikt
Goteborg med minskat utanforskap, minskade skillnader i livsvillkor och hélsa samt goda
arbetsforhallanden. Hur vi lyckas och vad vi gor paverkar méanga i samhéllet.

BIDRAG TILL GODA ARBETSFORHALLANDEN
Hamnbolaget ar ett offentligt agt bolag och
inkopen styrs darfor av svensk upphandlings-
lagstiftning samt Goteborgs Stads policys och
regler. Dar stalls en mangd krav och hamn-
bolaget genomfor omfattande kontroller pa
leverantorerna som anvands. Det handlar om
att kunna utesluta leverantorer vars agare ar
domda for vissa brott, att alla leverantorer
har koll pa arbetsmiljo- och miljofragor, skatter
och avgifter samt efterfoljer gallande lagar
och regler. Merparten av leverantorerna har
sitt foretag i Sverige, med tillforlitliga kontroller
som genomfors lopande av Skatteverket och
andra svenska myndigheter. For utlandska
foretag kraver vi aktivt in intyg och utdrag fran
deras myndigheter som visar att samma hoga
standard foljs. | stora upphandlingar staller bolaget krav
pa att leverantoren har och efterlever egna uppforande-
koder. Vid en tjansteupphandling kan det exempelvis
innebara att leverantoren aktivt arbetar mot mutor och
korruption, med en hdgre ambitionsniva an vad lagen
kraver. Varor ska vara producerade utan att personalen
utsatts for daliga arbetsforhallanden (utifran ILO:s karn-
konventioner) och att barnarbete inte ska forekomma
(utifrdn FN:s barnkonvention). For évriga inkdp, dar egna
upphandlingar inte gors, finns det ramavtal fran Géteborgs
Stad och dar galler samma hoga krav som stalls vid
bolagets egna upphandlingar. Det galler aven for mindre
inkop utan upphandling eller avtal, sa kallade direktupp-
handlingar. Utdver krav pa egna uppforandekoder hos vara
leverantorer, stalls krav pa att leverantorer kanner till och
foljer hamnbolagets uppforandekod, saval som klausuler
gallande antikorruption och antidiskriminering. Vi talar
ocksd om bolagets karnvarden vid uppféljningsmoten
med vara leverantorer. Vi har hittills inte patraffat nagra
avvikelser kopplat till att ndgon bryter mot detta. For att
behalla overblicken kring att reglerna foljs, aven hos de
som utfor sjalva jobbet, minimerar vi antalet leverantorsled
i vara entreprenader.

HALLBARHET VID UPPHANDLING

Miljokrav ar del av bolagets grundkrav vid upphandling.
Under 2021 genomfordes dock en upphandling dar klimat-
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krav nyttjades pa ett nytt satt. Vid upphandling av fartyg
for att hamta sludge fran fartygen i hamnen, anvandes
bolagets klimatmal som en utgangspunkt i utvarderings-
modellen. Det innebar ett av kriterierna som leverantorerna
utvarderades pa var minskning av klimatutslapp, bade for
driften av fartyget samt efterfoljande transport for avfalls-
hantering. Resultatet innebar att tjansten blev dyrare
jamfort med tidigare, men losningen som kom pa plats
innebar minskade utslapp da fartyget ar en hybrid som
kor pa el och driver hjalpmotorn med HVO. Las mer om
leverantoren pa sid 45.

En del i Goteborgs Stads arbete med hallbarhet handlar
om att stalla krav pa social hdansyn i stadens tjansteupp-
handlingar, nar det ar mojligt. Goteborgs Stad har tagit
fram en modell for social hansyn i upphandlingar som ska
framja sysselsattningsmajligheter for personer som star
langt ifran arbetsmarknaden, stimulera social integration,
lika mojligheter och sociala rattigheter. Hamnbolaget har
under de senaste nio aren utvecklat och stallt sociala
krav vid upphandling. Sociala krav stalldes vid flera storre
upphandlingar under 2020, men under 2021 har detta
inte varit mojligt da upphandlingarna som har genomforts
har saknat ratt forutsattningar. Hamnbolagets ambition
ar att standigt forbattra och utveckla de metoder och
modeller som anvands for att stalla sociala krav vid upp-
handling och vi kommer aven i kommande upphandlingar
halla fortsatt fokus pa denna viktiga fraga.
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HALLBARHETSSTYRNING

Vart ekonomiska ansvar
— en stabil ekonomi

En stabil ekonomi och god lénsamhet ger Goteborgs Hamn AB méjligheter att underhalla och

utveckla hamnens anléggningar till nytta for kunder, dgare och svensk industri. Hamnbolaget verkar

pa en internationell konkurrensutsatt marknad och att leverera prisvdrda och konkurrenskraftiga
tjanster ar avgorande for fortsatt utveckling av godsnavet Géteborg.

ARETS RESULTAT

Resultatet for Goteborgs Hamn AB uppgick 2021 till

267 Mkr att jamfora med 239 Mkr for 2020. Nettoomsatt-
ningen okar med 3 procent till 813 Mkr vilket till stor del
forklaras av bra aterhamtning inom intakter fran anlop
som foregaende ar var mycket svaga pa grund av pandemi-
situationen. Bolagets vasentliga kostnader ar drift och
underhall av hamninfrastrukturen, personalkostnader och
avskrivningar. Hamntaxan for 2021 justerades med cirka

1 procent jamfort med 2020 som justerades med 2 procent.
Ambitionen ar alltjamt att halla taxan sa ldg som mojligt
och att arbeta med kostnadsbesparingar.

ARETS INVESTERINGAR

Hamnens verksamhet ar kapitalintensiv och en langsiktig
ekonomisk styrning ar av stor betydelse. Arligen upprattas
en tiodrig investeringsplan som rapporteras till agaren.
For den kommande tiodrsperioden uppgar planerade
investeringar till cirka 6 Mkr*. Darutover tillkommer
investeringar som ar pa utredningsstadiet.

De stdrsta investeringarna 2021:

» Framtidssakring Farja/Roro — avser fem projekt varav tre
ar aktuella for 2021. Arbetet med att skapa en ny hamndel

Avgifter fran
energivaror
O

\ \

Intékter fran
hyror och arrenden

©%

Ansvara for anléps-
process, trafikinformation

och évervakning / /

Underhall och
nyinvesteringar av kajer/
terminalytor

Muddrmg av
hamnbassangerna

Beskriver intikter och utgifter kopplat till virdekedjan, se sid r2—r13.
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Goteborgs Hamn AB

Intdkter och vad pengarna anvands till

/

Végoch jarnvags-
infrastrukturi
hamnens narhet

i Arendal, vaster om Alvsborgshamnen har fortgatt med

hog aktivitet. Den norra delen av Arendalsviken har vallats in
och fyllts med sedimenterade muddermassor. Arbetet med
sprangning av Sveas kulle befinner sig i slutfas, men ytter-
ligare atgarder inom projektet aterstar. Under aret har bolaget
gjort ett markkop kopplat till framtida farjelokalisering. For
alla projekt som ingar i arbetet med framtidssakring farja/roro
blev investeringskostnaden under 2021 totalt 112 Mkr.

Dykdalb i Skarvikshamnen — i oktober invigdes en ny dykdalb
vid kaj 510/511. Detta innebar att en fortojningsboj ersattes
av en fast fortojningskonstruktion. Detta har gett forbattrad
sakerhet och arbetsmiljo, samtidigt som anlop av storre fartyg
mojliggjorts. Den totala kostnaden har uppgatt till 28 Mkr
varav 25 Mkr under 2021.

Renovering av Vastra kajen — nya betongkonstruktioner och
betongreparationer utfors vid tre kajplatser i Skandiahamnen.
Investeringskostnad under aret blev 58 Mkr och den totala
investeringen har uppgatt till 95 Mkr.

Skandiaporten (farledsfordjupningen) — har arbetats vidare

med under 2021, las mer om status for gangna aret pa sid 16.
Investeringskostnad under aret blev 33 Mkr.

* Inklusive Scandinavian Distripoint AB.

Koncessionsavgifter fran kunder

och samarbetspartners
-
[

/&

Avgifter fran
anlopande fartyg

%

Miljo- och sékerhets-
arbete, klimatsmarta

transportkoncept
¥,
o— D -0

Utveckling
av logistikmark/
logistikcenter

- \

Rorlednlngar och
lastarmar

Marknadsfora godsnavet
Goteborgs Hamn
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Under histen 2021 genomférdes en
medarbetardag for samtliga anstillda.

Fokus pa en intressent: Medarbetare

Goteborgs Hamn AB ska vara en inkluderande arbetsplats dér det rader jamstalldhet och mangfald,
dar ingen diskrimineras eller kranks. En arbetsplats som tar tillvara olika erfarenheter och kunskaper
och dar medarbetarna trivs och utvecklas. De manskliga réattigheterna ska genomsyra hela verk-
samheten och var uppférandekod finns for att sakerstalla det, [as mer pa sidan 39. Bolagets mal om
Okat HME-varde handlar om att forsakra oss om att arbetet gar i ratt riktning. Det finns omréden

dér vi kan bli battre och darfér uppmuntrar vi medarbetarna att tycka till och berédtta om sin
arbetssituation. Allt ar ett led i vart arbete for att fortsatt vara en attraktiv arbetsgivare!

INSATSER FOR MEDARBETARNA UNDER 2021

e Under aret genomfordes en medarbetarundersokning, o Bolaget har startat upp en satsning pa kompetens-

42

utformad av Goteborgs Stad. Undersokningen matte
hallbart medarbetarengagemang (HME) som handlar
om motivation, ledarskap och styrning. Resultatet inkom
i januari 2022 och blev 86, tidigare utfall fran 2020 var
80. Fortsatt analys och aktiviteter utifran nya resultaten
fortloper under 2022.

® Temperaturmatningsverktyget Winningtemp har till-

lampats under hela aret. Det har inneburit att bolaget
har kunnat folja arbetet med HME under hela aret. Varje
vecka svarar medarbetarna pa ett fatal fragor som ger
temperaturer inom olika omraden. Detta arbetar vi med
i mindre grupper och for diskussioner om var arbets-
miljo och hur vi mar. Matningen gors for att forbattra
medarbetarmalet och syftar till att bedoma om vi gor
ratt insatser och jobbar pa ratt satt for att skapa en

sd bra arbetsmiljo och trivsel som mojligt.

Aktiviteter har genomforts utifran likabehandlings-
planen, som utgar ifran fokusomraden fran Goteborgs
Stads budget och diskrimineringslagen, exempelvis
manskliga rattigheter, jamstalldhet och jamlikhet.
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utveckling utifran bolagets varderingar (SHIP, se sid 10).
Syftet ar att tydliggdra vad vara kdrnvarden innebar
och aktiviteter genomférs under en fokusmanad per
kdrnvarde. Har far medarbetarna reflektera kring hur
varderingarna spelar en roll i vardagen.

Aret har fortsatt kravt anpassningar for alla medarbetare
utifran pandemin. Alla medarbetare som kunde arbeta
hemifran blev erbjudna stabord i wellpapp och aven
relevant utrustning for att skapa en bra arbetsmiljo
hemma. Krisledningen har lopande tagit beslut kring
restriktioner och man tog fram back to office plan for
atergangen till kontorsarbete som pabdrjades efter
sommaren. Har inkluderas fortsatta flexibla losningar
for personalen.

Medarbetarna har fatt mojlighet att nyttja ett verktyg
for pausjympa som enkelt kan utforas vid arbetsplatsen
eller hemmakontoret.
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SATSNINGAR PA KOMPETENSUTVECKLING UNDER 2021

e Under aret har ett program for medarbetarskapsutveck-
ling startats upp. Detta innebar att alla medarbetare
kommer att vid utbildningstillfallen fa fokusera pa det egna
medarbetarskapet. Det handlar om att bygga motivation,

behalla engagemang och bygga pa bolagets gruppkansla.

e Ett bolagsspecifikt ledarskapsprogram for chefer har
lanserats under 2021. Det handlar om att etablera en
gemensam plattform for ledarskap inom bolaget och ge
cheferna mojlighet att utveckla sitt ledarskap. Det inklu-
derar utbildning i utvecklande ledarskap, forandrings-
ledning samt att leda andra. Utover programmet har
cheferna fatt utbildning i kompetensbaserad rekrytering,
for att oka medvetenheten och minska risken for diskri-
minering baserat pa férdomar. De har ocksa fatt utbild-
ning i krisstod och psykologiskt omhandertagande.

® Arbetet med bolagets utbytesprogram har rullat vidare
under 2021. Programmet handlar om att medarbetarna
kan aka pa skraddarsydda studiebesok hos andra hamnar.
Syftet ar att medarbetaren ska fa mojlighet att lara sig
mer om hur andra hamnar arbetar och kompetensutveckla
sig inom olika omraden, samt att aterfora kunskap till vart
bolag. Under aret har antagningsprocessen genomforts
och tva medarbetare ar utvalda for att resa till hamnen i
Hamburg under 2022. Férberedelser pagar ocksa for att
kunna ta emot medarbetare fran Hamburg i Goteborg.

Linn Rustan Vigren

INKOPARE,
GOTEBORGS HAMN AB

"Jag kanner mig som en
del av verksamheten och allt som gors
pé olika hall, vilket gdr mig stolt.”

”Jag ser att mitt arbete ger resultat och upplever att
man blir lyssnad pa. Med det nya utbytesprogrammet
visar bolaget att de vill satsa pi oss anstillda. Det ar
inte bara tomma ord utan dven handling, vilket jag
uppskattar. Senaste tiden har minga av oss arbetat
mer hemifrin, men jag foredrar att vara pd jobbet nir
det dr majligt. Jag trivs pd plats, det blir bittre rutiner
och ett fint socialt sammanhang nar man dr pa plats.
Det kan vara svdrt med de geografiska avstind som
trots allt finns néir vi ar utspridda, da far man inte
riktigt koll pa sina arbetskamrater. Vi arbetade med
vdra virderingar (SHIP) pi medarbetardagen, vilket
var nyttigt. Vissa saker dr viktiga for mig — som att
ha respekt for varandra. Kirnvirdena dr stora ord som
kan vara svdra att leva upp till i vardagen. Men jag
vet att jag bidrar pd mitt sitt och tillsammans
kan vi skapa nagonting storre ibop.”
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FOKUS PA EN INTRESSENT

o

Carl Johan
Andersson

JARNVAGSANSVARIG,
GOTEBORGS HAMN AB

"Hamnen ar en haftig
arbetsgivare! Vi har en arbetsplats
dar verksamheten ska fungera
nasta vecka och nésta ar, men
aven femtio ar framat.”

Vi jobbar utifrin dessa perspektiv, frin det lilla
operativa till det langsiktiga. Hir finns ocksi
utmaningar, ddr man mdste ha respekt for vissa
planeringsprocesser samtidigt som man inte fir
glomma bort att vi kan gora bra saker pa kort sikt.
Jag ansvarar for jarnvdgen i hamnen — att den dr
siker och att ingen ska skada sig. Planerar tagtrafiken
och koordineringen mellan alla inblandade aktirer,
diir samarbete och arbetsmiljo ir viktiga frigor som
hamnen tar stort ansvar for. 1 tio dr har jag haft ett
stort ansvar for detta omride sjilv, men nu dr en
ny kollega pa plats. Med allt vi ska gora framiver
kinns det skint att fa ytterligare kompetens.

Vi stir infor en stor digitalisering som kommer pd-
verka hamnen positivt pi minga sitt. Vi vill ligga

i framkant och bidra till att jarnvdgen blir totalt
Sfossilfri. Men det ska vara ekonomiskt hillbart ocksa
och det dr en viktig parameter. Vi dr inte en anslags-
myndighet utan ett bolag som limnar bidrag till
kommunen samtidigt som vi utvecklar. Det tycker jag
ar jéittebra for da fiar man respekt for kostnaderna.”

UTSEDD TILL EXCELLENT ARBETSGIVARE 2021

Varje ar gor Nyckeltalsinstitutet en kartlaggning, dar man
utifran olika parametrar mater hur jamstallt bolaget ar.

| arets jamstalldhetsindex blev vardet 145, en 6kning
fran tidigare 121. Resultatet innebar att bolaget blev
utsett till Excellent arbetsgivare 2021 och darmed tillhor
de tio procent basta arbetsgivarna nar det kommer till
jamstallda arbetsvillkor for kvinnor och man i svenskt
arbetsliv. Utmaningarna framat for bolaget handlar om
att oka andelen kvinnor, sarskilt inom delar av verksam-
heten som ar mansdominerade, exempelvis energihamns-
verkstan. Har bedrivs ett langsiktigt arbete for att bidra
till tidiga insatser genom samarbeten med skola och
universitet, for att oka andelen kvinnor som valjer utbild-
ning inom exempelvis el, mekanik och anlaggning.

Excellent
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Fokus pa en intressent:

STENA OIL - EN VIKTIG AKTOR | ENERGIHAMNEN

Stena Qil har bedrivit verksamhet i Energihamnen i cirka
tjugo ar och ar en viktig aktor i hamnen. Vid deras anlagg-
ning hanteras, lagras och saljs bunkerolja. Bolagets mark-
nad ar global och deras kunder finns over hela jorden, inte
enbart i Goteborg med omnejd. Verksamheten ar beroende
av infrastrukturen i hamnen, framst rorledningar och kajer.
Man har satsat mycket de senaste aren for att modernisera
och har har nara samverkan med hamnbolaget varit viktigt
for att kunna mojliggora det. Framtida utmaningar for
verksamheten handlar om logistiken pa och runt kajerna i
Energihamnen. Har ska aldre infrastruktur rustas upp och
underhall genomfdras, da blir det en utmaning att bedriva
vanliga verksamheten. Samverkan mellan hamnbolaget och
Stena Qil ar darfor central for att kunna hitta losningar sa
att daglig drift och utvecklingsarbete kan lopa pa samtidigt.

HALLBARHETSFRAGOR FOR FRAMTIDEN

Satsningarna med att utveckla Stena Oils verksamhet i
Energihamnen handlar framfor allt om att forbattra deras
mojligheter att kunna hantera nya fornyelsebara branslen
och produkter. Det ar en anpassning till kunderna och
marknadens efterfragan och kraver andra arbetssatt samt
utveckling av befintlig infrastruktur.

Anlaggningens cisterner kopplas lopande upp till fjarr-
varme, i stallet for fossileldad varme. Det ar en forandring
som kommer att ske over tid och vid nybygge valjs alltid
fjarrvarme. Inom nagra ar ska hela verksamheten vara
uppkopplad till fiarrvarme. En annan viktig hallbarhets-
fraga for bolaget handlar ocksa om att skapa sakra miljder,
bade for personal och omliggande natur. Produkterna ska
hanteras sa sakert som mojligt i slutna system. Har finns
overfyllnadsskydd och larm som varnar for att upptacka
olika risker.

Martin Josefsson

SAKERHETSCHEF,
STENAOIL AB

"Samarbetet med
GoOteborgs Hamn &r jatteviktigt,
tillsammans kan vi skapa bast
forutsattningar for att vi ska kunna
bedriva var verksamhet.”

*Vir samverkan med hamnbolagets personal i
Energihamnen ar jitteviktig och har hittills
fungerat vildigt bra. I utvecklingen framdt dir det
viktigt att vi dr proaktiva tillsammans, si att man
kan méta upp forandringsbehov nir de ar aktuella.
Ett exempel handlar om att vi, tack vare anligg-
ningen i Energibamnen, har kunnat ligga i fram-
kant nir det giller att méta utslappskraven pa
produkterna. Vi har haft mdjlighet att blanda och
sdlja en sadan produkt, redan innan lagstifiningen
har triitt 1 kraft. Detta blir en viktig konkurrens-
fordel jamtemot vira konkurrenter som inte har en
anliggning som majliggor det. Vi har goda chanser
att forbereda var anliggning och kan dirmed ligga

i framkant och vara redo infor kommande krav.”

Foto: Stena Oil AB

)) Las mer om Stena Qils verksamhet pa: www.stenaoil.com
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Fokus pa en intressent: Leverantor

NORTHERN ENERGY & SUPPLY

KONVERTERAR SERVICEFARTYG TILL ELDRIFT

Northern Energy & Supply (NES) har idag ett tankfartyg,
Northern Skagerrak, som har avtal med hamnbolaget att
hamta maskinrumssludge fran anlopande fartyg i Goteborgs
Hamn. Utdver detta anvands baten for att hamta slop-vatten
fran fartyg, huvudsakligen mellan Skagen—Goteborg. Nu ska
fartyget konverteras fran framdrift med konventionell diesel
till framdrift med el och HVO. Batteriet kommer att dimensio-
neras for att mojliggora ren eldrift under uppdragen i hamnen
och innebar att fartyget kan operera utan att anvanda fossilt
bransle. Batteriet kommer att laddas genom landanslutning
och arliga reduktionen av CO,-utsldpp beraknas till cirka
680 ton. Det konverterade fartyget planeras att tas i drift
under det andra kvartalet 2022 och ar en viktig del i hamn-
bolagets mal kring att reducera klimatutslappen.

ELEKTRIFIERING - EN VIKTIG HALLBARHETSFRAGA
Bolaget, som ar en del av Northern Offshore Group, arbetar
med hallbarhet inom olika omraden. Ett viktigt omrade ar
bolagets fartygsflotta, dar man har mojlighet till att direkt
forandra dess miljopaverkan. Flera utvecklingsprojekt ar
igang dar de tar fram design for bade nya helelektriska
och hybridfartyg, men aven projekt med konvertering

av befintliga fartyg till hybridlosningar. Utmaningen med
elektrifiering av fartyg ar tillgang till laddning och utveck-
lingen av nya tekniska losningar. Har ar infrastrukturen
kring hamnen viktig och behover utvecklas lopande.
Samverkan mellan NES och hamnbolaget ar en del i att
mojliggora denna utveckling och fa lésningar pa plats.

Northern Skagerrak

Djupgéende (fullastad): 4,0 m l .
Langd: 45,99 m ‘.
Bredd: 9,6 m
e
R ———

Déd vikt: 700 ton
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"Vi arbetar for en cirkular

David Kristensson

GROUP CEO,
NORTHERN ENERGY & SUPPLY

-
-

>
¥

affarsmodell och vi vill vara med

och bidra till en héllbar varld.

Da méste vi erbjuda hallbara produkter
och tjanster. Det ar dérfor fantastiskt
att fa mojlighet att leverera en hybrid
tanker till Goteborgs Hamn."

Vi har arbetat med Géteborgs Hamn i manga dr

och ser fram mot ett langsiktigt och bra samarbete
[framdver. Giteborgs Hamn dr en viktig partner som
har en kvalitetsstimpel som NES dr stolta ver att
fd vara en del utav. Det finns mycket kunskap inom
hamnen och de dr expansiva pa ett sitt som utmanar
oss som leverantir. Vi ar ett foretag som ligger i fram-
kant och utvecklar hela tiden vdra tidanster till att
vara det bista pd marknaden. Det dr ocksd viktigt
att vi fir gehir néir vi kommer med vira innovativa
losningar och att vi arbetar tillsammans med att
Sfortsiitta utveckla hamnen framdit. Nar det galler
miljomal sd har vi méanga likheter med Géoteborgs
Hamn, vilket ir positivt. Giteborg dr staden
dir vi lever och verkar, att fi vara med och piverka
vdr omgivning och miljo till det battre dr fantastiskt.”
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HALLBARHETSSTYRNING

Bolagets sakerhetsarbete

Ett komplext tjansteforetag som Goteborgs Hamn AB méste ha tillforlitliga och vl
fungerande rutiner sa att sakerhet beaktas, sdval internt som externt. Ett effektivt,
verksamhetsanpassat och systematiskt sékerhetsarbete ar ocksa en férutsattning
for att hamnbolaget ska fa bedriva internationell hamnverksamhet.

SKYDDSOBJEKTET GOTEBORGS HAMN
Goteborgs Hamn klassas som skyddsobjekt och om-
fattas av EU:s hamnskyddsregler. Det innebar hoga krav
pa sakerheten, till exempel tilltradeskontroller samt foto-
och filmforbud. Godsnavet har en strategisk betydelse for
samhallet och stora varden forvaras och transporteras
till och frdn hamnen, vilket innebar att det alltid finns en
hotbild. Nar hotbilden mot Sverige férandras, paverkar det
ocksa Goteborgs Hamn. Hamnbolaget arbetar forebyggande,
nara Sakerhetspolis och Transsportstyrelsen, for att forutse
handelser och minska riskerna kopplat till olika hot.
Forsvarsmakten har under aret nyetablerat Alvsborgs
amfibieregemente, AMF 4, vid Karingsberget i narheten av
hamnen. Etableringen innebar stora fordelar nar det galler
halla godsnavet 6ppet, bade gallande hoga skyddsnivaer
och skarpt beredskap. Under hosten besoktes ocksa
hamnen av chefen for insats hogkvarteret (CINS), General
lojtnant Michael Claesson, och hade dialog kring gods-
navets betydelse och hamnskyddet.

UTVECKLING AV SKYDDSARBETE UNDER 2021
Hamnbolagets bevakningsleverantor Avarn har utvecklat
formaga att ytsoka sprangamnen fran vattensidan.
Projektet paborjades under 2020 och har inneburit traning
av tva hundekipage, som godkants genom certifiering
under 2021. Detta innebar att hamnen ar forst i Norden
med egen formaga till ytsok och kan arbeta systematiskt
med sokningar vid kajerna.

Under 2021 har en ny sakerhetsskyddsanalys genom-
forts och en uppdaterad sakerhetsskyddsplan tagits fram.
Dartill har hamnskyddsutredning samt hamnskyddsplan
ocksa fornyats. En inspektion genomfordes ocksa av
Transportstyrelsen. Sammantaget har detta inneburit
nya femars godkannande av hamnskyddet enligt EU dir
65/2005 och sjofartsskydd enligt EG 725/2004. Fokus for
2022 blir ytterligare arbete med sakerhetsskydd och
krigsplanlaggning.

VIKTIG INFORMATION MASTE SKYDDAS

Information i form av dokumentation och system ar en
viktig tillgang och grunden till allt arbete i hamnen. Vara
anstallda och andra intressenter ar beroende av att
informationen ska vara tillganglig, korrekt och atkomlig
for behorig. Arbete med att kartlagga, klassificera och
atgarda gap for att forebygga risker och 6ka sakerheten
startades som foljd av andringar i gallande lagstiftning.
Bakgrunden till uppstramningen ar att cyberhot och
informationsspridning okar explosionsartat och darmed
aven riskerna. NIS-lagen staller krav pa informations-
sakerhet och incidentrapportering. Reglerna omfattar
leverantorer av samhallsviktiga tjanster dar Goteborgs
Hamn ar en sadan leverantor. Under gangna aret har
bolaget arbetat med att fortsatt etablera ett systematiskt
informationssakerhetsarbete dar ett ledningssystem
fortsatt har implementerats och en informationssakerhets-
specialist har anstallts. E-learning utbildning pa temat
informationssakerhet genomfors av alla nya medarbetare
och uppdateras arligen for att uppratthalla en god niva
av kannedom hos samtlig personal.

Under 2021 blev hamnen forst med egen

formaga till ytsék av sprangimnen. Hundekipage
har trinats till att genomfira sékningarna

och godkéndes genom certifiering under dret.
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En sakerhetstjanst overvakar handelser i IT-miljon for

att 6ka motstandskraften mot angrepp. Denna ger aven
tillgang till incidentteam bestdende av specialister och
analytiker inom omradet. Phishing-kampanjer har genom-
forts under aret i syfte att utbilda personalen, kartlagga
nuldage kring organisationens motstandskraft mot den
typen av hot. Sakerhetsgenomlysning av system har aven
genomforts dar brister identifierats och atgardats. Den
tekniska miljon for sakerhetstekniska system byggs om
fran grunden for att dven inom detta omrade 6ka mot-
standskraften vasentligt. Informations- och cybersakerhet
blir en alltmer etablerad och accepterad fraga som inte
kan forbises. Karnan i den héar fragan handlar — som i sa
manga andra fragor i verksamheten — om att identifiera
och hantera risker.

SAKERHETSARBETE | ENERGIHAMNEN
| Energihamnen transporteras och lagras en stor mangd
brandfarliga produkter sasom bensin och tjockolja. Detta
i kombination med en hamnverksamhet med fartygsanlop
och ett flertal kundoperatorer inom en liten yta innebar
stora risker. For att uppna en saker energihamn kravs
kontinuerlig riskhantering och forbattringsarbete for
utrustningars kvalitet och tillforlitlighet. Under aret har
renoveringar av pumpstationer fortsatt. En del i arbetet
har ocksa inneburit en satsning pa hantering av tidigare
anmarkningar fran skyddsronder. Sammantaget medfor
detta framforallt forbattrad arbetsmiljé men ocksa okad
driftsdkerhet till foljd av atgarder kring automatisering.
Arbetet med informationssakerhet i Energihamnen har
under 2021 fokuserat pa att kunna sakerstélla att produk-
tionen kan uppratthallas om styrsystemen skulle slas ut.
Ytterligare forbattringsarbete har handlat om forstarkta
tilltradeskontroller och fler kameror. Dessvarre har alko-
bommarna vid Port 1 fortsatt inte kunnat nyttjas under
pandemin, kopplat till riskerna for spridning av covid-19.

ALLVARLIG OLYCKA UNDER 2021

I mars 2021 intraffade en allvarlig olycka i Torshamnen.
En entreprendr, som pa uppdrag av hamnbolaget arbetade
med inspektion av en brokonstruktion, kor emot konstruk-
tionen med sitt arbetsfartyg. Utgdngen innebar att en
person avled. Situationen hanterades av personal pa plats,
raddningstjanst och polis. Hamnbolaget aktiverade
krisledningen. Olyckan har darefter utretts av polisen,
Transportstyrelsen, Statens Haverikommission och
hamnbolaget. Samtliga resultat ar annu ej klara, vilket
innebar att orsaken ej annu ar fullt utredd. Hamnbolaget
har samverkat med samtliga berorda aktorer under
processens gang. Den egna utredningen syftade framst
till att identifiera forbattringsmojlighet i samband med
projektverksamhet och krisledning. Efter utredningen togs
en atgardsplan fram, vilken inkluderade aktiviteter bade
gallande egna verksamheten och entreprendrer som
verkar pa uppdrag av hamnbolaget. Det handlade bland

annat om att forbattra och utveckla befintliga arbetsrutiner

inom olika omraden.
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E-learning utbildning pd temat informationssikerhet
genomfors av alla nya medarbetare.

Susanne Utbult

HR-CHEF,
GOTEBORGS HAMN AB

"Krisstod handlar om
att fokusera pa manniskan och hur
hen mar, har fér kanslor och upplevelse.
Det ar viktigt att skilja mellan haveri-
utredning och krisstod — det ar aldrig
krisstodets uppgift att leta efter orsak.”

"I samband med den allvarliga olyckan hade jag
mdajlighet att vara omedelbart krisstod till de drabbade
hos entreprendren, innan deras egen foretagshilsovird
hade majlighet att ta vid. Det blev en kort debriefing,
vilket dr ganska vanligt eftersom man ofta dr chockad
1 ett tidigt skede. Krisstid har oftast bist effekt efter
ungefir ett dygn. Det dr viktigt att ta hand om alla
som drabbas, bide de som dr direkt paverkade och
duriga i arbetsgruppen. Var berorda interna personal

[fick ocksd stodsamtal och bolagets krisledning
aktiverades.

Sammantaget visar uppfatiningen efterdt att omhinder-
tagandet upplevdes positivt. Senare har vi ocksd
erbjudit krisstodsutbildning for chefer och andra grupper
inom bolaget for att Gka kompetens inom omrdidet.
Det finns alltid forbittringsmaoyligheter efter sidana
har tillfillen, sarskilt eftersom man i tidigt skede sillan
har hela bilden kring situationen. Det Gr viktigt att
utvirdera och darefter bygga upp en beredskap med

krisstod, si att man ar redo nér nigonting intriffar.”
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HALLBARHETSSTYRNING

Om var hallbarhetsredovisning

Goteborgs Hamn AB har gett ut en arlig hdllbarhetsredovisning, Hallbar hamn, sedan 2012.
Hallbarhetsredovisningen beskriver bolagets arbete med héllbarhet ur begreppets samtliga tre
dimensioner: social, miljdmassig och ekonomisk. Detta presenteras pa ett integrerat satt, utifran
olika exempel fran verksamheten. Dartill lyfts fokus pa tre intressentgrupper och deras perspektiv
fram: medarbetare, leverantorer och bolag i hamnklustret. Samtliga fall har valts ut genom att
utgé fran bolagets héllbarhetsfragor samt intervjuer med medarbetare och chefer.

ARSREDOVISNINGSLAGEN OCH

GLOBAL REPORTING INITIATIVE (GRI)

Denna hallbarhetsredovisning avser verksamhetsaret
2021 och utgor koncernens och bolagets lagstadgade
hallbarhetsrapport. Den &r en del av forvaltnings-
berattelsen for Goteborgs Hamn AB med organisations-
nummer 556008-2553. Under 2015-2019 redovisades

i enlighet med Global Reporting Initiatives (GRI) riktlinjer
for redovisning av hallbarhetsinformation. Fran och med
2020 upprattas redovisningen inte langre utifran GRI, dven
om tidigare utgangspunkter med GRI som grund fortsatt
tillampas. Syftet ar att fa en kontinuitet i rapporteringen
och fortsatt systematiskt hantera redovisningen av
bolagets hallbarhetsfragor.

VASENTLIGHETSANALYS
Metoden for att identifiera de vasentliga hallbarhets-
fragorna bestar av féljande steg: identifiering, prioritering
och validering. Under 2015 identifierades bolagets hallbar-
hetsfragor och dessa prioriterades sedan av en rad olika
intressentgrupper och med utgangspunkt i férvantningar
och krav fran var agare, myndigheter, vart ledningssystem
inom miljo, arbetsmiljo, kvalitet samt utifran trender i sam-
hallet. Darefter har [0pande arbete skett med att uppdatera
och validera att dessa fragor varit fortsatt relevanta for
verksamheten.

Under 2020 uppdaterades bolagets hallbarhetsanalys
utifran FN:s globala mal for hallbar utveckling. Dess

GOTEBORGS HAMN AB:S HALLBARHETSFRAGOR

Informera om:

» Hog affarsetik » Mangfald och jamstalldhet
- Biologisk mangfald * Icke-diskriminering

» Utslapp till luft + Kompetensutveckling

» Arbetsmiljo och halsa « Minskat utanforskap

« Sakerhet
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relevans for bolaget samt bolagets paverkan pa malen
uppdaterades, resultatet beskrivs pa sid 28-29. Relevansen
beddomdes utifran kategorierna ej relevant samt generell,
betydande och central for bolaget. Den uppdaterade
analysen visade att fler mal och delmal var relevanta,
jamfort med tidigare analys. Dartill har kopplingen till
bolagets styrning, vardekedja och intressenter synliggjorts.
Detta ar grunden for bolagets hallbarhetsarbete framat.
Den uppdaterade hallbarhetsanalysen enligt globala
malen matchades darefter med tidigare vasentlighets-
analys upprattad enligt GRI:s riktlinjer. Syftet var att
koppla samman prioriteringarna och nyttja materialet
for att uppdatera och validera bolagets vasentliga hallbar-
hetsfragor. Resultatet innebar en viktning av hallbarhets-
fragorna for hallbarhetsredovisningen, enligt foljande:

« Fragor som ska informeras om, da de har
betydelse for bolaget

» Fragor som ska fokuseras pa, da de ar
vasentliga for bolaget

Resultatet av den uppdaterade vasentlighetsanalysen

2020 innebar att fem fragor identifierades som vdsentliga
och ovriga ska informeras om, se nedan. Denna bedémning
ar fortsatt gallande for 2021 och innehallet i hallbarhets-
redovisningen prioriteras utifran de vasentliga hallbarhets-
fragorna.

Fokusera pa:

» Utveckling av godsnavet
+ Stabil ekonomi

+ Klimat

* Resurseffektivitet
* Energi
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NYCKELTAL
CH UPPLYSNINGAR

| foljande sammanstallning redovisas de upplysningar
som Goteborgs Hamn AB bedomt som relevanta utifran
vara vasentliga fragor, som nyckeltal och annan infor-
mation. Nyckeltalen som redovisas ar framtagna med
utgangspunkt ur GRI Standards pa tillampningsniva Core,
da grunden for detta lades under tidigare ar nar redovis-
ningen var upprattad enligt Global Reporting Initiative
(GRI). Dartill finns ytterligare nyckeltal som vi har bedomt
ar intressanta att redovisa utifran bolagets uppdrag

och styrning.

Forst redovisas nyckeltalen dar aktuell mat- och
berdakningsmetodik och tillhGrande kommentar aterfinns
i hégerkolumnen. Aren som redovisas ar 2017-2021.
Basar for berdakningarna av nyckeltalen ar 2010, efter-
som bolaget omstrukturerades vid den tidpunkten.

Dar inget annat anges avser nyckeltalen Goteborgs
Hamn AB, da dotterbolaget Scandinavian Distripoint AB:s
verksamhet inom koncernen ar begransad.

Hallbarhetsupplysningar kopplat till
Z\rsredovisningslagen aterfinns pa foljande sidor:

AFFARSMODELL
6-10, 12-15, 30-33, 50-51

MILJO
14, 16=21, 24-29, 31-33, 37, 39-40, 44—45, 52-54

SOCIALA FORHALLANDEN
22-23, 30, 40, 42-43, 50, 56

PERSONAL
11, 28, 30-33, 42-43, 47, 55-56

RESPEKT FOR MANSKLIGA RATTIGHETER
39-40, 42

MOTVERKANDE AV KORRUPTION
30-31, 38-40, 51
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EKONOMI
_ 2021 2020 2019 2018 2017 Mat- och berdakningsmetod /kommentar

Ekonomiska nyckeltal

Nettoomsattning, Mkr 813 790 764 754 751

Kassaflode fran l6pande 376 354 338 284 394

verksamhet, Mkr

Ekonomiskt stod fran offentliga 2,3 12,6 0 14 90,3

organ, Mkr

Skapat ekonomiskt varde, Mkr:

Kunder 824 800 768 788 772 Ekonomiskt varde i tabellen visar effekten av
"betalningsstrommar” i bolaget. Inkluderar darfor

Distribuerat ekonomiskt varde, Mkr: inte bokféringsméssiga avskrivningar och dylikt.

Leverantorer -220 -226 -224 -186 -237 Tabellen innehaller ej heller eventuellt momseffekter.

Anstallda -96 -85 77 -70 -69

Langivare -25 -25 -28 -31 -34

Staten (kostnadsford skatt och sociala avgifter) -34 -55 -72 -76 -46

Aktiedgare -133 -120 -110 -104 -108

Behallet ekonomiskt varde, Mkr 316 288 257 322 278

Indirekt ekonomisk paverkan

Investeringar, Mkr 319 380 275 244 349

Antal exjobbare /praktikanter / 12 10 11 13 12
arbetsmarknadsprogram

Sociala krav vid tjanste- 57 63 50 80 60 Avser alla l&ngre entreprenader (ldngre 4n tre manader)
upphandlingar, % samt alla ramavtal.

Produktion

Planerat underhall, Mkr 157 123 117 95 120

Linjeutbud

Antal direktanlop till andra 3 2 3 3 5 Information kring trafikslingor frén rederierna som
varldsdelar, bil och container anloper Géteborgs Hamn (hemsidor).

Antal rederier som anléper 14 12 13 17 20 Information dver anlép fran terminalerna som redovisas
hamnen i linjetrafik varje ménad. Exkluderar tankers och kryssningsfartyg.

Antal destinationer 70 57 62 i.u. i.u.
(for gods inom torrlast)

Antal jarnvagsoperatdrer 8 6 6 7 8 Information frén terminalerna kring jarnvégsoperatérer
i Railport Scandinavia som redovisas varje manad.

Antal kryssningsanlop 66 11 59 43 40 Information hamtas fran anldpssystemet.

Antal anlop 5300 5300 6300 6600 6600 Fartygsanlép defineras som fartyg som gor fartygs-

anmalan och erhaller anlopsnummer. Detta innebar
att passerande, fartyg pa redden och férhalningar
ar exkluderde.
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Volymer

Container, TEU* 828000 776000 772000 753000 644000 Officiella siffror for Goteborgs Hamn som baseras pa
inlamnade uppgifter fran terminalerna.

Miljoner ton gods totalt 36,9 379 38,9 40,5 40,8 Se ovan

Roro (rullande gods), enheter 566000 515000 551000 584000 593000  Seovan

Nya bilar, antal 256000 234000 276000 290000 295000 Seovan

Energi, miljoner ton 19,1 21,6 22,2 23,4 23,5 Se ovan

Passagerare, miljoner 0,7 0,59 1,78 1,68 1,73 Se ovan

Container pa jarnvag, TEU 458000 420000 436000 379000 322000 Officiella siffror fér Goteborgs Hamn som baseras pa
inlamnade uppgifter fran terminalerna. Justerade siffror
jamfort med tidigare hallbarhetsredovisningar pa grund
av uppdaterad berakningsmetod fér nyckeltalet.

Andel containers via jarnvag, % 62 60 63 56 59 Containergods pé jarnvag i férhallande till hanterade
containers pa containerfartyg. Justerade siffror jamfort
med tidigare hallbarhetsredovisningar pa grund av
uppdaterad berékningsmetod for nyckeltalet.

Andelimport/export totalt, 47/53 45/55 46/54 48/52 51/49 Officiella siffror fér Goteborgs Hamn som baseras pa

fulla containers, % inlamnade uppgifter fran terminalerna.

Svensk marknadsandel container, % 50 48 47 46 41 Baseras pé uppgifter januari - september. Géteborgs
Hamn baseras pa officiella siffror fran Hamnbolaget.
Information kring resterande hamnar baseras pa
uppgifter fran Sveriges Hamnar. Korrigerad marknads-
andel 2017-2018 efter att hela drets data presenterats.

Svensk marknadsandel roro, % 18 16 17 18 18 Se ovan

34 30 31 33 35 Se ovan.

Ndjda kunder

Vara kunders helhetsomdome om 71 i.u. 58 i.u. 49 Underlaget kommer fran kundundersékningen

Goteborgs Hamn AB, % N6jd Kund Index (NKI). Resultat fér 2018 och 2020
saknas eftersom denna genomférs varannat ar fran
och med 2017. L4s mer pa sid 36-37.

Hog affarsetik

Kommunikation och utbildning 0 0 0 1 14 Under 2019 genomférdes en styrelseutbildning dar

i policys och rutiner avseende antikorruptionsfrégor behandlades.

antikorruption, antal anstallda

*TEU = omriiknat till 20~fotsenbeter.
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Utslapp

Go6teborgs Hamn AB:s totala 184* 191 235 206 240 Avser rapportering av scope 1 enligt GHG-protokollet.
utslapp av vixthusgaser O_mfattabrarbetjfartyﬁ,bprodduktionsfqr;ion,huppvérm—

. e . ning av byggnader och brandpumpar i Torshamnen.
- direkta, ton koldioxidekvivalenter Sammanstallningen sker utifran férbrukningsunderlag
och emissionsfaktorer for drivmedel och gasupp-
varmning, vilka hdmtas hos leverantdrerna (se avsnitt
om energi pa féregaende sida). Utslapp fran basar
2010 var 590 ton.

Goteborgs Hamn AB:s totala utslapp 83* 86 93 25 20 Avser rapportering av scope 2 enligt GHG-protokollet.
av vaxthusgaser - indirekt energi, Omfattar el- och fjarrvdrmeanvandning i byggnader

" . samt gatubelysningen och féljevarmen i Energihamnen.
ton koldioxidekvivalenter Sammanstallningen sker utifran férbrukningsunderlag
och emissionsfaktorer som tillhandahalls av Goteborg
Energi (se avsnitt om energi pa foregaende sida).
Utslapp fran basar 2010 var 150 ton.

Goteborgs Hamns utslépp av 193000* 187000 209000 i.u. i.u. Avser rapportering av scope 3 enligt GHG-protokollet.
vaxthusgaser - andra indirekta, Innefattar bolagets tjansteresor om 7 ton fér 2021 och

P . underlaget tillhandahalls av bolagets resebyra, Hogia
totalt, ton koldioxidekvivalenter och M. Flygresornas utsldpp beréknas from 2017 med
verktyget Atmosfair och for dess utslapp kdps bioflyg-
brénsle via Swedavia sedan 2021.Fordelningen av
6vriga utslapp redovisas nedan. Sammanstallningen for
2017-2019 innehaller inte vag- och tagtrafik, da scope 3
ar utvidgat fran och med 2020. Darfor redovisas inte
aren 2017-2018. 2020-2019 4r uppdaterade utifran
att sjofartens utsldppen ar uppdaterade, se nedan.

VARAV:

Terminalbolag 6500 6700 13500 18200 16700 Berakningar utifrén bolagens scope 1 + 2 enligt GHG-
protokollet tas fram av APM Terminals Gothenburg AB,
Gothenburg Ro/Ro Terminal AB samt Logent Ports &
Terminals AB och tillhandahalls Géteborgs Hamn AB.
Innefattar ocksa VOC-utslapp fran Energihamnen
omréknade till koldioxidekvivalenter.

Sjofart 160000* 156000 169000 164000 163000 Omfattar kommersiella sjofarten fran Vinga till hamn-
omradet. Utslappen berédknas av IVL utifran anlops-
statistik. IVL:s berakningsmodell for sjéfarten ar
uppdaterad 2021 med forbéttrad metodik och
2017-2020 har berdknats om for jamforbarhet.

Vagtrafik 25900* 24500 26200 i.u i.u Omfattar végtrafik till och fran Géteborgs Hamn inom
Goteborgs kommun. Utsldppen berdknas av IVL utifran
en modell med underlag om lastbilstyper, strackor och
statistik fran terminaloperatérerna.

Tagtrafik 630* 670 660 i.u i.u Omfattar tagtrafik till och fran Géteborgs Hamn
inom Goteborgs kommun. Utsldppen beraknas av IVL
utifran en modell med underlag om frekvens, strackor,
godsvolymer och statistik fran vaxlingsoperatorerna.
2019-2020 har justerats till féljd av férbattrad metodik
och dessa skiljer sig saledes at fran redovisade nyckeltal
i tidigare hallbarhetsredovisningar. .

Svaveldioxid, ton 62 65 70 71 82 Omfattar utslapp frén sjsfarten och beraknas av
IVL utifran anlépsstatistik. IVL:s berakningsmodell
ar uppdaterad 2021 med férbattrad metodik och
2017-2020 har berdknats om for jamforbarhet.
Dessa skiljer sig saledes at fran redovisade nyckeltal
i tidigare hallbarhetsredovisningar.

Kolvaten, ton

VOC-utslapp Métningar genomférs av FluxSense AB i Energihamnen
ochinnefattar lacksokning samt bestamning av
emissionerna utifran identifierade lackor.

* Dessa siffror uppdateras under feb-mars 2022, da slutgiltigt underlag inkommer.
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Utslapp, forts.
Andel fartygsanlop som far 48 48 43 31 34 Andelen ar framtagen genom utdrag ur ekonomi-

miljérabatt pd hamntaxan, %

systemet med anlop som fatt miljérabatt. Utfallet for
2017 &r justerat jamfort med tidigare hallbarhetsredo-
visning, till foljd av att anlopsstatistiken justerats.

Andel fartygsanlop som har 31 34 38 34 35 Andelen ar framtagen genom anlépsstatistik for fartyg

mébjlighet att elansluta vid kaj, % som ar utrustade for att elansluta vid kaj och som
anloper kaj dar elanslutning finns. Utfallet fér 2017 ar
justerat jamfort med tidigare hallbarhetsredovisning,
till foljd av att anlopsstatistiken justerats.

Energi

El, MWh 3700 4300 4900 5600 5900 Omfattar indirekt energianvandning per primar
energikilla. Elen ar Bra Miljéval fér samtliga &r och
levereras sedan 2019 av Energi Sverige.

Fjarrvarme, MWh 1000 900 1000 1000 1000 Omfattar indirekt energianvandning per primar
energikélla. Fjarrvarmen ar Bra Miljéval for byggnader
036 och 035 samt levereras av Goteborg Energi.

Féljevarme, MWh 2300 2100 2100 1700 2100 Omfattar indirekt energianvandning per primar
energikélla. Foljevarmen har inblandning av biogas i
viarmeproduktionen samt levereras av Goteborg Energi.

Gasuppvérmning byggnader, MWh 1300 900 1100 1200 1200 Omfattar direkt energianvandning per premisr

energikalla. Gasen utgors av biogas och levereras av
Goteborg Energi.

Energiférbrukning, andel
fornyelsebara energikéllor, %

Omfattar energikallor som anges ovan. Réknat utifran
den andel som utgérs av férnyelsebara energikallor,

dvs Bra Miljéval vattenkraft och fjarrvarme och/eller
biobaserat. Andelen fjarrvarme som inte var Bra Miljéval
under 2020 var under 0,01 % och redovisas dérfor inte..

41300

49600

52400

46000

54600

Omfattar biodiesel, diesel, HVO och bensin till
produktionsfordon, arbetsfartyg samt brandpumpar.
Sammanstallning sker utifran leveransunderlag fran
vara leverantérer: Gothenburg Ro/Ro Terminal AB,
Fordonsgas, Preem och OKQ8.

Omfattar fordonsgas till produktionsfordon och utgdrs
av biogas. Sammanstallning sker utifran leveransunder-
lag fran vara leverantorer, vilka ar Gatubolaget och
Fordonsgas.

Drivmedelsforbrukning, andel
fornyelsebara drivmedel, %

Omfattar drivmedel som anges ovan, raknat utifran den
andel som utgérs av HVO och biogas. Férbrukning av
elifordon inkluderas i energisiffrorna ovan.

Avfall

Farligt avfall, ton

5100

5488

6340

6380

7240

Omfattar avfall fran framst sjofarten inklusive sludge,
men aven Goteborgs Hamn AB:s verksamhet, hyres-
gaster och entreprendrer. Inkluderar farligt avfall fran
36 fraktioner, 2021. Méngder per sorteringsfraktion
redovisas i detalj for samtliga ar i verksamhetens milj6-
rapporter. Fér 2021 var 694 ton omhéndertagna av
Stena Recycling och 17 ton av Renova, statistiken
tillhandahalls fran dem. Nedan redovisas fordelning av
behandlingsmetoder for avfallet fran Stena Recycling,
denna information tillhandahalls inte av Renova..

Materialatervinning, %
Energiatervinning, %
Deponi, %

Anger den procentuella fordelningen av mangden farligt
avfall fran Stena Recycling som materialatervinns,
energiatervinns samt deponeras. Andelen som deponeras
arunder 0,5 % och redovisas dérfér som 0%.
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Avfall, forts.

Férorenade massor, ton 8200 41000 85000 10 000 iu En sammanstéllning av mangder massor som har
klassificerats som Kanslig Markanvandning (KM),
Mindre Kénslig Markanvandning (MKM) och farligt
avfall och har hanterats av tillstandspliktig transportér.
Underlaget kommer fran transportorerna. For 2017
finns méngderna per projekt och ej sammanstallt
totalt for bolaget.

Sludge, ton 4800 5700 6100 6100 7100 Omfattar sludge fran fartygen, till samtliga hamndelar.
Avfallsmangder tillhandahalls av Stena Recycling.

Ovrigt avfall, ton 710 550 815 800 935 Omfattar avfall frin Goteborgs Hamn AB:s verksamhet,
hyresgéster och entreprendrer samt sjéfarten.
Inkluderar féljande avfallsfraktioner; fint och grovt
brénnbart verksamhetsavfall, avfall till sortering,
kontorspapper, glasforpackningar, wellpapp, hard- och
mjukplast, pappersférpackningar, metallférpackningar,
matavfall samt rest- och blandat avfall. Brannbara
verksamhetsavfallet var 217 ton under 2021, vilket
malstyrs genom resurshushallningsmalet i miljé- och
klimatstrategin. Ovriga mangder per sorteringsfraktion
redovisas i detalj for samtliga ar i verksamhetens
miljorapporter. Underlag tillhandahalls av Renova och
Kretslopp och vatten, vilka &r aktdrerna som hanterar
avfallet. Nedan redovisas fordelning av behandlings-
metoder for avfallet. Avfall for 6vrig behandling utgér
mindre &n 1,5 % och redovisas darfor ej.

Energiatervinning, % 45 54 60 59 55 Anger den procentuella andelen av méngden dvrigt
Materialatervinning, % 23 20 14 15 19 avfall redovisat ovan som energiatervinns, materia-
Sortering, % ' 3l 24 25 26 25 atervinns, sorteras och biologiskt behandlas.
Biologisk behandling, % 1 1 1 1 1

Antal spill till mark utanfor 10 18 16 10 11 Med sékerhetssystem avses hardgjord yta som r
sékerhetssystemen samt till ansluten till vattenrening. Omfattar framst Goteborgs

: Hamn AB:s verksamhet, spill till vatten &r dock inom
omgivande vatten hela hamnomradet. Mangderna per spill varierar och
finns dokumenterat, Inga rapporterade spill for 2021
var signifikanta i omfattning, dvs éver 100 |. Baseras
painrapportering i avvikelsehanteringssystemet, dar
mer information om varje enskilt spill finns.

Kemiska produkter som innehaller 41 33 6 6 9 Beréknat utifran antal produkter som innehaller

utfasningsdmnen, antal utfasningsdmnen i Goteborgs Hamn AB:s kemikalie-
register. Kemikalieinspektionen har uppgraderat
kriterier for utfasningsdmnen. Det innebar att fler av
de kemiska produkter som anvands inom bolaget nu
innehaller ufastningsamnen.

Biologiskt mangfald

Skyddade omraden, areal i hektar 162 162 162 162 162 Omfattar Torsviken, skyddat som Natura 2000-omréde,
samt Rya Skog, skyddat som naturreservat. Torsvikens
bevarandestatus utvéarderas av Lansstyrelsen och
Rya skog foljs upp av Goteborgs Stad.

Restaurerade omraden, areal i hektar 121 104 104 104 104 Atgarder har genomférts for att framja biologiska

mangfalden och olika djurarter, te x salamander,
hasselsnok och mindre hackspett. Detta omfattar
exempelvis avverkning och réjning av igenvaxta omraden,
tillskapa dod ved, tva salamanderhotell och aterskapade
av vattenspegel. Atgarderna 4r genomforda i hamnnara
omraden. Under 2021 har foljande atgarder genomforts;
plantering av nytt algras och fardigstalldet av en ny biotop
i Torsviken fér faglar i form av ett vadhav med tre 6ar som
anlagts ovanpa en tidigare deponi av 1,3 miljoner kubik-
meter férorenade muddermassor.
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Anstéllning

Totalt antal anstallda 158 152 140 135 126 Underlag hamtat fran personalsystemet, Hogia

darav man 106 102 95 92 83 Personal. For vissa tidigare ar kan inte nyckeltal

darav kvinnor 52 50 45 43 43 redovisas, vilket beror pa dvergangen fran GRI G4
till GRI Standards och att tidigare nyckeltal inte
raknas om utifran ny kravstallning.

Antal tillsvidareanstallda 152 144 133 131 121 Se ovan.

dérav man 102 94 89 89 80

dérav kvinnor 50 49 44 42 37

Antal visstidsanstéllda 6 8 8 4 6 Se ovan.

dérav man 4 7 7 3 4

dérav kvinnor 2 1 1 1 2

Antal heltidsanstallda 152 143 132 129 i.u. Underlag hamtat fran personalsystemet, Hogia

darav man 103 95 89 88 i.u. Personal. Bolaget anstaller sommarjobbare men

darav kvinnor 49 48 43 41 iu. dessa finns inte med i statistiken som berdr antal
anstallda. For vissa tidigare ar kan inte nyckeltal
redovisas, vilket beror pa dvergéngen fran GRI G4
till GRI Standards och att tidigare nyckeltal inte
raknas om utifran ny kravstallning.

Antal deltidsanstéllda 6 9 6 5 i.u. Underlag hamtat fran personalsystemet, Hogia

darav man 4 7 4 3 i.u. Personal. Bolaget erbjuder endast heltidsanstéll-

darav kvinnor 2 2 2 9 iu. ningar. De som har deltidsanstallning har det pa
grund av eget onskemal eller av nédvandighet. Fér
vissa tidigare ar kan inte nyckeltal redovisas, vilket
beror pa dvergangen fran GRI G4 till GRI Standards
och att tidigare nyckeltal inte raknas om utifran ny
kravstéllning.

Totalt antal som borjat 19 26 14 18 i.u. Underlag hamtat fran personalsystemet, Hogia

darav man 14 15 9 13 l.u. Personal. For vissa tidigare ar kan inte nyckeltal

darav kvinnor 5 11 5 5 iu. redovisas, vilket beror pa dvergéngen fran GRI G4
till GRI Standards och att tidigare nyckeltal inte
raknas om utifran ny kravstallning.

Totalt antal som slutat 12 11 11 7 16 Underlag hamtat fran personalsystemet,

ddrav man 9 6 7 3 9 Hogia Personal.

dérav kvinnor 8 5 4 4 7

Personalomsattning, % 7.7 7.6 8,1 5,6 12,3 Réknas fram genom att underlag fran personal-

systemet, Hogia Personal. Mats som lagst antal
medarbetare som har borjat eller slutat dividerat
med medelantalet anstéllda.

Medarbetarformaner:

Férsakringar

De som har en tillfallig anstallning (vikariat) &r
anstallda via ett bemanningsforetag och darmed
utgér inga av bolagets formaner till dem. Vi gor dock

Pension ingen skillnad pé heltids- och deltidsanstallda vad
Tillgang till vard géller formaner. Bolaget betalar in tjanstepension
Féréldraledighet enligt kollektivavtalets bestimmelser. Alla anstallda
Ovrigt erbjuds att kdpa en valfri gruppforsékring via Skandia

dér bland annat livforsékring finns att vélja. Darutéver
finns en livforsakring via kollektivavtalet (TGL).
Foretagshalsovard erbjuds vid behov. Bolaget har
en kollektivavtalad arbetsskadefdrsékring vilken
inkluderar &ven arbetsskada som leder till invaliditet
och funktionshinder. Féraldraledighet &r en
lagstadgad rattighet och vi betalar ut féréaldralon/
foraldrapenning utifran gallande kollektivavtal vid
langre foréldraledigheter. Utdver ovan ndmnda
férmaner finns foljande: Sjukforsakring, omstall-
ningsférsékring, lonevéxling till pension, halsoprofil-
bedémning, friskvardsbidrag, sponsing av start-
avgifter, cykelbidrag, l6neutfyllnad vid vard av barn,
l6netillagg vid tjiansteresor och milersattning, frukt,
cykelservice, leasing av cykel, subventionerad
kollektivtrafikkort och parkering, subventionerad
lunch, glaségonbidrag och gratis synundersékning
samt mojlighet att vara foretagsvolontar pa
arbetstid.
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Medarbetarformaner, friskvard
och halsa, antal medarbetare som
nyttjat férménen:

Via foretagshalsovarden erbjuds vara anstallda
att kolla kondition och halsa genom en hélso-
profilsbedémning. Halsoprofilbedémning erbjuds
vartannat ar, vilket har genomférts 2021. De an-

Halsoprofilbedémning 75 0 77 0 74 stéllda har méjlighet att anvanda 1500 kronor per &r

Friskvardsbidrag 96 56 54 51 73 for friskvardsrelaterade aktiviteter. Tva startavgifter

Sponsring startavgifter 1 2 7 8 17 pa upp till 700 kronor per gang subventioneras arligen

Cvkelbidra 13 32 19 1 7 av arbetsgivaren. Subventionerat Vasttrafikkort ar en

y X g . . del av klimatkompensationen som infordes ar 2013.

Subventionerat Vasttrafikkort 21 34 39 25 37

Hallbart Medarbetar 86 80 73 i.u. 77 Méts som ett index mellan styrning, motivation

Engagemang Index och ledarskap. Tas fram genom Goteborgs Stads
gemensamma métning och genom bolagets egna
matning.

eNPS (employee Net Promoter Score, 35 i.u i.u. i.u. iu. Beskriver i vilken grad medarbetarna ar ambassa-

ambassadorsskap) dorer for organisationen. Skalan som méts gar fran
minus 100 till plus 100. Méts via temperaturmétning
va 6:e vecka. Matningen pabérjades Q4 2020, men
sammanstéllt resultat finns forst for 2021..

Anstilldas hélsa och sékerhet

Total sjukfranvaro, % 29 3,2 34 4 4,5 Kénsférdelningen 2021: méan var 3,6 %,

kvinnor var 1,4 %. Sjukfranvaro méts i timmar
ochraknasi % av ordinarie arbetstid. Underlaget
hamtas fran lonesystemet Hogialon Plus.

Kompetensutveckling for anstallda

Andel medarbetare med regelbundna 97 95 100 100 100 Alla anstillda har utvecklingssamtal och individuell
utvecklingssamtal, % kompetensutvecklingsplan.
Mangfald och jamstilldhet
Mangfaldsindikatorer medarbetare,
ledning och styrelse:
Kvinnor / man, % 33/67 33/67 32/68 32/68 34/66 Aldersfordelning 2021:
Kvinnor: 9,6 % var under 30 ar, 51,9 % var 30-50 ar
och 38,4 % var dver 50 ar.
Man: 0 % var under 30 ar, 55,1 % var 30-50 ar
och 44,9 % var éver 50 ar.
Underlaget hdmtas ur Hogia Personal och berédknas
pa totalt antal anstallda.
Kvinnor / mén chefer, % 43/57 41/59 39/61 36/64 46/54 Aldersfordelning 2021:
Kvinnor: 0 % var under 30 &r, 25 % var 30-50 ar
och 75 % var dver 50 ar.
Man: 0 % var under 30 ar, 38 % var 30-50 ar
och 63 % var 6ver 50 ar.
Underlaget hamtas ur Hogia Personal.
Kvinnor / mén ledningsgrupp, % 375/625 375/625 37/63 50/50 43/57 Underlaget hamtas ur Hogia Personal.
Kvinnor / mén styrelse, % 41/59 41/59 40/60 29/71 31/69 Underlaget hamtas fran HogiaLén Plus.
Icke diskriminering
Fall av diskriminering samt vidtagna 0 0 0 0 0 Vi har inga anmalda fall av diskriminering, enligt
atgarder, antal diskrimineringslagens grunder, under aren
2015-2021.
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STYRELSEN

Styrelsen om hallbarhetsrapport
enligt arsredovisningslagen (ARL)

Denna hallbarhetsredovisning utgor koncernens och Styrelsen i sin helhet bekraftar, utifran sin
bolagets lagstadgade hallbarhetsrapport och ar en del basta kunskap och 6vertygelse, foljande:
av forvaltningsberattelsen for Goteborgs Hamn AB med e Hallbarhetsrapporten har upprattats enligt

organisationsnummer 556008-2553. Hallbarhetsrapporten
innehaller Goteborgs Hamn AB:s information om de
viktigaste inslagen for forstaelsen av foretagets utveckling,
stallning och resultat samt konsekvenserna av verksam-
heten, daribland upplysningar i fragor som ror miljo,
sociala forhallanden, personal, respekt for manskliga
rattigheter och motverkande av korruption.

arsredovisningslagen.

e Hallbarhetsrapporten innehaller inga vasentliga
felaktiga uppgifter, inga vasentliga uppgifter har
utelamnats och alla uppgifter ar forenliga med
innehallet i arsredovisningen och koncern-
redovisningen.

Goteborg den 11 februari 2022

Cecilia Magnusson, Styrelsens ordférande Kristofer Andrén

Birgitta Ling Fransson, Vice ordférande Lars Johansson

Ronnie Ljungh, Vice ordforande Peter Danielsson

Jan Annerback David Josefsson

Eva Olofsson Elvir Dzanic, Verkstillande direktor

For denna redovisning anvands ett digitalt verktyg for styrelsens godkannande. Det innebar att varje persons
digitala godkannande genererar ett digitalt verifikat, vilket finns hos Goteborgs Hamn AB.

For tillgang till denna information, kontakta info@portgot.se
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Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.










Service Description


Last updated: Fri 06 Mar 2020 14:08:40 UTC


Index


1. Definitions


2. Purpose


3. Design the workflow (Author)


3.1 Add Parties


3.1.1 Simple Workflow Session


3.1.2 Mass-signing Workflow Session


3.1.3 Invitation order


3.1.4 Role


3.1.5 Invitation method


3.1.6 Authentication to view


3.1.7 Authentication to sign


3.1.8 Confirmation method


3.2 Place fields


3.2.1 Main Document upload


3.2.2 Main Document removal


3.2.3 Text field


3.2.4 Checkbox


3.2.5 Signature box


3.2.5 Radio buttons


3.3 Other settings


3.3.1 Add Attachment


3.3.2 Request Attachment


3.3.3 Main Document name


3.3.4 Workflow Session language


3.3.5 Due date


3.3.6 Automatic reminder


3.3.7 Personal invitation message


3.3.8 Personal confirmation message


3.3.9 Edit Sign View UI


3.4 Save as template workflow


3.5 Settings available via API only


3.5.1 Set highlighting


3.5.2 Field editable by Signatory


4. Initiate the workflow (Initiator)


4.1 Initiate Workflow Execution from Design View


4.2 Initiate Workflow Execution from Template Workflow


4.2.1 List of Template Workflows


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


5. Administer the Workflow Execution (User)


5.1 Progress history


5.2 Withdraw invitation


5.3 Extend due date


5.4 Restart document


5.5 Start signing


5.6 Download document


5.7 Send reminder


5.8 Send document again


5.9 Change of authentication to view and authentication to sign methods


5.10 Bounce management


5.11 Review Attachments


5.12 Review evidence attachments


6. Follow the workflow (Party)


6.1 Overview of Workflow Execution


6.2 Accessing the Sign View


6.2.1 Invitation message


6.2.2 List of Initiated Workflows


6.3 Authenticate to view


6.3.1 Authentication to view


6.4 Reviewing the Sign Material


6.4.1 Contact information


6.4.2 Branded header


6.4.3 Other branded Sign View components


6.4.4 Signing header


6.4.5 Review instruction


6.4.6 Mandatory/optional explanation


6.4.7 Download PDF


6.4.8 Document display


6.4.9 Guiding arrow


6.4.10 Text fields


6.4.11 Checkboxes


6.4.12 Radio buttons


6.4.13 Signature box


6.4.14 About you section


6.4.15 Attachments section


6.4.16 Requested attachments section


6.4.17 Signatories section


6.4.18 Reject or sign section


6.5 Rejecting to sign the Sign Material


6.5.1 Reject button


6.5.2 Rejection section


6.5.3 Rejection confirmation page


6.6 Signing the Sign Material


6.6.1 Signature Drawing Modal


6.6.2 PIN by SMS authentication and Signature Confirmation Section


6.6.3 Swedish BankID authentication and Signature Confirmation Section


6.6.4 Signature Confirmation Section


6.7 Receiving the confirmation after signing


6.7.1 Signature Registration Section


6.7.2 Signature confirmation page


6.7.3 Signature confirmation message


7. Evidence collection


7.1 Collecting missing Sign Material


7.2 Producing the Transaction Logs


7.2.1 Recording Signatories’ activities in Scrive eSign


7.2.2 Generating images of the confirmation after Signatories signed


7.2.3 Recording Signatories’ system information


7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


7.3 Recording clock error


8. Evidence Package generation


8.1 Preparing the Evidence Package


8.1.1 Prepare a Final PDF (step 1)


8.1.2 Append the Verification Page (step 2)


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


8.1.4 Append the Evidence Quality Framework (step 4)


8.1.5 Append the Service Description (step 5)


8.1.6 Append the Evidence Log (step 6)


8.1.7 Append the Evidence of Time (step 7)


8.1.8 Append the Evidence of Intent (step 8)


8.1.9 Append the Digital Signature Documentation (step 9)


8.1.10 Append the Digital Signature (step 10)


8.1.11 Append the Keyless Digital Signature (step 11)


8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)


9. Document administration


9.1 Document list


9.1.1 List view


9.1.2 Learn more and manage workflow


9.1.3 Mass-withdraw invitations


9.1.4 Send mass-reminder


9.1.5 Delete


9.1.6 Filter and search


9.1.7 Download all documents


9.1.8 Download metadata as CSV


9.2 Template Workflow editing list


9.2.1 List view


9.2.2 Filter and search


9.2.3 Delete


9.2.4 Share


9.3 Trash list


9.3.1 List view


9.3.2 Filter and search


9.3.3 Restore


9.4 Auto-deletion of documents and personal data


10. Account administration


10.1 Organisation administration


10.1.1 Organisation details


10.1.2 White-label branding


10.2 User administration


10.2.1 User privileges


10.2.2 User management


1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.
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Evidence Log


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.







  

    			Time

    			CES

    			IP address and User-Agent

    			Event

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The initiator Carina Larsson (CL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-03-13 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@portgot.se) and SMS (+46703760667) to Cecilia Magnusson (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (birgitta.ling.fransson@portgot.se) and SMS (+46707612526) to Birgitta Ling Fransson (BLF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (ronnie.ljungh@portgot.se) and SMS (+46707612898) to Ronnie Ljungh (RL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@portgot.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@portgot.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (peter.danielsson@politiker.goteborg.se) and SMS (+46707446868) to Peter Danielsson (PD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (Eva.olofsson@socialdemokraterna.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (David.Josefsson@portgot.se) and SMS (+46724676144) to David Josefsson (DJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (kristofer.andren@portgot.se) and SMS (+46733881020) to Kristofer Andrén (KA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:01.091598 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (elvir.dzanic@portgot.se) to Elvir Dzanic (ED). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  




  

  

    			2022-02-11 13:41:17.943828 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party David Josefsson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:23.131497 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:24.046099 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:27.136994 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:34.40039 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:37.255363 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Cecilia Magnusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:38.084598 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      40.94.90.13

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.109 Safari/537.36

      

    

    			

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:38.671048 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.136.198

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Peter Danielsson (PD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:40.669535 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:43.717542 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:46.857186 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:51.497235 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:56.335702 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:41:56.663959 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:07.914659 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:09.2063 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:21.22533 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:26.334207 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:28.81613 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:47.365408 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Eva Olofsson (EO) changed the text in the text field “ID number” from 

  blank

 to 

  “196005285165”

.  

      


    

  




  

  

    			2022-02-11 13:42:47.804111 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The signatory Lars Johansson (LJ) changed the text in the text field “ID number” from 

  blank

 to 

  “5005295059”

.  

      


    

  




  

  

    			2022-02-11 13:43:29.169637 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The signatory Ronnie Ljungh (RL) changed the text in the text field “ID number” from 

  blank

 to 

  “196012265010”

.  

      


    

  




  

  

    			2022-02-11 13:43:34.769976 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Cecilia Magnusson (CM) changed the text in the text field “ID number” from 

  blank

 to 

  “6201062467”

.  

      


    

  




  

  

    			2022-02-11 13:43:35.035381 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The document was signed by Ronnie Ljungh (RL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: RONNIE LJUNGH

  
ID number: 

  196012265010



  
IP: 176.10.215.185



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:43:43.368721 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.136.198

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Peter Danielsson (PD) changed the text in the text field “ID number” from 

  blank

 to 

  “195806067616”

.  

      


    

  




  

  

    			2022-02-11 13:43:43.384876 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party David Josefsson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:43:45.412917 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Elvir Dzanic (ED) changed the text in the text field “ID number” from 

  blank

 to 

  “198308231532”

.  

      


    

  




  

  

    			2022-02-11 13:43:46.09865 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Elvir Dzanic (ED) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: Elvir Dzanic

  
ID number: 

  198308231532



  
IP: 83.185.39.90



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:43:57.805481 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.136.198

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Peter Danielsson (PD) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: Jan Peter Danielsson

  
ID number: 

  195806067616



  
IP: 94.191.136.198



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:43:58.841606 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The document was signed by Lars Johansson (LJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:44:09.3987 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:44:12.186062 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Cecilia Magnusson (CM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:44:23.550323 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory David Josefsson (DJ) changed the text in the text field “ID number” from 

  blank

 to 

  “198312264875”

.  

      


    

  




  

  

    			2022-02-11 13:44:24.149023 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by David Josefsson (DJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: DAVID JOSEFSSON

  
ID number: 

  198312264875



  
IP: 90.235.76.62



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:44:55.912274 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:44:56.450667 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Eva Olofsson (EO) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 31.3.152.195



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:45:02.157233 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:45:30.195729 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Birgitta Ling Fransson (BLF) changed the text in the text field “ID number” from 

  blank

 to 

  “195604055029”

.  

      


    

  




  

  

    			2022-02-11 13:45:41.896885 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Birgitta Ling Fransson (BLF) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: BIRGITTA LING FRANSSON

  
ID number: 

  195604055029



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:46:14.778077 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Kristofer Andrén (KA) changed the text in the text field “ID number” from 

  blank

 to 

  “197502104834”

.  

      


    

  




  

  

    			2022-02-11 13:46:19.214833 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Kristofer Andrén (KA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: KRISTOFER ANDRÉN

  
ID number: 

  197502104834



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:47:26.731285 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Jan Annerback (JA) changed the text in the text field “ID number” from 

  blank

 to 

  “4410265435”

.  

      


    

  




  

  

    			2022-02-11 13:47:27.643144 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Jan Annerback (JA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyIEhhbW4gMjAyMSBmw7ZyIHN0eXJlbHNlc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1NDQu













Data returned from 

  the BankID network

:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:47:27.643144 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.


			Let [image: 1.png]







 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}








 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}








 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]Demp








 and [image: 15.png]1.








 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]







 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.






Gnuplot
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: -0.18 ms


			standard deviation: 0.86 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈99.550%


			|e| < 5 ms: ≈100.000%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2021-12-31 21:28:31.623662 UTC and 2022-02-11 13:01:56.177971 UTC:









  			Time collected

  			Clock offset








  

    			2021-12-31 21:28:31.623662

    			0.6 ms

  






  

    			2021-12-31 22:28:33.300919

    			-1.3 ms

  






  

    			2021-12-31 23:28:34.745004

    			0.5 ms

  






  

    			2022-01-01 00:28:36.540888

    			0.0 ms

  






  

    			2022-01-01 01:28:38.339577

    			0.0 ms

  






  

    			2022-01-01 02:28:40.112769

    			-0.7 ms

  






  

    			2022-01-01 03:28:42.173569

    			1.2 ms

  






  

    			2022-01-01 04:28:44.752346

    			-0.8 ms

  






  

    			2022-01-01 05:28:46.937033

    			2.1 ms

  






  

    			2022-01-01 06:28:48.820456

    			0.7 ms

  






  

    			2022-01-01 07:28:50.555417

    			0.3 ms

  






  

    			2022-01-01 08:28:52.852913

    			-0.1 ms

  






  

    			2022-01-01 09:28:54.851625

    			2.5 ms

  






  

    			2022-01-01 10:28:57.169269

    			0.2 ms

  






  

    			2022-01-01 11:28:59.141808

    			0.5 ms

  






  

    			2022-01-01 12:29:00.693845

    			-0.3 ms

  






  

    			2022-01-01 13:29:03.100985

    			2.6 ms

  






  

    			2022-01-01 14:29:05.083494

    			-1.6 ms

  






  

    			2022-01-01 15:29:06.772763

    			0.3 ms

  






  

    			2022-01-01 16:29:08.427132

    			1.4 ms

  






  

    			2022-01-01 17:29:10.482251

    			-0.3 ms

  






  

    			2022-01-01 18:29:12.214007

    			-0.9 ms

  






  

    			2022-01-01 19:29:13.905962

    			0.7 ms

  






  

    			2022-01-01 20:29:15.674096

    			1.8 ms

  






  

    			2022-01-01 21:29:17.418804

    			0.6 ms

  






  

    			2022-01-01 22:29:19.020834

    			-0.2 ms

  






  

    			2022-01-01 23:29:20.689002

    			0.4 ms

  






  

    			2022-01-02 00:29:22.460989

    			0.5 ms

  






  

    			2022-01-02 01:29:24.367537

    			0.8 ms

  






  

    			2022-01-02 02:29:26.313946

    			0.5 ms

  






  

    			2022-01-02 03:29:28.483716

    			1.9 ms

  






  

    			2022-01-02 04:29:30.205132

    			3.1 ms

  






  

    			2022-01-02 05:29:32.504448

    			1.1 ms

  






  

    			2022-01-02 06:29:34.716533

    			0.6 ms

  






  

    			2022-01-02 07:29:36.350275

    			0.1 ms

  






  

    			2022-01-02 08:29:38.15034

    			2.3 ms

  






  

    			2022-01-02 09:29:39.757906

    			0.5 ms

  






  

    			2022-01-02 10:29:41.322584

    			0.2 ms

  






  

    			2022-01-02 11:29:42.830088

    			2.8 ms

  






  

    			2022-01-02 12:29:44.961892

    			-0.9 ms

  






  

    			2022-01-02 13:29:46.859445

    			-0.4 ms

  






  

    			2022-01-02 14:29:48.468552

    			1.7 ms

  






  

    			2022-01-02 15:29:50.189949

    			2.0 ms

  






  

    			2022-01-02 16:29:52.146913

    			-1.8 ms

  






  

    			2022-01-02 17:29:54.107104

    			1.2 ms

  






  

    			2022-01-02 18:29:55.730868

    			-0.6 ms

  






  

    			2022-01-02 19:29:57.266097

    			-0.5 ms

  






  

    			2022-01-02 20:29:59.353347

    			1.0 ms

  






  

    			2022-01-02 21:30:01.035232

    			2.7 ms

  






  

    			2022-01-02 22:30:03.153214

    			-0.4 ms

  






  

    			2022-01-02 23:30:04.9201

    			1.1 ms

  






  

    			2022-01-03 00:30:07.429601

    			0.2 ms

  






  

    			2022-01-03 01:30:09.171126

    			1.1 ms

  






  

    			2022-01-03 02:30:11.141853

    			1.6 ms

  






  

    			2022-01-03 03:30:12.925746

    			-1.0 ms

  






  

    			2022-01-03 04:30:15.115405

    			-1.0 ms

  






  

    			2022-01-03 05:30:16.615499

    			-0.7 ms

  






  

    			2022-01-03 06:30:18.403957

    			2.2 ms

  






  

    			2022-01-03 07:30:19.904493

    			0.3 ms

  






  

    			2022-01-03 08:30:22.676857

    			1.2 ms

  






  

    			2022-01-03 09:30:24.43709

    			-0.1 ms

  






  

    			2022-01-03 10:30:26.388485

    			0.7 ms

  






  

    			2022-01-03 11:30:28.116251

    			-0.5 ms

  






  

    			2022-01-03 12:30:31.19591

    			-0.3 ms

  






  

    			2022-01-03 13:30:32.880177

    			-0.8 ms

  






  

    			2022-01-03 14:30:34.814307

    			2.6 ms

  






  

    			2022-01-03 15:30:36.832157

    			0.1 ms

  






  

    			2022-01-03 16:30:38.58271

    			1.2 ms

  






  

    			2022-01-03 17:30:40.557818

    			-0.8 ms

  






  

    			2022-01-03 18:30:42.2684

    			-1.7 ms

  






  

    			2022-01-03 19:30:44.348713

    			-0.4 ms

  






  

    			2022-01-03 20:30:46.107498

    			-0.8 ms

  






  

    			2022-01-03 21:30:48.498515

    			0.4 ms

  






  

    			2022-01-03 22:30:50.126619

    			-1.0 ms

  






  

    			2022-01-03 23:30:51.758754

    			0.1 ms

  






  

    			2022-01-04 00:30:53.217999

    			0.5 ms

  






  

    			2022-01-04 01:30:56.068328

    			0.1 ms

  






  

    			2022-01-04 02:30:57.940722

    			-1.0 ms

  






  

    			2022-01-04 03:30:59.881529

    			0.0 ms

  






  

    			2022-01-04 04:31:01.867724

    			-0.3 ms

  






  

    			2022-01-04 05:31:03.764081

    			3.1 ms

  






  

    			2022-01-04 06:31:06.152588

    			0.3 ms

  






  

    			2022-01-04 07:31:08.190672

    			0.4 ms

  






  

    			2022-01-04 08:31:10.377843

    			0.2 ms

  






  

    			2022-01-04 09:31:12.214242

    			-0.3 ms

  






  

    			2022-01-04 10:31:14.265161

    			0.3 ms

  






  

    			2022-01-04 11:31:16.287661

    			4.3 ms

  






  

    			2022-01-04 12:31:17.938181

    			1.0 ms

  






  

    			2022-01-04 13:31:20.05753

    			0.3 ms

  






  

    			2022-01-04 14:31:22.146031

    			-1.0 ms

  






  

    			2022-01-04 15:31:23.968113

    			-0.6 ms

  






  

    			2022-01-04 16:31:26.203234

    			-0.5 ms

  






  

    			2022-01-04 17:31:27.999804

    			-0.5 ms

  






  

    			2022-01-04 18:31:29.480042

    			-0.7 ms

  






  

    			2022-01-04 19:31:31.211931

    			-0.4 ms

  






  

    			2022-01-04 20:31:33.849448

    			-0.9 ms

  






  

    			2022-01-04 21:31:35.838392

    			0.4 ms

  






  

    			2022-01-04 22:31:37.896722

    			-1.3 ms

  






  

    			2022-01-04 23:31:39.599381

    			-0.9 ms

  






  

    			2022-01-05 00:31:41.252519

    			-0.3 ms

  






  

    			2022-01-05 01:31:43.076931

    			-3.2 ms

  






  

    			2022-01-05 02:31:44.819099

    			-0.7 ms

  






  

    			2022-01-05 03:31:46.650474

    			0.4 ms

  






  

    			2022-01-05 04:31:48.788029

    			2.5 ms

  






  

    			2022-01-05 05:31:50.601111

    			1.5 ms

  






  

    			2022-01-05 06:31:52.249165

    			0.1 ms

  






  

    			2022-01-05 07:31:53.938655

    			0.7 ms

  






  

    			2022-01-05 08:31:56.047206

    			0.2 ms

  






  

    			2022-01-05 09:31:57.786743

    			0.5 ms

  






  

    			2022-01-05 10:31:59.557211

    			-0.9 ms

  






  

    			2022-01-05 11:32:02.382385

    			0.1 ms

  






  

    			2022-01-05 12:32:04.296023

    			0.7 ms

  






  

    			2022-01-05 13:32:06.043326

    			0.4 ms

  






  

    			2022-01-05 14:32:07.818894

    			1.5 ms

  






  

    			2022-01-05 15:32:09.634711

    			-0.5 ms

  






  

    			2022-01-05 16:32:11.786902

    			1.1 ms

  






  

    			2022-01-05 17:32:13.638261

    			-0.2 ms

  






  

    			2022-01-05 18:32:15.540462

    			-0.1 ms

  






  

    			2022-01-05 19:32:17.626758

    			0.1 ms

  






  

    			2022-01-05 20:32:19.389494

    			-0.4 ms

  






  

    			2022-01-05 21:32:21.347089

    			-1.7 ms

  






  

    			2022-01-05 22:32:23.72857

    			0.2 ms

  






  

    			2022-01-05 23:32:25.728938

    			-0.5 ms

  






  

    			2022-01-06 00:32:27.369599

    			-1.8 ms

  






  

    			2022-01-06 01:32:29.126066

    			-0.9 ms

  






  

    			2022-01-06 02:32:30.761852

    			-0.8 ms

  






  

    			2022-01-06 03:32:32.505749

    			-0.5 ms

  






  

    			2022-01-06 04:32:34.445134

    			0.7 ms

  






  

    			2022-01-06 05:32:36.352748

    			1.2 ms

  






  

    			2022-01-06 06:32:38.062223

    			1.5 ms

  






  

    			2022-01-06 07:32:39.71428

    			-0.1 ms

  






  

    			2022-01-06 08:32:41.139041

    			0.7 ms

  






  

    			2022-01-06 09:32:42.783583

    			-0.4 ms

  






  

    			2022-01-06 10:32:44.778252

    			0.9 ms

  






  

    			2022-01-06 11:32:46.580701

    			0.7 ms

  






  

    			2022-01-06 12:32:48.225861

    			0.2 ms

  






  

    			2022-01-06 13:32:50.114669

    			-1.0 ms

  






  

    			2022-01-06 14:32:52.419532

    			-0.3 ms

  






  

    			2022-01-06 15:32:54.075522

    			0.0 ms

  






  

    			2022-01-06 16:32:55.657245

    			0.8 ms

  






  

    			2022-01-06 17:32:57.969753

    			0.3 ms

  






  

    			2022-01-06 18:32:59.993706

    			0.3 ms

  






  

    			2022-01-06 19:33:01.790213

    			0.2 ms

  






  

    			2022-01-06 20:33:03.965542

    			-0.9 ms

  






  

    			2022-01-06 21:33:05.766166

    			-0.8 ms

  






  

    			2022-01-06 22:33:07.387465

    			-0.3 ms

  






  

    			2022-01-06 23:33:09.470203

    			-0.2 ms

  






  

    			2022-01-07 00:33:11.17769

    			-0.5 ms

  






  

    			2022-01-07 01:33:12.903745

    			0.0 ms

  






  

    			2022-01-07 02:33:14.881185

    			-1.1 ms

  






  

    			2022-01-07 03:33:16.891467

    			0.1 ms

  






  

    			2022-01-07 04:33:18.361033

    			-0.9 ms

  






  

    			2022-01-07 05:33:20.616051

    			-0.2 ms

  






  

    			2022-01-07 06:33:22.294899

    			-0.2 ms

  






  

    			2022-01-07 07:33:23.926132

    			-1.0 ms

  






  

    			2022-01-07 08:33:26.708061

    			-0.4 ms

  






  

    			2022-01-07 09:33:28.226064

    			-0.1 ms

  






  

    			2022-01-07 10:33:30.015446

    			-0.2 ms

  






  

    			2022-01-07 11:33:31.769414

    			0.1 ms

  






  

    			2022-01-07 12:33:33.602495

    			-0.4 ms

  






  

    			2022-01-07 13:33:35.445519

    			-0.1 ms

  






  

    			2022-01-07 14:33:37.722626

    			-0.6 ms

  






  

    			2022-01-07 15:33:39.788417

    			1.0 ms

  






  

    			2022-01-07 16:33:41.483289

    			1.4 ms

  






  

    			2022-01-07 17:33:43.575362

    			-0.7 ms

  






  

    			2022-01-07 18:33:45.507369

    			0.9 ms

  






  

    			2022-01-07 19:33:47.161322

    			1.6 ms

  






  

    			2022-01-07 20:33:49.340484

    			-0.8 ms

  






  

    			2022-01-07 21:33:50.910297

    			0.4 ms

  






  

    			2022-01-07 22:33:52.332781

    			0.4 ms

  






  

    			2022-01-07 23:33:54.212432

    			0.0 ms

  






  

    			2022-01-08 00:33:56.102511

    			-0.1 ms

  






  

    			2022-01-08 01:33:57.866547

    			-1.0 ms

  






  

    			2022-01-08 02:33:59.471242

    			-0.3 ms

  






  

    			2022-01-08 03:34:01.025328

    			0.7 ms

  






  

    			2022-01-08 04:34:03.685874

    			4.6 ms

  






  

    			2022-01-08 05:34:05.787726

    			1.8 ms

  






  

    			2022-01-08 06:34:07.397268

    			2.2 ms

  






  

    			2022-01-08 07:34:09.427943

    			0.4 ms

  






  

    			2022-01-08 08:34:11.354707

    			1.9 ms

  






  

    			2022-01-08 09:34:13.121268

    			-0.6 ms

  






  

    			2022-01-08 10:34:14.924296

    			-0.6 ms

  






  

    			2022-01-08 11:34:17.052671

    			-0.8 ms

  






  

    			2022-01-08 12:34:19.000071

    			-1.3 ms

  






  

    			2022-01-08 13:34:20.903699

    			-0.6 ms

  






  

    			2022-01-08 14:34:22.696795

    			-2.0 ms

  






  

    			2022-01-08 15:34:24.353956

    			-1.0 ms

  






  

    			2022-01-08 16:34:26.494901

    			0.0 ms

  






  

    			2022-01-08 17:34:28.441577

    			0.5 ms

  






  

    			2022-01-08 18:34:30.145751

    			-0.6 ms

  






  

    			2022-01-08 19:34:31.820228

    			-0.8 ms

  






  

    			2022-01-08 20:34:34.079088

    			-1.4 ms

  






  

    			2022-01-08 21:34:35.835636

    			-0.7 ms

  






  

    			2022-01-08 22:34:37.253788

    			0.0 ms

  






  

    			2022-01-08 23:34:39.104028

    			0.2 ms

  






  

    			2022-01-09 00:34:41.040259

    			0.0 ms

  






  

    			2022-01-09 01:34:43.682744

    			0.4 ms

  






  

    			2022-01-09 02:34:45.377034

    			-0.6 ms

  






  

    			2022-01-09 03:34:47.204758

    			-0.6 ms

  






  

    			2022-01-09 04:34:49.776243

    			0.2 ms

  






  

    			2022-01-09 05:34:51.602837

    			0.3 ms

  






  

    			2022-01-09 06:34:53.816845

    			0.7 ms

  






  

    			2022-01-09 07:34:55.383401

    			1.0 ms

  






  

    			2022-01-09 08:34:56.984396

    			1.2 ms

  






  

    			2022-01-09 09:34:58.77069

    			-0.6 ms

  






  

    			2022-01-09 10:35:01.049021

    			-1.0 ms

  






  

    			2022-01-09 11:35:02.608345

    			-0.7 ms

  






  

    			2022-01-09 12:35:04.8923

    			0.6 ms

  






  

    			2022-01-09 13:35:06.384814

    			0.0 ms

  






  

    			2022-01-09 14:35:08.185455

    			1.0 ms

  






  

    			2022-01-09 15:35:10.168411

    			0.8 ms

  






  

    			2022-01-09 16:35:12.282768

    			0.5 ms

  






  

    			2022-01-09 17:35:14.260511

    			-0.6 ms

  






  

    			2022-01-09 18:35:16.156012

    			0.4 ms

  






  

    			2022-01-09 19:35:17.808184

    			-0.9 ms

  






  

    			2022-01-09 20:35:19.642575

    			0.4 ms

  






  

    			2022-01-09 21:35:21.682362

    			-0.7 ms

  






  

    			2022-01-09 22:35:24.04007

    			-0.7 ms

  






  

    			2022-01-09 23:35:25.754623

    			-1.1 ms

  






  

    			2022-01-10 00:35:27.664193

    			-0.4 ms

  






  

    			2022-01-10 01:35:29.26635

    			0.7 ms

  






  

    			2022-01-10 02:35:30.82965

    			-0.7 ms

  






  

    			2022-01-10 03:35:32.433036

    			1.1 ms

  






  

    			2022-01-10 04:35:34.034489

    			0.6 ms

  






  

    			2022-01-10 05:35:35.56684

    			0.7 ms

  






  

    			2022-01-10 06:35:38.196951

    			0.3 ms

  






  

    			2022-01-10 07:35:40.077659

    			-0.2 ms

  






  

    			2022-01-10 08:35:42.013829

    			-0.6 ms

  






  

    			2022-01-10 09:35:45.494607

    			-1.0 ms

  






  

    			2022-01-10 10:35:47.406293

    			-0.3 ms

  






  

    			2022-01-10 11:35:48.920882

    			-0.7 ms

  






  

    			2022-01-10 12:35:50.77803

    			-0.1 ms

  






  

    			2022-01-10 13:35:52.565138

    			1.4 ms

  






  

    			2022-01-10 14:35:54.539098

    			0.2 ms

  






  

    			2022-01-10 15:35:56.693009

    			0.4 ms

  






  

    			2022-01-10 16:35:58.52628

    			0.3 ms

  






  

    			2022-01-10 17:36:00.38499

    			-0.6 ms

  






  

    			2022-01-10 18:36:02.082334

    			0.1 ms

  






  

    			2022-01-10 19:36:04.650682

    			0.2 ms

  






  

    			2022-01-10 20:36:06.41687

    			-0.6 ms

  






  

    			2022-01-10 21:36:07.985654

    			-1.3 ms

  






  

    			2022-01-10 22:36:09.504372

    			-3.1 ms

  






  

    			2022-01-10 23:36:11.014908

    			-1.0 ms

  






  

    			2022-01-11 00:36:12.662448

    			-0.7 ms

  






  

    			2022-01-11 01:36:14.312041

    			0.6 ms

  






  

    			2022-01-11 02:36:16.854582

    			-0.3 ms

  






  

    			2022-01-11 03:36:18.938221

    			0.7 ms

  






  

    			2022-01-11 04:36:21.274227

    			0.3 ms

  






  

    			2022-01-11 05:36:23.55638

    			0.0 ms

  






  

    			2022-01-11 06:36:25.48375

    			0.6 ms

  






  

    			2022-01-11 07:36:27.417324

    			-1.1 ms

  






  

    			2022-01-11 08:36:29.226286

    			-0.8 ms

  






  

    			2022-01-11 09:36:30.838896

    			-1.0 ms

  






  

    			2022-01-11 10:36:32.874513

    			-0.5 ms

  






  

    			2022-01-11 11:36:34.618215

    			-1.3 ms

  






  

    			2022-01-11 12:36:36.13966

    			0.1 ms

  






  

    			2022-01-11 13:36:37.982069

    			1.3 ms

  






  

    			2022-01-11 14:36:40.76911

    			1.4 ms

  






  

    			2022-01-11 15:36:42.988428

    			0.7 ms

  






  

    			2022-01-11 16:36:44.805287

    			-1.1 ms

  






  

    			2022-01-11 17:36:46.554645

    			-2.0 ms

  






  

    			2022-01-11 18:36:48.179408

    			-1.2 ms

  






  

    			2022-01-11 19:36:49.672063

    			-1.5 ms

  






  

    			2022-01-11 20:36:51.610131

    			0.2 ms

  






  

    			2022-01-11 21:36:53.461979

    			-0.6 ms

  






  

    			2022-01-11 22:36:55.164516

    			-2.8 ms

  






  

    			2022-01-11 23:36:56.864912

    			-1.2 ms

  






  

    			2022-01-12 00:36:58.55096

    			-1.0 ms

  






  

    			2022-01-12 01:37:00.317625

    			1.0 ms

  






  

    			2022-01-12 02:37:02.420694

    			0.6 ms

  






  

    			2022-01-12 03:37:04.293722

    			0.1 ms

  






  

    			2022-01-12 04:37:05.899024

    			0.3 ms

  






  

    			2022-01-12 05:37:07.704506

    			-0.2 ms

  






  

    			2022-01-12 06:37:09.777373

    			0.1 ms

  






  

    			2022-01-12 07:37:11.536086

    			-0.8 ms

  






  

    			2022-01-12 08:37:13.508806

    			0.8 ms

  






  

    			2022-01-12 09:37:15.385873

    			0.6 ms

  






  

    			2022-01-12 10:37:17.254291

    			0.2 ms

  






  

    			2022-01-12 11:37:18.93347

    			1.2 ms

  






  

    			2022-01-12 12:37:20.774227

    			1.1 ms

  






  

    			2022-01-12 13:37:22.92942

    			0.8 ms

  






  

    			2022-01-12 14:37:25.272007

    			-1.6 ms

  






  

    			2022-01-12 15:37:26.83189

    			-0.5 ms

  






  

    			2022-01-12 16:37:28.659076

    			0.3 ms

  






  

    			2022-01-12 17:37:30.532966

    			-0.3 ms

  






  

    			2022-01-12 18:37:32.205303

    			-0.2 ms

  






  

    			2022-01-12 19:37:33.88085

    			-0.5 ms

  






  

    			2022-01-12 20:37:35.844106

    			-0.1 ms

  






  

    			2022-01-12 21:37:38.589245

    			0.6 ms

  






  

    			2022-01-12 22:37:40.379136

    			-0.2 ms

  






  

    			2022-01-12 23:37:41.90615

    			0.4 ms

  






  

    			2022-01-13 00:37:43.487728

    			-0.8 ms

  






  

    			2022-01-13 01:37:45.157642

    			-2.1 ms

  






  

    			2022-01-13 02:37:46.927505

    			-0.4 ms

  






  

    			2022-01-13 03:37:48.585678

    			-0.4 ms

  






  

    			2022-01-13 04:37:50.543272

    			0.0 ms

  






  

    			2022-01-13 05:37:52.130791

    			0.0 ms

  






  

    			2022-01-13 06:37:53.660584

    			-0.3 ms

  






  

    			2022-01-13 07:37:55.412863

    			0.6 ms

  






  

    			2022-01-13 08:37:57.748878

    			0.7 ms

  






  

    			2022-01-13 09:37:59.39177

    			1.1 ms

  






  

    			2022-01-13 10:38:02.555838

    			-0.4 ms

  






  

    			2022-01-13 11:38:04.078942

    			-0.3 ms

  






  

    			2022-01-13 12:38:05.878231

    			0.3 ms

  






  

    			2022-01-13 13:38:08.249682

    			-0.5 ms

  






  

    			2022-01-13 14:38:11.24652

    			-1.8 ms

  






  

    			2022-01-13 15:38:13.650507

    			1.4 ms

  






  

    			2022-01-13 16:38:16.029347

    			0.4 ms

  






  

    			2022-01-13 17:38:17.538825

    			-0.8 ms

  






  

    			2022-01-13 18:38:19.162921

    			-0.7 ms

  






  

    			2022-01-13 19:38:21.152495

    			0.3 ms

  






  

    			2022-01-13 20:38:23.145206

    			-0.1 ms

  






  

    			2022-01-13 21:38:24.780142

    			0.0 ms

  






  

    			2022-01-13 22:38:26.470516

    			-0.7 ms

  






  

    			2022-01-13 23:38:27.909106

    			0.4 ms

  






  

    			2022-01-14 00:38:29.772777

    			-0.4 ms

  






  

    			2022-01-14 01:38:31.307883

    			0.6 ms

  






  

    			2022-01-14 02:38:33.196659

    			0.0 ms

  






  

    			2022-01-14 03:38:34.83202

    			-0.4 ms

  






  

    			2022-01-14 04:38:37.556034

    			0.0 ms

  






  

    			2022-01-14 05:38:39.248158

    			0.9 ms

  






  

    			2022-01-14 06:38:40.828739

    			0.2 ms

  






  

    			2022-01-14 07:38:42.5374

    			-0.2 ms

  






  

    			2022-01-14 08:38:43.986472

    			-0.1 ms

  






  

    			2022-01-14 09:38:46.723067

    			0.1 ms

  






  

    			2022-01-14 10:38:49.439052

    			0.6 ms

  






  

    			2022-01-14 11:38:51.083286

    			0.6 ms

  






  

    			2022-01-14 12:38:54.130503

    			0.5 ms

  






  

    			2022-01-14 13:38:55.712928

    			0.2 ms

  






  

    			2022-01-14 14:38:58.337949

    			0.1 ms

  






  

    			2022-01-14 15:38:59.85847

    			-0.3 ms

  






  

    			2022-01-14 16:39:01.654665

    			-0.3 ms

  






  

    			2022-01-14 17:39:03.33284

    			-0.2 ms

  






  

    			2022-01-14 18:39:05.264396

    			-0.4 ms

  






  

    			2022-01-14 19:39:07.927303

    			-0.4 ms

  






  

    			2022-01-14 20:39:09.540182

    			-0.5 ms

  






  

    			2022-01-14 21:39:11.685848

    			0.2 ms

  






  

    			2022-01-14 22:39:13.517137

    			-0.4 ms

  






  

    			2022-01-14 23:39:15.702589

    			-0.5 ms

  






  

    			2022-01-15 00:39:18.136997

    			-3.2 ms

  






  

    			2022-01-15 01:39:20.133301

    			-3.5 ms

  






  

    			2022-01-15 02:39:23.554837

    			0.3 ms

  






  

    			2022-01-15 03:39:26.600026

    			2.9 ms

  






  

    			2022-01-15 04:39:28.574763

    			3.7 ms

  






  

    			2022-01-15 05:39:31.6855

    			2.1 ms

  






  

    			2022-01-15 06:39:33.215278

    			1.5 ms

  






  

    			2022-01-15 07:39:35.310678

    			1.7 ms

  






  

    			2022-01-15 08:39:37.83258

    			2.3 ms

  






  

    			2022-01-15 09:39:40.123104

    			1.5 ms

  






  

    			2022-01-15 10:39:42.848517

    			-2.4 ms

  






  

    			2022-01-15 11:39:45.120077

    			-1.0 ms

  






  

    			2022-01-15 12:39:47.34728

    			-0.9 ms

  






  

    			2022-01-15 13:39:50.285208

    			-0.9 ms

  






  

    			2022-01-15 14:39:53.499633

    			-1.1 ms

  






  

    			2022-01-15 15:39:56.419652

    			0.4 ms

  






  

    			2022-01-15 16:39:58.499106

    			-0.1 ms

  






  

    			2022-01-15 17:40:00.749237

    			-0.1 ms

  






  

    			2022-01-15 18:40:02.475075

    			-0.7 ms

  






  

    			2022-01-15 19:40:04.218354

    			-1.1 ms

  






  

    			2022-01-15 20:40:06.186421

    			0.1 ms

  






  

    			2022-01-15 21:40:08.563021

    			0.4 ms

  






  

    			2022-01-15 22:40:10.484808

    			0.1 ms

  






  

    			2022-01-15 23:40:12.151345

    			-0.1 ms

  






  

    			2022-01-16 00:40:14.424454

    			-0.7 ms

  






  

    			2022-01-16 01:40:16.233797

    			1.1 ms

  






  

    			2022-01-16 02:40:17.843544

    			0.2 ms

  






  

    			2022-01-16 03:40:19.79498

    			0.1 ms

  






  

    			2022-01-16 04:40:22.374701

    			0.8 ms

  






  

    			2022-01-16 05:40:24.649027

    			0.0 ms

  






  

    			2022-01-16 06:40:27.605228

    			0.1 ms

  






  

    			2022-01-16 07:40:29.733931

    			0.0 ms

  






  

    			2022-01-16 08:40:31.5621

    			0.4 ms

  






  

    			2022-01-16 09:40:33.740224

    			0.7 ms

  






  

    			2022-01-16 10:40:35.474199

    			-0.2 ms

  






  

    			2022-01-16 11:40:37.431123

    			0.2 ms

  






  

    			2022-01-16 12:40:39.466167

    			-1.2 ms

  






  

    			2022-01-16 13:40:41.725565

    			-1.2 ms

  






  

    			2022-01-16 14:40:44.44917

    			-0.5 ms

  






  

    			2022-01-16 15:40:47.062562

    			0.2 ms

  






  

    			2022-01-16 16:40:48.551289

    			0.6 ms

  






  

    			2022-01-16 17:40:50.419055

    			-0.2 ms

  






  

    			2022-01-16 18:40:52.506222

    			-0.6 ms

  






  

    			2022-01-16 19:40:54.131431

    			-1.0 ms

  






  

    			2022-01-16 20:40:55.89907

    			-0.9 ms

  






  

    			2022-01-16 21:40:57.590993

    			-0.1 ms

  






  

    			2022-01-16 22:40:59.403273

    			-1.2 ms

  






  

    			2022-01-16 23:41:01.526583

    			0.0 ms

  






  

    			2022-01-17 00:41:03.987684

    			-0.3 ms

  






  

    			2022-01-17 01:41:05.556179

    			-0.6 ms

  






  

    			2022-01-17 02:41:08.12227

    			0.1 ms

  






  

    			2022-01-17 03:41:10.605997

    			-0.5 ms

  






  

    			2022-01-17 04:41:12.392221

    			-0.2 ms

  






  

    			2022-01-17 05:41:14.1009

    			0.1 ms

  






  

    			2022-01-17 06:41:16.410132

    			-0.5 ms

  






  

    			2022-01-17 07:41:18.2236

    			-0.6 ms

  






  

    			2022-01-17 08:41:20.414797

    			-0.5 ms

  






  

    			2022-01-17 09:41:23.818688

    			0.4 ms

  






  

    			2022-01-17 10:41:26.443431

    			0.3 ms

  






  

    			2022-01-17 11:41:29.16193

    			0.6 ms

  






  

    			2022-01-17 12:41:31.566074

    			-0.1 ms

  






  

    			2022-01-17 13:41:33.996784

    			-4.0 ms

  






  

    			2022-01-17 14:41:36.859293

    			-0.8 ms

  






  

    			2022-01-17 15:41:39.23833

    			1.2 ms

  






  

    			2022-01-17 16:41:42.260532

    			-0.5 ms

  






  

    			2022-01-17 17:41:44.37418

    			0.4 ms

  






  

    			2022-01-17 18:41:46.07771

    			-0.5 ms

  






  

    			2022-01-17 19:41:49.641145

    			-0.9 ms

  






  

    			2022-01-17 20:41:52.424695

    			-0.7 ms

  






  

    			2022-01-17 21:41:54.868893

    			0.3 ms

  






  

    			2022-01-17 22:41:56.349787

    			0.2 ms

  






  

    			2022-01-17 23:41:58.603057

    			-0.2 ms

  






  

    			2022-01-18 00:42:00.727885

    			0.2 ms

  






  

    			2022-01-18 01:42:02.930229

    			-0.7 ms

  






  

    			2022-01-18 02:42:05.45052

    			0.2 ms

  






  

    			2022-01-18 03:42:07.520851

    			-0.7 ms

  






  

    			2022-01-18 04:42:09.659608

    			-0.6 ms

  






  

    			2022-01-18 05:42:11.343232

    			1.0 ms

  






  

    			2022-01-18 06:42:13.135743

    			-0.8 ms

  






  

    			2022-01-18 07:42:14.955214

    			0.2 ms

  






  

    			2022-01-18 08:42:17.20802

    			0.9 ms

  






  

    			2022-01-18 09:42:20.507872

    			0.9 ms

  






  

    			2022-01-18 10:42:22.652018

    			0.4 ms

  






  

    			2022-01-18 11:42:24.88471

    			0.8 ms

  






  

    			2022-01-18 12:42:27.758082

    			-1.6 ms

  






  

    			2022-01-18 13:42:29.769614

    			-0.9 ms

  






  

    			2022-01-18 14:42:31.959317

    			-1.4 ms

  






  

    			2022-01-18 15:42:35.143159

    			-0.1 ms

  






  

    			2022-01-18 16:42:36.918914

    			0.9 ms

  






  

    			2022-01-18 17:42:39.377137

    			1.0 ms

  






  

    			2022-01-18 18:42:40.919656

    			-0.2 ms

  






  

    			2022-01-18 19:42:43.164774

    			0.8 ms

  






  

    			2022-01-18 20:42:45.690801

    			-0.7 ms

  






  

    			2022-01-18 21:42:47.678609

    			0.2 ms

  






  

    			2022-01-18 22:42:49.815049

    			0.7 ms

  






  

    			2022-01-18 23:42:52.021034

    			-0.5 ms

  






  

    			2022-01-19 00:42:53.664987

    			-0.1 ms

  






  

    			2022-01-19 01:42:55.206543

    			1.4 ms

  






  

    			2022-01-19 02:42:57.87471

    			1.6 ms

  






  

    			2022-01-19 03:42:59.722938

    			1.0 ms

  






  

    			2022-01-19 04:43:01.658852

    			-0.1 ms

  






  

    			2022-01-19 05:43:04.083644

    			-0.6 ms

  






  

    			2022-01-19 06:43:07.073823

    			-0.7 ms

  






  

    			2022-01-19 07:43:09.139755

    			-0.4 ms

  






  

    			2022-01-19 08:43:11.219319

    			-0.4 ms

  






  

    			2022-01-19 09:43:13.114739

    			-1.1 ms

  






  

    			2022-01-19 10:43:15.524157

    			-0.8 ms

  






  

    			2022-01-19 11:43:17.437289

    			0.4 ms

  






  

    			2022-01-19 12:43:19.72951

    			0.4 ms

  






  

    			2022-01-19 13:43:22.574208

    			-1.1 ms

  






  

    			2022-01-19 14:43:24.45893

    			-0.7 ms

  






  

    			2022-01-19 15:43:27.266931

    			0.4 ms

  






  

    			2022-01-19 16:43:30.878634

    			-0.2 ms

  






  

    			2022-01-19 17:43:33.592789

    			0.1 ms

  






  

    			2022-01-19 18:43:35.381754

    			-0.6 ms

  






  

    			2022-01-19 19:43:37.719027

    			0.3 ms

  






  

    			2022-01-19 20:43:39.342384

    			-0.3 ms

  






  

    			2022-01-19 21:43:42.038656

    			-1.0 ms

  






  

    			2022-01-19 22:43:44.337449

    			0.1 ms

  






  

    			2022-01-19 23:43:46.123652

    			-1.3 ms

  






  

    			2022-01-20 00:43:48.276491

    			-0.4 ms

  






  

    			2022-01-20 01:43:49.843672

    			-0.7 ms

  






  

    			2022-01-20 02:43:52.417263

    			-0.8 ms

  






  

    			2022-01-20 03:43:54.600131

    			-0.9 ms

  






  

    			2022-01-20 04:43:56.039864

    			0.3 ms

  






  

    			2022-01-20 05:43:57.496167

    			0.6 ms

  






  

    			2022-01-20 06:43:59.014112

    			0.2 ms

  






  

    			2022-01-20 07:44:00.848158

    			0.1 ms

  






  

    			2022-01-20 08:44:02.911208

    			-1.3 ms

  






  

    			2022-01-20 09:44:05.148926

    			-2.1 ms

  






  

    			2022-01-20 10:44:06.914321

    			-0.6 ms

  






  

    			2022-01-20 11:44:08.841781

    			-0.9 ms

  






  

    			2022-01-20 12:44:10.654363

    			-0.2 ms

  






  

    			2022-01-20 13:44:13.554165

    			0.1 ms

  






  

    			2022-01-20 14:44:15.718592

    			0.5 ms

  






  

    			2022-01-20 15:44:17.954632

    			0.5 ms

  






  

    			2022-01-20 16:44:20.167204

    			1.5 ms

  






  

    			2022-01-20 17:44:21.994621

    			-0.3 ms

  






  

    			2022-01-20 18:44:23.844473

    			-0.8 ms

  






  

    			2022-01-20 19:44:25.835172

    			-0.9 ms

  






  

    			2022-01-20 20:44:27.347228

    			-0.8 ms

  






  

    			2022-01-20 21:44:29.011342

    			-0.2 ms

  






  

    			2022-01-20 22:44:31.576043

    			-0.8 ms

  






  

    			2022-01-20 23:44:34.108638

    			-0.3 ms

  






  

    			2022-01-21 00:44:36.469336

    			-0.3 ms

  






  

    			2022-01-21 01:44:39.35812

    			0.1 ms

  






  

    			2022-01-21 02:44:41.561123

    			-0.5 ms

  






  

    			2022-01-21 03:44:45.13124

    			-0.1 ms

  






  

    			2022-01-21 04:44:46.944137

    			-0.6 ms

  






  

    			2022-01-21 05:44:49.437569

    			0.3 ms

  






  

    			2022-01-21 06:44:51.239476

    			-0.4 ms

  






  

    			2022-01-21 07:44:54.123334

    			0.2 ms

  






  

    			2022-01-21 08:44:56.094157

    			0.3 ms

  






  

    			2022-01-21 09:44:59.319657

    			-2.2 ms

  






  

    			2022-01-21 10:45:01.653528

    			-1.0 ms

  






  

    			2022-01-21 11:45:04.448172

    			-0.7 ms

  






  

    			2022-01-21 12:45:07.823104

    			-1.4 ms

  






  

    			2022-01-21 13:45:09.613923

    			0.4 ms

  






  

    			2022-01-21 14:45:11.746471

    			0.8 ms

  






  

    			2022-01-21 15:45:13.619605

    			-0.6 ms

  






  

    			2022-01-21 16:45:16.091982

    			-0.7 ms

  






  

    			2022-01-21 17:45:18.093961

    			-0.5 ms

  






  

    			2022-01-21 18:45:19.872884

    			-0.2 ms

  






  

    			2022-01-21 19:45:21.899599

    			-0.8 ms

  






  

    			2022-01-21 20:45:24.406841

    			-2.3 ms

  






  

    			2022-01-21 21:45:26.115734

    			-1.0 ms

  






  

    			2022-01-21 22:45:27.78898

    			-0.4 ms

  






  

    			2022-01-21 23:45:30.014442

    			0.6 ms

  






  

    			2022-01-22 00:45:32.543985

    			0.3 ms

  






  

    			2022-01-22 01:45:36.506555

    			0.2 ms

  






  

    			2022-01-22 02:45:39.381449

    			0.5 ms

  






  

    			2022-01-22 03:45:42.362571

    			0.0 ms

  






  

    			2022-01-22 04:45:44.013561

    			-0.1 ms

  






  

    			2022-01-22 05:45:47.075933

    			-0.2 ms

  






  

    			2022-01-22 06:45:48.917962

    			1.0 ms

  






  

    			2022-01-22 07:45:51.591854

    			-0.2 ms

  






  

    			2022-01-22 08:45:53.358836

    			-0.3 ms

  






  

    			2022-01-22 09:45:55.318028

    			-0.5 ms

  






  

    			2022-01-22 10:45:58.694449

    			0.4 ms

  






  

    			2022-01-22 11:46:00.89321

    			-0.1 ms

  






  

    			2022-01-22 12:46:03.382307

    			-0.2 ms

  






  

    			2022-01-22 13:46:05.597418

    			0.9 ms

  






  

    			2022-01-22 14:46:08.021783

    			1.4 ms

  






  

    			2022-01-22 15:46:09.861395

    			-0.7 ms

  






  

    			2022-01-22 16:46:11.82663

    			-0.5 ms

  






  

    			2022-01-22 17:46:14.369305

    			-0.1 ms

  






  

    			2022-01-22 18:46:16.376546

    			0.7 ms

  






  

    			2022-01-22 19:46:18.726956

    			-0.2 ms

  






  

    			2022-01-22 20:46:21.005395

    			-0.1 ms

  






  

    			2022-01-22 21:46:22.540604

    			-0.5 ms

  






  

    			2022-01-22 22:46:24.757942

    			-0.2 ms

  






  

    			2022-01-22 23:46:26.566266

    			-0.4 ms

  






  

    			2022-01-23 00:46:28.71462

    			-0.1 ms

  






  

    			2022-01-23 01:46:30.934176

    			-0.1 ms

  






  

    			2022-01-23 02:46:32.831722

    			-1.4 ms

  






  

    			2022-01-23 03:46:34.799919

    			-0.8 ms

  






  

    			2022-01-23 04:46:36.611753

    			-0.4 ms

  






  

    			2022-01-23 05:46:38.395322

    			-0.8 ms

  






  

    			2022-01-23 06:46:40.69452

    			-0.2 ms

  






  

    			2022-01-23 07:46:42.719928

    			0.5 ms

  






  

    			2022-01-23 08:46:44.962986

    			-0.1 ms

  






  

    			2022-01-23 09:46:47.98522

    			-0.3 ms

  






  

    			2022-01-23 10:46:49.650581

    			0.5 ms

  






  

    			2022-01-23 11:46:51.372591

    			-0.7 ms

  






  

    			2022-01-23 12:46:53.274786

    			-0.7 ms

  






  

    			2022-01-23 13:46:56.299899

    			-0.4 ms

  






  

    			2022-01-23 14:47:00.09687

    			0.1 ms

  






  

    			2022-01-23 15:47:03.035074

    			-1.5 ms

  






  

    			2022-01-23 16:47:06.068453

    			-0.7 ms

  






  

    			2022-01-23 17:47:07.749732

    			0.0 ms

  






  

    			2022-01-23 18:47:10.140098

    			0.1 ms

  






  

    			2022-01-23 19:47:12.57828

    			1.8 ms

  






  

    			2022-01-23 20:47:15.18282

    			1.6 ms

  






  

    			2022-01-23 21:47:16.771507

    			-0.4 ms

  






  

    			2022-01-23 22:47:19.247817

    			0.4 ms

  






  

    			2022-01-23 23:47:21.818929

    			-0.1 ms

  






  

    			2022-01-24 00:47:24.250347

    			0.0 ms

  






  

    			2022-01-24 01:47:27.279047

    			-0.2 ms

  






  

    			2022-01-24 02:47:29.137982

    			-0.2 ms

  






  

    			2022-01-24 03:47:30.956779

    			0.7 ms

  






  

    			2022-01-24 04:47:34.092673

    			-0.4 ms

  






  

    			2022-01-24 05:47:35.793856

    			0.0 ms

  






  

    			2022-01-24 06:47:37.959441

    			0.7 ms

  






  

    			2022-01-24 07:47:40.263529

    			-0.2 ms

  






  

    			2022-01-24 08:47:42.375934

    			-0.4 ms

  






  

    			2022-01-24 09:47:44.154143

    			-2.8 ms

  






  

    			2022-01-24 10:47:46.202217

    			0.1 ms

  






  

    			2022-01-24 11:47:49.231182

    			-1.3 ms

  






  

    			2022-01-24 12:47:51.610477

    			-0.8 ms

  






  

    			2022-01-24 13:47:53.910636

    			-0.7 ms

  






  

    			2022-01-24 14:47:56.625041

    			0.4 ms

  






  

    			2022-01-24 15:47:59.354741

    			-0.7 ms

  






  

    			2022-01-24 16:48:02.795398

    			1.3 ms

  






  

    			2022-01-24 17:48:04.740579

    			0.8 ms

  






  

    			2022-01-24 18:48:06.619332

    			0.0 ms

  






  

    			2022-01-24 19:48:08.419479

    			0.0 ms

  






  

    			2022-01-24 20:48:10.227217

    			1.5 ms

  






  

    			2022-01-24 21:48:11.730214

    			1.6 ms

  






  

    			2022-01-24 22:48:13.650767

    			0.4 ms

  






  

    			2022-01-24 23:48:15.476525

    			-0.2 ms

  






  

    			2022-01-25 00:48:17.414486

    			-0.8 ms

  






  

    			2022-01-25 01:48:18.940281

    			0.1 ms

  






  

    			2022-01-25 02:48:20.69225

    			-0.2 ms

  






  

    			2022-01-25 03:48:23.082958

    			0.8 ms

  






  

    			2022-01-25 04:48:24.913289

    			0.5 ms

  






  

    			2022-01-25 05:48:26.623619

    			0.3 ms

  






  

    			2022-01-25 06:48:28.306005

    			0.7 ms

  






  

    			2022-01-25 07:48:30.170264

    			0.6 ms

  






  

    			2022-01-25 08:48:32.553464

    			0.7 ms

  






  

    			2022-01-25 09:48:34.63238

    			0.7 ms

  






  

    			2022-01-25 10:48:36.923698

    			0.4 ms

  






  

    			2022-01-25 11:48:38.967264

    			0.6 ms

  






  

    			2022-01-25 12:48:40.740474

    			-0.8 ms

  






  

    			2022-01-25 13:48:42.502779

    			-1.6 ms

  






  

    			2022-01-25 14:48:44.692268

    			0.2 ms

  






  

    			2022-01-25 15:48:46.712118

    			0.6 ms

  






  

    			2022-01-25 16:48:48.733244

    			-1.0 ms

  






  

    			2022-01-25 17:48:50.32454

    			-0.8 ms

  






  

    			2022-01-25 18:48:51.875694

    			0.3 ms

  






  

    			2022-01-25 19:48:53.352529

    			-0.7 ms

  






  

    			2022-01-25 20:48:55.418117

    			-1.6 ms

  






  

    			2022-01-25 21:48:57.02682

    			-0.8 ms

  






  

    			2022-01-25 22:48:58.938191

    			-0.7 ms

  






  

    			2022-01-25 23:49:00.835842

    			-0.2 ms

  






  

    			2022-01-26 00:49:02.971957

    			0.3 ms

  






  

    			2022-01-26 01:49:04.74066

    			-0.2 ms

  






  

    			2022-01-26 02:49:06.961968

    			-1.6 ms

  






  

    			2022-01-26 03:49:08.92624

    			-2.1 ms

  






  

    			2022-01-26 04:49:10.795705

    			-3.8 ms

  






  

    			2022-01-26 05:49:13.110175

    			0.9 ms

  






  

    			2022-01-26 06:49:15.079903

    			1.8 ms

  






  

    			2022-01-26 07:49:17.072629

    			0.1 ms

  






  

    			2022-01-26 08:49:19.259629

    			0.8 ms

  






  

    			2022-01-26 09:49:21.710314

    			0.8 ms

  






  

    			2022-01-26 10:49:23.988765

    			0.0 ms

  






  

    			2022-01-26 11:49:25.994071

    			-0.9 ms

  






  

    			2022-01-26 12:49:27.765388

    			-1.3 ms

  






  

    			2022-01-26 13:49:30.502489

    			-1.2 ms

  






  

    			2022-01-26 14:49:32.617355

    			-4.7 ms

  






  

    			2022-01-26 15:49:34.590442

    			0.0 ms

  






  

    			2022-01-26 16:49:36.589319

    			-0.1 ms

  






  

    			2022-01-26 17:49:39.019934

    			0.2 ms

  






  

    			2022-01-26 18:49:40.963253

    			-0.4 ms

  






  

    			2022-01-26 19:49:43.173164

    			0.7 ms

  






  

    			2022-01-26 20:49:45.185243

    			0.7 ms

  






  

    			2022-01-26 21:49:47.123143

    			-0.3 ms

  






  

    			2022-01-26 22:49:49.036654

    			4.8 ms

  






  

    			2022-01-26 23:49:50.78895

    			3.0 ms

  






  

    			2022-01-27 00:49:52.604176

    			1.7 ms

  






  

    			2022-01-27 01:49:54.511636

    			-0.2 ms

  






  

    			2022-01-27 02:49:56.348551

    			1.5 ms

  






  

    			2022-01-27 03:49:58.332546

    			-2.5 ms

  






  

    			2022-01-27 04:49:59.802949

    			-3.8 ms

  






  

    			2022-01-27 05:50:01.801586

    			-7.0 ms

  






  

    			2022-01-27 06:50:03.32776

    			0.4 ms

  






  

    			2022-01-27 07:50:05.372251

    			3.4 ms

  






  

    			2022-01-27 08:50:06.998269

    			3.1 ms

  






  

    			2022-01-27 09:50:09.104076

    			5.0 ms

  






  

    			2022-01-27 10:50:10.727439

    			1.4 ms

  






  

    			2022-01-27 11:50:12.587844

    			-1.1 ms

  






  

    			2022-01-27 12:50:14.432509

    			-2.1 ms

  






  

    			2022-01-27 13:50:15.995533

    			-1.2 ms

  






  

    			2022-01-27 14:50:17.910424

    			-1.2 ms

  






  

    			2022-01-27 15:50:20.074201

    			-1.3 ms

  






  

    			2022-01-27 16:50:22.236565

    			-1.8 ms

  






  

    			2022-01-27 17:50:24.435434

    			-0.2 ms

  






  

    			2022-01-27 18:50:26.376112

    			-0.3 ms

  






  

    			2022-01-27 19:50:28.236616

    			0.3 ms

  






  

    			2022-01-27 20:50:30.191072

    			-1.3 ms

  






  

    			2022-01-27 21:50:31.982807

    			-1.8 ms

  






  

    			2022-01-27 22:50:34.567533

    			-2.3 ms

  






  

    			2022-01-27 23:50:36.617932

    			-2.8 ms

  






  

    			2022-01-28 00:50:38.437454

    			-0.6 ms

  






  

    			2022-01-28 01:50:40.36812

    			-0.1 ms

  






  

    			2022-01-28 02:50:42.157012

    			1.5 ms

  






  

    			2022-01-28 03:50:43.820914

    			1.3 ms

  






  

    			2022-01-28 04:50:45.712649

    			0.5 ms

  






  

    			2022-01-28 05:50:47.640317

    			0.1 ms

  






  

    			2022-01-28 06:50:49.772397

    			0.5 ms

  






  

    			2022-01-28 07:50:51.493537

    			0.5 ms

  






  

    			2022-01-28 08:50:52.999424

    			0.1 ms

  






  

    			2022-01-28 09:50:54.682738

    			-1.4 ms

  






  

    			2022-01-28 10:50:56.49169

    			-1.3 ms

  






  

    			2022-01-28 11:50:58.761359

    			-1.7 ms

  






  

    			2022-01-28 12:51:00.583578

    			-0.9 ms

  






  

    			2022-01-28 13:51:02.829237

    			-0.2 ms

  






  

    			2022-01-28 14:51:04.893347

    			-0.6 ms

  






  

    			2022-01-28 15:51:06.615567

    			-0.4 ms

  






  

    			2022-01-28 16:51:08.992745

    			-0.1 ms

  






  

    			2022-01-28 17:51:11.420143

    			-1.5 ms

  






  

    			2022-01-28 18:51:13.164367

    			-0.4 ms

  






  

    			2022-01-28 19:51:14.936208

    			-0.9 ms

  






  

    			2022-01-28 20:51:16.719819

    			-0.7 ms

  






  

    			2022-01-28 21:51:18.373135

    			-0.8 ms

  






  

    			2022-01-28 22:51:20.498176

    			-0.9 ms

  






  

    			2022-01-28 23:51:22.396698

    			0.2 ms

  






  

    			2022-01-29 00:51:24.013794

    			0.1 ms

  






  

    			2022-01-29 01:51:26.138139

    			0.1 ms

  






  

    			2022-01-29 02:51:27.648882

    			-0.4 ms

  






  

    			2022-01-29 03:51:29.531727

    			0.1 ms

  






  

    			2022-01-29 04:51:31.623853

    			1.0 ms

  






  

    			2022-01-29 05:51:33.805724

    			-0.2 ms

  






  

    			2022-01-29 06:51:35.437941

    			0.1 ms

  






  

    			2022-01-29 07:51:37.080116

    			-1.4 ms

  






  

    			2022-01-29 08:51:39.5208

    			0.4 ms

  






  

    			2022-01-29 09:51:41.285344

    			-0.3 ms

  






  

    			2022-01-29 10:51:43.787037

    			-0.8 ms

  






  

    			2022-01-29 11:51:45.918089

    			-1.5 ms

  






  

    			2022-01-29 12:51:47.991322

    			-0.1 ms

  






  

    			2022-01-29 13:51:49.989704

    			-0.6 ms

  






  

    			2022-01-29 14:51:53.12625

    			-0.6 ms

  






  

    			2022-01-29 15:51:56.539311

    			-2.4 ms

  






  

    			2022-01-29 16:51:58.297894

    			0.2 ms

  






  

    			2022-01-29 17:52:00.366798

    			-0.3 ms

  






  

    			2022-01-29 18:52:01.88317

    			-0.3 ms

  






  

    			2022-01-29 19:52:04.089487

    			-1.1 ms

  






  

    			2022-01-29 20:52:06.112707

    			-0.8 ms

  






  

    			2022-01-29 21:52:08.089182

    			-0.6 ms

  






  

    			2022-01-29 22:52:10.164732

    			-0.3 ms

  






  

    			2022-01-29 23:52:12.132222

    			-0.6 ms

  






  

    			2022-01-30 00:52:13.828885

    			-0.7 ms

  






  

    			2022-01-30 01:52:15.34669

    			0.6 ms

  






  

    			2022-01-30 02:52:16.802485

    			-1.5 ms

  






  

    			2022-01-30 03:52:18.625487

    			-0.7 ms

  






  

    			2022-01-30 04:52:20.262739

    			-1.0 ms

  






  

    			2022-01-30 05:52:21.955276

    			-0.4 ms

  






  

    			2022-01-30 06:52:24.248775

    			-0.9 ms

  






  

    			2022-01-30 07:52:26.087199

    			-1.7 ms

  






  

    			2022-01-30 08:52:28.01603

    			0.4 ms

  






  

    			2022-01-30 09:52:29.827379

    			-0.9 ms

  






  

    			2022-01-30 10:52:31.863641

    			-0.3 ms

  






  

    			2022-01-30 11:52:33.524135

    			-0.8 ms

  






  

    			2022-01-30 12:52:35.225838

    			0.8 ms

  






  

    			2022-01-30 13:52:37.468418

    			0.2 ms

  






  

    			2022-01-30 14:52:38.997427

    			0.0 ms

  






  

    			2022-01-30 15:52:40.630967

    			0.6 ms

  






  

    			2022-01-30 16:52:42.356329

    			-0.1 ms

  






  

    			2022-01-30 17:52:44.213904

    			0.8 ms

  






  

    			2022-01-30 18:52:45.919454

    			-0.2 ms

  






  

    			2022-01-30 19:52:47.659031

    			-0.4 ms

  






  

    			2022-01-30 20:52:49.378697

    			-1.4 ms

  






  

    			2022-01-30 21:52:50.866664

    			-1.3 ms

  






  

    			2022-01-30 22:52:53.477789

    			-1.0 ms

  






  

    			2022-01-30 23:52:54.987031

    			-1.1 ms

  






  

    			2022-01-31 00:52:56.92916

    			0.4 ms

  






  

    			2022-01-31 01:52:58.947384

    			0.5 ms

  






  

    			2022-01-31 02:53:00.500698

    			-0.4 ms

  






  

    			2022-01-31 03:53:02.123943

    			-0.3 ms

  






  

    			2022-01-31 04:53:04.082155

    			-0.5 ms

  






  

    			2022-01-31 05:53:05.845204

    			-0.4 ms

  






  

    			2022-01-31 06:53:07.606587

    			0.3 ms

  






  

    			2022-01-31 07:53:09.356666

    			0.3 ms

  






  

    			2022-01-31 08:53:11.401295

    			-1.1 ms

  






  

    			2022-01-31 09:53:13.592694

    			-1.0 ms

  






  

    			2022-01-31 10:53:15.62674

    			-0.3 ms

  






  

    			2022-01-31 11:53:17.279389

    			0.0 ms

  






  

    			2022-01-31 12:53:19.633606

    			-1.1 ms

  






  

    			2022-01-31 13:53:21.406933

    			-0.9 ms

  






  

    			2022-01-31 14:53:23.756358

    			0.1 ms

  






  

    			2022-01-31 15:53:26.965162

    			-0.1 ms

  






  

    			2022-01-31 16:53:28.764938

    			-0.6 ms

  






  

    			2022-01-31 17:53:31.587819

    			-0.3 ms

  






  

    			2022-01-31 18:53:33.043382

    			-0.8 ms

  






  

    			2022-01-31 19:53:34.829594

    			-0.7 ms

  






  

    			2022-01-31 20:53:37.065723

    			-0.3 ms

  






  

    			2022-01-31 21:53:39.031009

    			0.5 ms

  






  

    			2022-01-31 22:53:40.551971

    			-0.2 ms

  






  

    			2022-01-31 23:53:42.924292

    			0.9 ms

  






  

    			2022-02-01 00:53:44.977278

    			1.3 ms

  






  

    			2022-02-01 01:53:47.008628

    			0.1 ms

  






  

    			2022-02-01 02:53:48.596801

    			-0.5 ms

  






  

    			2022-02-01 03:53:50.35119

    			1.3 ms

  






  

    			2022-02-01 04:53:52.520678

    			-0.4 ms

  






  

    			2022-02-01 05:53:54.237698

    			-0.1 ms

  






  

    			2022-02-01 06:53:55.941384

    			-0.1 ms

  






  

    			2022-02-01 07:53:58.04258

    			-0.8 ms

  






  

    			2022-02-01 08:53:59.865804

    			-0.5 ms

  






  

    			2022-02-01 09:54:02.321729

    			0.0 ms

  






  

    			2022-02-01 10:54:03.981196

    			-0.2 ms

  






  

    			2022-02-01 11:54:05.838271

    			-1.1 ms

  






  

    			2022-02-01 12:54:07.799972

    			-2.1 ms

  






  

    			2022-02-01 13:54:10.108914

    			-0.4 ms

  






  

    			2022-02-01 14:54:11.969409

    			-0.6 ms

  






  

    			2022-02-01 15:54:13.760586

    			0.2 ms

  






  

    			2022-02-01 16:54:15.658181

    			-1.3 ms

  






  

    			2022-02-01 17:54:17.522556

    			-0.3 ms

  






  

    			2022-02-01 18:54:19.451304

    			0.5 ms

  






  

    			2022-02-01 19:54:21.229199

    			-0.9 ms

  






  

    			2022-02-01 20:54:23.092161

    			-0.4 ms

  






  

    			2022-02-01 21:54:24.665307

    			-0.9 ms

  






  

    			2022-02-01 22:54:26.830975

    			-1.3 ms

  






  

    			2022-02-01 23:54:28.574791

    			-1.2 ms

  






  

    			2022-02-02 00:54:30.546102

    			0.2 ms

  






  

    			2022-02-02 01:54:32.078285

    			-0.3 ms

  






  

    			2022-02-02 02:54:33.741317

    			-0.2 ms

  






  

    			2022-02-02 03:54:35.654197

    			-0.1 ms

  






  

    			2022-02-02 04:54:38.341488

    			1.4 ms

  






  

    			2022-02-02 05:54:40.167066

    			0.3 ms

  






  

    			2022-02-02 06:54:41.643973

    			-0.6 ms

  






  

    			2022-02-02 07:54:43.711973

    			0.0 ms

  






  

    			2022-02-02 08:54:45.427507

    			-0.1 ms

  






  

    			2022-02-02 09:54:47.635969

    			-0.1 ms

  






  

    			2022-02-02 10:54:49.063195

    			-1.1 ms

  






  

    			2022-02-02 11:54:51.013241

    			-0.1 ms

  






  

    			2022-02-02 12:54:52.70663

    			-1.3 ms

  






  

    			2022-02-02 13:54:54.88193

    			-1.1 ms

  






  

    			2022-02-02 14:54:56.749853

    			-0.4 ms

  






  

    			2022-02-02 15:54:58.630846

    			-0.5 ms

  






  

    			2022-02-02 16:55:00.303485

    			-2.5 ms

  






  

    			2022-02-02 17:55:02.387031

    			-1.3 ms

  






  

    			2022-02-02 18:55:04.024958

    			-1.5 ms

  






  

    			2022-02-02 19:55:06.047883

    			-1.6 ms

  






  

    			2022-02-02 20:55:08.436268

    			-1.0 ms

  






  

    			2022-02-02 21:55:10.079964

    			-0.3 ms

  






  

    			2022-02-02 22:55:11.957575

    			0.3 ms

  






  

    			2022-02-02 23:55:13.639323

    			0.8 ms

  






  

    			2022-02-03 00:55:16.243268

    			-2.6 ms

  






  

    			2022-02-03 01:55:18.185658

    			0.6 ms

  






  

    			2022-02-03 02:55:20.198646

    			-0.2 ms

  






  

    			2022-02-03 03:55:22.121826

    			1.1 ms

  






  

    			2022-02-03 04:55:24.067868

    			0.1 ms

  






  

    			2022-02-03 05:55:25.786822

    			1.0 ms

  






  

    			2022-02-03 06:55:27.55968

    			0.7 ms

  






  

    			2022-02-03 07:55:29.472573

    			0.3 ms

  






  

    			2022-02-03 08:55:31.572123

    			-1.6 ms

  






  

    			2022-02-03 09:55:33.750267

    			-1.1 ms

  






  

    			2022-02-03 10:55:36.90469

    			0.7 ms

  






  

    			2022-02-03 11:55:38.665036

    			-0.4 ms

  






  

    			2022-02-03 12:55:40.935368

    			-0.9 ms

  






  

    			2022-02-03 13:55:43.193399

    			-0.1 ms

  






  

    			2022-02-03 14:55:46.059992

    			-2.6 ms

  






  

    			2022-02-03 15:55:49.245065

    			-1.2 ms

  






  

    			2022-02-03 16:55:50.82384

    			-1.4 ms

  






  

    			2022-02-03 17:55:52.985009

    			-1.4 ms

  






  

    			2022-02-03 18:55:54.714831

    			-0.7 ms

  






  

    			2022-02-03 19:55:57.650488

    			-0.5 ms

  






  

    			2022-02-03 20:55:59.597397

    			-0.5 ms

  






  

    			2022-02-03 21:56:01.458035

    			-0.9 ms

  






  

    			2022-02-03 22:56:03.614294

    			-1.3 ms

  






  

    			2022-02-03 23:56:05.17871

    			-0.3 ms

  






  

    			2022-02-04 00:56:07.736255

    			0.4 ms

  






  

    			2022-02-04 01:56:09.373095

    			-0.3 ms

  






  

    			2022-02-04 02:56:11.096887

    			-0.9 ms

  






  

    			2022-02-04 03:56:12.825681

    			0.7 ms

  






  

    			2022-02-04 04:56:14.469489

    			-0.3 ms

  






  

    			2022-02-04 05:56:16.047022

    			-0.4 ms

  






  

    			2022-02-04 06:56:18.504617

    			-1.4 ms

  






  

    			2022-02-04 07:56:20.466116

    			-0.3 ms

  






  

    			2022-02-04 08:56:21.959612

    			-1.2 ms

  






  

    			2022-02-04 09:56:23.846935

    			-0.5 ms

  






  

    			2022-02-04 10:56:26.65624

    			-1.9 ms

  






  

    			2022-02-04 11:56:28.57367

    			-3.2 ms

  






  

    			2022-02-04 12:56:30.256132

    			-1.2 ms

  






  

    			2022-02-04 13:56:33.409383

    			-1.5 ms

  






  

    			2022-02-04 14:56:35.370122

    			-0.9 ms

  






  

    			2022-02-04 15:56:37.755958

    			0.1 ms

  






  

    			2022-02-04 16:56:40.132849

    			0.1 ms

  






  

    			2022-02-04 17:56:42.362303

    			-0.4 ms

  






  

    			2022-02-04 18:56:44.159781

    			0.3 ms

  






  

    			2022-02-04 19:56:46.19713

    			-0.5 ms

  






  

    			2022-02-04 20:56:48.536707

    			-0.9 ms

  






  

    			2022-02-04 21:56:50.334371

    			-0.1 ms

  






  

    			2022-02-04 22:56:51.891307

    			-0.4 ms

  






  

    			2022-02-04 23:56:53.829836

    			-3.5 ms

  






  

    			2022-02-05 00:56:55.268926

    			-1.4 ms

  






  

    			2022-02-05 01:56:57.054534

    			-1.7 ms

  






  

    			2022-02-05 02:56:59.009252

    			-0.1 ms

  






  

    			2022-02-05 03:57:01.281362

    			2.0 ms

  






  

    			2022-02-05 04:57:03.011289

    			1.7 ms

  






  

    			2022-02-05 05:57:05.083375

    			1.1 ms

  






  

    			2022-02-05 06:57:06.802303

    			0.8 ms

  






  

    			2022-02-05 07:57:08.575347

    			-0.7 ms

  






  

    			2022-02-05 08:57:11.143125

    			-0.6 ms

  






  

    			2022-02-05 09:57:12.730843

    			0.4 ms

  






  

    			2022-02-05 10:57:14.822256

    			-0.2 ms

  






  

    			2022-02-05 11:57:16.4173

    			-1.9 ms

  






  

    			2022-02-05 12:57:18.136126

    			-0.4 ms

  






  

    			2022-02-05 13:57:19.630673

    			-0.2 ms

  






  

    			2022-02-05 14:57:21.393321

    			0.4 ms

  






  

    			2022-02-05 15:57:23.402974

    			0.0 ms

  






  

    			2022-02-05 16:57:25.320686

    			0.1 ms

  






  

    			2022-02-05 17:57:26.844621

    			-0.3 ms

  






  

    			2022-02-05 18:57:29.323902

    			-1.3 ms

  






  

    			2022-02-05 19:57:31.23505

    			-0.4 ms

  






  

    			2022-02-05 20:57:33.714526

    			-1.2 ms

  






  

    			2022-02-05 21:57:35.50625

    			-0.3 ms

  






  

    			2022-02-05 22:57:37.183589

    			-0.8 ms

  






  

    			2022-02-05 23:57:38.699865

    			-1.3 ms

  






  

    			2022-02-06 00:57:40.831726

    			-0.4 ms

  






  

    			2022-02-06 01:57:42.808199

    			-0.3 ms

  






  

    			2022-02-06 02:57:45.0855

    			0.3 ms

  






  

    			2022-02-06 03:57:46.708127

    			0.1 ms

  






  

    			2022-02-06 04:57:48.512308

    			-0.7 ms

  






  

    			2022-02-06 05:57:50.173256

    			-0.7 ms

  






  

    			2022-02-06 06:57:52.961254

    			-0.2 ms

  






  

    			2022-02-06 07:57:55.044152

    			-0.2 ms

  






  

    			2022-02-06 08:57:56.617318

    			0.0 ms

  






  

    			2022-02-06 09:57:58.063814

    			0.3 ms

  






  

    			2022-02-06 10:57:59.832192

    			-0.4 ms

  






  

    			2022-02-06 11:58:01.550535

    			-0.4 ms

  






  

    			2022-02-06 12:58:03.169926

    			-1.2 ms

  






  

    			2022-02-06 13:58:05.000471

    			-0.9 ms

  






  

    			2022-02-06 14:58:06.615181

    			-1.0 ms

  






  

    			2022-02-06 15:58:08.140052

    			-0.1 ms

  






  

    			2022-02-06 16:58:09.904735

    			0.3 ms

  






  

    			2022-02-06 17:58:11.967462

    			0.3 ms

  






  

    			2022-02-06 18:58:14.270994

    			0.2 ms

  






  

    			2022-02-06 19:58:16.023378

    			-0.3 ms

  






  

    			2022-02-06 20:58:18.045279

    			0.3 ms

  






  

    			2022-02-06 21:58:19.96437

    			-1.3 ms

  






  

    			2022-02-06 22:58:21.944232

    			-0.1 ms

  






  

    			2022-02-06 23:58:23.551604

    			-1.6 ms

  






  

    			2022-02-07 00:58:25.454374

    			0.4 ms

  






  

    			2022-02-07 01:58:27.09695

    			-0.2 ms

  






  

    			2022-02-07 02:58:28.865454

    			-0.4 ms

  






  

    			2022-02-07 03:58:31.104909

    			0.2 ms

  






  

    			2022-02-07 04:58:32.752474

    			-0.3 ms

  






  

    			2022-02-07 05:58:34.626032

    			-1.1 ms

  






  

    			2022-02-07 06:58:36.157172

    			0.1 ms

  






  

    			2022-02-07 07:58:37.907109

    			1.6 ms

  






  

    			2022-02-07 08:58:39.844302

    			-0.1 ms

  






  

    			2022-02-07 09:58:42.111236

    			0.1 ms

  






  

    			2022-02-07 10:58:44.521089

    			1.0 ms

  






  

    			2022-02-07 11:58:46.69279

    			0.5 ms

  






  

    			2022-02-07 12:58:48.393498

    			0.7 ms

  






  

    			2022-02-07 13:58:50.566102

    			-1.1 ms

  






  

    			2022-02-07 14:58:52.580928

    			-3.5 ms

  






  

    			2022-02-07 15:58:54.095347

    			-2.9 ms

  






  

    			2022-02-07 16:58:56.436098

    			-0.5 ms

  






  

    			2022-02-07 17:58:57.960542

    			-1.6 ms

  






  

    			2022-02-07 18:58:59.759066

    			-2.4 ms

  






  

    			2022-02-07 19:59:01.596045

    			-0.5 ms

  






  

    			2022-02-07 20:59:03.158982

    			-0.6 ms

  






  

    			2022-02-07 21:59:04.799595

    			0.3 ms

  






  

    			2022-02-07 22:59:06.457906

    			0.7 ms

  






  

    			2022-02-07 23:59:08.08048

    			-0.5 ms

  






  

    			2022-02-08 00:59:09.888885

    			0.0 ms

  






  

    			2022-02-08 01:59:11.723974

    			0.3 ms

  






  

    			2022-02-08 02:59:13.992937

    			-0.8 ms

  






  

    			2022-02-08 03:59:17.215413

    			0.7 ms

  






  

    			2022-02-08 04:59:18.731268

    			-0.1 ms

  






  

    			2022-02-08 05:59:20.373353

    			-0.2 ms

  






  

    			2022-02-08 06:59:22.726493

    			-0.5 ms

  






  

    			2022-02-08 07:59:24.600723

    			-0.4 ms

  






  

    			2022-02-08 08:59:26.316458

    			0.6 ms

  






  

    			2022-02-08 09:59:28.016544

    			0.6 ms

  






  

    			2022-02-08 10:59:29.810345

    			0.2 ms

  






  

    			2022-02-08 11:59:31.510328

    			0.9 ms

  






  

    			2022-02-08 12:59:33.548167

    			-1.7 ms

  






  

    			2022-02-08 13:59:35.669466

    			-1.8 ms

  






  

    			2022-02-08 14:59:37.955757

    			-1.1 ms

  






  

    			2022-02-08 15:59:39.619063

    			-0.3 ms

  






  

    			2022-02-08 16:59:41.439385

    			-0.7 ms

  






  

    			2022-02-08 17:59:42.900229

    			0.6 ms

  






  

    			2022-02-08 18:59:44.738593

    			0.5 ms

  






  

    			2022-02-08 19:59:47.335929

    			1.4 ms

  






  

    			2022-02-08 20:59:49.533751

    			0.5 ms

  






  

    			2022-02-08 21:59:51.409496

    			1.2 ms

  






  

    			2022-02-08 22:59:53.078769

    			-0.4 ms

  






  

    			2022-02-08 23:59:54.940722

    			-0.3 ms

  






  

    			2022-02-09 00:59:56.847945

    			-1.5 ms

  






  

    			2022-02-09 01:59:58.749583

    			-1.8 ms

  






  

    			2022-02-09 03:00:00.569152

    			-0.9 ms

  






  

    			2022-02-09 04:00:03.306349

    			1.1 ms

  






  

    			2022-02-09 05:00:05.165881

    			0.5 ms

  






  

    			2022-02-09 06:00:07.193489

    			0.5 ms

  






  

    			2022-02-09 07:00:08.822329

    			-1.2 ms

  






  

    			2022-02-09 08:00:10.793879

    			-2.1 ms

  






  

    			2022-02-09 09:00:12.97897

    			-0.9 ms

  






  

    			2022-02-09 10:00:14.459888

    			0.0 ms

  






  

    			2022-02-09 11:00:16.213261

    			-1.1 ms

  






  

    			2022-02-09 12:00:18.742748

    			-0.7 ms

  






  

    			2022-02-09 13:00:20.461029

    			-0.2 ms

  






  

    			2022-02-09 14:00:23.202443

    			-0.5 ms

  






  

    			2022-02-09 15:00:25.2883

    			0.0 ms

  






  

    			2022-02-09 16:00:27.391238

    			0.2 ms

  






  

    			2022-02-09 17:00:29.266601

    			-0.7 ms

  






  

    			2022-02-09 18:00:31.195985

    			0.3 ms

  






  

    			2022-02-09 19:00:32.793551

    			-1.7 ms

  






  

    			2022-02-09 20:00:34.607978

    			0.4 ms

  






  

    			2022-02-09 21:00:36.839787

    			0.4 ms

  






  

    			2022-02-09 22:00:38.4211

    			1.1 ms

  






  

    			2022-02-09 23:00:39.811124

    			-0.2 ms

  






  

    			2022-02-10 00:00:41.611228

    			-0.2 ms

  






  

    			2022-02-10 01:00:43.215002

    			-0.3 ms

  






  

    			2022-02-10 02:00:44.97614

    			-0.9 ms

  






  

    			2022-02-10 03:00:46.696402

    			-0.9 ms

  






  

    			2022-02-10 04:00:49.206126

    			-0.7 ms

  






  

    			2022-02-10 05:00:50.858892

    			0.3 ms

  






  

    			2022-02-10 06:00:52.631866

    			-2.1 ms

  






  

    			2022-02-10 07:00:54.861099

    			-0.6 ms

  






  

    			2022-02-10 08:00:56.711339

    			-0.3 ms

  






  

    			2022-02-10 09:00:58.484909

    			0.1 ms

  






  

    			2022-02-10 10:01:00.354549

    			0.1 ms

  






  

    			2022-02-10 11:01:02.362067

    			-0.5 ms

  






  

    			2022-02-10 12:01:04.872747

    			-0.1 ms

  






  

    			2022-02-10 13:01:06.773471

    			0.9 ms

  






  

    			2022-02-10 14:01:08.928484

    			0.9 ms

  






  

    			2022-02-10 15:01:10.76178

    			-0.6 ms

  






  

    			2022-02-10 16:01:12.64752

    			0.4 ms

  






  

    			2022-02-10 17:01:14.913444

    			-1.3 ms

  






  

    			2022-02-10 18:01:16.784269

    			-0.7 ms

  






  

    			2022-02-10 19:01:18.878152

    			0.6 ms

  






  

    			2022-02-10 20:01:20.825185

    			0.4 ms

  






  

    			2022-02-10 21:01:22.470187

    			-0.3 ms

  






  

    			2022-02-10 22:01:24.031783

    			-0.7 ms

  






  

    			2022-02-10 23:01:25.648094

    			-2.1 ms

  






  

    			2022-02-11 00:01:27.869713

    			0.2 ms

  






  

    			2022-02-11 01:01:30.527659

    			0.3 ms

  






  

    			2022-02-11 02:01:32.94896

    			1.0 ms

  






  

    			2022-02-11 03:01:35.027581

    			-1.2 ms

  






  

    			2022-02-11 04:01:37.010239

    			0.5 ms

  






  

    			2022-02-11 05:01:38.420472

    			0.0 ms

  






  

    			2022-02-11 06:01:41.04393

    			0.2 ms

  






  

    			2022-02-11 07:01:42.904869

    			0.3 ms

  






  

    			2022-02-11 08:01:44.787434

    			0.2 ms

  






  

    			2022-02-11 09:01:47.051617

    			-0.3 ms

  






  

    			2022-02-11 10:01:49.9977

    			0.0 ms

  






  

    			2022-02-11 11:01:52.313683

    			-0.7 ms

  






  

    			2022-02-11 12:01:53.987912

    			0.2 ms

  






  

    			2022-02-11 13:01:56.177971

    			0.4 ms

  












###

Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.







  

    			Time

    			IP

    			Event

  




    

    			2022-02-11 13:42:56.484 UTC

    			176.10.215.185

    			Ronnie Ljungh (RL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:43:15.639 UTC

    			176.10.215.185

    			Ronnie Ljungh (RL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:43:03.031 UTC

    			83.185.39.90

    			Elvir Dzanic (ED) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:43:14.388 UTC

    			83.185.39.90

    			Elvir Dzanic (ED) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:43:12.092 UTC

    			94.191.136.198

    			Peter Danielsson (PD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:43:27.831 UTC

    			94.191.136.198

    			Peter Danielsson (PD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:42:24.342 UTC

    			31.15.43.8

    			Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:42:41.708 UTC

    			31.15.43.8

    			Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:43:05.307 UTC

    			31.15.43.8

    			Cecilia Magnusson (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:43:27.637 UTC

    			31.15.43.8

    			Cecilia Magnusson (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:43:50.598 UTC

    			90.235.76.62

    			David Josefsson (DJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:44:07.659 UTC

    			90.235.76.62

    			David Josefsson (DJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:42:31.318 UTC

    			31.3.152.195

    			Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:42:46.81 UTC

    			31.3.152.195

    			Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:45:12.524 UTC

    			31.15.43.8

    			Birgitta Ling Fransson (BLF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:45:28.648 UTC

    			31.15.43.8

    			Birgitta Ling Fransson (BLF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:45:17.752 UTC

    			31.15.43.8

    			Kristofer Andrén (KA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:45:45.571 UTC

    			31.15.43.8

    			Kristofer Andrén (KA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:43:35.685 UTC

    			31.15.43.8

    			Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:44:10.779 UTC

    			31.15.43.8

    			Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.
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Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.
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9. Document administration


9.1 Document list


9.1.1 List view


9.1.2 Learn more and manage workflow


9.1.3 Mass-withdraw invitations


9.1.4 Send mass-reminder


9.1.5 Delete


9.1.6 Filter and search


9.1.7 Download all documents


9.1.8 Download metadata as CSV


9.2 Template Workflow editing list


9.2.1 List view


9.2.2 Filter and search


9.2.3 Delete


9.2.4 Share


9.3 Trash list


9.3.1 List view


9.3.2 Filter and search


9.3.3 Restore


9.4 Auto-deletion of documents and personal data


10. Account administration


10.1 Organisation administration


10.1.1 Organisation details


10.1.2 White-label branding


10.2 User administration


10.2.1 User privileges


10.2.2 User management


1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.
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FIPS 180-4, National Institute of Standards and Technology, 2012


[RIPE]


Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions


ISO/IEC 10118-3:2004, International Organization for Standardization, 2004


[POSIX]


Standard for Information Technology — Portable Operating System Interface (POSIX)


IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008


[CRC]


Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion


ITU-T V.42, International Telecommunication Union, 2002




Evidence Log


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.







  

    			Time

    			CES

    			IP address and User-Agent

    			Event

  




  

  

    			2022-02-11 13:49:07.628401 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The initiator Carina Larsson (CL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-02-21 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  




  

  

    			2022-02-11 13:49:07.628401 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (anders.linusson@se.ey.com) and SMS (+46 703 51 77 71) to Anders Linusson (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:53:48.042979 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 14:10:24.866465 UTC ±3 ms

    			2022-02-11 14:01:57.754846 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  




  

  

    			2022-02-11 15:43:27.027226 UTC ±9 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 15:44:00.549748 UTC ±9 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The signatory Anders Linusson (AL) changed the text in the text field “ID number” from 

  blank

 to 

  “197406054994”

.  

      


    

  




  

  

    			2022-02-11 15:44:04.306816 UTC ±9 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The document was signed by Anders Linusson (AL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkjDpWxsYmFyaGV0c3JlZG92aXNuaW5nIDIwMjEgZsO2ciByZXZpc29yc2lnbmVyaW5nIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0NjE1MzA1MTIu













Data returned from 

  the BankID network

:

  
Name: ANDERS LINUSSON

  
ID number: 

  197406054994



  
IP: 83.250.6.250



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 15:44:04.306816 UTC ±9 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.


			Let [image: 1.png]







 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}








 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}








 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]Demp








 and [image: 15.png]1.








 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]







 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.






Gnuplot
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: -0.17 ms


			standard deviation: 0.86 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈99.568%


			|e| < 5 ms: ≈100.000%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2021-12-31 23:28:34.745004 UTC and 2022-02-11 15:01:59.435139 UTC:









  			Time collected

  			Clock offset








  

    			2021-12-31 23:28:34.745004

    			0.5 ms

  






  

    			2022-01-01 00:28:36.540888

    			0.0 ms

  






  

    			2022-01-01 01:28:38.339577

    			0.0 ms

  






  

    			2022-01-01 02:28:40.112769

    			-0.7 ms

  






  

    			2022-01-01 03:28:42.173569

    			1.2 ms

  






  

    			2022-01-01 04:28:44.752346

    			-0.8 ms

  






  

    			2022-01-01 05:28:46.937033

    			2.1 ms

  






  

    			2022-01-01 06:28:48.820456

    			0.7 ms

  






  

    			2022-01-01 07:28:50.555417

    			0.3 ms

  






  

    			2022-01-01 08:28:52.852913

    			-0.1 ms

  






  

    			2022-01-01 09:28:54.851625

    			2.5 ms

  






  

    			2022-01-01 10:28:57.169269

    			0.2 ms

  






  

    			2022-01-01 11:28:59.141808

    			0.5 ms

  






  

    			2022-01-01 12:29:00.693845

    			-0.3 ms

  






  

    			2022-01-01 13:29:03.100985

    			2.6 ms

  






  

    			2022-01-01 14:29:05.083494

    			-1.6 ms

  






  

    			2022-01-01 15:29:06.772763

    			0.3 ms

  






  

    			2022-01-01 16:29:08.427132

    			1.4 ms

  






  

    			2022-01-01 17:29:10.482251

    			-0.3 ms

  






  

    			2022-01-01 18:29:12.214007

    			-0.9 ms

  






  

    			2022-01-01 19:29:13.905962

    			0.7 ms

  






  

    			2022-01-01 20:29:15.674096

    			1.8 ms

  






  

    			2022-01-01 21:29:17.418804

    			0.6 ms

  






  

    			2022-01-01 22:29:19.020834

    			-0.2 ms

  






  

    			2022-01-01 23:29:20.689002

    			0.4 ms

  






  

    			2022-01-02 00:29:22.460989

    			0.5 ms

  






  

    			2022-01-02 01:29:24.367537

    			0.8 ms

  






  

    			2022-01-02 02:29:26.313946

    			0.5 ms

  






  

    			2022-01-02 03:29:28.483716

    			1.9 ms

  






  

    			2022-01-02 04:29:30.205132

    			3.1 ms

  






  

    			2022-01-02 05:29:32.504448

    			1.1 ms

  






  

    			2022-01-02 06:29:34.716533

    			0.6 ms

  






  

    			2022-01-02 07:29:36.350275

    			0.1 ms

  






  

    			2022-01-02 08:29:38.15034

    			2.3 ms

  






  

    			2022-01-02 09:29:39.757906

    			0.5 ms

  






  

    			2022-01-02 10:29:41.322584

    			0.2 ms

  






  

    			2022-01-02 11:29:42.830088

    			2.8 ms

  






  

    			2022-01-02 12:29:44.961892

    			-0.9 ms

  






  

    			2022-01-02 13:29:46.859445

    			-0.4 ms

  






  

    			2022-01-02 14:29:48.468552

    			1.7 ms

  






  

    			2022-01-02 15:29:50.189949

    			2.0 ms

  






  

    			2022-01-02 16:29:52.146913

    			-1.8 ms

  






  

    			2022-01-02 17:29:54.107104

    			1.2 ms

  






  

    			2022-01-02 18:29:55.730868

    			-0.6 ms

  






  

    			2022-01-02 19:29:57.266097

    			-0.5 ms

  






  

    			2022-01-02 20:29:59.353347

    			1.0 ms

  






  

    			2022-01-02 21:30:01.035232

    			2.7 ms

  






  

    			2022-01-02 22:30:03.153214

    			-0.4 ms

  






  

    			2022-01-02 23:30:04.9201

    			1.1 ms

  






  

    			2022-01-03 00:30:07.429601

    			0.2 ms

  






  

    			2022-01-03 01:30:09.171126

    			1.1 ms

  






  

    			2022-01-03 02:30:11.141853

    			1.6 ms

  






  

    			2022-01-03 03:30:12.925746

    			-1.0 ms

  






  

    			2022-01-03 04:30:15.115405

    			-1.0 ms

  






  

    			2022-01-03 05:30:16.615499

    			-0.7 ms

  






  

    			2022-01-03 06:30:18.403957

    			2.2 ms

  






  

    			2022-01-03 07:30:19.904493

    			0.3 ms

  






  

    			2022-01-03 08:30:22.676857

    			1.2 ms

  






  

    			2022-01-03 09:30:24.43709

    			-0.1 ms

  






  

    			2022-01-03 10:30:26.388485

    			0.7 ms

  






  

    			2022-01-03 11:30:28.116251

    			-0.5 ms

  






  

    			2022-01-03 12:30:31.19591

    			-0.3 ms

  






  

    			2022-01-03 13:30:32.880177

    			-0.8 ms

  






  

    			2022-01-03 14:30:34.814307

    			2.6 ms

  






  

    			2022-01-03 15:30:36.832157

    			0.1 ms

  






  

    			2022-01-03 16:30:38.58271

    			1.2 ms

  






  

    			2022-01-03 17:30:40.557818

    			-0.8 ms

  






  

    			2022-01-03 18:30:42.2684

    			-1.7 ms

  






  

    			2022-01-03 19:30:44.348713

    			-0.4 ms

  






  

    			2022-01-03 20:30:46.107498

    			-0.8 ms

  






  

    			2022-01-03 21:30:48.498515

    			0.4 ms

  






  

    			2022-01-03 22:30:50.126619

    			-1.0 ms

  






  

    			2022-01-03 23:30:51.758754

    			0.1 ms

  






  

    			2022-01-04 00:30:53.217999

    			0.5 ms

  






  

    			2022-01-04 01:30:56.068328

    			0.1 ms

  






  

    			2022-01-04 02:30:57.940722

    			-1.0 ms

  






  

    			2022-01-04 03:30:59.881529

    			0.0 ms

  






  

    			2022-01-04 04:31:01.867724

    			-0.3 ms

  






  

    			2022-01-04 05:31:03.764081

    			3.1 ms

  






  

    			2022-01-04 06:31:06.152588

    			0.3 ms

  






  

    			2022-01-04 07:31:08.190672

    			0.4 ms

  






  

    			2022-01-04 08:31:10.377843

    			0.2 ms

  






  

    			2022-01-04 09:31:12.214242

    			-0.3 ms

  






  

    			2022-01-04 10:31:14.265161

    			0.3 ms

  






  

    			2022-01-04 11:31:16.287661

    			4.3 ms

  






  

    			2022-01-04 12:31:17.938181

    			1.0 ms

  






  

    			2022-01-04 13:31:20.05753

    			0.3 ms

  






  

    			2022-01-04 14:31:22.146031

    			-1.0 ms

  






  

    			2022-01-04 15:31:23.968113

    			-0.6 ms

  






  

    			2022-01-04 16:31:26.203234

    			-0.5 ms

  






  

    			2022-01-04 17:31:27.999804

    			-0.5 ms

  






  

    			2022-01-04 18:31:29.480042

    			-0.7 ms

  






  

    			2022-01-04 19:31:31.211931

    			-0.4 ms

  






  

    			2022-01-04 20:31:33.849448

    			-0.9 ms

  






  

    			2022-01-04 21:31:35.838392

    			0.4 ms

  






  

    			2022-01-04 22:31:37.896722

    			-1.3 ms

  






  

    			2022-01-04 23:31:39.599381

    			-0.9 ms

  






  

    			2022-01-05 00:31:41.252519

    			-0.3 ms

  






  

    			2022-01-05 01:31:43.076931

    			-3.2 ms

  






  

    			2022-01-05 02:31:44.819099

    			-0.7 ms

  






  

    			2022-01-05 03:31:46.650474

    			0.4 ms

  






  

    			2022-01-05 04:31:48.788029

    			2.5 ms

  






  

    			2022-01-05 05:31:50.601111

    			1.5 ms

  






  

    			2022-01-05 06:31:52.249165

    			0.1 ms

  






  

    			2022-01-05 07:31:53.938655

    			0.7 ms

  






  

    			2022-01-05 08:31:56.047206

    			0.2 ms

  






  

    			2022-01-05 09:31:57.786743

    			0.5 ms

  






  

    			2022-01-05 10:31:59.557211

    			-0.9 ms

  






  

    			2022-01-05 11:32:02.382385

    			0.1 ms

  






  

    			2022-01-05 12:32:04.296023

    			0.7 ms

  






  

    			2022-01-05 13:32:06.043326

    			0.4 ms

  






  

    			2022-01-05 14:32:07.818894

    			1.5 ms

  






  

    			2022-01-05 15:32:09.634711

    			-0.5 ms

  






  

    			2022-01-05 16:32:11.786902

    			1.1 ms

  






  

    			2022-01-05 17:32:13.638261

    			-0.2 ms

  






  

    			2022-01-05 18:32:15.540462

    			-0.1 ms

  






  

    			2022-01-05 19:32:17.626758

    			0.1 ms

  






  

    			2022-01-05 20:32:19.389494

    			-0.4 ms

  






  

    			2022-01-05 21:32:21.347089

    			-1.7 ms

  






  

    			2022-01-05 22:32:23.72857

    			0.2 ms

  






  

    			2022-01-05 23:32:25.728938

    			-0.5 ms

  






  

    			2022-01-06 00:32:27.369599

    			-1.8 ms

  






  

    			2022-01-06 01:32:29.126066

    			-0.9 ms

  






  

    			2022-01-06 02:32:30.761852

    			-0.8 ms

  






  

    			2022-01-06 03:32:32.505749

    			-0.5 ms

  






  

    			2022-01-06 04:32:34.445134

    			0.7 ms

  






  

    			2022-01-06 05:32:36.352748

    			1.2 ms

  






  

    			2022-01-06 06:32:38.062223

    			1.5 ms

  






  

    			2022-01-06 07:32:39.71428

    			-0.1 ms

  






  

    			2022-01-06 08:32:41.139041

    			0.7 ms

  






  

    			2022-01-06 09:32:42.783583

    			-0.4 ms

  






  

    			2022-01-06 10:32:44.778252

    			0.9 ms

  






  

    			2022-01-06 11:32:46.580701

    			0.7 ms

  






  

    			2022-01-06 12:32:48.225861

    			0.2 ms

  






  

    			2022-01-06 13:32:50.114669

    			-1.0 ms

  






  

    			2022-01-06 14:32:52.419532

    			-0.3 ms

  






  

    			2022-01-06 15:32:54.075522

    			0.0 ms

  






  

    			2022-01-06 16:32:55.657245

    			0.8 ms

  






  

    			2022-01-06 17:32:57.969753

    			0.3 ms

  






  

    			2022-01-06 18:32:59.993706

    			0.3 ms

  






  

    			2022-01-06 19:33:01.790213

    			0.2 ms

  






  

    			2022-01-06 20:33:03.965542

    			-0.9 ms

  






  

    			2022-01-06 21:33:05.766166

    			-0.8 ms

  






  

    			2022-01-06 22:33:07.387465

    			-0.3 ms

  






  

    			2022-01-06 23:33:09.470203

    			-0.2 ms

  






  

    			2022-01-07 00:33:11.17769

    			-0.5 ms

  






  

    			2022-01-07 01:33:12.903745

    			0.0 ms

  






  

    			2022-01-07 02:33:14.881185

    			-1.1 ms

  






  

    			2022-01-07 03:33:16.891467

    			0.1 ms

  






  

    			2022-01-07 04:33:18.361033

    			-0.9 ms

  






  

    			2022-01-07 05:33:20.616051

    			-0.2 ms

  






  

    			2022-01-07 06:33:22.294899

    			-0.2 ms

  






  

    			2022-01-07 07:33:23.926132

    			-1.0 ms

  






  

    			2022-01-07 08:33:26.708061

    			-0.4 ms

  






  

    			2022-01-07 09:33:28.226064

    			-0.1 ms

  






  

    			2022-01-07 10:33:30.015446

    			-0.2 ms

  






  

    			2022-01-07 11:33:31.769414

    			0.1 ms

  






  

    			2022-01-07 12:33:33.602495

    			-0.4 ms

  






  

    			2022-01-07 13:33:35.445519

    			-0.1 ms

  






  

    			2022-01-07 14:33:37.722626

    			-0.6 ms

  






  

    			2022-01-07 15:33:39.788417

    			1.0 ms

  






  

    			2022-01-07 16:33:41.483289

    			1.4 ms

  






  

    			2022-01-07 17:33:43.575362

    			-0.7 ms

  






  

    			2022-01-07 18:33:45.507369

    			0.9 ms

  






  

    			2022-01-07 19:33:47.161322

    			1.6 ms

  






  

    			2022-01-07 20:33:49.340484

    			-0.8 ms

  






  

    			2022-01-07 21:33:50.910297

    			0.4 ms

  






  

    			2022-01-07 22:33:52.332781

    			0.4 ms

  






  

    			2022-01-07 23:33:54.212432

    			0.0 ms

  






  

    			2022-01-08 00:33:56.102511

    			-0.1 ms

  






  

    			2022-01-08 01:33:57.866547

    			-1.0 ms

  






  

    			2022-01-08 02:33:59.471242

    			-0.3 ms

  






  

    			2022-01-08 03:34:01.025328

    			0.7 ms

  






  

    			2022-01-08 04:34:03.685874

    			4.6 ms

  






  

    			2022-01-08 05:34:05.787726

    			1.8 ms

  






  

    			2022-01-08 06:34:07.397268

    			2.2 ms

  






  

    			2022-01-08 07:34:09.427943

    			0.4 ms

  






  

    			2022-01-08 08:34:11.354707

    			1.9 ms

  






  

    			2022-01-08 09:34:13.121268

    			-0.6 ms

  






  

    			2022-01-08 10:34:14.924296

    			-0.6 ms

  






  

    			2022-01-08 11:34:17.052671

    			-0.8 ms

  






  

    			2022-01-08 12:34:19.000071

    			-1.3 ms

  






  

    			2022-01-08 13:34:20.903699

    			-0.6 ms

  






  

    			2022-01-08 14:34:22.696795

    			-2.0 ms

  






  

    			2022-01-08 15:34:24.353956

    			-1.0 ms

  






  

    			2022-01-08 16:34:26.494901

    			0.0 ms

  






  

    			2022-01-08 17:34:28.441577

    			0.5 ms

  






  

    			2022-01-08 18:34:30.145751

    			-0.6 ms

  






  

    			2022-01-08 19:34:31.820228

    			-0.8 ms

  






  

    			2022-01-08 20:34:34.079088

    			-1.4 ms

  






  

    			2022-01-08 21:34:35.835636

    			-0.7 ms

  






  

    			2022-01-08 22:34:37.253788

    			0.0 ms

  






  

    			2022-01-08 23:34:39.104028

    			0.2 ms

  






  

    			2022-01-09 00:34:41.040259

    			0.0 ms

  






  

    			2022-01-09 01:34:43.682744

    			0.4 ms

  






  

    			2022-01-09 02:34:45.377034

    			-0.6 ms

  






  

    			2022-01-09 03:34:47.204758

    			-0.6 ms

  






  

    			2022-01-09 04:34:49.776243

    			0.2 ms

  






  

    			2022-01-09 05:34:51.602837

    			0.3 ms

  






  

    			2022-01-09 06:34:53.816845

    			0.7 ms

  






  

    			2022-01-09 07:34:55.383401

    			1.0 ms

  






  

    			2022-01-09 08:34:56.984396

    			1.2 ms

  






  

    			2022-01-09 09:34:58.77069

    			-0.6 ms

  






  

    			2022-01-09 10:35:01.049021

    			-1.0 ms

  






  

    			2022-01-09 11:35:02.608345

    			-0.7 ms

  






  

    			2022-01-09 12:35:04.8923

    			0.6 ms

  






  

    			2022-01-09 13:35:06.384814

    			0.0 ms

  






  

    			2022-01-09 14:35:08.185455

    			1.0 ms

  






  

    			2022-01-09 15:35:10.168411

    			0.8 ms

  






  

    			2022-01-09 16:35:12.282768

    			0.5 ms

  






  

    			2022-01-09 17:35:14.260511

    			-0.6 ms

  






  

    			2022-01-09 18:35:16.156012

    			0.4 ms

  






  

    			2022-01-09 19:35:17.808184

    			-0.9 ms

  






  

    			2022-01-09 20:35:19.642575

    			0.4 ms

  






  

    			2022-01-09 21:35:21.682362

    			-0.7 ms

  






  

    			2022-01-09 22:35:24.04007

    			-0.7 ms

  






  

    			2022-01-09 23:35:25.754623

    			-1.1 ms

  






  

    			2022-01-10 00:35:27.664193

    			-0.4 ms

  






  

    			2022-01-10 01:35:29.26635

    			0.7 ms

  






  

    			2022-01-10 02:35:30.82965

    			-0.7 ms

  






  

    			2022-01-10 03:35:32.433036

    			1.1 ms

  






  

    			2022-01-10 04:35:34.034489

    			0.6 ms

  






  

    			2022-01-10 05:35:35.56684

    			0.7 ms

  






  

    			2022-01-10 06:35:38.196951

    			0.3 ms

  






  

    			2022-01-10 07:35:40.077659

    			-0.2 ms

  






  

    			2022-01-10 08:35:42.013829

    			-0.6 ms

  






  

    			2022-01-10 09:35:45.494607

    			-1.0 ms

  






  

    			2022-01-10 10:35:47.406293

    			-0.3 ms

  






  

    			2022-01-10 11:35:48.920882

    			-0.7 ms

  






  

    			2022-01-10 12:35:50.77803

    			-0.1 ms

  






  

    			2022-01-10 13:35:52.565138

    			1.4 ms

  






  

    			2022-01-10 14:35:54.539098

    			0.2 ms

  






  

    			2022-01-10 15:35:56.693009

    			0.4 ms

  






  

    			2022-01-10 16:35:58.52628

    			0.3 ms

  






  

    			2022-01-10 17:36:00.38499

    			-0.6 ms

  






  

    			2022-01-10 18:36:02.082334

    			0.1 ms

  






  

    			2022-01-10 19:36:04.650682

    			0.2 ms

  






  

    			2022-01-10 20:36:06.41687

    			-0.6 ms

  






  

    			2022-01-10 21:36:07.985654

    			-1.3 ms

  






  

    			2022-01-10 22:36:09.504372

    			-3.1 ms

  






  

    			2022-01-10 23:36:11.014908

    			-1.0 ms

  






  

    			2022-01-11 00:36:12.662448

    			-0.7 ms

  






  

    			2022-01-11 01:36:14.312041

    			0.6 ms

  






  

    			2022-01-11 02:36:16.854582

    			-0.3 ms

  






  

    			2022-01-11 03:36:18.938221

    			0.7 ms

  






  

    			2022-01-11 04:36:21.274227

    			0.3 ms

  






  

    			2022-01-11 05:36:23.55638

    			0.0 ms

  






  

    			2022-01-11 06:36:25.48375

    			0.6 ms

  






  

    			2022-01-11 07:36:27.417324

    			-1.1 ms

  






  

    			2022-01-11 08:36:29.226286

    			-0.8 ms

  






  

    			2022-01-11 09:36:30.838896

    			-1.0 ms

  






  

    			2022-01-11 10:36:32.874513

    			-0.5 ms

  






  

    			2022-01-11 11:36:34.618215

    			-1.3 ms

  






  

    			2022-01-11 12:36:36.13966

    			0.1 ms

  






  

    			2022-01-11 13:36:37.982069

    			1.3 ms

  






  

    			2022-01-11 14:36:40.76911

    			1.4 ms

  






  

    			2022-01-11 15:36:42.988428

    			0.7 ms

  






  

    			2022-01-11 16:36:44.805287

    			-1.1 ms

  






  

    			2022-01-11 17:36:46.554645

    			-2.0 ms

  






  

    			2022-01-11 18:36:48.179408

    			-1.2 ms

  






  

    			2022-01-11 19:36:49.672063

    			-1.5 ms

  






  

    			2022-01-11 20:36:51.610131

    			0.2 ms

  






  

    			2022-01-11 21:36:53.461979

    			-0.6 ms

  






  

    			2022-01-11 22:36:55.164516

    			-2.8 ms

  






  

    			2022-01-11 23:36:56.864912

    			-1.2 ms

  






  

    			2022-01-12 00:36:58.55096

    			-1.0 ms

  






  

    			2022-01-12 01:37:00.317625

    			1.0 ms

  






  

    			2022-01-12 02:37:02.420694

    			0.6 ms

  






  

    			2022-01-12 03:37:04.293722

    			0.1 ms

  






  

    			2022-01-12 04:37:05.899024

    			0.3 ms

  






  

    			2022-01-12 05:37:07.704506

    			-0.2 ms

  






  

    			2022-01-12 06:37:09.777373

    			0.1 ms

  






  

    			2022-01-12 07:37:11.536086

    			-0.8 ms

  






  

    			2022-01-12 08:37:13.508806

    			0.8 ms

  






  

    			2022-01-12 09:37:15.385873

    			0.6 ms

  






  

    			2022-01-12 10:37:17.254291

    			0.2 ms

  






  

    			2022-01-12 11:37:18.93347

    			1.2 ms

  






  

    			2022-01-12 12:37:20.774227

    			1.1 ms

  






  

    			2022-01-12 13:37:22.92942

    			0.8 ms

  






  

    			2022-01-12 14:37:25.272007

    			-1.6 ms

  






  

    			2022-01-12 15:37:26.83189

    			-0.5 ms

  






  

    			2022-01-12 16:37:28.659076

    			0.3 ms

  






  

    			2022-01-12 17:37:30.532966

    			-0.3 ms

  






  

    			2022-01-12 18:37:32.205303

    			-0.2 ms

  






  

    			2022-01-12 19:37:33.88085

    			-0.5 ms

  






  

    			2022-01-12 20:37:35.844106

    			-0.1 ms

  






  

    			2022-01-12 21:37:38.589245

    			0.6 ms

  






  

    			2022-01-12 22:37:40.379136

    			-0.2 ms

  






  

    			2022-01-12 23:37:41.90615

    			0.4 ms

  






  

    			2022-01-13 00:37:43.487728

    			-0.8 ms

  






  

    			2022-01-13 01:37:45.157642

    			-2.1 ms

  






  

    			2022-01-13 02:37:46.927505

    			-0.4 ms

  






  

    			2022-01-13 03:37:48.585678

    			-0.4 ms

  






  

    			2022-01-13 04:37:50.543272

    			0.0 ms

  






  

    			2022-01-13 05:37:52.130791

    			0.0 ms

  






  

    			2022-01-13 06:37:53.660584

    			-0.3 ms

  






  

    			2022-01-13 07:37:55.412863

    			0.6 ms

  






  

    			2022-01-13 08:37:57.748878

    			0.7 ms

  






  

    			2022-01-13 09:37:59.39177

    			1.1 ms

  






  

    			2022-01-13 10:38:02.555838

    			-0.4 ms

  






  

    			2022-01-13 11:38:04.078942

    			-0.3 ms

  






  

    			2022-01-13 12:38:05.878231

    			0.3 ms

  






  

    			2022-01-13 13:38:08.249682

    			-0.5 ms

  






  

    			2022-01-13 14:38:11.24652

    			-1.8 ms

  






  

    			2022-01-13 15:38:13.650507

    			1.4 ms

  






  

    			2022-01-13 16:38:16.029347

    			0.4 ms

  






  

    			2022-01-13 17:38:17.538825

    			-0.8 ms

  






  

    			2022-01-13 18:38:19.162921

    			-0.7 ms

  






  

    			2022-01-13 19:38:21.152495

    			0.3 ms

  






  

    			2022-01-13 20:38:23.145206

    			-0.1 ms

  






  

    			2022-01-13 21:38:24.780142

    			0.0 ms

  






  

    			2022-01-13 22:38:26.470516

    			-0.7 ms

  






  

    			2022-01-13 23:38:27.909106

    			0.4 ms

  






  

    			2022-01-14 00:38:29.772777

    			-0.4 ms

  






  

    			2022-01-14 01:38:31.307883

    			0.6 ms

  






  

    			2022-01-14 02:38:33.196659

    			0.0 ms

  






  

    			2022-01-14 03:38:34.83202

    			-0.4 ms

  






  

    			2022-01-14 04:38:37.556034

    			0.0 ms

  






  

    			2022-01-14 05:38:39.248158

    			0.9 ms

  






  

    			2022-01-14 06:38:40.828739

    			0.2 ms

  






  

    			2022-01-14 07:38:42.5374

    			-0.2 ms

  






  

    			2022-01-14 08:38:43.986472

    			-0.1 ms

  






  

    			2022-01-14 09:38:46.723067

    			0.1 ms

  






  

    			2022-01-14 10:38:49.439052

    			0.6 ms

  






  

    			2022-01-14 11:38:51.083286

    			0.6 ms

  






  

    			2022-01-14 12:38:54.130503

    			0.5 ms

  






  

    			2022-01-14 13:38:55.712928

    			0.2 ms

  






  

    			2022-01-14 14:38:58.337949

    			0.1 ms

  






  

    			2022-01-14 15:38:59.85847

    			-0.3 ms

  






  

    			2022-01-14 16:39:01.654665

    			-0.3 ms

  






  

    			2022-01-14 17:39:03.33284

    			-0.2 ms

  






  

    			2022-01-14 18:39:05.264396

    			-0.4 ms

  






  

    			2022-01-14 19:39:07.927303

    			-0.4 ms

  






  

    			2022-01-14 20:39:09.540182

    			-0.5 ms

  






  

    			2022-01-14 21:39:11.685848

    			0.2 ms

  






  

    			2022-01-14 22:39:13.517137

    			-0.4 ms

  






  

    			2022-01-14 23:39:15.702589

    			-0.5 ms

  






  

    			2022-01-15 00:39:18.136997

    			-3.2 ms

  






  

    			2022-01-15 01:39:20.133301

    			-3.5 ms

  






  

    			2022-01-15 02:39:23.554837

    			0.3 ms

  






  

    			2022-01-15 03:39:26.600026

    			2.9 ms

  






  

    			2022-01-15 04:39:28.574763

    			3.7 ms

  






  

    			2022-01-15 05:39:31.6855

    			2.1 ms

  






  

    			2022-01-15 06:39:33.215278

    			1.5 ms

  






  

    			2022-01-15 07:39:35.310678

    			1.7 ms

  






  

    			2022-01-15 08:39:37.83258

    			2.3 ms

  






  

    			2022-01-15 09:39:40.123104

    			1.5 ms

  






  

    			2022-01-15 10:39:42.848517

    			-2.4 ms

  






  

    			2022-01-15 11:39:45.120077

    			-1.0 ms

  






  

    			2022-01-15 12:39:47.34728

    			-0.9 ms

  






  

    			2022-01-15 13:39:50.285208

    			-0.9 ms

  






  

    			2022-01-15 14:39:53.499633

    			-1.1 ms

  






  

    			2022-01-15 15:39:56.419652

    			0.4 ms

  






  

    			2022-01-15 16:39:58.499106

    			-0.1 ms

  






  

    			2022-01-15 17:40:00.749237

    			-0.1 ms

  






  

    			2022-01-15 18:40:02.475075

    			-0.7 ms

  






  

    			2022-01-15 19:40:04.218354

    			-1.1 ms

  






  

    			2022-01-15 20:40:06.186421

    			0.1 ms

  






  

    			2022-01-15 21:40:08.563021

    			0.4 ms

  






  

    			2022-01-15 22:40:10.484808

    			0.1 ms

  






  

    			2022-01-15 23:40:12.151345

    			-0.1 ms

  






  

    			2022-01-16 00:40:14.424454

    			-0.7 ms

  






  

    			2022-01-16 01:40:16.233797

    			1.1 ms

  






  

    			2022-01-16 02:40:17.843544

    			0.2 ms

  






  

    			2022-01-16 03:40:19.79498

    			0.1 ms

  






  

    			2022-01-16 04:40:22.374701

    			0.8 ms

  






  

    			2022-01-16 05:40:24.649027

    			0.0 ms

  






  

    			2022-01-16 06:40:27.605228

    			0.1 ms

  






  

    			2022-01-16 07:40:29.733931

    			0.0 ms

  






  

    			2022-01-16 08:40:31.5621

    			0.4 ms

  






  

    			2022-01-16 09:40:33.740224

    			0.7 ms

  






  

    			2022-01-16 10:40:35.474199

    			-0.2 ms

  






  

    			2022-01-16 11:40:37.431123

    			0.2 ms

  






  

    			2022-01-16 12:40:39.466167

    			-1.2 ms

  






  

    			2022-01-16 13:40:41.725565

    			-1.2 ms

  






  

    			2022-01-16 14:40:44.44917

    			-0.5 ms

  






  

    			2022-01-16 15:40:47.062562

    			0.2 ms

  






  

    			2022-01-16 16:40:48.551289

    			0.6 ms

  






  

    			2022-01-16 17:40:50.419055

    			-0.2 ms

  






  

    			2022-01-16 18:40:52.506222

    			-0.6 ms

  






  

    			2022-01-16 19:40:54.131431

    			-1.0 ms

  






  

    			2022-01-16 20:40:55.89907

    			-0.9 ms

  






  

    			2022-01-16 21:40:57.590993

    			-0.1 ms

  






  

    			2022-01-16 22:40:59.403273

    			-1.2 ms

  






  

    			2022-01-16 23:41:01.526583

    			0.0 ms

  






  

    			2022-01-17 00:41:03.987684

    			-0.3 ms

  






  

    			2022-01-17 01:41:05.556179

    			-0.6 ms

  






  

    			2022-01-17 02:41:08.12227

    			0.1 ms

  






  

    			2022-01-17 03:41:10.605997

    			-0.5 ms

  






  

    			2022-01-17 04:41:12.392221

    			-0.2 ms

  






  

    			2022-01-17 05:41:14.1009

    			0.1 ms

  






  

    			2022-01-17 06:41:16.410132

    			-0.5 ms

  






  

    			2022-01-17 07:41:18.2236

    			-0.6 ms

  






  

    			2022-01-17 08:41:20.414797

    			-0.5 ms

  






  

    			2022-01-17 09:41:23.818688

    			0.4 ms

  






  

    			2022-01-17 10:41:26.443431

    			0.3 ms

  






  

    			2022-01-17 11:41:29.16193

    			0.6 ms

  






  

    			2022-01-17 12:41:31.566074

    			-0.1 ms

  






  

    			2022-01-17 13:41:33.996784

    			-4.0 ms

  






  

    			2022-01-17 14:41:36.859293

    			-0.8 ms

  






  

    			2022-01-17 15:41:39.23833

    			1.2 ms

  






  

    			2022-01-17 16:41:42.260532

    			-0.5 ms

  






  

    			2022-01-17 17:41:44.37418

    			0.4 ms

  






  

    			2022-01-17 18:41:46.07771

    			-0.5 ms

  






  

    			2022-01-17 19:41:49.641145

    			-0.9 ms

  






  

    			2022-01-17 20:41:52.424695

    			-0.7 ms

  






  

    			2022-01-17 21:41:54.868893

    			0.3 ms

  






  

    			2022-01-17 22:41:56.349787

    			0.2 ms

  






  

    			2022-01-17 23:41:58.603057

    			-0.2 ms

  






  

    			2022-01-18 00:42:00.727885

    			0.2 ms

  






  

    			2022-01-18 01:42:02.930229

    			-0.7 ms

  






  

    			2022-01-18 02:42:05.45052

    			0.2 ms

  






  

    			2022-01-18 03:42:07.520851

    			-0.7 ms

  






  

    			2022-01-18 04:42:09.659608

    			-0.6 ms

  






  

    			2022-01-18 05:42:11.343232

    			1.0 ms

  






  

    			2022-01-18 06:42:13.135743

    			-0.8 ms

  






  

    			2022-01-18 07:42:14.955214

    			0.2 ms

  






  

    			2022-01-18 08:42:17.20802

    			0.9 ms

  






  

    			2022-01-18 09:42:20.507872

    			0.9 ms

  






  

    			2022-01-18 10:42:22.652018

    			0.4 ms

  






  

    			2022-01-18 11:42:24.88471

    			0.8 ms

  






  

    			2022-01-18 12:42:27.758082

    			-1.6 ms

  






  

    			2022-01-18 13:42:29.769614

    			-0.9 ms

  






  

    			2022-01-18 14:42:31.959317

    			-1.4 ms

  






  

    			2022-01-18 15:42:35.143159

    			-0.1 ms

  






  

    			2022-01-18 16:42:36.918914

    			0.9 ms

  






  

    			2022-01-18 17:42:39.377137

    			1.0 ms

  






  

    			2022-01-18 18:42:40.919656

    			-0.2 ms

  






  

    			2022-01-18 19:42:43.164774

    			0.8 ms

  






  

    			2022-01-18 20:42:45.690801

    			-0.7 ms

  






  

    			2022-01-18 21:42:47.678609

    			0.2 ms

  






  

    			2022-01-18 22:42:49.815049

    			0.7 ms

  






  

    			2022-01-18 23:42:52.021034

    			-0.5 ms

  






  

    			2022-01-19 00:42:53.664987

    			-0.1 ms

  






  

    			2022-01-19 01:42:55.206543

    			1.4 ms

  






  

    			2022-01-19 02:42:57.87471

    			1.6 ms

  






  

    			2022-01-19 03:42:59.722938

    			1.0 ms

  






  

    			2022-01-19 04:43:01.658852

    			-0.1 ms

  






  

    			2022-01-19 05:43:04.083644

    			-0.6 ms

  






  

    			2022-01-19 06:43:07.073823

    			-0.7 ms

  






  

    			2022-01-19 07:43:09.139755

    			-0.4 ms

  






  

    			2022-01-19 08:43:11.219319

    			-0.4 ms

  






  

    			2022-01-19 09:43:13.114739

    			-1.1 ms

  






  

    			2022-01-19 10:43:15.524157

    			-0.8 ms

  






  

    			2022-01-19 11:43:17.437289

    			0.4 ms

  






  

    			2022-01-19 12:43:19.72951

    			0.4 ms

  






  

    			2022-01-19 13:43:22.574208

    			-1.1 ms

  






  

    			2022-01-19 14:43:24.45893

    			-0.7 ms

  






  

    			2022-01-19 15:43:27.266931

    			0.4 ms

  






  

    			2022-01-19 16:43:30.878634

    			-0.2 ms

  






  

    			2022-01-19 17:43:33.592789

    			0.1 ms

  






  

    			2022-01-19 18:43:35.381754

    			-0.6 ms

  






  

    			2022-01-19 19:43:37.719027

    			0.3 ms

  






  

    			2022-01-19 20:43:39.342384

    			-0.3 ms

  






  

    			2022-01-19 21:43:42.038656

    			-1.0 ms

  






  

    			2022-01-19 22:43:44.337449

    			0.1 ms

  






  

    			2022-01-19 23:43:46.123652

    			-1.3 ms

  






  

    			2022-01-20 00:43:48.276491

    			-0.4 ms

  






  

    			2022-01-20 01:43:49.843672

    			-0.7 ms

  






  

    			2022-01-20 02:43:52.417263

    			-0.8 ms

  






  

    			2022-01-20 03:43:54.600131

    			-0.9 ms

  






  

    			2022-01-20 04:43:56.039864

    			0.3 ms

  






  

    			2022-01-20 05:43:57.496167

    			0.6 ms

  






  

    			2022-01-20 06:43:59.014112

    			0.2 ms

  






  

    			2022-01-20 07:44:00.848158

    			0.1 ms

  






  

    			2022-01-20 08:44:02.911208

    			-1.3 ms

  






  

    			2022-01-20 09:44:05.148926

    			-2.1 ms

  






  

    			2022-01-20 10:44:06.914321

    			-0.6 ms

  






  

    			2022-01-20 11:44:08.841781

    			-0.9 ms

  






  

    			2022-01-20 12:44:10.654363

    			-0.2 ms

  






  

    			2022-01-20 13:44:13.554165

    			0.1 ms

  






  

    			2022-01-20 14:44:15.718592

    			0.5 ms

  






  

    			2022-01-20 15:44:17.954632

    			0.5 ms

  






  

    			2022-01-20 16:44:20.167204

    			1.5 ms

  






  

    			2022-01-20 17:44:21.994621

    			-0.3 ms

  






  

    			2022-01-20 18:44:23.844473

    			-0.8 ms

  






  

    			2022-01-20 19:44:25.835172

    			-0.9 ms

  






  

    			2022-01-20 20:44:27.347228

    			-0.8 ms

  






  

    			2022-01-20 21:44:29.011342

    			-0.2 ms

  






  

    			2022-01-20 22:44:31.576043

    			-0.8 ms

  






  

    			2022-01-20 23:44:34.108638

    			-0.3 ms

  






  

    			2022-01-21 00:44:36.469336

    			-0.3 ms

  






  

    			2022-01-21 01:44:39.35812

    			0.1 ms

  






  

    			2022-01-21 02:44:41.561123

    			-0.5 ms

  






  

    			2022-01-21 03:44:45.13124

    			-0.1 ms

  






  

    			2022-01-21 04:44:46.944137

    			-0.6 ms

  






  

    			2022-01-21 05:44:49.437569

    			0.3 ms

  






  

    			2022-01-21 06:44:51.239476

    			-0.4 ms

  






  

    			2022-01-21 07:44:54.123334

    			0.2 ms

  






  

    			2022-01-21 08:44:56.094157

    			0.3 ms

  






  

    			2022-01-21 09:44:59.319657

    			-2.2 ms

  






  

    			2022-01-21 10:45:01.653528

    			-1.0 ms

  






  

    			2022-01-21 11:45:04.448172

    			-0.7 ms

  






  

    			2022-01-21 12:45:07.823104

    			-1.4 ms

  






  

    			2022-01-21 13:45:09.613923

    			0.4 ms

  






  

    			2022-01-21 14:45:11.746471

    			0.8 ms

  






  

    			2022-01-21 15:45:13.619605

    			-0.6 ms

  






  

    			2022-01-21 16:45:16.091982

    			-0.7 ms

  






  

    			2022-01-21 17:45:18.093961

    			-0.5 ms

  






  

    			2022-01-21 18:45:19.872884

    			-0.2 ms

  






  

    			2022-01-21 19:45:21.899599

    			-0.8 ms

  






  

    			2022-01-21 20:45:24.406841

    			-2.3 ms

  






  

    			2022-01-21 21:45:26.115734

    			-1.0 ms

  






  

    			2022-01-21 22:45:27.78898

    			-0.4 ms

  






  

    			2022-01-21 23:45:30.014442

    			0.6 ms

  






  

    			2022-01-22 00:45:32.543985

    			0.3 ms

  






  

    			2022-01-22 01:45:36.506555

    			0.2 ms

  






  

    			2022-01-22 02:45:39.381449

    			0.5 ms

  






  

    			2022-01-22 03:45:42.362571

    			0.0 ms

  






  

    			2022-01-22 04:45:44.013561

    			-0.1 ms

  






  

    			2022-01-22 05:45:47.075933

    			-0.2 ms

  






  

    			2022-01-22 06:45:48.917962

    			1.0 ms

  






  

    			2022-01-22 07:45:51.591854

    			-0.2 ms

  






  

    			2022-01-22 08:45:53.358836

    			-0.3 ms

  






  

    			2022-01-22 09:45:55.318028

    			-0.5 ms

  






  

    			2022-01-22 10:45:58.694449

    			0.4 ms

  






  

    			2022-01-22 11:46:00.89321

    			-0.1 ms

  






  

    			2022-01-22 12:46:03.382307

    			-0.2 ms

  






  

    			2022-01-22 13:46:05.597418

    			0.9 ms

  






  

    			2022-01-22 14:46:08.021783

    			1.4 ms

  






  

    			2022-01-22 15:46:09.861395

    			-0.7 ms

  






  

    			2022-01-22 16:46:11.82663

    			-0.5 ms

  






  

    			2022-01-22 17:46:14.369305

    			-0.1 ms

  






  

    			2022-01-22 18:46:16.376546

    			0.7 ms

  






  

    			2022-01-22 19:46:18.726956

    			-0.2 ms

  






  

    			2022-01-22 20:46:21.005395

    			-0.1 ms

  






  

    			2022-01-22 21:46:22.540604

    			-0.5 ms

  






  

    			2022-01-22 22:46:24.757942

    			-0.2 ms

  






  

    			2022-01-22 23:46:26.566266

    			-0.4 ms

  






  

    			2022-01-23 00:46:28.71462

    			-0.1 ms

  






  

    			2022-01-23 01:46:30.934176

    			-0.1 ms

  






  

    			2022-01-23 02:46:32.831722

    			-1.4 ms

  






  

    			2022-01-23 03:46:34.799919

    			-0.8 ms

  






  

    			2022-01-23 04:46:36.611753

    			-0.4 ms

  






  

    			2022-01-23 05:46:38.395322

    			-0.8 ms

  






  

    			2022-01-23 06:46:40.69452

    			-0.2 ms

  






  

    			2022-01-23 07:46:42.719928

    			0.5 ms

  






  

    			2022-01-23 08:46:44.962986

    			-0.1 ms

  






  

    			2022-01-23 09:46:47.98522

    			-0.3 ms

  






  

    			2022-01-23 10:46:49.650581

    			0.5 ms

  






  

    			2022-01-23 11:46:51.372591

    			-0.7 ms

  






  

    			2022-01-23 12:46:53.274786

    			-0.7 ms

  






  

    			2022-01-23 13:46:56.299899

    			-0.4 ms

  






  

    			2022-01-23 14:47:00.09687

    			0.1 ms

  






  

    			2022-01-23 15:47:03.035074

    			-1.5 ms

  






  

    			2022-01-23 16:47:06.068453

    			-0.7 ms

  






  

    			2022-01-23 17:47:07.749732

    			0.0 ms

  






  

    			2022-01-23 18:47:10.140098

    			0.1 ms

  






  

    			2022-01-23 19:47:12.57828

    			1.8 ms

  






  

    			2022-01-23 20:47:15.18282

    			1.6 ms

  






  

    			2022-01-23 21:47:16.771507

    			-0.4 ms

  






  

    			2022-01-23 22:47:19.247817

    			0.4 ms

  






  

    			2022-01-23 23:47:21.818929

    			-0.1 ms

  






  

    			2022-01-24 00:47:24.250347

    			0.0 ms

  






  

    			2022-01-24 01:47:27.279047

    			-0.2 ms

  






  

    			2022-01-24 02:47:29.137982

    			-0.2 ms

  






  

    			2022-01-24 03:47:30.956779

    			0.7 ms

  






  

    			2022-01-24 04:47:34.092673

    			-0.4 ms

  






  

    			2022-01-24 05:47:35.793856

    			0.0 ms

  






  

    			2022-01-24 06:47:37.959441

    			0.7 ms

  






  

    			2022-01-24 07:47:40.263529

    			-0.2 ms

  






  

    			2022-01-24 08:47:42.375934

    			-0.4 ms

  






  

    			2022-01-24 09:47:44.154143

    			-2.8 ms

  






  

    			2022-01-24 10:47:46.202217

    			0.1 ms

  






  

    			2022-01-24 11:47:49.231182

    			-1.3 ms

  






  

    			2022-01-24 12:47:51.610477

    			-0.8 ms

  






  

    			2022-01-24 13:47:53.910636

    			-0.7 ms

  






  

    			2022-01-24 14:47:56.625041

    			0.4 ms

  






  

    			2022-01-24 15:47:59.354741

    			-0.7 ms

  






  

    			2022-01-24 16:48:02.795398

    			1.3 ms

  






  

    			2022-01-24 17:48:04.740579

    			0.8 ms

  






  

    			2022-01-24 18:48:06.619332

    			0.0 ms

  






  

    			2022-01-24 19:48:08.419479

    			0.0 ms

  






  

    			2022-01-24 20:48:10.227217

    			1.5 ms

  






  

    			2022-01-24 21:48:11.730214

    			1.6 ms

  






  

    			2022-01-24 22:48:13.650767

    			0.4 ms

  






  

    			2022-01-24 23:48:15.476525

    			-0.2 ms

  






  

    			2022-01-25 00:48:17.414486

    			-0.8 ms

  






  

    			2022-01-25 01:48:18.940281

    			0.1 ms

  






  

    			2022-01-25 02:48:20.69225

    			-0.2 ms

  






  

    			2022-01-25 03:48:23.082958

    			0.8 ms

  






  

    			2022-01-25 04:48:24.913289

    			0.5 ms

  






  

    			2022-01-25 05:48:26.623619

    			0.3 ms

  






  

    			2022-01-25 06:48:28.306005

    			0.7 ms

  






  

    			2022-01-25 07:48:30.170264

    			0.6 ms

  






  

    			2022-01-25 08:48:32.553464

    			0.7 ms

  






  

    			2022-01-25 09:48:34.63238

    			0.7 ms

  






  

    			2022-01-25 10:48:36.923698

    			0.4 ms

  






  

    			2022-01-25 11:48:38.967264

    			0.6 ms

  






  

    			2022-01-25 12:48:40.740474

    			-0.8 ms

  






  

    			2022-01-25 13:48:42.502779

    			-1.6 ms

  






  

    			2022-01-25 14:48:44.692268

    			0.2 ms

  






  

    			2022-01-25 15:48:46.712118

    			0.6 ms

  






  

    			2022-01-25 16:48:48.733244

    			-1.0 ms

  






  

    			2022-01-25 17:48:50.32454

    			-0.8 ms

  






  

    			2022-01-25 18:48:51.875694

    			0.3 ms

  






  

    			2022-01-25 19:48:53.352529

    			-0.7 ms

  






  

    			2022-01-25 20:48:55.418117

    			-1.6 ms

  






  

    			2022-01-25 21:48:57.02682

    			-0.8 ms

  






  

    			2022-01-25 22:48:58.938191

    			-0.7 ms

  






  

    			2022-01-25 23:49:00.835842

    			-0.2 ms

  






  

    			2022-01-26 00:49:02.971957

    			0.3 ms

  






  

    			2022-01-26 01:49:04.74066

    			-0.2 ms

  






  

    			2022-01-26 02:49:06.961968

    			-1.6 ms

  






  

    			2022-01-26 03:49:08.92624

    			-2.1 ms

  






  

    			2022-01-26 04:49:10.795705

    			-3.8 ms

  






  

    			2022-01-26 05:49:13.110175

    			0.9 ms

  






  

    			2022-01-26 06:49:15.079903

    			1.8 ms

  






  

    			2022-01-26 07:49:17.072629

    			0.1 ms

  






  

    			2022-01-26 08:49:19.259629

    			0.8 ms

  






  

    			2022-01-26 09:49:21.710314

    			0.8 ms

  






  

    			2022-01-26 10:49:23.988765

    			0.0 ms

  






  

    			2022-01-26 11:49:25.994071

    			-0.9 ms

  






  

    			2022-01-26 12:49:27.765388

    			-1.3 ms

  






  

    			2022-01-26 13:49:30.502489

    			-1.2 ms

  






  

    			2022-01-26 14:49:32.617355

    			-4.7 ms

  






  

    			2022-01-26 15:49:34.590442

    			0.0 ms

  






  

    			2022-01-26 16:49:36.589319

    			-0.1 ms

  






  

    			2022-01-26 17:49:39.019934

    			0.2 ms

  






  

    			2022-01-26 18:49:40.963253

    			-0.4 ms

  






  

    			2022-01-26 19:49:43.173164

    			0.7 ms

  






  

    			2022-01-26 20:49:45.185243

    			0.7 ms

  






  

    			2022-01-26 21:49:47.123143

    			-0.3 ms

  






  

    			2022-01-26 22:49:49.036654

    			4.8 ms

  






  

    			2022-01-26 23:49:50.78895

    			3.0 ms

  






  

    			2022-01-27 00:49:52.604176

    			1.7 ms

  






  

    			2022-01-27 01:49:54.511636

    			-0.2 ms

  






  

    			2022-01-27 02:49:56.348551

    			1.5 ms

  






  

    			2022-01-27 03:49:58.332546

    			-2.5 ms

  






  

    			2022-01-27 04:49:59.802949

    			-3.8 ms

  






  

    			2022-01-27 05:50:01.801586

    			-7.0 ms

  






  

    			2022-01-27 06:50:03.32776

    			0.4 ms

  






  

    			2022-01-27 07:50:05.372251

    			3.4 ms

  






  

    			2022-01-27 08:50:06.998269

    			3.1 ms

  






  

    			2022-01-27 09:50:09.104076

    			5.0 ms

  






  

    			2022-01-27 10:50:10.727439

    			1.4 ms

  






  

    			2022-01-27 11:50:12.587844

    			-1.1 ms

  






  

    			2022-01-27 12:50:14.432509

    			-2.1 ms

  






  

    			2022-01-27 13:50:15.995533

    			-1.2 ms

  






  

    			2022-01-27 14:50:17.910424

    			-1.2 ms

  






  

    			2022-01-27 15:50:20.074201

    			-1.3 ms

  






  

    			2022-01-27 16:50:22.236565

    			-1.8 ms

  






  

    			2022-01-27 17:50:24.435434

    			-0.2 ms

  






  

    			2022-01-27 18:50:26.376112

    			-0.3 ms

  






  

    			2022-01-27 19:50:28.236616

    			0.3 ms

  






  

    			2022-01-27 20:50:30.191072

    			-1.3 ms

  






  

    			2022-01-27 21:50:31.982807

    			-1.8 ms

  






  

    			2022-01-27 22:50:34.567533

    			-2.3 ms

  






  

    			2022-01-27 23:50:36.617932

    			-2.8 ms

  






  

    			2022-01-28 00:50:38.437454

    			-0.6 ms

  






  

    			2022-01-28 01:50:40.36812

    			-0.1 ms

  






  

    			2022-01-28 02:50:42.157012

    			1.5 ms

  






  

    			2022-01-28 03:50:43.820914

    			1.3 ms

  






  

    			2022-01-28 04:50:45.712649

    			0.5 ms

  






  

    			2022-01-28 05:50:47.640317

    			0.1 ms

  






  

    			2022-01-28 06:50:49.772397

    			0.5 ms

  






  

    			2022-01-28 07:50:51.493537

    			0.5 ms

  






  

    			2022-01-28 08:50:52.999424

    			0.1 ms

  






  

    			2022-01-28 09:50:54.682738

    			-1.4 ms

  






  

    			2022-01-28 10:50:56.49169

    			-1.3 ms

  






  

    			2022-01-28 11:50:58.761359

    			-1.7 ms

  






  

    			2022-01-28 12:51:00.583578

    			-0.9 ms

  






  

    			2022-01-28 13:51:02.829237

    			-0.2 ms

  






  

    			2022-01-28 14:51:04.893347

    			-0.6 ms

  






  

    			2022-01-28 15:51:06.615567

    			-0.4 ms

  






  

    			2022-01-28 16:51:08.992745

    			-0.1 ms

  






  

    			2022-01-28 17:51:11.420143

    			-1.5 ms

  






  

    			2022-01-28 18:51:13.164367

    			-0.4 ms

  






  

    			2022-01-28 19:51:14.936208

    			-0.9 ms

  






  

    			2022-01-28 20:51:16.719819

    			-0.7 ms

  






  

    			2022-01-28 21:51:18.373135

    			-0.8 ms

  






  

    			2022-01-28 22:51:20.498176

    			-0.9 ms

  






  

    			2022-01-28 23:51:22.396698

    			0.2 ms

  






  

    			2022-01-29 00:51:24.013794

    			0.1 ms

  






  

    			2022-01-29 01:51:26.138139

    			0.1 ms

  






  

    			2022-01-29 02:51:27.648882

    			-0.4 ms

  






  

    			2022-01-29 03:51:29.531727

    			0.1 ms

  






  

    			2022-01-29 04:51:31.623853

    			1.0 ms

  






  

    			2022-01-29 05:51:33.805724

    			-0.2 ms

  






  

    			2022-01-29 06:51:35.437941

    			0.1 ms

  






  

    			2022-01-29 07:51:37.080116

    			-1.4 ms

  






  

    			2022-01-29 08:51:39.5208

    			0.4 ms

  






  

    			2022-01-29 09:51:41.285344

    			-0.3 ms

  






  

    			2022-01-29 10:51:43.787037

    			-0.8 ms

  






  

    			2022-01-29 11:51:45.918089

    			-1.5 ms

  






  

    			2022-01-29 12:51:47.991322

    			-0.1 ms

  






  

    			2022-01-29 13:51:49.989704

    			-0.6 ms

  






  

    			2022-01-29 14:51:53.12625

    			-0.6 ms

  






  

    			2022-01-29 15:51:56.539311

    			-2.4 ms

  






  

    			2022-01-29 16:51:58.297894

    			0.2 ms

  






  

    			2022-01-29 17:52:00.366798

    			-0.3 ms

  






  

    			2022-01-29 18:52:01.88317

    			-0.3 ms

  






  

    			2022-01-29 19:52:04.089487

    			-1.1 ms

  






  

    			2022-01-29 20:52:06.112707

    			-0.8 ms

  






  

    			2022-01-29 21:52:08.089182

    			-0.6 ms

  






  

    			2022-01-29 22:52:10.164732

    			-0.3 ms

  






  

    			2022-01-29 23:52:12.132222

    			-0.6 ms

  






  

    			2022-01-30 00:52:13.828885

    			-0.7 ms

  






  

    			2022-01-30 01:52:15.34669

    			0.6 ms

  






  

    			2022-01-30 02:52:16.802485

    			-1.5 ms

  






  

    			2022-01-30 03:52:18.625487

    			-0.7 ms

  






  

    			2022-01-30 04:52:20.262739

    			-1.0 ms

  






  

    			2022-01-30 05:52:21.955276

    			-0.4 ms

  






  

    			2022-01-30 06:52:24.248775

    			-0.9 ms

  






  

    			2022-01-30 07:52:26.087199

    			-1.7 ms

  






  

    			2022-01-30 08:52:28.01603

    			0.4 ms

  






  

    			2022-01-30 09:52:29.827379

    			-0.9 ms

  






  

    			2022-01-30 10:52:31.863641

    			-0.3 ms

  






  

    			2022-01-30 11:52:33.524135

    			-0.8 ms

  






  

    			2022-01-30 12:52:35.225838

    			0.8 ms

  






  

    			2022-01-30 13:52:37.468418

    			0.2 ms

  






  

    			2022-01-30 14:52:38.997427

    			0.0 ms

  






  

    			2022-01-30 15:52:40.630967

    			0.6 ms

  






  

    			2022-01-30 16:52:42.356329

    			-0.1 ms

  






  

    			2022-01-30 17:52:44.213904

    			0.8 ms

  






  

    			2022-01-30 18:52:45.919454

    			-0.2 ms

  






  

    			2022-01-30 19:52:47.659031

    			-0.4 ms

  






  

    			2022-01-30 20:52:49.378697

    			-1.4 ms

  






  

    			2022-01-30 21:52:50.866664

    			-1.3 ms

  






  

    			2022-01-30 22:52:53.477789

    			-1.0 ms

  






  

    			2022-01-30 23:52:54.987031

    			-1.1 ms

  






  

    			2022-01-31 00:52:56.92916

    			0.4 ms

  






  

    			2022-01-31 01:52:58.947384

    			0.5 ms

  






  

    			2022-01-31 02:53:00.500698

    			-0.4 ms

  






  

    			2022-01-31 03:53:02.123943

    			-0.3 ms

  






  

    			2022-01-31 04:53:04.082155

    			-0.5 ms

  






  

    			2022-01-31 05:53:05.845204

    			-0.4 ms

  






  

    			2022-01-31 06:53:07.606587

    			0.3 ms

  






  

    			2022-01-31 07:53:09.356666

    			0.3 ms

  






  

    			2022-01-31 08:53:11.401295

    			-1.1 ms

  






  

    			2022-01-31 09:53:13.592694

    			-1.0 ms

  






  

    			2022-01-31 10:53:15.62674

    			-0.3 ms

  






  

    			2022-01-31 11:53:17.279389

    			0.0 ms

  






  

    			2022-01-31 12:53:19.633606

    			-1.1 ms

  






  

    			2022-01-31 13:53:21.406933

    			-0.9 ms

  






  

    			2022-01-31 14:53:23.756358

    			0.1 ms

  






  

    			2022-01-31 15:53:26.965162

    			-0.1 ms

  






  

    			2022-01-31 16:53:28.764938

    			-0.6 ms

  






  

    			2022-01-31 17:53:31.587819

    			-0.3 ms

  






  

    			2022-01-31 18:53:33.043382

    			-0.8 ms

  






  

    			2022-01-31 19:53:34.829594

    			-0.7 ms

  






  

    			2022-01-31 20:53:37.065723

    			-0.3 ms

  






  

    			2022-01-31 21:53:39.031009

    			0.5 ms

  






  

    			2022-01-31 22:53:40.551971

    			-0.2 ms

  






  

    			2022-01-31 23:53:42.924292

    			0.9 ms

  






  

    			2022-02-01 00:53:44.977278

    			1.3 ms

  






  

    			2022-02-01 01:53:47.008628

    			0.1 ms

  






  

    			2022-02-01 02:53:48.596801

    			-0.5 ms

  






  

    			2022-02-01 03:53:50.35119

    			1.3 ms

  






  

    			2022-02-01 04:53:52.520678

    			-0.4 ms

  






  

    			2022-02-01 05:53:54.237698

    			-0.1 ms

  






  

    			2022-02-01 06:53:55.941384

    			-0.1 ms

  






  

    			2022-02-01 07:53:58.04258

    			-0.8 ms

  






  

    			2022-02-01 08:53:59.865804

    			-0.5 ms

  






  

    			2022-02-01 09:54:02.321729

    			0.0 ms

  






  

    			2022-02-01 10:54:03.981196

    			-0.2 ms

  






  

    			2022-02-01 11:54:05.838271

    			-1.1 ms

  






  

    			2022-02-01 12:54:07.799972

    			-2.1 ms

  






  

    			2022-02-01 13:54:10.108914

    			-0.4 ms

  






  

    			2022-02-01 14:54:11.969409

    			-0.6 ms

  






  

    			2022-02-01 15:54:13.760586

    			0.2 ms

  






  

    			2022-02-01 16:54:15.658181

    			-1.3 ms

  






  

    			2022-02-01 17:54:17.522556

    			-0.3 ms

  






  

    			2022-02-01 18:54:19.451304

    			0.5 ms

  






  

    			2022-02-01 19:54:21.229199

    			-0.9 ms

  






  

    			2022-02-01 20:54:23.092161

    			-0.4 ms

  






  

    			2022-02-01 21:54:24.665307

    			-0.9 ms

  






  

    			2022-02-01 22:54:26.830975

    			-1.3 ms

  






  

    			2022-02-01 23:54:28.574791

    			-1.2 ms

  






  

    			2022-02-02 00:54:30.546102

    			0.2 ms

  






  

    			2022-02-02 01:54:32.078285

    			-0.3 ms

  






  

    			2022-02-02 02:54:33.741317

    			-0.2 ms

  






  

    			2022-02-02 03:54:35.654197

    			-0.1 ms

  






  

    			2022-02-02 04:54:38.341488

    			1.4 ms

  






  

    			2022-02-02 05:54:40.167066

    			0.3 ms

  






  

    			2022-02-02 06:54:41.643973

    			-0.6 ms

  






  

    			2022-02-02 07:54:43.711973

    			0.0 ms

  






  

    			2022-02-02 08:54:45.427507

    			-0.1 ms

  






  

    			2022-02-02 09:54:47.635969

    			-0.1 ms

  






  

    			2022-02-02 10:54:49.063195

    			-1.1 ms

  






  

    			2022-02-02 11:54:51.013241

    			-0.1 ms

  






  

    			2022-02-02 12:54:52.70663

    			-1.3 ms

  






  

    			2022-02-02 13:54:54.88193

    			-1.1 ms

  






  

    			2022-02-02 14:54:56.749853

    			-0.4 ms

  






  

    			2022-02-02 15:54:58.630846

    			-0.5 ms

  






  

    			2022-02-02 16:55:00.303485

    			-2.5 ms

  






  

    			2022-02-02 17:55:02.387031

    			-1.3 ms

  






  

    			2022-02-02 18:55:04.024958

    			-1.5 ms

  






  

    			2022-02-02 19:55:06.047883

    			-1.6 ms

  






  

    			2022-02-02 20:55:08.436268

    			-1.0 ms

  






  

    			2022-02-02 21:55:10.079964

    			-0.3 ms

  






  

    			2022-02-02 22:55:11.957575

    			0.3 ms

  






  

    			2022-02-02 23:55:13.639323

    			0.8 ms

  






  

    			2022-02-03 00:55:16.243268

    			-2.6 ms

  






  

    			2022-02-03 01:55:18.185658

    			0.6 ms

  






  

    			2022-02-03 02:55:20.198646

    			-0.2 ms

  






  

    			2022-02-03 03:55:22.121826

    			1.1 ms

  






  

    			2022-02-03 04:55:24.067868

    			0.1 ms

  






  

    			2022-02-03 05:55:25.786822

    			1.0 ms

  






  

    			2022-02-03 06:55:27.55968

    			0.7 ms

  






  

    			2022-02-03 07:55:29.472573

    			0.3 ms

  






  

    			2022-02-03 08:55:31.572123

    			-1.6 ms

  






  

    			2022-02-03 09:55:33.750267

    			-1.1 ms

  






  

    			2022-02-03 10:55:36.90469

    			0.7 ms

  






  

    			2022-02-03 11:55:38.665036

    			-0.4 ms

  






  

    			2022-02-03 12:55:40.935368

    			-0.9 ms

  






  

    			2022-02-03 13:55:43.193399

    			-0.1 ms

  






  

    			2022-02-03 14:55:46.059992

    			-2.6 ms

  






  

    			2022-02-03 15:55:49.245065

    			-1.2 ms

  






  

    			2022-02-03 16:55:50.82384

    			-1.4 ms

  






  

    			2022-02-03 17:55:52.985009

    			-1.4 ms

  






  

    			2022-02-03 18:55:54.714831

    			-0.7 ms

  






  

    			2022-02-03 19:55:57.650488

    			-0.5 ms

  






  

    			2022-02-03 20:55:59.597397

    			-0.5 ms

  






  

    			2022-02-03 21:56:01.458035

    			-0.9 ms

  






  

    			2022-02-03 22:56:03.614294

    			-1.3 ms

  






  

    			2022-02-03 23:56:05.17871

    			-0.3 ms

  






  

    			2022-02-04 00:56:07.736255

    			0.4 ms

  






  

    			2022-02-04 01:56:09.373095

    			-0.3 ms

  






  

    			2022-02-04 02:56:11.096887

    			-0.9 ms

  






  

    			2022-02-04 03:56:12.825681

    			0.7 ms

  






  

    			2022-02-04 04:56:14.469489

    			-0.3 ms

  






  

    			2022-02-04 05:56:16.047022

    			-0.4 ms

  






  

    			2022-02-04 06:56:18.504617

    			-1.4 ms

  






  

    			2022-02-04 07:56:20.466116

    			-0.3 ms

  






  

    			2022-02-04 08:56:21.959612

    			-1.2 ms

  






  

    			2022-02-04 09:56:23.846935

    			-0.5 ms

  






  

    			2022-02-04 10:56:26.65624

    			-1.9 ms

  






  

    			2022-02-04 11:56:28.57367

    			-3.2 ms

  






  

    			2022-02-04 12:56:30.256132

    			-1.2 ms

  






  

    			2022-02-04 13:56:33.409383

    			-1.5 ms

  






  

    			2022-02-04 14:56:35.370122

    			-0.9 ms

  






  

    			2022-02-04 15:56:37.755958

    			0.1 ms

  






  

    			2022-02-04 16:56:40.132849

    			0.1 ms

  






  

    			2022-02-04 17:56:42.362303

    			-0.4 ms

  






  

    			2022-02-04 18:56:44.159781

    			0.3 ms

  






  

    			2022-02-04 19:56:46.19713

    			-0.5 ms

  






  

    			2022-02-04 20:56:48.536707

    			-0.9 ms

  






  

    			2022-02-04 21:56:50.334371

    			-0.1 ms

  






  

    			2022-02-04 22:56:51.891307

    			-0.4 ms

  






  

    			2022-02-04 23:56:53.829836

    			-3.5 ms

  






  

    			2022-02-05 00:56:55.268926

    			-1.4 ms

  






  

    			2022-02-05 01:56:57.054534

    			-1.7 ms

  






  

    			2022-02-05 02:56:59.009252

    			-0.1 ms

  






  

    			2022-02-05 03:57:01.281362

    			2.0 ms

  






  

    			2022-02-05 04:57:03.011289

    			1.7 ms

  






  

    			2022-02-05 05:57:05.083375

    			1.1 ms

  






  

    			2022-02-05 06:57:06.802303

    			0.8 ms

  






  

    			2022-02-05 07:57:08.575347

    			-0.7 ms

  






  

    			2022-02-05 08:57:11.143125

    			-0.6 ms

  






  

    			2022-02-05 09:57:12.730843

    			0.4 ms

  






  

    			2022-02-05 10:57:14.822256

    			-0.2 ms

  






  

    			2022-02-05 11:57:16.4173

    			-1.9 ms

  






  

    			2022-02-05 12:57:18.136126

    			-0.4 ms

  






  

    			2022-02-05 13:57:19.630673

    			-0.2 ms

  






  

    			2022-02-05 14:57:21.393321

    			0.4 ms

  






  

    			2022-02-05 15:57:23.402974

    			0.0 ms

  






  

    			2022-02-05 16:57:25.320686

    			0.1 ms

  






  

    			2022-02-05 17:57:26.844621

    			-0.3 ms

  






  

    			2022-02-05 18:57:29.323902

    			-1.3 ms

  






  

    			2022-02-05 19:57:31.23505

    			-0.4 ms

  






  

    			2022-02-05 20:57:33.714526

    			-1.2 ms

  






  

    			2022-02-05 21:57:35.50625

    			-0.3 ms

  






  

    			2022-02-05 22:57:37.183589

    			-0.8 ms

  






  

    			2022-02-05 23:57:38.699865

    			-1.3 ms

  






  

    			2022-02-06 00:57:40.831726

    			-0.4 ms

  






  

    			2022-02-06 01:57:42.808199

    			-0.3 ms

  






  

    			2022-02-06 02:57:45.0855

    			0.3 ms

  






  

    			2022-02-06 03:57:46.708127

    			0.1 ms

  






  

    			2022-02-06 04:57:48.512308

    			-0.7 ms

  






  

    			2022-02-06 05:57:50.173256

    			-0.7 ms

  






  

    			2022-02-06 06:57:52.961254

    			-0.2 ms

  






  

    			2022-02-06 07:57:55.044152

    			-0.2 ms

  






  

    			2022-02-06 08:57:56.617318

    			0.0 ms

  






  

    			2022-02-06 09:57:58.063814

    			0.3 ms

  






  

    			2022-02-06 10:57:59.832192

    			-0.4 ms

  






  

    			2022-02-06 11:58:01.550535

    			-0.4 ms

  






  

    			2022-02-06 12:58:03.169926

    			-1.2 ms

  






  

    			2022-02-06 13:58:05.000471

    			-0.9 ms

  






  

    			2022-02-06 14:58:06.615181

    			-1.0 ms

  






  

    			2022-02-06 15:58:08.140052

    			-0.1 ms

  






  

    			2022-02-06 16:58:09.904735

    			0.3 ms

  






  

    			2022-02-06 17:58:11.967462

    			0.3 ms

  






  

    			2022-02-06 18:58:14.270994

    			0.2 ms

  






  

    			2022-02-06 19:58:16.023378

    			-0.3 ms

  






  

    			2022-02-06 20:58:18.045279

    			0.3 ms

  






  

    			2022-02-06 21:58:19.96437

    			-1.3 ms

  






  

    			2022-02-06 22:58:21.944232

    			-0.1 ms

  






  

    			2022-02-06 23:58:23.551604

    			-1.6 ms

  






  

    			2022-02-07 00:58:25.454374

    			0.4 ms

  






  

    			2022-02-07 01:58:27.09695

    			-0.2 ms

  






  

    			2022-02-07 02:58:28.865454

    			-0.4 ms

  






  

    			2022-02-07 03:58:31.104909

    			0.2 ms

  






  

    			2022-02-07 04:58:32.752474

    			-0.3 ms

  






  

    			2022-02-07 05:58:34.626032

    			-1.1 ms

  






  

    			2022-02-07 06:58:36.157172

    			0.1 ms

  






  

    			2022-02-07 07:58:37.907109

    			1.6 ms

  






  

    			2022-02-07 08:58:39.844302

    			-0.1 ms

  






  

    			2022-02-07 09:58:42.111236

    			0.1 ms

  






  

    			2022-02-07 10:58:44.521089

    			1.0 ms

  






  

    			2022-02-07 11:58:46.69279

    			0.5 ms

  






  

    			2022-02-07 12:58:48.393498

    			0.7 ms

  






  

    			2022-02-07 13:58:50.566102

    			-1.1 ms

  






  

    			2022-02-07 14:58:52.580928

    			-3.5 ms

  






  

    			2022-02-07 15:58:54.095347

    			-2.9 ms

  






  

    			2022-02-07 16:58:56.436098

    			-0.5 ms

  






  

    			2022-02-07 17:58:57.960542

    			-1.6 ms

  






  

    			2022-02-07 18:58:59.759066

    			-2.4 ms

  






  

    			2022-02-07 19:59:01.596045

    			-0.5 ms

  






  

    			2022-02-07 20:59:03.158982

    			-0.6 ms

  






  

    			2022-02-07 21:59:04.799595

    			0.3 ms

  






  

    			2022-02-07 22:59:06.457906

    			0.7 ms

  






  

    			2022-02-07 23:59:08.08048

    			-0.5 ms

  






  

    			2022-02-08 00:59:09.888885

    			0.0 ms

  






  

    			2022-02-08 01:59:11.723974

    			0.3 ms

  






  

    			2022-02-08 02:59:13.992937

    			-0.8 ms

  






  

    			2022-02-08 03:59:17.215413

    			0.7 ms

  






  

    			2022-02-08 04:59:18.731268

    			-0.1 ms

  






  

    			2022-02-08 05:59:20.373353

    			-0.2 ms

  






  

    			2022-02-08 06:59:22.726493

    			-0.5 ms

  






  

    			2022-02-08 07:59:24.600723

    			-0.4 ms

  






  

    			2022-02-08 08:59:26.316458

    			0.6 ms

  






  

    			2022-02-08 09:59:28.016544

    			0.6 ms

  






  

    			2022-02-08 10:59:29.810345

    			0.2 ms

  






  

    			2022-02-08 11:59:31.510328

    			0.9 ms

  






  

    			2022-02-08 12:59:33.548167

    			-1.7 ms

  






  

    			2022-02-08 13:59:35.669466

    			-1.8 ms

  






  

    			2022-02-08 14:59:37.955757

    			-1.1 ms

  






  

    			2022-02-08 15:59:39.619063

    			-0.3 ms

  






  

    			2022-02-08 16:59:41.439385

    			-0.7 ms

  






  

    			2022-02-08 17:59:42.900229

    			0.6 ms

  






  

    			2022-02-08 18:59:44.738593

    			0.5 ms

  






  

    			2022-02-08 19:59:47.335929

    			1.4 ms

  






  

    			2022-02-08 20:59:49.533751

    			0.5 ms

  






  

    			2022-02-08 21:59:51.409496

    			1.2 ms

  






  

    			2022-02-08 22:59:53.078769

    			-0.4 ms

  






  

    			2022-02-08 23:59:54.940722

    			-0.3 ms

  






  

    			2022-02-09 00:59:56.847945

    			-1.5 ms

  






  

    			2022-02-09 01:59:58.749583

    			-1.8 ms

  






  

    			2022-02-09 03:00:00.569152

    			-0.9 ms

  






  

    			2022-02-09 04:00:03.306349

    			1.1 ms

  






  

    			2022-02-09 05:00:05.165881

    			0.5 ms

  






  

    			2022-02-09 06:00:07.193489

    			0.5 ms

  






  

    			2022-02-09 07:00:08.822329

    			-1.2 ms

  






  

    			2022-02-09 08:00:10.793879

    			-2.1 ms

  






  

    			2022-02-09 09:00:12.97897

    			-0.9 ms

  






  

    			2022-02-09 10:00:14.459888

    			0.0 ms

  






  

    			2022-02-09 11:00:16.213261

    			-1.1 ms

  






  

    			2022-02-09 12:00:18.742748

    			-0.7 ms

  






  

    			2022-02-09 13:00:20.461029

    			-0.2 ms

  






  

    			2022-02-09 14:00:23.202443

    			-0.5 ms

  






  

    			2022-02-09 15:00:25.2883

    			0.0 ms

  






  

    			2022-02-09 16:00:27.391238

    			0.2 ms

  






  

    			2022-02-09 17:00:29.266601

    			-0.7 ms

  






  

    			2022-02-09 18:00:31.195985

    			0.3 ms

  






  

    			2022-02-09 19:00:32.793551

    			-1.7 ms

  






  

    			2022-02-09 20:00:34.607978

    			0.4 ms

  






  

    			2022-02-09 21:00:36.839787

    			0.4 ms

  






  

    			2022-02-09 22:00:38.4211

    			1.1 ms

  






  

    			2022-02-09 23:00:39.811124

    			-0.2 ms

  






  

    			2022-02-10 00:00:41.611228

    			-0.2 ms

  






  

    			2022-02-10 01:00:43.215002

    			-0.3 ms

  






  

    			2022-02-10 02:00:44.97614

    			-0.9 ms

  






  

    			2022-02-10 03:00:46.696402

    			-0.9 ms

  






  

    			2022-02-10 04:00:49.206126

    			-0.7 ms

  






  

    			2022-02-10 05:00:50.858892

    			0.3 ms

  






  

    			2022-02-10 06:00:52.631866

    			-2.1 ms

  






  

    			2022-02-10 07:00:54.861099

    			-0.6 ms

  






  

    			2022-02-10 08:00:56.711339

    			-0.3 ms

  






  

    			2022-02-10 09:00:58.484909

    			0.1 ms

  






  

    			2022-02-10 10:01:00.354549

    			0.1 ms

  






  

    			2022-02-10 11:01:02.362067

    			-0.5 ms

  






  

    			2022-02-10 12:01:04.872747

    			-0.1 ms

  






  

    			2022-02-10 13:01:06.773471

    			0.9 ms

  






  

    			2022-02-10 14:01:08.928484

    			0.9 ms

  






  

    			2022-02-10 15:01:10.76178

    			-0.6 ms

  






  

    			2022-02-10 16:01:12.64752

    			0.4 ms

  






  

    			2022-02-10 17:01:14.913444

    			-1.3 ms

  






  

    			2022-02-10 18:01:16.784269

    			-0.7 ms

  






  

    			2022-02-10 19:01:18.878152

    			0.6 ms

  






  

    			2022-02-10 20:01:20.825185

    			0.4 ms

  






  

    			2022-02-10 21:01:22.470187

    			-0.3 ms

  






  

    			2022-02-10 22:01:24.031783

    			-0.7 ms

  






  

    			2022-02-10 23:01:25.648094

    			-2.1 ms

  






  

    			2022-02-11 00:01:27.869713

    			0.2 ms

  






  

    			2022-02-11 01:01:30.527659

    			0.3 ms

  






  

    			2022-02-11 02:01:32.94896

    			1.0 ms

  






  

    			2022-02-11 03:01:35.027581

    			-1.2 ms

  






  

    			2022-02-11 04:01:37.010239

    			0.5 ms

  






  

    			2022-02-11 05:01:38.420472

    			0.0 ms

  






  

    			2022-02-11 06:01:41.04393

    			0.2 ms

  






  

    			2022-02-11 07:01:42.904869

    			0.3 ms

  






  

    			2022-02-11 08:01:44.787434

    			0.2 ms

  






  

    			2022-02-11 09:01:47.051617

    			-0.3 ms

  






  

    			2022-02-11 10:01:49.9977

    			0.0 ms

  






  

    			2022-02-11 11:01:52.313683

    			-0.7 ms

  






  

    			2022-02-11 12:01:53.987912

    			0.2 ms

  






  

    			2022-02-11 13:01:56.177971

    			0.4 ms

  






  

    			2022-02-11 14:01:57.754846

    			-0.1 ms

  






  

    			2022-02-11 15:01:59.435139

    			0.0 ms

  












###

Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.







  

    			Time

    			IP

    			Event

  




    

    			2022-02-11 15:43:30.025 UTC

    			83.250.6.250

    			Anders Linusson (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 15:43:57.635 UTC

    			83.250.6.250

    			Anders Linusson (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.
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Revisionsberattelse

Till bolagsstdamman i Géteborgs Hamn AB, org.nr 556008 - 2553

Rapport om arsredovisningen

Uttalanden

Vi har utfért en revision av arsredovisningen fér Géteborgs
Hamn AB fér rdkenskapsaret 2021.

Enligt var uppfattning har arsredovisningen uppréattats i enlig-
het med arsredovisningslagen och ger en i alla vasentliga av-
seenden rattvisande bild av Géteborgs Hamn ABs finansiella
stallning per den 31 december 2021 och av dess finansiella re-
sultat och kassafléde for aret enligt arsredovisningslagen. Fér-
valtningsberattelsen &r férenlig med arsredovisningens évriga
delar.

Vi tillstyrker darfor att bolagsstamman faststdller resultatrak-
ningen och balansrakningen.

Grund foér uttalanden

Vi har utfort revisionen enligt International Standards on Au-
diting (ISA) och god revisionssed i Sverige. Vart ansvar enligt
dessa standarder beskrivs ndrmare i avsnittet Revisorns an-
svar. Vi &r oberoende i férhallande till Géteborgs Hamn AB en-
ligt god revisorssed i Sverige och har i 6évrigt fullgjort vart yr-
kesetiska ansvar enligt dessa krav.

Vianser att de revisionsbevis vi har inhdmtat ar tillrdckliga och
&ndamalsenliga som grund fér vara uttalanden.

Annan information &n arsredovisningen

Det &r styrelsen och verkstallande direktéren som har ansvaret
fér denna andra information. Den andra informationen bestar
av Arsrapport 2021 men innefattar inte &rsredovisningen och
var revisionsberéttelse avseende denna.

Vart uttalande avseende arsredovisningen omfattar inte denna
information och vi gor inget uttalande med bestyrkande avse-
ende denna andra information.

| samband med var revision av arsredovisningen &r det vart an-
svar att ldsa den information som identifieras ovan och dver-
vdga om informationen i vasentlig utstrackning ar oférenlig
med arsredovisningen. Vid denna genomgang beaktar vi dven
den kunskap vi i 8vrigt inhdmtat under revisionen samt bedd-
mer om informationen i évrigt verkar innehalla vésentliga fel-
aktigheter.

Om vi, baserat pad det arbete som har utférts avseende denna
information, drar slutsatsen att den andra informationen inne-
haller en vasentlig felaktighet, &r vi skyldiga att rapportera
detta. Vi har inget att rapportera i det avseendet.

Styrelsens och verkstéllande direktérens ansvar

Det ar styrelsen och verkstallande direktéren som har ansvaret
fér att arsredovisningen upprattas och att den ger en réttvi-
sande bild enligt arsredovisningslagen. Styrelsen och verkstal-
lande direktoren ansvarar dven for den interna kontroll som de
bedémer &r nddvandig for att uppréatta en arsredovisning som
inte innehaller nagra véasentliga felaktigheter, vare sig dessa
beror pa oegentligheter eller misstag.

Vid uppréttandet av arsredovisningen ansvarar styrelsen och
verkstadllande direktéren for bedémningen av bolagets for-
maga att fortsdtta verksamheten. De upplyser, nar sa &r till-
lampligt, om férhallanden som kan paverka férmagan att fort-
satta verksamheten och att anvanda antagandet om fortsatt
drift. Antagandet om fortsatt drift tilldmpas dock inte om sty-
relsen och verkstdllande direktdren avser att likvidera bolaget,
upphéra med verksamheten eller inte har nagot realistiskt al-
ternativ till att géra nagot av detta.

Revisorns ansvar

Vara mal &r att uppna en rimlig grad av sdkerhet om att arsre-
dovisningen som helhet inte innehaller nagra véasentliga felak-
tigheter, vare sig dessa beror pa oegentligheter eller misstag,
och att 1dmna en revisionsberattelse som innehaller vara utta-
landen. Rimlig sakerhet ar en hég grad av sdkerhet, men ar
ingen garanti for att en revision som utférs enligt ISA och god
revisionssed i Sverige alltid kommer att upptdcka en vasentlig
felaktighet om en sddan finns. Felaktigheter kan uppstd pa
grund av oegentligheter eller misstag och anses vara vasent-
liga om de enskilt eller tillsammans rimligen kan férvéntas pa-
verka de ekonomiska beslut som anvandare fattar med grund i
arsredovisningen.

Somdel av enrevision enligt ISA anvander vi professionellt om-
déme och har en professionellt skeptisk instalining under hela
revisionen. Dessutom:

e identifierar och bedémer viriskerna for vasentliga felaktig-
heter i arsredovisningen, vare sig dessa beror pd oegent-
ligheter eller misstag, utformar och utfér granskningsat-
garder bland annat utifradn dessa risker och inhdmtar revis-
jonsbevis som &r tillréckliga och dndamalsenliga for att ut-
gdéra en grund fér vara uttalanden. Risken for att inte upp-
tacka en vasentlig felaktighet till foljd av oegentligheter &r
hégre &n for en vasentlig felaktighet som beror pa misstag,
eftersom oegentligheter kan innefatta agerande i maskopi,
forfalskning, avsiktliga utelamnanden, felaktig information
eller asidosattande av intern kontroll.

o skaffar vi oss en forstaelse av den del av bolagets interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som &r lampliga med hansyn till om-
standigheterna, men inte for att uttala oss om effektivite-
teniden interna kontrollen.

e utvdrderar vi ldampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens och verkstallande di-
rektérens uppskattningar i redovisningen och tillhérande
upplysningar.

e drarvienslutsats om ldampligheteni att styrelsen och verk-
stdllande direktéren anvander antagandet om fortsatt drift
vid upprattandet av arsredovisningen. Vi drar ocksa en
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slutsats, med grund i de inhdmtade revisionsbevisen, om
det finns ndgon vasentlig osdkerhetsfaktor som avser sad-
ana handelser eller férhallanden som kan leda till bety-
dande tvivel om bolagets férmaga att fortsatta verksam-
heten. Om vi drar slutsatsen att det finns en vasentlig osa-
kerhetsfaktor, maste vi i revisionsberattelsen fasta upp-
mé&rksamheten pa upplysningarna i arsredovisningen om
den vasentliga osékerhetsfaktorn eller, om sadana upplys-
ningar &r otillrdckliga, modifiera uttalandet om arsredovis-
ningen. Vara slutsatser baseras pa de revisionsbevis som
inhdmtas fram till datumet for revisionsberattelsen. Dock
kan framtida handelser eller férhallanden géra att ett bo-
lag inte langre kan fortsatta verksamheten.

e utvdrderar viden dvergripande presentationen, strukturen
och innehallet i arsredovisningen, déribland upplysning-
arna, och om arsredovisningen aterger de underliggande
transaktionerna och handelserna pa ett satt som ger en
rattvisande bild.

Vi maste informera styrelsen om bland annat revisionens pla-
nerade omfattning och inriktning samt tidpunkten fér den. Vi
maste ocksa informera om betydelsefulla iakttagelser under
revisionen, daribland de eventuella betydande brister i den in-
terna kontrollen som vi identifierat.

Rapport om andra krav enligt lagar och andra
forfattningar

Uttalanden

Utdver var revision av arsredovisningen har vi dven utfért en
revision av styrelsens och verkstdllande direktérens forvalt-
ning fr Géteborgs Hamn AB for rdkenskapsaret 2021 samt av
forslaget till dispositioner betraffande bolagets vinst eller for-
lust.

Vi tillstyrker att bolagsstamman disponerar vinsten enligt for-
slaget i forvaltningsberattelsen och beviljar styrelsens ledamd-
ter och verkstallande direktoren ansvarsfrihet for rakenskaps-
aret.

Grund for uttalanden

Vi har utfért revisionen enligt god revisionssed i Sverige. Vart
ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns an-
svar. Vi ar oberoende i férhallande till Géteborgs Hamn AB en-
ligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yr-
kesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och
adndamalsenliga som grund fér vara uttalanden.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen som har ansvaret for foérslaget till disposit-
ioner betraffande bolagets vinst eller férlust. Vid forslag till ut-
delning innefattar detta bland annat en beddmning av om ut-
delningen ar foérsvarlig med hansyn till de krav som bolagets
verksamhetsart, omfattning och risker stéller pad storleken av
bolagets egna kapital, konsolideringsbehov, likviditet och stall-
ning i ovrigt.

Styrelsen ansvarar for bolagets organisation och férvaltningen
av bolagets angeldgenheter. Detta innefattar bland annat att
fortldpande beddma bolagets ekonomiska situation och att
tillse att bolagets organisation &r utformad sa att bokféringen,
medelsférvaltningen och bolagets ekonomiska angeldgenheter
i 6vrigt kontrolleras pa ett betryggande sé&tt. Verkstéllande di-
rektoren ska skota den I6pande forvaltningen enligt styrelsens
riktlinjer och anvisningar och bland annat vidta de &tgérder
som ar nddvandiga for att bolagets bokféring ska fullgoras i
Overensstammelse med lag och fér att medelsforvaltningen
ska skotas pa ett betryggande satt.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och ddrmed
vart uttalande om ansvarsfrihet, &r att inhdmta revisionsbevis
fér att med en rimlig grad av sékerhet kunna bedéma om nagon
styrelseledamot eller verkstéllande direktéren i nagot vésent-
ligt avseende:

o foretagit nagon atgérd eller gjort sig skyldig till ndgon for-
summelse som kan féranleda ersattningsskyldighet mot
bolaget, eller

e pd nagot annat satt handlat i strid med aktiebolagslagen,
arsredovisningslagen eller bolagsordningen.

Vart mal betraffande revisionen av foérslaget till dispositioner
av bolagets vinst eller férlust, och darmed vart uttalande om
detta, ar att med rimlig grad av sékerhet bedéma om forslaget
ar forenligt med aktiebolagslagen.

Rimlig sakerhet ar en hég grad av sékerhet, men ingen garanti
for att en revision som utférs enligt god revisionssed i Sverige
alltid kommer att upptédcka atgérder eller férsummelser som
kan foranleda ersattningsskyldighet mot bolaget, eller att ett
forslag till dispositioner av bolagets vinst eller forlust inte ar
forenligt med aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige an-
vander vi professionellt omddéme och har en professionellt
skeptisk instdlining under hela revisionen. Granskningen av
forvaltningen och forslaget till dispositioner av bolagets vinst
eller forlust grundar sig framst pa revisionen av rdkenskap-
erna. Vilka tillkommande granskningsatgarder som utfors bas-
eras pa var professionella bedémning med utgédngspunkt i risk
och vésentlighet. Det innebéar att vi fokuserar granskningen pa
sddana atgarder, omraden och férhallanden som &r vésentliga
for verksamheten och ddr avsteg och dvertradelser skulle ha
sarskild betydelse fér bolagets situation. Vi gar igenom och
provar fattade beslut, beslutsunderlag, vidtagna atgarder och
andra férhallanden som &r relevanta for vart uttalande om an-
svarsfrihet. Som underlag fér vart uttalande om styrelsens for-
slag till dispositioner betrdffande bolagets vinst eller forlust
har vi granskat om forslaget ar férenligt med aktiebolagslagen.

Goéteborg den dag som framgar av var elektroniska underskrift

Ernst & Young AB

Anders Linusson
Auktoriserad revisor
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72 Muie S

Kommunfullmaktige

Utdrag ur Protokoll
Sammantradesdatum: 2019-02-21

Valberedningens forslag till vid sammantradet
forekommande val

§ 6,

Beslut
Enligt valberedningens forslag:

1. Fullméktige godkdnner de i handling 2019 nr 20 redovisade avsédgelserna.

2. De av valberedningen i kommunfullméiktiges handling 2019 nr 20 framlagda
forslagen till val bifalles.

3. Forslag till intradesordning gillande erséttare for S 1 kommunstyrelsen, punkt 24, i
valberedningens forslag bifalles.

4. Forslag till intrddesordning géllande ersittare for S i stadens ndmnder, punkt 25, i
valberedningens forslag bifalles.

5. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstimma 2019 intill slutet av arsstimma 2020 utse de
personer som anges i Bilaga A-H i valberedningens forslag.

6. De utsedda suppleanterna ska med nedan angivna undantag anses valda att intridda i
den ordning som det upptagits i valberedningens forslag.

Vid forfall for ordinarie ledamot skall, om inte i lag eller forfattning annat anges 1
dennes stille;

i forsta hand

intrdder suppleant vald for samma politiska parti som den ordinarie ledamoten,

i andra hand

intrader betrdffande ledamot for S suppleant for MP, V och FI i nu ndmnd ordning
intrider betrdffande ledamot for M suppleant for L, C, KD, D, S, MP, V och Fl och i
nu ndmnd ordning,

intrider betrdffande ledamot for L suppleant for M, C, KD, D, S, MP, V och F1inu
ndmnd ordning,

intrader betrdffande ledamot for KD suppleant for C, L och M i nu ndmnd ordning,
intrider betrdffande ledamot for C, suppleant for KD, L, M, D, MP och S i nu ndmnd
ordning,

intrider betrdffande ledamot for V suppleant for MP, F1, S, L, C, M, KD i nu ndmnd
ordning,

intrader betrdffande ledamot for MP suppleant for V, F1, S, L, C, KD, M och D i nu
nimnd ordning,

intrader betrdffande ledamot for FI suppleant V, MP, S, L, C, KD och M

i nu ndmnd ordning.

7. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter for tiden fran
arsstdimma 2019 intill slutet av arsstimma 2020 utse de personer som anges i Bilaga |
till valberedningens forslag.
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8. Mandatperioden for ledamoter, erséttare, revisorer och revisorserséttare i respektive
Samordningsférbundet Goteborg Centrum, Samordningsforbundet Goteborg
Hisingen, Samordningsférbundet Géteborg Nordost och Samordningsférbundet
Vister forldngs t o m 2019-09-30.

9. Kommunfullméktige antecknar informationen under punkt 32 i valberedningens
handling.

Handling
2019 nr 20.

Yrkanden
Bjorn Tidland (SD) yrkar bifall till SD:s forslag till val av ledaméter 1 Goteborgs
Stadshus AB.

Jonas Attenius (S) yrkar bifall till valberedningens forslag till val av ledamoter 1
Goteborgs Stadshus AB.

Beslutsgang

Eftersom tva forslag till val har framstillts betrdffande ledamdter i Goteborgs Stadshus
AB sé ska omrostningen vara sluten. Forste vice ordforande Pér Gustafsson (L), andre
vice ordforande Hakan Eriksson (V) och tredje vice ordférande Ase-Lill Térnqvist (MP)
utses att bitrada ordforanden vid omrdstningen.

Ordféranden informerar att valsedeln ska uppta sd manga namn som valet avser samt vara
omadrkt, enkel och sluten.

Omrodstning betraffande ledamoter i Goteborgs Stadshus AB
De rostande avger efter upprop sina valsedlar i en valurna. En rostrédknare prickar av de
rostande vid valurnan. Uppropslista bilaga A.

Angivna roster dr 81. 80 valsedlar dr giltiga. En valsedel &r ogiltig. En valsedel 4r blank.

Valsedlarna delas upp i fyra grupper och rdknas. Med 72 roster mot 7 har
kommunfullméktige beslutat bifalla valberedningens forslag betraffande val av ledaméter
till Goteborgs Stadshus AB.

Kommunfullméktige beslutar hirefter att bifalla 6vriga val i valberedningens forslag till
val som framgér av valberedningens handling 2019 nr 20.

Justering
Protokollet under denna paragraf forklaras omedelbart justerat.

Protokollsutdrag skickas till
Valberedningen

Goteborgs Stad Kommunfullmaktige, protokollsutdrag 2(4)
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Dag for justering
2019-02-21

Vid protokollet

Sekreterare
Lina Isaksson

Ordforande
Anneli Rhedin

Justerande
Bosse Parbring

Justerande
Jorgen Knudtzon

Goteborgs Stad Kommunfullmaktige, protokollsutdrag
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Goteborgs
Stad

Handling 2019 nr 20

Valberedningens forslag till val vid kommunfullmaktiges sammantrade
den 21 februari 2019

Till Goteborgs kommunfullméktige

| sérskilda skrivelser har Douglas Thorén, Adam Agerbrink, Carl-Ake Ahlqvist,
Emma Stadenfeldt, Linus Liljeqvist, Nils-Olof Karlsson, Pontus Fransson, Johan
Marzelius, Mathias Wrangelin, Anneli Rhedin, Emanuel Vestberg, UIf Bostrém,
Henrik Eriksson, Mariette Risberg, Agneta Danielsson, Pia Nystrom, befattningar som
anges i punkterna 1-17 nedan.

Valberedningen foreslar att kommunfullméaktige med godkannande av
avségelserna beslutar:

1. Till nédmndeman i Goteborgs tingsratt istallet for Douglas Thorén (M) for tiden
t o m 2019 utse Anita Esping (M).

2. Till ndmndeman i Goteborgs tingsrétt i stéllet for Adam Agerbrink (M) for tiden
t o m 2019 utse Arne Lernhag (M).

3. Till namndeman i Géteborgs tingsratt i stéllet for Carl-Ake Ahlqvist (M) for tiden
t o m 2019 utse Emma Karlsson (M).

4. Till naAmndeman i Goteborgs tingsratt i stallet for Emma Stadenfeldt (M) for tiden
t o m 2019 utse Yvonne Rundgvist (M).

5. Till ndmndeman i Goteborgs tingsrétt i stéllet for Linus Liljeqvist (M) for tiden
t o m 2019 utse Zagros Hama (M).

6. Till ndamndeman i Goteborgs tingsrétt i stallet for Nils-Olof Karlsson (M) for tiden
t o m 2019 utse Mathilda Stenhoff (M).

7. Till medborgarvittne i stéllet for Pontus Fransson (KD) for tiden t o m 2022 utse
Beryl Andreasson (KD).

8. Till ledamot i styrelsen for stiftelsen Sjomanskyrkan i Goteborgs stift i stallet for
Johan Marzelius (M) for tiden t o m 2019 utse Christina Backman (M).

9. Till ledamot i styrelsen for stiftelsen Dalheimers donation i stéllet for Mathias
Wrangelin (M) for tiden t o m 2019 utse Eva Blomqyvist (M).

10. Till forste ersattare i kulturndmnden i stéllet for Anneli Rhedin (M) for tidento m
2019 utse Carina Ridenius (M).

11. Till ledamot i SDN Askim-Frélunda-Hogsbo i stéllet for Emanuel Vestberg (M)
for tiden t o m 2019 utse nuvarande forste ersattaren Tomas Karlsson (M). Till ny
forste erséttare for samma tid utse Bobby Gosh (M).

12. Till fjarde ersattare i idrotts- och féreningsndmnden i stallet for UIf Bostrém (D)
for tiden t o m 2019 utse Lars-Goran Ahlgvist (D).
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13. Till revisor i stadsrevisionen i stéllet for Henrik Eriksson (D) for tiden t o m 2019
utse Berndt Karlsson (D).

14. Till ledamot i stadsrevisionens revisorskollegium i stallet for Henrik Eriksson (D)
for tiden t o m 2019 utse Tom Heyman (D).

15. Till andre erséattare i samordningsforbundet Goteborg (interimistiskt) i stéallet for
Mariette Risberg (D) for tiden t o m 2019-06-30 utse Kjell Larsson (D).

16. Till ledamot i kulturndmnden i stallet for Agneta Danielsson (D) for tidentom
2019 utse Anders Vedin (D).

17. Till medborgarvittne i stéllet for Pia Nystrom (D) for tiden t o m 2022 utse Tina
Cannerheim (D).

Gustav Landstrom har avsagt sig sitt uppdrag som erséttare i park- och naturndmnden.
Valberedningen foreslar att kommunfullméaktige beslutar:

18. Avsdgelse fran Gustav Landstrom (V) fran uppdraget som tredje ersattare i park-
och naturndmnden godkénns.

Karl Robbjens har flyttat varfor val erfordras avseende det uppdrag som anges i punkt
19 nedan.

Valberedningen foreslar att kommunfullmaktige beslutar:

19. Till elfte erséttare i SDN Angered i stallet for Karl Robbjens (SD) for tident o m
2019 ute Johan Lindeson (SD).

Kommunfullméktige har att utse ledamoter och ersattare avseende de uppdrag som
framgar av punkt 20-23 nedan.

Valberedningen foreslar att kommunfullmaktige beslutar:

20. Till ledamot i styrelsen for Wahlqvist-Andahls stiftelse for tiden t o m 2021 utse
Eva Blomqvist (M).

21. Till ledaméter i Bohuskustens vattenvardsforbund for tiden fran forbundsmote
2019 intill slutet av férbundsmote 2020 utse Mats Brodefors (M) och Gertrud
Ingelman (V).

22. Till ledamater Gota Alvs vattenvardsforbund for tiden fran forbundsmote 2019
intill slutet av férbundsmote 2020 utse Johan Léfgren (M) och Gertrud Ingelman
(V) samt Josefin Lundberg Abrahamsson (-).

23. Till ledaméoter i Per och Alma Olssons fond for tiden t o m 2021 utse Per Nystrom
(M) och Mikael Wallgren (V).
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Kommunfullméktige har vid sammantrade den 22 november 2018, § 18 fattat beslut
om intradesordning beslut om intrddesordning for ersattarna i kommunstyrelsen och
vid sammantradet den 31 januari 2019, § 5 fattades ett kompletterande beslut avseende
erséttare for S och D. Fullmaktige har nu att fatta beslut om intrddesordning gallande
erséttare for S.

Valberedningen foreslar att kommunfullmaktige beslutar:

24. | andra hand betréffande ledamot for S intréder erséttare for MP och i tredje hand
erséttare for V.

Kommunfullmé&ktige beslutade vid sammantrade den 20 december 2018, § 10 om
intradesordning for ersattarna i stadens ndmnder. Fullmaktige har nu att fatta
kompletterande beslut avseende erséttare for S i stadens namnder.

Valberedningen foreslar att kommunfullmaktige beslutar:

25. | andra hand intrader betraffande ledamot for S erséttare for MP, V och Fl i nu
namnd ordning.

Kommunfullméktige beslutade vid sammantrédde den 20 december 2018, § 10 att utse
ledamoter, erséttare, revisorer och revisorsersattare i respektive Samordningsférbundet
Goteborg Centrum, Samordningsforbundet Goteborg Hisingen, Samordningsforbundet
Goteborg Nordost och Samordningsférbundet Vaster for tiden 2019-01-01—06-30.
Vid sammantradet utsags aven for samma tid en interimistisk styrelse i
Samordningsforbundet Géteborg som 2019-07-01 dvertar verksamhetsansvaret fran
nuvarande samordningsforbund. De nuvarande forbundens uppdrag stracker sig fram
till dess de har fullgjort sina atagande att likvidera respektive forbund. Dock langst till
2019-09-30. Mandatperioden for de nuvarande férbunden behover saledes forlangas

t 0 m 2019-09-30.

Valberedningen foreslar att kommunfullmaktige beslutar:

26. Mandatperioden for ledamdter, ersattare, revisorer och revisorsersattare i
respektive Samordningsforbundet Géteborg Centrum, Samordningsférbundet
Goteborg Hisingen, Samordningsforbundet Géteborg Nordost och
Samordningsforbundet Vaster forlangs t o m 2019-09-30.
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Goteborgs Stadshus AB, BRG — Business Region Goteborg AB, Goteborg & Co AB,
Forvaltnings AB Framtiden, Goteborg Energi AB, Géteborgs Hamn AB,

Goteborgs Kollektivtrafik AB, Higab AB med dotterbolag haller arsstimma under
forsta halvaret 2019. Kommunfullmaktige skall utse styrelserna i de

kommunala bolagen med dotter- och dotterdotterbolag.

Med anledning harav foreslar valberedningen att kommunfullmaktige beslutar:

27.

28.

29.

30.

Till ledamoter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstamma 2019 intill slutet av arsstamma 2020 utse de
personer som anges i Bilaga A-H.

| styrelser med sju eller fler ledamoter valjer styrelsen ordférande, 1:e vice
ordférande och 2:e vice ordfdrande.

De utsedda suppleanterna ska med i punkt 30 angivna undantag anses valda och
intrdda i den ordning som anges i valberedningens forslag.

De utsedda suppleanterna ska med nedan angivna undantag anses valda att intrada
i den ordning som det upptagits i valberedningens forslag.

Vid forfall for ordinarie ledamot skall, om inte i lag eller forfattning annat anges i
dennes stélle;

i forsta hand

intrader suppleant vald for samma politiska parti som den ordinarie ledamoten,

i andra hand

intrader betraffande ledamot for S suppleant fér MP, V och FI i nu nd&mnd ordning

intrader betraffande ledamot for M suppleant for L, C, KD, D, S, MP, V och FI
och i nu ndmnd ordning,

intrader betraffande ledamot for L suppleant for M, C, KD, D, S, MP, V och Fl i
nu namnd ordning,

intrader betraffande ledamot for KD suppleant fér C, L och M i nu ndmnd ordning,

intrader betraffande ledamot for C, suppleant for KD, L, M, D, MP och Sinu
ndmnd ordning,

intrader betraffande ledamot for V suppleant for MP, FI, S, L, C, M, KD i nu
ndmnd ordning,

intrader betraffande ledamot for MP suppleant for V, FI, S, L, C, KD, M och D i
nu namnd ordning,

intrader betraffande ledamot for FI suppleant V, MP, S, L, C, KD och M
i nu ndmnd ordning.
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Grefab, Gryaab samt Renova AB med dotterbolag haller arsstammor under forsta
halvaret 2019.

Valberedningen foreslar att kommunfullméktige beslutar:

31. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter for tiden fran
arsstamma 2019 intill slutet av arsstamma 2020 utse de personer som anges i
Bilaga I.

Stadsrevisionen har upphandlat revisionsbolag fér de kommunala bolagen.
Valberedningen foreslar att kommunfullméaktige beslutar:

32. Till revisor / revisionsbolag for granskning av rakenskapsaren 20192022 foresla
de revisionsholag som anges for varje bolag:

Revisionsbolag Ernst & Young

Goteborgs Stadshus AB, Goteborg Energi AB, Goteborg Energi Nat AB, Goteborg
Energi GothNet , Ale Fjarrvarme AB, Goteborg Energi Gasnéat AB, Sérred Energi AB,
Goteborg Energi Din EI AB, Goteborg Energi Backa AB, Goteborgs Hamn AB,
Scandinavian Distripoint AB, Goteborgs Kollektivtrafik AB, GS Buss AB, GS
Trafikantservice, Géteborgs Sparvagar AB, Gryaab AB, Goteborgsregionens
Fritidshamnar AB, Renova AB, Renova Miljo AB, Kungalvs Transport AB, Fastighets
AB Rddingen, Business Region Goteborg AB, Goteborg & Co AB, Got Event AB,
Goteborgs Stadsteater AB, Liseberg AB, Hotell Liseberg Heden AB, Liseberg Gést
AB, AB Liseberg Skar 40:17, Forsakrings AB Gota Lejon, Goteborgs Upphandlings
AB, Goteborgs Stads Leasing AB.

Revisionsbolag PriceWatershouseCoopers

Boplats Goéteborgs AB, Forvaltnings AB Framtiden, Framtiden Byggutveckling AB,
Bostads AB Poseidon, Familjebostader AB, Gardstenshostader AB, Géteborgs Stads
Bostads AB, Fastighetsbolaget Bredfjall AB, Géteborgs Egnahems AB, Bygga Hem i
Goteborg AB, Storningsjouren AB, Higab AB, Fastighets AB Rantorget, Férvaltnings
AB GoteborgsLokaler, Goteborgs Stads Parkerings AB, Alvstranden Utveckling AB
Norra Alvstranden Utveckling AB, Sédra Alvstranden Utveckling AB inklusive
dotterbolag.

Goteborg den 18 februari 2019

Kommunfullméktiges valberedning

Jonas Attenius

Christina Hofmann
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Goteborgs Hamn AB
Org nr 556008 - 2553

Arsredovisning for rikenskapsaret 2021

Styrelsen och verkstillande direktéren avger foljande arsredovisning.
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Goteborgs Hamn AB
Org nr 556008 - 2553

Forvaltningsber:iittelse

Information om verksamheten

Goteborgs Hamn har till uppgift att skapa forutsittningar for ett starkt, effektivt och hallbart skandinaviskt
godsnav. Det innebér att Goteborgs Hamn ansvarar for att forvalta och utveckla hamnens mark, fastigheter och
vattenomraden sa att de anvinds pa ett optimalt satt utifrén ett tillvéixt- och 16nsamhetsperspektiv. Bolaget
upplater, via koncessionsavtal, en del av sin mark och sina anldaggningar fér hamnoperation till externa
operatorer. Goteborgs Hamn utdvar tillsyn, insyn och strategisk kontroll av operatdrernas verksamhet i enighet
med tecknade avtal, bland annat genom néra samarbete med respektive operator.

Bolaget utovar tillsyn och trafikledning inom hamnomradet samt svarar for dvergripande sakerhetsfragor i
hamnomradet i ndra samarbete med berérda myndigheter. Vidare samordnar och marknadsfor bolaget godsnavet
Goteborg, vardar varumarket Goteborgs hamn och verkar for rétta forutsittningar for en langsiktig och héllbar
tillvéxt av godsnavet.

Goteborgs Hamn AB har sitt sdte i Goteborg och verkar pé en internationellt konkurrensutsatt marknad. Den
svenska industrin efterfragar fler destinationer och 6kad frekvens for att kunna réttfardiga sina svenska
investeringar. Hamnens uppgift &r att gora de nodvéndiga investeringar som krévs for att bibehalla sin roll som
ett attraktivt godsnav i den internationella konkurrensen.

Goteborgs Hamn AB édr moderforetag i en koncern omfattande nio dotterbolag varav tva &r vilande och sex
nyregistrerade i kvartal 4, 2021. Goteborgs Hamn AB och dotterbolaget Scandinavian Distripoint AB utvecklar

logistikmarken néra hamnen f6r kommande nya lager- och logistikbyggnader.

Styrelsen och den verkstillande direktéren bedomer att verksamheten &r i linje med kommunens &ndamal med
sitt 4gande av bolaget och att bolaget har f6ljt de principer som framgar av 3 § i Bolagsordningen.

Flerarsjamforelse

Bolagets ekonomiska utveckling i sammandrag.

2021 2020 2019 2018 2017

Nettoomsittning Mkr 813 790 763 755 751
Rorelseresultat (1) Mkr 291 265 217 276 248
Resultat efter finansiella poster (1) Mkr 267 239 189 245 214
Balansomslutning Mkr 3632 3469 3246 3167 3221
Medelantal anstéllda st 147 135 123 116 120
Soliditet (1) % 56 55 55 53 49
Avkastning pa eget kapital (1) % 14 13 11 15 14
Avkastning pa totalt kapital (1) % 8 8 7 9 8

Nyckeltalsdefinitioner framgar av not 1.
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Viktiga forhallanden och visentliga hiindelser

Agarforhallanden
Goteborgs Hamn AB ér ett heldgt dotterforetag till Goteborgs Stadshus AB, org nr 556537-0888 som égs till
100 % av Goteborgs kommun.

Offentligt gt bolag och dgarstyrning
Goteborgs Hamn AB paverkas pa flera omraden av att vara ett offentligt dgt bolag.

Som offentligt gt bolag finns specifik lagstiftning att folja sasom till exempel kommunallagen, lagen om
offentlig upphandling och lagen om offentlighet och sekretess. Utover dessa lagstiftningar s& har dgaren
Goteborgs stad upprittat ett antal policies som omfattar alla stadens bolag och nimnder. Exempel pa policies ar
inkdpspolicy, forsakringspolicy, sdkerhetspolicy, representationspolicy och kommunikationspolicy.

Goteborgs Stads syfte med att bedriva hamnverksamhet beskrivs i bolagsordningen och fortydligas i
dgardirektivet. Goteborgs hamn ska utgodra det sjélvklara godsnavet for sjotransporter i Skandinavien och
dédrigenom skapa forutséttningar for tillvixt, handel, sysselsittning och hallbar utveckling.

Bolagets dgardirektiv innehaller dels generella kapitel som géller alla kommunala bolag samt en specifik del som
avser Goteborgs Hamn AB. Den specifika delen av dgardirektivet innehéller ett avkastningskrav. Den
ekonomiska styrningen inriktas mot en soliditet lika med eller 6verstigande 30 procent och en avkastning pa
totalt kapital i intervallet 4,0 — 7,0 procent. Bolagets ekonomiska avkastningskrav skall aterkommande virderas
och f6ljas s att kraven stér i paritet med branschens 16nsamhet.

Volymutveckling i godsnavet Géteborgs hamn

Hamnens totala godshantering 2021 matt i ton uppgick till 36,9 miljoner ton. Antal anlép var 5 300 st med en
sammanlagd bruttovikt uppgéende till 139 miljoner ton. Hanterad godsméngd minskar ca 3 % enbart pa grund av
lagre energivolymer, antalet anlop var oforédndrat och fartygens sammanlagda bruttovikt 6kade med 9%.

Paverkan av pandemin 2020-2021

Goteborgs Hamn AB har haft ett titt samarbete med smittskyddslidkare och inférde obligatoriska
hélsodeklarationen for fartyg redan i februari 2020, vilket skapade stor trygghet och minskad smittspridning.
Bolaget var tidigt ute med att infora personalrotation med fokus pad medarbetares sékerhet och pa att hélla
Godsnavet dppet.

Pandemin har under aret 2021 inneburit en aterhimtning for nagra av Géteborgs Hamn AB verksamhetsomraden
sadsom Kryssning, RoRo, Biltransporter och Passagerartrafik. Segmentet Container hade en fortsatt mycket god
volymutveckling under 2021 och 828 000 containrar passerade Goteborgs Hamn vilket dr det hogsta antalet
sedan 2014. Segmentet Energis utveckling startade 14gt men har under aret atergétt till relativt goda volymer.
Utover nimnda segment har bolagets fastighetsdel varit fortsatt stabil under 2021. Bolaget fortsétter att noga
folja utvecklingen i Godsnavet vad avser pandemins paverkan.

Investeringar

Totalt uppgar arets investeringsutgifter till 319 mkr (varav 5 i Scandinavian Distripoint) att jimféra med

380 mkr (varav 12 i Scandinavian Distripoint) foregdende ar. Vésentliga investeringar under 2021 var fortsatta
anldggningsarbeten for ny hamnterminal i Arendal, forbereda ny terminalyta vid Sveas kulle, nya
betongkonstruktioner samt forbéttrad kapacitet och sékerhet i Skarvik.

Andra viisentliga hiindelser

Farledsfordjupning — Under 2021 har arbetet med farledsfordjupningen fortlopt med fokus pé att sikerstélla
kostnadskalkyler samt sdkra miljodom for genomférande. Handlingar har ldmnats in till mark- och
miljodomstolen och férhandlingar kommer hallas i mars/april 2022. Goteborgs Hamn har tecknat
genomforandeavtal med Trafikverket och Sjofartsverket gillande 4tgirderna inom projektet. Arets
investeringskostnad uppgar till 33 mkr.
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Byggnation av ny hamnterminal i Arendal — Arbetet med utbyggnad av en ny hamndel vid Arendal har fortgatt
och kommer fortsétta under varen med beaktande av anmérkningar fran slutbesiktningen. Den féardiga ytan
kommer att ingd i den 16sning som forbereds for att etablera ett nytt liige for firjeverksamhet vid Arendal. Arets
investeringskostnad har uppgétt till 154 mkr.

Férvdrv av fastighet med kaj i Arendal — En fastighet som omfattar kaj vid Arendal har forvarvats. Avtal ér
tecknat och kopet avvaktar laga kraft i vantan pa fastighetsavstyckning vilken berdknas vara klar mars 2022.
Fastigheten inklusive kaj kommer att inga i den 16sning som forbereds for att etablera ett nytt lage for
farjeverksamhet vid Arendal.

Logistikfastigheter — Scandinavian Distripoint AB — Att dga och forvalta/hyra ut logistikfastigheter dr sedan
2019 inskrivet i bolagets dgardirektiv och stirker godsnavet Goteborg genom att komplettera och skapa
synergier med torrlastsegmenten samt leder till 6kad konkurrenskraft i godsnavet. Agande av den detaljplanerade
marken pa Halvorséng som avses for logistiketablering ligger i dotterbolaget Scandinavian Distripoint AB.

I september 2021 tillstyrkte Kommunfullméktige ett principiellt férslag om Goteborgs Hamn AB:s organisation,
inriktning och struktur for bildande av gemensam bolagskoncern i form av en joint venture med en privat aktor, i
enlighet med stadsledningskontorets tjdnsteutldtande. Som forberedelse for skapandet av den nya
bolagskoncernen registrerades sex nya bolag i kvartal 4, 2021. Det &r utifran dessa bolag som joint venture
samarbetet kommer startas upp och bedrivas. Arbetet forvintas starta upp under forsta kvartalet 2022.

Forvintad framtida utveckling och vasentliga riskfaktorer

Anlédggningarnas livsldngd, stadsutvecklingen och expansion hos kunder samt nya behov har medfort risk

for brist pé kajldgen. Plan for Farjelokalisering &r viktig samt att fa radighet over fler kajldgen. Det

pagar arbete med att koordinera och sékerstilla att bolaget tdcker s& manga behov som mgjligt. Arbetet kommer
att fortsdtta i programform for bésta koordinering.

Hotbilden vad géller IT-sdkerhet i samhaéllet 6kar och cyberattacker har intréffat i bolagets nirhet och forsok till
intring i IT-milj har avstyrts. Okad digitalisering och digital exponering har medfort 6kad beredskap och
forebyggande arbete inom dessa omraden inom bolaget. Bolaget ldgger stor vikt pa att férhindra avbrott i
hamnverksamheten och att stdndigt utveckla sin formaga att bemoéta ovéntade situationer.

Pandemin har lett till snabba fordndringar av logistikfloden och minskade volymer. Brist pa containrar kvarstar
och svarigheter med balanserade transportfloden ar utmaningar for hela transportkedjan. Snabb omstéllning
och samverkan med godsnavets aktorer har hittills begrénsat paverkan i Goteborgs hamn och aktivt arbete med
att hitta kompletterande 16sningar kommer fortsatt vara viktigt.

Miljolagstiftningen och forvintningarna pa att bolaget ska agera proaktivt och kraftfullt 6kar. Goteborgs Hamn
AB arbetar langsiktigt och aktivt for att minimera miljopaverkan frén den egna verksamheten samt sjé-och
landtransporter. Bolaget planerar miljdinvesteringar i storre utstrackning én tidigare i samband med
vidareutveckling av hamnen. Bolaget verkar for en effektiv miljorabatt for fartyg samt fler elanslutningar. Dértill
arbetar bolaget tillsammans med kunder for att tillhandahélla alternativa branslen med mindre miljopéverkan,
exempelvis deltar bolaget i en innovativ forstudie med syfte att undersoka mojligheten att, pa sikt, mellanlagra
och transportera tva miljoner ton infdngad koldioxid per ar frdn anldggning till kajkant.

For att utveckla hamnen och skapa tillvaxt ar samarbetet med terminaloperatdrerna av storsta betydelse. I
koncessionsavtalen regleras samarbetet inom omradena miljo, sékerhet, jarnvag och teknik genom sé kallade
Consulting Boards.

Anviindning av finansiella instrument

Finansiella risker sasom rénterisk och valutarisk hanteras utifran Goteborgs Stads finanspolicy och innebér att
nettoexponering i rantebérande tillgdngar och skulder 4r begransad genom avtal om réntederivat och valuta-
sdkring. Bolagets dgare Goteborgs Stad har dvertagit rollen att finansiera stadens alla bolag och Géteborgs Hamn
har numera endast koncernintern finansiering.

Ovriga upplysningar om finansiella instrument limnas i not 1 Redovisningsprinciper samt not 12 Finansiella
instrument.
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Visentliga héindelser efter rikenskapsarets slut

Styrelsen for PRI ideell forening beslot under hosten 2021 om fordndringar i berdkningsgrunderna gillande
alderspension for ITP-planens avdelning 2, som &r tryggad i egen regi. Fordndringarna géller fran och med den 1
januari 2022 och avser diskonteringsranta, livslangdantagande och konsolideringsreserv. Detta fir en vésentlig
paverkan pé foretagets finansiella stéllning da det 6kar foretagets pensionsskuld med cirka 50 miljoner kronor
inklusive 16neskatt.

Hallbarhetsrapport

I enlighet med ARL 6 kap 11§ har Goteborgs Hamn AB valt att uppriitta den lagstadgade hallbarhetsrapporten
som en frén arsredovisningen avskild rapport. Hallbarhetsrapporten har 6verldmnats till revisor samtidigt som
arsredovisningen. Hallbarhetsrapporten finns tillgéinglig pa bolagets hemsida www.goteborgshamn.se/dokument.

Tillstinds- eller anmélningspliktig verksamhet enligt miljobalken

Verksamhetens paverkan pa den yttre miljon

Goteborgs Hamn AB arbetar aktivt och langsiktigt for att minimera verksamhetens miljopaverkan och for att
bidra till hallbara transporter. Bolagets stora utmaning framover &r att na vara tillvixtambitioner med sé liten
miljopaverkan som mojligt. Hamnens miljdarbete baseras pa Goteborgs Stads miljoprogram och detta utgor
grunden till bolagets interna milj6-och klimatstrategi. Bolagets mél 4r att minska klimatpaverkan med 70 % till
2030, ddr sjofarten, terminaler, vag- och tagtrafik till och frdn hamnen inkluderas. Flera nyckeltal foljer
miljoprestandan kopplat till vatten, buller, utslépp till luft, energi, biologisk méangfald och avfall.

En stor del av verksamhetens miljopaverkan utgors av fartygens utslapp till luft. For att hjélpa kunderna att
minska sin miljopaverkan arbetar bolaget med en rad olika verktyg, ddribland rabatt pa hamntaxan till
miljoklassade fartyg och extra rabatt till de som anvénder sig av LBG (flytande biogas) som brénsle. Géteborgs
Hamn AB samarbetar ocksa med hamnens terminaloperatorer i miljofragor och ar dven aktiva internationellt.

Tillstdnd

Enligt de uppréttade koncessionsavtalen mellan Géteborgs Hamn AB och terminaloperatorerna klargors att
operatorerna har fullt ansvar for efterlevnad enligt tillimpliga lagar och villkor. I dessa avtal aldggs dven
terminalerna att sékerstélla att verksamheterna bedrivs med strédvan att frimja en hallbar utveckling med hoga
miljdambitioner. Tillstdnd att bedriva verksamhet i Skandia-, Alvsborgs- och Arendalshamnen erhdlls 2010 och
2013 erhélls de slutliga villkoren for buller. Tillstandet har dérefter delats upp mellan de fyra bolagen APM
Terminals Gothenburg AB, Gothenburg Ro/Ro Terminal AB, Logent Ports & Terminals AB och Gdteborgs
Hamn AB.

Tillstdnd for att bedriva verksamhet i Energihamnen erholls 2011 vilket medger verksamhet i Torshamnen,
Skandiahamnen och i Skarviks- och Ryahamnarna. Tillstdndet anger inga volymbegrinsningar, och 2014 erhélls
kompletterande dndring i befintligt tillstind for etablering for LNG-hantering i Skarvik.

Tillstand att transitlagra atta miljoner ton rdolja per &r i bergrum 3 i Syrhéla erholls 2008, och Scandinavian Tank
Storage AB bedriver lagringsverksamheten inom ramen for detta tillstind. Tillstand for rdoljelagring i bergrum 1
i Syrhala erholls 2013.

Tillstand for att bedriva verksamhet vid vissa mindre kajer inom innerhamnomradet (Stigbergskajen, Stenpiren,
Marieholm, Eriksberg, Lindholmen, Skeppsbrokajen samt Packhuskajen) erholls 2011.

2013 erholls dispens fran det generella forbudet mot dumpning att tippa muddermassor i ett allmént
vattenomrade SSV Vinga och 2015 fastslogs slutligen villkoren i dispensen. 2015 gavs slutligt tillstand att utfora
sluttdckning av deponin i s6dra bassdngen i Torsviken, med syfte att skapa ett vadhav. Bolaget har dven tillstdnd
frén 2009 att lagga upp fororenade muddermassor i Lundbyhamnen.

Tillstand erholls 2015 for utbyggnad av hamnomradet vid Arendal vilket inkluderar uppldggning av
muddermassor, vattenverksamhet samt tillstind for hamnverksambhet.

Dispens enligt artskyddsférordningen for att genomfora detaljplan for industri-och logistikverksamhet pa
Halvorsdng meddelades 2015.
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Inga befintliga tillstand eller dispenser kommer att forfalla eller omprévas under 2022. Kommande ar arbetas
dock med tillstdndsprocesser kopplat till Skandiaporten, kommande férjelokalisering och ny dumpningsdispens
for Nya Vinga.

Miljocertifiering
Hela bolagets verksambhet var certifierad enligt ISO 14001 fram till 31 maj 2020. Dérefter har bolagets

ledningssystem en grund som fortsatt dr baserad pa ISO 14001, men som vidareutvecklas enligt SIQ
managementmodell. Under 2021 har bolaget ingatt i Géteborgs stads miljéledningssystem.

Forslag till Vinstdisposition

Till &rsstimmans forfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel 1444 611 757
Arets vinst 37 396 641
Kronor 1482 008 398

Styrelsen foreslar att vinstmedlen disponeras sé att

till aktiedgarna utdelas 0
i ny rakning 6verfors 1 482 008 398
Kronor 1482 008 398

Styrelsens yttrande o6ver den foreslagna vinstutdelningen

Enligt arsredovisningen framgér att koncernbidrag, under forutsattning av arsstimmans godkinnande, har
lamnats till Géteborgs Stadshus AB, org. nr 556537-0888 med 211 000 tkr samt till dotterbolaget Scandinavian
Distripoint AB, org. 556206-1645 med 4 245 tkr.

Styrelsens uppfattning ar att det foreslagna koncernbidraget, i kombination med det aviserade aktiedgartillskottet
pa 78 000 tkr, ej hindrar bolaget fran att fullgéra sina forpliktelser pa kort och lang sikt, ej heller att fullgdra
erforderliga investeringar. Det foreslagna koncernbidraget kan dirmed forsvaras med hénsyn till vad som anfors
1 ABL. 17 kap 3 § 2-3 st. (forsiktighetsregeln).
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Resultatrakning

Nettoomséttning

Aktiverat arbete for egen ridkning

Ovriga rorelseintikter

Rorelsens kostnader

Ovriga externa kostnader

Personalkostnader

Av- och nedskrivningar av materiella och
immateriella anldggningstillgdngar

Summa rorelsens kostnader

Rorelseresultat

Resultat fran finansiella poster

Ovriga rinteintékter o

ch liknande resultatposter

Réntekostnader och liknande resultatposter

Summa resultat fran finansiella poster

Resultat efter finansiella poster

Bokslutsdispositioner
Skatt pa arets resultat

Arets vinst

Transaktion 09222115557461530091

Not

3,6

10
11

2021

813 202
8054
3187

824 443

-243 884
-127 251

-162 165

-533 300

291 143

1 658

-26 232

-24 574

266 569

-222 893

-6 279

37397
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2020

789 656
6 049
3951

799 656

-259 766
-135 513

-139 725

-535 004

264 652

1628
-26 890

-25262

239 390

-191 113

-10 593

37 684

Sida 7 av 29





Goteborgs Hamn AB
Org nr 556008 - 2553

Balansrikning

Tillgangar
Anliggningstillgangar

Immateriella anliggningstillgangar

Hyresrétter och liknande réttigheter

Pégdende nyanlidggningar och forskott avseende immateriella

anldggningstillgangar

Materiella anlidggningstillgdngar
Rorelsefastigheter

Forvaltningsfastigheter

Mark

Markanldggningar

Maskiner och andra tekniska anldggningar

Inventarier, verktyg och installationer

Pagaende nyanldggningar och forskott avseende materiella

anldggningstillgngar

Finansiella anliggningstillgingar
Andelar i koncernforetag
Uppskjutna skattefordringar

Andra langfristiga fordringar

Summa anliggningstillgangar
Omsittningstillgangar

Varulager m m

Material och reservdelar

Kortfristiga fordringar
Kundfordringar

Fordringar hos koncernforetag
Aktuella skattefordringar
Ovriga kortfristiga fordringar

Forutbetalda kostnader och upplupna intakter

Kassa och bank

Summa omsittningstillgdngar

Summa tillgadngar

Transaktion 09222115557461530091

Not 2021-12-31 2020-12-31
12

13 6 146 19 271

18 1248 0

7 394 19 271

14 137 309 105 079

14 108 472 112 364

14 420 130 420 130

15 1415482 1390 645

16 0 8

17 475 439 448 612

18 764 061 696 624

3320 893 3173 462

20 109 785 109 460

19 0 3105

0 420

109 785 112 985

3438072 3305718

309

309

79 722 79 933

8539 1692

32162 8298

19 483 36518

21 53 599 36 290

193 505 162 731

25 0 0

193 505 163 040

3631577 3468 758
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Balansriakning

Eget kapital och skulder
Eget kapital

Bundet eget kapital
Aktiekapital

Reservfond

Fritt eget kapital
Balanserad vinst eller forlust

Arets vinst

Summa eget kapital

Obeskattade reserver

Avsittningar

Avsittning for pensioner och liknande forpliktelser

Ovriga avsittningar
Avsittning for uppskjuten skatteskuld

Summa avséttningar

Langfristiga skulder
Skulder till Goteborgs Stad
Skulder till koncernforetag

Summa lingfristiga skulder

Kortfristiga skulder

Skulder till Goteborgs Stad
Leverantorsskulder

Skulder till koncernforetag

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter

Summa kortfristiga skulder

Summa eget kapital och skulder

Transaktion 09222115557461530091

Not 2021-12-31 2020-12-31
224 000 224 000
48 944 48 944
272 944 272 944
1 444 612 1328 928
37397 37 684
1 482 009 1366 612
1754 953 1639 556
22 341 840 334192
23 384 068 392 588
24 0 7391
19 3116 0
387 184 399 979

25
793 794 685 241
831 831
794 625 686 072
25 0 50 000
92 835 107 307
142 951 126 415
26 110 2325
26 91079 122912
352 975 408 959
3631577 3 468 758
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Foriandringar i eget kapital

Eget kapital 2020-01-01

Arets resultat
Mottagna ovillkorade tillskott

Eget kapital 2020-12-31

Eget kapital 2021-01-01

Arets resultat

Mottagna ovillkorade tillskott
Eget kapital 2021-12-31

Not Aktie-
kapital

224 000

224 000

224 000

27 224 000

Aktiekapitalet bestar av 2 240 000 aktier med kvotvirde 100 kronor.

Transaktion 09222115557461530091

Reserv- Ovrigt fritt eget

fond

48 944

48 944

48 944

48 944

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED, AL, EF, BH

Summa eget
kapital kapital
1258 427 1531371
37 684 37 684
70 500 70 500
1366 611 1 639 556
1366 611 1 639 556
37397 37397
78 000 78 000
1 482 009 1754 953
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Kassaflodesanalys

Den lopande verksamheten
Rorelseresultat fore finansiella poster

Justering for poster som inte ingar i kassaflodet, mm

Erhallen rinta
Erlagd rinta
Betald inkomstskatt

Okning/minskning varulager
Okning/minskning av fordringar
Okning/minskning av skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Forvérv av andelar i koncernforetag
Investeringar i materiella anldggningstillgdngar
Ersittning salda materiella anldggningstillgangar
Erhéllet bidrag

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Utbetalt koncernbidrag

Erhéllet aktiedgartillskott

Erhallet koncernbidrag

Minskning/6kning av kortfristiga finansiella skulder
Minskning/6kning av langfristiga finansiella skulder

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid arets slut
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Not 2021 2020
291 143 264 652

28 164 995 130 813
1 658 1628

-25332 -26 890

-13 010 -16 324

419 454 353 879

309 30

-18 141 7420

-26 085 65 288

375537 426 617

-325 0

-331 739 -375 794

0 1433

17 300 12 640

-314 764 -361 721

-190 200 -110 300

70 500 45 400

794 0

-50 000 -25 000

25 108 133 25 004
-60 773 -64 896

25 0 0
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Noter

Not 1 Redovisnings- och virderingsprinciper

Foretagets arsredovisning har uppréttats enligt arsredovisningslagen och Bokféringsndmndens allménna rad
BFNAR 2012:1 Ars- och koncernredovisning (K3). Redovisningsprinciperna ér oforindrade i jimférelse med
foregdende éar.

Moderforetag i den koncernen dar Goteborgs Hamn AB ér dotterforetag till &r det av Goteborgs kommun
heldgda bolaget Goteborgs Stadshus AB, org.nr. 556537-0888, med séte i Goteborg i vilket koncernredovisning
upprittas. Ingen koncernredovisning har upprittats av Gdteborgs Hamn AB med stdd av Arsredovisningslagen 7
kap. 2§ punkt 1.

Intiktsredovisning

Goteborgs Hamn AB:s intékter bestar huvudsakligen av fartygshamnsavgifter, varuhamnsavgifter,
koncessionsavgifter samt hyror och arrenden. Intékter redovisas till det verkliga vérdet av den erséttning som
erhéllits eller kommer att erhéllas, med avdrag for mervérdesskatt, rabatter, returer och liknande avdrag.

Utdelningsintdkter redovisas ndr dgarens ratt att erhalla betalning har faststéllts. Rénteintékter redovisas fordelat
over loptiden med tillimpning av effektivrantemetoden. Effektivréntan 4r den rdnta som gor att nuvérdet av alla
framtida in- och utbetalningar under rintebindnings-tiden blir lika med det redovisade vérdet av fordran.

Koncernbidrag och aktiedgartillskott
Lamnade respektive erhallna koncernbidrag redovisas som bokslutsdispositioner i resultatrdkningen. Erhéllna
aktiedgartillskott och 1dmnade utdelningar redovisas direkt mot eget kapital.

Inkomstskatter
Skattekostnaden utgdrs av summan av aktuell skatt och uppskjuten skatt.

Aktuell skatt - Aktuell skatt berdknas pa det skattepliktiga resultatet for perioden. Skattepliktigt resultat skiljer
sig fran det redovisade resultatet i resultatrikningen dé det har justerats for ej skattepliktiga intékter och ej
avdragsgilla kostnader samt for intékter och kostnader som ar skattepliktiga eller avdragsgilla i andra perioder.
Aktuell skatteskuld beréknas enligt de skattesatser som géller per balansdagen.

Uppskjuten skatt - Uppskjuten skatt redovisas pa temporira skillnader mellan det redovisade vérdet pa tillgdngar
och skulder i de finansiella rapporterna och det skattemédssiga vardet som anvénds vid berdkning av skattepliktigt
resultat. Uppskjuten skatt redovisas enligt den s k balansrakningsmetoden. Uppskjutna skatteskulder redovisas
for 1 princip alla skattepliktiga temporéra skillnader, och uppskjutna skattefordringar redovisas i princip for alla
avdragsgilla temporira skillnader i den omfattning det dr sannolikt att beloppen kan utnyttjas mot framtida
skattepliktiga overskott. Obeskattade reserver redovisas inklusive uppskjuten skatteskuld.

Det redovisade vérdet pa uppskjutna skattefordringar omprovas varje balansdag och reduceras till den del det
inte ldngre dr sannolikt att tillrackliga skattepliktiga resultat kommer att finnas tillgédngliga for att utnyttjas, helt
eller delvis, mot den uppskjutna skattefordran. Virderingen av uppskjuten skatt baseras pa hur foretaget, per
balansdagen, forvintar sig att dtervinna det redovisade virdet for motsvarande tillgang eller reglera det
redovisade virdet for motsvarande skuld. Uppskjuten skatt berdknas baserat pa de skattesatser och skatteregler
som har beslutats fore balansdagen.

Aktuell och uppskjuten skatt for perioden - Aktuell och uppskjuten skatt redovisas som en kostnad eller intdkt i

resultatrdkningen, utom nér skatten ar hanforlig till transaktioner som redovisats direkt mot eget kapital. I sédana
fall ska dven skatten redovisas direkt mot eget kapital.
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Fordringar
Fordringar upptas till det belopp som efter bedomning beréknas bli betalt.

Utliindska valutor
Foretagets redovisningsvaluta dr svenska kronor (SEK).

Omrdkning av poster i utlindsk valuta - Vid varje balansdag raknas monetéra poster i utldndsk valuta om till
balansdagens kurs. Icke-monetéra poster, som vérderas till historiskt anskaffningsvérde i en utlandsk valuta,
riknas inte om. Valutakursdifferenser redovisas i rorelseresultatet eller som finansiell post utifran den
underliggande affarshéindelsen, i den period de uppstar, med undantag for transaktioner som utgdr sékring och
som uppfyller villkoren for sakringsredovisning av kassafloden eller av nettoinvesteringar.

Immateriella tillgingar
Immateriella tillgdngar bestar av nyttjanderétt bergrum men &dven mindre tomtrétter. Tomtrétter skrivs av pa

under en fem ars period. Nyttjanderétten pa bergrum skrivs av pa 20 ar.

Forviarvade immateriella tillgangar redovisas till anskaffningsvdrde. Efter forsta redovisningstillféllet redovisas
immateriella anldggningstillgangar till anskaffningsviarde efter avdrag for ackumulerade avskrivningar och
eventuella ackumulerade nedskrivningar. Avskrivning pébdrjas nér tillgdngen kan anvéndas. En immateriell
anldggningstillgang tas bort fran balansrdkningen vid utrangering eller avyttring eller nér inte nagra framtida
ekonomiska fordelar véntas fran anvéndning eller utrangering/avyttring av tillgangen. Den vinst eller forlust som
uppkommer nér en immateriell anldggningstillgang tas bort fran balansrdkningen &r skillnaden mellan vad som
eventuellt erhalls, efter avdrag for direkta forsdljningskostnader, och tillgdngens redovisade vérde. Detta
redovisas i resultatrakningen som en dvrig rorelseintikt eller 6vrig rorelsekostnad.

Materiella anlidggningstillgdngar
Materiella anldggningstillgangar redovisas till anskaffningsvarde efter avdrag for ackumulerade avskrivningar
och eventuella nedskrivningar.

Anskaffningsvérdet bestar av inkdpspriset och utgifter som ér direkt hanforliga till forvéarvet for att bringa den pa
plats och i skick att anvindas. Tillkommande utgifter inkluderas endast i tillgangen eller redovisas som en
separat tillgang, ndr det &r sannolikt att framtida ekonomiska fordelar som ar forknippade med posten kommer
att tillfalla foretaget och att anskaffningsvérdet for densamma kan maétas pé ett tillforlitligt sétt. Alla ovriga
kostnader for reparationer och underhéll samt tillkommande utgifter redovisas i resultatrdkningen i den period da
de uppkommer.

Da skillnaden i forbrukningen av en materiell anldggningstillgangs betydande komponenter bedéms vara
vésentlig, delas tillgdngen upp pé dessa komponenter. Avskrivningar pa materiella anldggningstillgdngar
kostnadsfors sa att tillgangens anskaffningsvirde, eventuellt minskat med berdknat restvérde vid
nyttjandeperiodens slut, skrivs av linjart 6ver dess bedomda nyttjandeperiod. Om en tillgdng har delats upp pa
olika komponenter skrivs respektive komponent av separat dver dess nyttjandeperiod. Avskrivning paborjas nar
den materiella anldggningstillgangen kan tas i bruk. Materiella anldggningstillgangars nyttjandeperioder
uppskattas till:

Byggnader och dess komponenter 20-35 ar
Markanldggningar (inkl. kajanldggningar och dess komponenter) 10-70 ar
Drifts-/Byggnadsinventarier 5-20 ér
Maskiner och andra tekniska anldggningar 5-7 ar
Motorfordon 5ar
Batar och flytande redskap 17 ar
Kontorsinventarier 5ar
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Bedomda nyttjandeperioder och avskrivningsmetoder omprovas om det finns indikationer pé att forvintad
forbrukning har foréndrats visentligt jaimfort med uppskattningen vid féregaende balansdag. Da foretaget dndrar
beddmning av nyttjandeperioder, omprdvas dven tillgdngens eventuella restviarde. Effekten av dessa @ndringar
redovisas framatriktat.

Det redovisade vérdet for en materiell anldggningstillgang tas bort frén balansrakningen vid utrangering eller
avyttring, eller nér inte nagra framtida ekonomiska fordelar véintas frén anviandning eller utrangering/avyttring av
tillgdngen eller komponenten. Den vinst eller férlust som uppkommer nér en materiell anldggningstillgang eller
en komponent tas bort frén balansrakningen &r skillnaden mellan vad som eventuellt erhalls, efter avdrag for
direkta forsiljningskostnader, och tillgangens redovisade vérde. Den realisationsvinst eller realisationsforlust
som uppkommer nér en materiell anldggningstillgang eller en komponent tas bort frén balansrdkningen redovisas
i resultatrdkningen som en dvrig rorelseintikt eller 6vrig rorelsekostnad.

Forvaltningsfastigheter

Forvaltningsfastigheter bestar av fastigheter (mark eller en byggnad) som innehas i syfte att erhélla
hyresinkomster eller virdestegring eller en kombination av dessa. Forvaltningsfastigheter redovisas vid forvéarvet
till anskaffningsvérde, inkluderat direkt hénforbara transaktionskostnader. Tillkommande utgifter ldggs till det
redovisade vérdet for fastigheten om det 4r sannolikt att den ekonomiska nyttan som &r forknippad med
fastigheten forbattras i forhallande till den niva som géllde dé den ursprungligen anskaffades. Alla andra
tillkommande utgifter redovisas som kostnad i den period de uppkommer. Efter anskaftningstillféllet redovisas
forvaltningsfastigheten till anskaffningsvarde med avdrag for ackumulerade avskrivningar och eventuell
nedskrivning samt med tilldgg for eventuell uppskrivning. Utgifter for reparationer och 16pande underhall
kostnadsfors i den period de uppkommer.

Redovisning av bidrag till infrastrukturella investeringar

Goteborgs Hamn AB tecknar ibland avtal om att delfinansiera investeringar som gynnar utvecklingen av
hamnens verksamhet, men den uppkomna tillgangen dgs och forvaltas av den som gor investeringen. Den
tillgdng som bidraget avser att finansiera kontrolleras ddrmed inte av Goteborgs Hamn AB, varfor den inte
uppfyller kriterierna for tillgdng som ska redovisas i balansrdkningen. Bidraget kostnadsfors i resultatrdkningen i
den period som avtal tecknas och &tagandet uppstar.

Statliga stod och erhéllna bidrag

Statliga stod som hanfor sig till férviantade kostnader redovisas som forutbetalda intdkter, stodet intdktsfors i den
period dé de kostnader uppkommer som det statliga stodet avser att kompensera. Statliga stod for anskaffning av
materiella anldggningstillgdngar reducerar tillgdngens redovisade vérde.

Nedskrivningar av materiella anliggningstillgingar och immateriella tillgangar

Foretaget analyserar regelbundet de redovisade virdena for materiella anlaggningstillgangar och immateriella
tillgédngar for att faststélla om det finns nadgon indikation pé att dessa tillgangar har minskat i varde. Om sa &r
fallet, berdknas tillgangens atervinningsviarde for att kunna faststdlla vérdet av en eventuell nedskrivning. Dér det
inte 4r mojligt att berdkna atervinningsvérdet for en enskild tillgdng, berdknas atervinningsvérdet for den
kassagenererande enhet till vilken tillgangen hor.

Atervinningsvirdet 4r det hogsta av verkligt viirde med avdrag for forsiljningskostnader och nyttjandevirdet.
Verkligt varde med avdrag for forsdljningskostnader dr det pris som foretaget berdknar kunna erhalla vid en
forsdljning mellan kunniga, av varandra oberoende parter, och som har ett intresse av att transaktionen
genomf0rs, med avdrag for sddana kostnader som é&r direkt hanforliga till forséljningen. Vid berékning av
nyttjandevérde diskonteras uppskattat framtida kassaflode till nuvérde med en diskonteringsrénta fore skatt som
aterspeglar aktuell marknadsbedomning av pengars tidsvérde och de risker som forknippas med tillgdngen. For
att berdkna de framtida kassaflodena har foretaget anviant budget och prognoser f6r de kommande fem aren.

Om atervinningsvardet for en tillgdng (eller kassagenererande enhet) faststills till ett lagre védrde &n det
redovisade virdet, skrivs det redovisade vardet pa tillgdngen (eller den kassagenererande enheten) ned till

atervinningsvérdet. En nedskrivning redovisas direkt i resultatrakningen.

Vid varje balansdag gor foretaget en bedomning om den tidigare nedskrivningen inte langre &r motiverad. Om sé
ar fallet aterfors nedskrivningen delvis eller helt. D& en nedskrivning &terfors, okar tillgdngens (den kassa-
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genererande enhetens) redovisade virde. Det redovisade vérdet efter terforing av nedskrivning far inte
overskrida det redovisade virde som skulle faststéllts om ingen nedskrivning gjorts av tillgangen (den
kassagenererande enheten) under tidigare ar. En aterforing av en nedskrivning redovisas direkt i
resultatrakningen.

Leasingavtal

Ett finansiellt leasingavtal ar ett avtal enligt vilket de ekonomiska risker och fordelar som férknippas med
dgandet av en tillgang i allt visentligt verfors fran leasegivaren till leasetagaren. Ovriga leasingavtal
klassificeras som operationella leasingavtal. Samtliga leasingavtal redovisas enligt reglerna for operationell
leasing.

Leasetagare - Leasingavgifter vid operationella leasingavtal kostnadsfors linjért 6ver leasingperioden, sadvida
inte ett annat systematiskt sitt battre aterspeglar anvandarens ekonomiska nytta dver tiden.

Leasegivare - Leasingintikter vid operationella leasingavtal intdktsfors linjart 6ver leasingperioden, savida inte
ett annat systematiskt sétt battre aterspeglar hur de ekonomiska fordelar som hanfors till objektet minskar dver
tiden.

Finansiella instrument
Finansiella instrument redovisas i enlighet med reglerna i K3 kapitel 11, vilket innebér att virdering sker utifran
anskaffningsvirde.

En finansiell tillgang eller finansiell skuld redovisas i balansrakningen nir foretaget blir part till instrumentets
avtalsenliga villkor. En finansiell tillgadng bokas bort fran balansrdkningen nér den avtalsenliga ratten till
kassaflodet frén tillgdngen upphor, regleras eller nér foretaget forlorar kontrollen dver den. En finansiell skuld,
eller del av finansiell skuld, bokas bort fran balansrdkningen nér den avtalade forpliktelsen fullgors eller pa annat
sétt upphor. Vid det forsta redovisningstillfillet virderas omséttningstillgadngar och kortfristiga skulder till
anskaffningsvérde. Langfristiga fordringar samt langfristiga skulder varderas vid det forsta redovisningstillfallet
till upplupet anskaffningsvérde. Laneutgifter periodiseras som en del i lanets rantekostnad enligt
effektivrantemetoden (se nedan).

Vid vérdering efter det forsta redovisningstillfallet varderas omsattningstillgangar enligt ldgsta vardets princip,
dvs. det lagsta av anskaffningsvardet och nettoforsiljningsvirdet pa balansdagen. Kortfristiga skulder virderas
till nominellt belopp. Langfristiga fordringar och langfristiga skulder varderas efter det forsta
redovisningstillféllet till upplupet anskaffningsvéirde. Med upplupet anskaffningsvarde avses det belopp till
vilket tillgangen eller skulden initialt redovisades med avdrag f6r amorteringar, tilldgg eller avdrag for
ackumulerad periodisering enligt effektivrantemetoden av den initiala skillnaden mellan erhallet/betalat belopp
och belopp att betala/erhélla pé forfallodagen samt med avdrag for nedskrivningar. Effektivrantan &r den réinta
som vid en diskontering av samtliga framtida forvantade kassafloden dver den forvintade 16ptiden resulterar i
det initialt redovisade virdet for den finansiella tillgdngen eller den finansiella skulden.

Derivatinstrument - Foretaget ingar derivattransaktioner med syfte att hantera valuta- och rénterisker.
Derivatinstrument redovisas enligt lagsta virdets princip. Vardeforandringar i den sdkrade transaktionen ska
motverkas av sékringsinstrumentet. Derivatinstrument med negativt virde vérderas till det belopp som for
foretaget dr mest formanligt om forpliktelsen regleras eller overlats pa balansdagen. Skulden redovisas pa raden
"Ovriga kortfristiga skulder" Valutaterminskontrakt skyddar koncernen mot forindringar i valutakurser genom
att faststélla den kurs till vilken en tillgédng eller skuld i utlandsk valuta kommer att realiseras. En 6kning eller
minskning av det belopp som kravs for att reglera tillgdngen eller skulden kompenseras av motsvarande
vardefordndring av terminskontraktet. Dessa vinster och forluster kvittas darfor och redovisas inte i de finansiella
rapporterna.

Avtal avseende ranteswap skyddar koncernen mot réntedndringar. Rénteskillnader som erhélls eller erlaggs pa
grund av dessa redovisas sdsom kostnadsranta. Resultateffekter fran derivat redovisas i samma period som de
underliggande avtalen 16per ut. Derivatinstrumenten redovisas inte i balansridkningen. Foretaget tillimpar
sdkringsredovisning i syfte att minska fluktuationer i resultatet som en f6ljd av sdkring av rinte- och valutarisker.
Omvérdering sker ej av den sdkrade posten om det finns en motsatt vardefordndring pa sékringsinstrumentet. For
sékring av fordran eller skuld i utlindsk valuta anvidnds valutaterminer. Den sékrade posten vérderas till
terminskurs. I de fall dér skillnaden mellan terminskurs och avistakurs ér visentlig varderas fordran eller skulden
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till avistakurs och terminspremien periodiseras dver terminskontraktets 16ptid. Foretaget har fram till
innevarande ar innehaft rinteswappar for att sékra kassafloden hanforligt till 1an som 16pt med rorlig rénta. Vid
kassaflodessédkring redovisas erlagd respektive erhéllen rénta pa siakringsinstrumentet i samma period som réntan
pa sikrade posten redovisas.

Varulager

Varulager vérderas till det lagsta av anskaffningsvardet och nettoforséljningsvérdet pa balansdagen.
Anskaffningsvérdet berdknas genom tillimpning av forst-in-forst-ut-metoden (FIFU). Nettoforsiljningsvarde ar
forsaljningsvirdet efter avdrag for berédknade kostnader som direkt kan hianforas till forséljningstransaktionen. I
anskaffningsvérdet ingér utgifter for inkdp och andra utgifter for att bringa varorna till deras aktuella plats och
skick.

Avsiittningar

Avsittningar redovisas nér foretaget har en befintlig forpliktelse (legal eller informell) som en f6ljd av en
intrdffad héndelse, det dr sannolikt att ett utflode av resurser kommer att krivas for att reglera forpliktelsen och
en tillforlitlig uppskattning av beloppet kan goras.

En avsiéttning omprovas varje balansdag och justeras sé att den aterspeglar den bésta uppskattningen av det
belopp som krivs for att reglera den befintliga forpliktelsen pd balansdagen, med hénsyn tagen till risker och
osédkerheter forknippade med forpliktelsen. Nér en avséttning berdknas genom att uppskatta de utbetalningar som
forvéntas krévas for att reglera forpliktelsen, motsvarar det redovisade virdet nuvirdet av dessa utbetalningar.
Dir en del av eller hela det belopp som krévs for att reglera en avséttning forvéntas bli ersatt av en tredje part,
ska gottgorelsen sdrredovisas som en tillgédng i balansrakningen nér det &r sa gott som sékert att den kommer att
erhallas om foretaget reglerar forpliktelsen och beloppet kan berdknas tillforlitligt.

Férlustkontrakt - En avsittning for forlustkontrakt redovisas d& de oundvikliga utgifterna for att uppfylla
kontraktet overstiger de forviantade ekonomiska fordelarna.

Ersittningar till anstillda

Ersattningar till anstéllda i form av 16ner, bonus, betald semester, betald sjukfranvaro m m samt pensioner
redovisas i takt med intjinandet. Betrdffande pensioner och andra ersattningar efter avslutad anstéllning
klassificeras dessa som avgiftsbestimda eller forméansbestdmda pensionsplaner. Foretaget har bade
avgiftsbestdmda och formansbestimda pensionsplaner. Pensionsplanerna redovisas enligt férenklingsreglerna i
K3 kap 28 punkt 18-22. Det finns inga ovriga langfristiga ersattningar till anstéllda.

Avgiftsbestimda planer - For avgiftsbestimda planer betalar foretaget faststéllda avgifter till en separat
oberoende juridisk enhet och har ingen forpliktelse att betala ytterligare avgifter. Foretagets resultat belastas for
kostnader i takt med att forménerna intjanas vilket normalt ssmmanfaller med tidpunkten for nir premier
erliggs.

Férmdnsbestimda planer - Goteborgs Hamn AB har formansbestdmda pensionsplaner hos PRI och KPA som
finansieras i egen regi. Pensionsskulderna redovisas som skuld utifran erhéllen berékning fran PRI och KPA.

Kassaflodesanalys

Kassaflodesanalysen uppréttas enligt indirekt metod. Det redovisade kassaflodet omfattar endast transaktioner
som medfort in- eller utbetalningar. Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla
tillgodohavanden hos banker och andra kreditinstitut samt kortfristiga likvida placeringar som &r noterade pa en
marknadsplats och har en kortare 16ptid &n tre ménader fran anskaffningstidpunkten. Foréndringar i sparrade
medel redovisas i investeringsverksamheten.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrakningen, inklusive den uppskjutna skatteskuld som &r
hénforlig till reserverna.

Bokslutsdispositioner
Forandringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrikningen. Koncernbidrag
redovisas som bokslutsdispositioner.
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Aktier och andelar i dotterforetag

Aktier och andelar i dotterforetag redovisas till anskaffningsvérde efter avdrag for eventuella nedskrivningar. I
anskaffningsvérdet ingér kopeskillingen som erlagts for aktierna samt forvéarvskostnader. Utdelning fran
dotterforetag redovisas som intikt.

Likvida medel

Likvida medel inkluderar kassamedel och disponibla tillgodohavanden hos banker och andra kreditinstitut samt
andra kortfristiga likvida placeringar som létt kan omvandlas till kontanter och &r féremal {for en obetydlig risk
for vardefluktuationer. For att klassificeras som likvida medel far 16ptiden inte 6verskrida tre manader fran
tidpunkten for forvérvet.

Foretaget ingar i Goteborgs Stads kommunkontosystem och har en oaterkallelig rétt att inom befintlig kreditlimit
refinansiera eller forldnga den forpliktelsen i form av utnyttjad kredit i minst 12 méanader efter balansdagen.
Posten klassificeras som langfristig skuld om bolaget inte planerar att reglera/amortera skulden inom de
kommande tolv ménaderna.

Nyckeltalsdefinitioner

Soliditet
Eget kapital och obeskattade reserver (med avdrag for uppskjuten skatt) i forhallande till balansomslutningen.

Avkastning pé eget kapital
Resultat efter finansiella poster (justerat for jamforelsestorande poster) i férhéllande till genomsnittligt eget

kapital och obeskattade reserver (med avdrag for uppskjuten skatt).

Avkastning pa totalt kapital
Resultat fore avdrag for rantekostnader (justerat for jamforelsestorande poster) i forhallande till

balansomslutningen.

Not 2 Uppskattningar och bedomningar

Nedan redogors for de viktigaste antagandena om framtiden, och andra viktiga kéllor till osékerhet i
uppskattningar per balansdagen, som innebér en betydande risk for vasentliga justeringar i redovisade véarden for
tillgdngar och skulder under nésta rakenskapsar.

- Nyttjandeperioder materiella anldggningstillgangar

- Nedskrivningsprovning av anldggningstillgdngar

- Aktivering eller kostnadsforing av underhéllsprojekt, det vill sdga vardehdjande forbéttring eller ej
- Antaganden avseende rénta och livsldngd vid berdkning av pensionsskulderna

Not 3 Intikternas fordelning
2021 2020
Nettoomséttningen fordelar sig pa verksamhetsgrenar enligt
foljande:
Koncession 305 761 299 584
Fartygshamn 211791 191 186
Varuhamn 89 476 97979
Hyror och arrenden 146 977 141 733
Ovrig forsiljning 59197 59174
Summa 813 202 789 656
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I 6vriga rorelseintikter ingar intikter fran:

Erhallna skadestand 985 3315
Forsdkringsersattning 0 182
Statliga och kommunala bidrag 1989 0
Ovrigt 213 454
Summa 3187 3951
Not 4 Transaktioner med niirstaende

2021 2020
Nedan anges andelen av érets inkdp och forséljning avseende
koncernforetag.
Inkop (%) 5,4 4,5
Forsdljning (%) 0,6 0,4

Transaktioner mellan foretaget och dess nérstdende har skett pd marknadsmassiga grunder.

Nagra transaktioner med ledande befattningshavare eller nyckelpersoner utdver 16n och ersittningar (se not 7)
har inte forekommit.

Not 5 Ersittning till revisorerna

2021 2020
Ernst & Young AB
Revisionsuppdraget 295 283
Revisionsverksamhet utdver revisionsuppdraget 9 33
Skatterddgivning 50 32
Ovriga tjanster 25 70
Summa 379 418
Goteborgs Stad Lekmannarevisorer
Revisionsuppdraget 180 153
Summa 180 153

Med revisionsuppdrag avses revisorernas ersittning for den lagstadgade revisionen. Arbetet innefattar
granskningen av drsredovisningen och bokforingen, styrelsens och verkstillande direktdrens forvaltning samt
arvode for revisionsradgivning som lamnas i samband med revisionsuppdraget.
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Not 6 Operationella Leasingavtal
2021 2020
Leasegivare:
Framtida minimileaseintdkter avseende icke uppsdgningsbara koncessionsavtal:
Forfaller till betalning inom ett ar 210 060 207 432
Forfaller till betalning senare &n ett men inom fem &r 874 296 850 680
Forfaller till betalning senare dn fem ar 2291682 2311 561
3376 038 3369 673
Variabla avgifter for 2021 for leasingavtalen uppgar till 98 788 tkr
(93 990 tkr)
2021 2020
Leasetagare:
Framtida minimileaseavgifter, som ska erldggas avseende icke uppsdgningsbara leasingavtal:
Forfaller till betalning inom ett ar 11323 8271
Forfaller till betalning senare &n ett men inom fem &r 9297 11 107
Forfaller till betalning senare dn fem ar 774 1395
21394 20 773

Foretaget ar leasetagare genom operationella leasingavtal avseende IT tjanster och utrustning, bilar, samt mindre
kontorsutrustning. Summan av arets kostnadsforda leasingavgifter avseende operationella leasingavtal uppgar till

13 775 tkr (17 568 tkr).

Not 7 Loner, andra ersittningar och sociala kostnader

2021 2020
Medelantalet anstillda
Kvinnor 49 45
Main 98 90
Totalt 147 135
Loner, ersittningar, sociala avgifter och pensionskostnader
Loner och ersittningar till styrelsen och verkstillande direktoren 2091 2051
Loner och erséttningar till dvriga anstéllda 93 503 84 512
95 594 86 563
Sociala avgifter enligt lag och avtal 26 032 26 880
Pensionskostnader for styrelsen och verkstillande direktdren 625 615
Pensionskostnader for 6vriga anstéllda 1111 16 910
27768 44 405
Totalt 123 362 130 968
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Utdver i ovanstaende tabell redovisade kostnader ingér i bolagets totala
personalkostnader, kostnader for utbildning, hilsovard, rekrytering samt

diverse personalkostnader med: 3 889 4545
Pensioner
Foretagets kostnad for avgiftsbestimda pensionsplaner uppgar till: 6 481 5 645

Bolaget erhéll en dterbetalning frin FORA under 2021. Aterbetalningen uppgick till 19 285 tkr och avsag
tidigare inbetalda premier till avtalssjukforsékringen AGS for dren 2004-2008.

Verkstéllande direktorens anstéllning kan avslutas med en 6msesidig uppsédgningstid av tre (3) méanader, vid
anstéllning mer 4n 12 manader ar uppsédgningstiden sex (6) manader. Styrelsen kan besluta att hela eller delar av
uppsdgningstiden ska innebéra arbetsbefrielse. Om styrelsen sdger upp befattningshavaren fran anstillningen av
annan anledning &n sddan som utgdr grund for omedelbart avbrytande av anstidllningsavtalet utgar frén
anstéllningens upphorande ett avgangsvederlag motsvarande sex (6) méanader vid upp till 12 méanaders
anstéllning som VD. Vid mer én 12 ménaders anstéllning som VD ir avgangsvederlaget 12 manader.
Avgangsvederlaget utgar fran aktuell manadslon vid uppségningstillfallet och dr inte tjanstepensions- eller
semesterlonegrundande.

Mellan foretaget och andra ledande befattningshavare géller en 6msesidig uppsiagningstid om tre manader. Vid
uppségning fran foretagets sida finns ingen rétt till avgdngsvederlag. Vid uppségning fran ledande
befattningshavarens sida utgér inget avgangsvederlag.

2021 2020
Styrelseledamoter och ledande befattningshavare
Antal styrelseledamoter pa balansdagen
Kvinnor 3 3
Min 6 6
Totalt 9 9
Antal verkstillande direktorer och andra ledande befattningshavare
Kvinnor 2 2
Min 5 5
Totalt 7 7
Not 8 Ovriga rinteintiikter och liknande resultatposter
2021 2020
Rénteintékter 0 55
Rénteintdkter koncernforetag 1658 1573
Summa 1658 1628
Not 9 Rintekostnader och liknande resultatposter
2021 2020
Réntekostnader -14 748 -16 875
Réntekostnader Goteborgs Stad -11 469 -9 889
Ovriga rintekostnader och liknande resultatposter -15 -126
Summa -26 232 -26 890
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Not 10 Bokslutsdispositioner

Lamnat koncernbidrag
Erhéllet koncernbidrag
Forandringar av overavskrivningar

Summa
Not 11 Skatt pa arets resultat
Aktuell skatt

Uppskjuten skatt

Skatt pa arets resultat
Redovisat resultat fore skatt

Skatt berdknad enligt gillande skattesats

Skatteeffekt av ej skattepliktiga intékter

Skatteeffekt av ej avdragsgilla kostnader

Skatteeffekt for skattereduktion av inkdpta inventarier 2021
Skatteeffekt hanforlig till tidigare beskattningsar

Effekt omrdkning uppskjuten skatt till nya skattesatser
Redovisad skattekostnad

2021 2020
-215 245 -190 200
0 794
-7 648 -1707
-222 893 -191 113
2021 2020
-58 -17
-6 221 -10 576
-6 279 -10 593
43 676 48 277
-8 997 -10 331
0 4
-928 -1000
3 640 0
6 0
0 738
-6 279 -10 589

Aktuell skatt som redovisas direkt mot eget kapital uppgér till 0 Tkr.
For 2020 var géllande skattesats 21,4% och for 2021 ar géllande skattesats 20,6%.

Not 12 Finansiella instrument

Valutarisk

Med valutarisk avses risken att verkligt virde eller framtida kassafloden fluktuerar till f6ljd av dndrade
valutakurser. De finansiella anvisningarna anger att all valutarisk i samband med finansiering i utldndsk valuta

skall sékras, med undantag av betalningsfloden understigande 100 tkr. Betalningsfloden valutasidkras med hjélp
av valutaterminer. Valutaoption (kdp) fir forvirvas for att ticka underliggande valutarisk i beslutad investering.

Foretagets utfloden bestir huvudsakligen av svenska kronor samtidigt som foretagets infloden huvudsakligen
bestar av svenska kronor. Foretaget &r ddrmed i begransad omfattning péverkad av férdndringar i valutakurser.

Foretagets policy ér att 16pande sékra 100 % av prognostiserade kassafloden i utlandsk valuta som dverstiger 100
tkr. Enligt foretagets finanspolicy ska transaktionsexponeringen reduceras genom att anvinda derivatinstrument.
Foretaget anvander huvudsakligen terminskontrakt, men har enligt finanspolicyn d&ven mgjlighet att anvénda
valutaoptioner. Per balansdagens datum hade Géteborgs Hamn AB valutaterminer for ett nominellt belopp av 0

tkr (6 634 tkr) och ett verkligt virde pa 0 tkr (6 552 tkr).

Raénterisk

Med rénterisk avses risken att verkligt varde eller framtida kassafloden fluktuerar till f6ljd av &ndrade
marknadsréantor. Foretaget dr huvudsakligen exponerad for ranterisk genom dess lanefinansiering. Lanen 16per
med delvis fast men ocksa rorlig rénta, vilket innebar att foretagets framtida finansiella kostnader paverkas vid
dndrade marknadsréntor. Foretaget paverkas ocksa av dndrade marknadsréntor som en f6ljd av de
derivatinstrument som innehas for att sékra transaktionsexponeringen (se ovan).
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Foretagets samtliga rdnteswappar som innebér att rorlig rénta swappas till fast rénta ar identifierade som
kassaflodessédkringar, innebdrande sékring av foretagets kassaflode hanforligt till lan som l6per med rorlig rénta.
Rénteswappar innebérande att fast rdnta swappas till rorlig rénta dr identifierade som verkligt vardesdkringar,
innebdrande sdkring av rédnterisken i lan som I6per med fast rénta. Foretaget har ingen langfristig
overskottslikviditet. Eventuell kortfristig dverskottslikviditet placeras enbart i kortfristig inlaning i GSteborgs
Stad kortfristiga penningmarknadsinstrument. Goteborgs Hamn AB:s finansiella anvisningar reglerar att
kortfristigt dverskott av likvida medel skall placeras hos koncernbanken.

Sikringsredovisning

Det sammanlagda virdet av derivaten pa balansdagen uppgick till 0 tkr (55 759 tkr). Det nominella vardet
uppgick till 0 tkr (56 634 tkr). Skillnaden mellan nominellt och verkligt varde pa balansdagen uppgick till 0 tkr
(-875 tkr). Pa balansdagen fanns inga derivatinstrument redovisade i balansrakningen. Bolaget har inget
aterstaende virde for derivat kvar vid arets utgédng. Verkligt virde foregaende éar pa derivaten har berdknats med
de kostnader och intékter som hade orsakats om kontrakten stdngts pa balansdagen.
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Not 13 Hyresritter och liknande rittigheter
2021 2020
Ingéende anskaffningsvarden 27 486 27 486
Utgidende ackumulerade anskaffningsvirden 27 486 27 486
Ingéende avskrivningar -8 215 -7 134
Arets avskrivningar -625 -1 081
Utgiaende ackumulerade avskrivningar -8 840 -8 215
Ingéende nedskrivningar 0 0
Arets nedskrivningar -12 500 0
Utgidende ackumulerade nedskrivningar -12 500 0
Utgaende restvirde enligt plan 6146 19271
Not 14 Byggnader och mark

2021 2020
Rorelsefastigheter
Ingaende anskaffningsviarden byggnader 495 362 496 989
Inkop 64 640 0
Allokerade offentliga bidrag till under aret slutférda projekt -15 000 -361
Forsdljningar och utrangeringar -31 886 -1 266
Utgidende ackumulerade anskaffningsviirden 513 116 495 362
Ingéende avskrivningar -375 515 -357 035
Arets avskrivningar -19 208 -19 746
Utrangeringar 18916 1266
Utgiaende ackumulerade avskrivningar -375 807 -375 515
Ingiende nedskrivningar -14 768 -14 768
Uppldsning nedskrivningar 14 768 0
Utgidende ackumulerade nedskrivningar 0 -14 768
Utgiende restvirde enligt plan 137 309 105 079
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Forvaltningsfastigheter

Ingéende anskaffningsvérden byggnader 310 080 324 488
Inkop 6772 0
Forsdljningar och utrangeringar 0 -14 408
Utgiaende ackumulerade anskaffningsviirden 316 852 310 080
Ingéende avskrivningar -197 716 -199 942
Arets avskrivningar -10 664 -12 182
Utrangeringar 0 14 408
Utgidende ackumulerade avskrivningar -208 380 -197 716
Utgiende restvirde enligt plan 108 472 112 364

Det verkliga vérdet pa forvaltningsfastigheter som baseras pa externa marknadsvérderingar uppgar till 689 819 tkr
(687 480 tkr).

Mark

Ingéende anskaffningsvérden mark 420 130 422 455
Inkop 0 375
Forsdljningar 0 -2 700
Utgiaende ackumulerade anskaffningsviirden 420130 420 130

Not 15 Markanlaggningar

2021 2020
Ingaende anskafftningsvérden 2 146 311 2127 438
Inkop 105 128 27 194
Allokerade offentliga bidrag till under éret slutférda projekt 0 -4 958
Forsdljningar och utrangeringar -4 616 -3 363
Utgidende ackumulerade anskaffningsviirden 2 246 823 2146 311
Ingadende avskrivningar -755 666 -704 083
Arets avskrivningar -77 252 -54 137
Forsdljningar och utrangeringar 1577 2554
Utgidende ackumulerade avskrivningar -831 341 -755 666
Utgiende restvirde enligt plan 1415482 1 390 645
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Not 16 Maskiner och andra tekniska anliggningar

Ingéende anskaftningsvérden
Forsdljningar och utrangeringar
Utgiaende ackumulerade anskaffningsvirden

Ingéende avskrivningar

Arets avskrivningar

Forsiljningar och utrangeringar
Utgiaende ackumulerade avskrivningar

Utgaende restvirde enligt plan

Not 17 Inventarier, verktyg och installationer

Ingéende anskaftningsvérden

Inkop

Allokerade offentliga bidrag till under aret slutférda projekt
Forsdljningar och utrangeringar

Utgidende ackumulerade anskaffningsvirden

Ingéende avskrivningar

Arets avskrivningar

Forsdljningar och utrangeringar
Utgidende ackumulerade avskrivningar

Utgaende restvirde enligt plan

Not 18 Piagiende nyanliggningar, materiella och immateriella

Ingéende nedlagda kostnader
Omklassificeringar

Under éaret salda pagéende anldggningstillgdngar
Under aret nedlagda kostnader

Utgaende nedlagda kostnader

Transaktion 09222115557461530091

2021 2020

469 469

469 469

461 -453

-8 -8

0 0

-469 -461

0 8

2021 2020

1158719 1116 842

86 021 52939

2300 7321

-2 546 3741

1239 894 1158 719

-710 107 -660 981

-56 675 -52 570

2327 3 444

764 455 2710 107

475 439 448 612

2021 2020

696 624 396 844

245261 -67 868

0 1433

313 946 369 081

765 309 696 624
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Not 19 Uppskjuten skattefordran respektive skatteskuld

Skillnaden mellan & ena sidan den inkomstskatt som har redovisats i resultatrikningen samt & andra sidan den

inkomstskatt som belper sig pa verksamheten utgdrs av;

Uppskjuten skattefordran

Skillnad planmaéssiga och skattemédssiga avskrivningar

Avsittningar
Ovrigt
Total uppskjuten skattefordran

Avsiittning for uppskjuten skatteskuld

Skillnad planmaéssiga och skatteméssiga avskrivningar

Avsittningar
Skattereduktion av inkdpta inventarier 2021
Total avsittning for uppskjuten skatteskuld

2021 2020
0 1543
0 1522
0 40
0 3105
6 756 0
0 0
-3 640 0
3116 0

Uppskjutna skattefordringar och skulder vérderas hogst till det belopp som sannolikt kommer att atervinnas
baserat pd innevarande och framtida skatteméssiga resultat.

Not 20 Andelar i koncernforetag

Ingéende anskaftningsvérde
Arets anskaffningar
Utgaende redovisat virde

Foretagets namn

Goteborgs Stuveri AB

Scandinavian Distripoint AB

Arendal Holding AB (indirekt dgt)
Goteborgs Hamn Holding AB
Halvorsdng Holding AB

Halvorséng Fastighets AB

Halvorsdng Fastighetsbolaget Nord AB
Halvorséng Fastighetsbolaget Syd AB
Halvorsing Fastighetsbolaget Ost AB

Transaktion 09222115557461530091

Org nr

556284-3614
556206-1645
556711-0365
559338-6799
559338-6807
559338-6781
559338-6815
559338-6823
559338-6831

2021 2020

109 460 109 460
325 0

109 785 109 460

Site

Goteborg
Goteborg
Goteborg
Goteborg
Goteborg
Goteborg
Goteborg
Goteborg
Goteborg
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Kapital- Rostritts-

Bokfort virde Bokfort véirde

Moderbolaget andel % andel %  Antal aktier 2021-12-31 2020-12-31
Goteborgs Stuveri AB 100 100 1 000 831 831
Scandinavian Distripoint AB 100 100 10 000 108 629 108 629
Arendal Holding AB (indirekt dgt) 100 100 1 000
Goteborgs Hamn Holding AB 100 100 2500 50 0
Halvorsdng Holding AB 100 100 500 25 0
Halvorséng Fastighets AB 100 100 1000 100 0
Halvorsiang Fastighetsbolaget Nord AB 100 100 500 50 0
Halvorséng Fastighetsbolaget Syd AB 100 100 500 50 0
Halvorsing Fastighetsbolaget Ost AB 100 100 500 50 0
Summa 109 785 109 460
Not 21 Forutbetalda kostnader och upplupna intikter
2021 2020
Ovriga forutbetalda kostnader 23932 5952
Upplupna intdkter fastigheter 1825 2738
Ovriga upplupna intéikter 27 842 27 600
Summa 53 599 36 290
Not 22 Obeskattade reserver
2021 2020
Ackumulerad skillnad mellan bokférda avskrivningar och avskrivningar
enligt plan 341 840 334192
Summa 341 840 334192
Not 23 Avsittningar for pensioner och liknande forpliktelser
2021 2020
Avsittningar enligt tryggandelagen 317 351 322 475
ITP2 i egen regi 66 717 70113
Summa 384 068 392 588
Not 24 Ovriga avsittningar
2021 2020
Avsittningar for aterstillningskostnader Mudderupplag
Avsittning vid periodens ingéng 7391 10 681
Periodens avsittningar 358 0
Iansprékstaget under perioden -7 749 -3290
Summa ovriga avsiittningar 0 7391

Arbetet med aterstéllning av mudderupplag Torsviken slutfordes under 2021.
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Not 25 Upplaning

Den del av langfristiga skulder som forfaller till betalning senare dn fem ér efter balansdagen

Skulder till Géteborgs Stad
Skulder till koncernforetag
Summa

2021 2020
793 794 685 241
831 831
794 625 686 072

Foretagets utnyttjade kredit uppgér till 793 794 tkr (685 241 tkr). Posten klassificeras som langfristig da bolaget

inte planerar att reglera/amortera skulden inom de kommande tolv manaderna. Kreditlimit i Stadens

kommunkontoldsning uppgar till 2 100 000 tkr (900 000 tkr).

Not 26 Upplupna kostnader och forutbetalda intéikter

Upplupna Ioner

Upplupna semesterloner

Upplupna sociala avgifter

Upplupna réntekostnader

Upplupna kostnader for planerat underhéall och investeringar
Upplupna IT kostnader

Forutbetalda intékter

Forskottsfakturerade hyror

Ovriga poster

Summa

Not 27 Aktiekapital

Aktiekapitalet bestar av 2 240 000 st aktier med kvotvérde 100 tkr

Not 28 Justering av poster som inte ingér i kassaflodet

Avskrivningar samt resultat nedskrivningar och utrangeringar
Avsittningar for pensioner

Eget arbete

Ovriga poster

Summa
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2021 2020
1653 1291
15363 13 591
5300 7147
0 -108
25482 18 120
2270 2024
11191 47 640
18 885 29176
10 935 4 031
91 079 122 912
2021 2020
178 392 143 532
-8520 -7 037
-8 054 -5 681
3177 0
164 995 130 814
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Not 29 Eventualforpliktelser
2021 2020
Garantiataganden PRI 6 347 6 404
Garantiataganden SPP 0 10
Pensionsutfastelser tickta av kapitalforsikringar 0 0
Summa ansvarsforbindelser 6 347 6414

Goteborgs Hamn AB har stéllt ut ansvarsforbindelser i form av garantiatagande till forman for flertal
pensionsforsdkringsbolag. Goteborgs Hamn AB:s garantidtagande bestar av maximalt 2 % av respektive
pensionsskuld. Garantiatagande fordandras over tiden da det baseras pa nuvarande pensionsskuld.

Not 30 Stillda siakerheter

Foretaget har inga stéllda sékerheter. Bolagets l&n &r upptagna i kommunens koncernbank.

Not 31 Visentliga hiindelser efter rikenskapsérets slut

Styrelsen for PRI ideell forening beslot under hosten 2021 om fordndringar i berdkningsgrunderna gillande
alderspension for ITP-planens avdelning 2, som ér tryggad i egen regi. Féridndringarna géller frdn och med den 1
januari 2022 och avser diskonteringsranta, livslangdantagande och konsolideringsreserv. Detta fir en vésentlig
paverkan pé foretagets finansiella stéllning da det 6kar foretagets pensionsskuld med cirka 50 miljoner kronor

inklusive 16neskatt.
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Goteborgs Hamn AB
Org nr 556008 - 2553

Not 32 Forslag till vinstdisposition

Till &rsstdimmans forfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel 1444 611 757
Arets vinst 37 396 641
Kronor 1482 008 398

Styrelsen foreslar att vinstmedlen disponeras sé att

till aktiedgarna utdelas 0
i ny rakning 6verfors 1 482 008 398
Kronor 1 482 008 398

Resultat- och balansrakningen kommer att foreldggas arsstimman den 11 mars 2022 for faststéllelse.

Goteborg den - -

Cecilia Magnusson Birgitta Ling Fransson
Styrelsens ordforande Vice ordforande
Ronnie Ljungh Lars Johansson

Vice ordforande

Jan Annerback Peter Danielsson
Eva Olofsson David Josefsson
Kristofer Andrén Elvir Dzanic

Verkstdllande direktor

Var revisionsberittelse har lamnats den dag som framgér av var elektroniska underskrift.
Ernst & Young AB

Anders Linusson

Auktoriserad revisor

Var granskningsrapport har lamnats den dag som framgér av var elektroniska underskrift.

Bernt Helin Erik Fristedt
Av kommunfullmdiktige utsedd lekmannarevisor Av kommunfullmdiktige utsedd lekmannarevisor
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Purpose of the document


Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.


Scrive eSign system


Scrive eSign is developed by Scrive AB and is designed to:


			Enable its users to define workflows for signing electronically


			Execute the signing workflow


			Record as many of the signatories’ actions as possible as log data


			Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)





E-signing workflow


This is how a document is signed through Scrive eSign:


			To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.


			To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.


			To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).


			To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 


			The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.





Evidence Package


To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.


As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose


The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.


2. What is quality digital evidence?


Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.


We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.


2.1 Integrity


To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.


As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.


Question to ask:


How to emulate the integrity properties of the signed paper document in a digital evidence container?


						Signed paper document


			Digital evidence container





			Integrity


Can the evidence container be altered after its creation?


			A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.


			Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.








2.2 Accessibility


To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.


As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to make a digital evidence container as accessible as a signed paper document?


						Signed paper document


			Digital evidence container





			Tools


What tools are required to display the evidence?


			All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.


			All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.


Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.


Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.





			Cost


How costly can it be to access the evidence?


			For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.


			For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.





			Comprehensibility


How Is the evidence format understood?


			As a standard format all aspects thereof are common knowledge, readily available to anyone interested.


			There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.








2.3 Evidence of intent


Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.


As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


						Signed paper document


			Digital evidence container





			Output


Is the final output the same as what is viewed at the time of signing?


			The signing environment (the paper document) is the same as the final output (the signed paper document).


			The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.





			Comprehensibility


Is the signing environment easily comprehensible to the signatory? 


			To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.


			There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.








Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:


Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.


2.4 Evidence of identity


To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.


As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.


Question to ask:


How should the evidence of identity of the signing parties be captured and included into the evidence container?


						Signed paper document


			Digital evidence container





			Saving:


Is the evidence captured and included?


			Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.


			Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.





			Formats:


In what formats can evidence be captured and included?


			There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.


			New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.





			Accessibility:


How accessible is the evidence?


			The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.5 Evidence of time


To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.


Question to ask:


How to make sure that the evidence of time can be trusted to be correct?


						Signed paper document


			Digital evidence container





			Trust


Can the time be trusted? 


			The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.


			The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.





			Exactness


How exact can the time be?


			The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.


			Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.





			Accessibility


How accessible is the evidence?


			The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.


			The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.








2.6 Event history


To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.


As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask: 


How much event information should be collected and what should be included in the evidence container?


						Signed paper document


			Digital evidence container





			Ease of saving


How easy is it to capture and include related evidence?


			Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.


			Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.








2.7 Control


As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.


As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.


Question to ask:


How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


						Signed paper document


			Digital evidence container





			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			The paper naturally includes all Evidence Features.


			The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.








3. Scrive’s solution


3.1 Introduction


We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.


As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.


3.2 Summary


The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:


			Topic


			Question


			Evidence Package





			Integrity


			How to emulate the immutability of the signed paper document in a digital evidence container?


			Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.





			Accessibility


			How to make a digital evidence container as accessible as a signed paper document?


			Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.





			Evidence of Intent


			How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?


			Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.





			Evidence of Identity


			How should the evidence of identity of the signing parties be captured and included into the evidence container? 


			Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).





			Evidence of time


			How to make sure that the evidence of time can be trusted to be correct?


			Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.





			Event history


			How much event information to collect and what to include in the evidence container?


			Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).





			Control


			How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?


			Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.








4. Benchmarking the evidence quality of the Evidence Package


Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.


			Main criteria


			Subcriteria


			Signed paper document


			Evidence Package





			Integrity


			Mutability


How mutable is the evidence container?


			Not mutable.


			Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.





			Accessibility


			Tools


What tools are required to display the evidence?


			No tools required.


			The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.





						Cost


How costly can it be to access the evidence?


			The cost depends from country to country on the societal functions of the society and what they charge for document analysis.


			All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.





						Comprehensibility


How Is the evidence format understood?


			It is common knowledge available to anyone.


			The Evidence Documentation includes all explanations necessary.





			Evidence of Intent


			Output


Is the final output the same as what is viewed at the time of signing?


			Yes. Always.


			No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.





						Comprehensibility


Is the signing environment comprehensible to the Signatory?


			Yes. Always for any mentally capable adult.


			Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.





			Evidence of Identity


			Saving


Is the evidence captured and included?


			Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.


			Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.





						Formats


In what formats can evidence be captured and included?


			Limited possibilities.


			Unlimited possibilities.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.





			Evidence of time


			Trust


Can the time measurement be trusted?


			Yes.


			Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 





						Exactness


How exact can the time measurement be?


			Not very exact. The standard precision is per day. Chemical age determination is even less exact.


			It can be very exact. The time is measured with microsecond resolution.





						Accessibility


How accessible is the evidence?


			Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.


			Very accessible. All evidence of time is included in plain text in the Evidence Log.





			Event history


			Ease of saving


How easy is it to capture and include related evidence?


			Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.


			Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.





			Control


			Independence


How many of the Evidence Features are dependent on third parties to be useful?


			None. The signed paper document is a self contained evidence container format.


			None. The Evidence Package is a self contained evidence container format.
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1. Definitions


“Attachments” means attachments to the Main Document provided by the Author or Signatories.


“Author” means the person(s) that configure the Workflow Settings.


“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.


“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.


“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.


“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.


“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 


“Evidence Package” means the Evidence Material sealed with a digital signature.


“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.


“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.


“Initiator” means the person that initiates Workflow Execution.


“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.


“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.


“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.


“Party” or “Parties” means persons participating in the Workflow Execution.


“Role” means the Role of a Party during a Workflow Session.


“Scrive API” means the application programming interface of Scrive eSign.


“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.


“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.


“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.


“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.


“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.


“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.


“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.


“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.


“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.


“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.


“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.


2. Purpose 


The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.


3. Design the workflow (Author)


Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.


3.1 Add Parties


3.1.1 Simple Workflow Session


Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.


3.1.2 Mass-signing Workflow Session


To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.


3.1.3 Invitation order


Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.


3.1.4 Role


Define if the Party should be Signatory or Viewer.


3.1.5 Invitation method


Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.


			Email


			An email invitation is sent including a link to the Sign View.





			SMS


			An SMS is sent including a link to the Sign View.





			Email and SMS


			Both email and SMS delivery as described above.





			In-person


			No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.





			API


			No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.








3.1.6 Authentication to view


Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.


3.1.7 Authentication to sign


Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.


3.1.8 Confirmation method


Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.


3.2 Place fields


3.2.1 Main Document upload


Upload the Main Document. Only PDFs are accepted for upload. 


3.2.2 Main Document removal


Remove the Main Document.


3.2.3 Text field


Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.


3.2.4 Checkbox


Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.


3.2.5 Signature box


Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.


3.2.5 Radio buttons


Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.


3.3 Other settings


3.3.1 Add Attachment


The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.


3.3.2 Request Attachment


The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.


3.3.3 Main Document name


Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.


3.3.4 Workflow Session language


Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.


3.3.5 Due date


Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.


3.3.6 Automatic reminder


Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.


3.3.7 Personal invitation message


Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.


3.3.8 Personal confirmation message


Write a personal message that the Parties will receive via email when the document has been signed.


3.3.9 Edit Sign View UI


Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.


3.4 Save as template workflow


The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).


3.5 Settings available via API only


3.5.1 Set highlighting


It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 


3.5.2 Field editable by Signatory


It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.


4. Initiate the workflow (Initiator)


A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:


			start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or


			start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or


			start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.





4.1 Initiate Workflow Execution from Design View


After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.


			Initiator role


			Sign order


			Instruction in modal





			Signatory


			Sign first


			Prompts to sign first before inviting others





			Signatory


			Sign second or later


			Prompts to invite others





			Viewer


			-


			Prompts to invite others








4.2 Initiate Workflow Execution from Template Workflow


Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.


4.2.1 List of Template Workflows


By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.


4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution


By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.


			Author/Not Author


			Locked from editing


			In-person delivery


			Options for next step





			Author


			Yes/No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Author


			Yes/No


			No


			Option to a) edit Workflow Settings or b) send for signature directly.





			Not Author


			Yes


			Yes


			Option to initiate signing on the device directly.





			Not Author


			No


			Yes


			Option to a) edit Workflow Settings or b) initiate signing on the device directly.





			Not Author


			Yes


			No


			Option to send for signature directly.








5. Administer the Workflow Execution (User)


The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.


5.1 Progress history


The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.


			Progress status


			Explanation





			Initiated signing


			The Initiator initiated the signing process.





			Email sent


			The invitation to access Sign View was sent via email.





			SMS sent


			The invitation to access Sign View was sent via SMS.





			Undelivered


			The external email or SMS system has reported that it could not deliver the email or SMS.





			Delivered


			The external email or SMS system has reported that it has delivered the email or SMS.





			Email opened 


			The external email system has reported that the email has been opened.





			Accessed view to authenticate


			The party opened the view to verify their identity before viewing the document.





			Authentication success


			The Party verified their identity with [AUTHENTICATION METHOD] to access the document.





			Reviewed online


			Opened the document online.





			Signed


			The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.





			Rejected


			The button to reject signing was clicked in the final rejection section.





			Timed-out


			The due date for signing as set in the Workflow Settings passed and the document can’t be signed.





			Due date prolonged


			The Initiator prolonged the signing due date.





			Process cancelled


			The Initiator cancelled the signing process, the document can no longer be signed.





			Process edited


			The Workflow Process was edited in the Design View.





			Sealed


			Scrive eSign sealed the final PDF with a digital signature.





			Extended


			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.








5.2 Withdraw invitation


To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


5.3 Extend due date


If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.


5.4 Restart document


If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.


5.5 Start signing


If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.


5.6 Download document


If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.


5.7 Send reminder


To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.


5.8 Send document again


To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.


5.9 Change of authentication to view and authentication to sign methods


As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.


5.10 Bounce management


If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.


5.11 Review Attachments


Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.


5.12 Review evidence attachments


Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.


6. Follow the workflow (Party)


Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.


6.1 Overview of Workflow Execution


Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.


			Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 


			If set by the Author, the Signatory is asked to authenticate before they can proceed.


			Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.


			When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 


			Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;





			If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or


			If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or


			If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or


			If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.





			Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.





The following sections are more detailed descriptions of the features enabling the workflow in the summary above.


6.2 Accessing the Sign View


This is the workflow guiding the Parties to access the Sign Material in the Sign View.


6.2.1 Invitation message


Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.


6.2.2 List of Initiated Workflows


Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.


6.3 Authenticate to view


This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.


6.3.1 Authentication to view


The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.


6.4 Reviewing the Sign Material


This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.


6.4.1 Contact information


In the header the Initiators name and mobile (if available) is displayed for contact purposes.


6.4.2 Branded header


Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.


6.4.3 Other branded Sign View components


Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.


6.4.4 Signing header


This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.


6.4.5 Review instruction


Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.


6.4.6 Mandatory/optional explanation


Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.


6.4.7 Download PDF


Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.


6.4.8 Document display


PNGs of the Main Document are displayed in up to 1040 px width.


6.4.9 Guiding arrow


The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.


6.4.10 Text fields


There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.


6.4.11 Checkboxes


There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.


6.4.12 Radio buttons


There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.


6.4.13 Signature box


If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.


6.4.14 About you section


If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.


6.4.15 Attachments section


For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.


6.4.16 Requested attachments section


This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.


6.4.17 Signatories section


This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.


6.4.18 Reject or sign section


This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.


6.5 Rejecting to sign the Sign Material


This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.


6.5.1 Reject button


At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.


6.5.2 Rejection section


If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.


6.5.3 Rejection confirmation page


After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.


6.6 Signing the Sign Material


The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.


6.6.1 Signature Drawing Modal


After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 


6.6.2 PIN by SMS authentication and Signature Confirmation Section


If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.


6.6.3 Swedish BankID authentication and Signature Confirmation Section


If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 


6.6.4 Signature Confirmation Section


If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.


6.7 Receiving the confirmation after signing


This is the workflow guiding the Signatory after they have signed the Sign Material.


6.7.1 Signature Registration Section


After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.


6.7.2 Signature confirmation page


After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:


			a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.


			the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.


			the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.





6.7.3 Signature confirmation message


If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.


7. Evidence collection


During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.


7.1 Collecting missing Sign Material


At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:


			The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.


			The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 


			When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.





7.2 Producing the Transaction Logs


Scrive eSign executes the following activities to produce the Transaction Logs:


			Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution


			Record screenshots of the confirmation after the Signatories have signed through Scrive eSign


			Record system information of the Signatories’ client system


			Record system time of the Signatories’ activities in Scrive eSign





This section will explain the different procedures for recording the Transaction Logs as listed above.


7.2.1 Recording Signatories’ activities in Scrive eSign


Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.


			Sample event (as printed in the Evidence Log)


			Event explanation





			Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.


			See section 8.1.11.





			Scrive eSign sealed the final PDF with a digital signature.


			See section 8.1.10 and 8.1.12.





			Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.


			See sections 8.1.1 – 8.1.9 





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]



Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.3.1.





			Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).


			See section 3.3.6.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.


			See sections 5.2.





			The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].


			See section 5.9.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].


			See section 5.10.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  


			See section 5.10.





			Scrive eSign locked the document from further modifications by the parties.


			See section 7.1 step 3.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.


			See sections 3.3.1 and 6.4.15.


[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".





			The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).


			See sections 3.3.2 and 6.4.16.





			Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.


			Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.





			Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.


			See sections 3.1.4 and 5.1.





			Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>


			See sections 3.1.4, 3.3.7 and 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.


			See section 5.1.





			Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.


			See section 5.1.





			The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.


			See section 4.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.


			See section 5.3.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See section 6.5.2.





			Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>


			See sections 9.1.4 and 5.7.





			Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.


			In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.





			The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.


			See section 5.4.





			The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.


			See section 6.6.2.





			The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>


			See sections 3.3.2 and 6.4.16.





			The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.


			See sections 3.3.2 and 6.4.16.


[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 


document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].


			See section 6.6.2.





			The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 



The text signed in the [AUTHENTICATION METHOD] client was:



$signed_text$


Data returned from the  [AUTHENTICATION METHOD]:


  


Name: [NAMED RETURNED]


ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]


Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]


			See section 6.6.3.





			The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.


			See section 6.7.1.





			The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.


			See section 3.3.5.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.4 and 6.4.10.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:


Page     X           Y


1            0.123   0.128


1            0.123   0.142


			See sections 3.2.5 and 6.4.12.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:


Page     X           Y


1            0.123   0.420


			See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.





			The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 


Page     X           Y


1            0.123   0.420


			See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).





			The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.


			See section 6.3.1.





			The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.


			See section 6.2.1.





			Highlighting was added to page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 





			Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.


			See sections 3.5.1 and 6.4.4. 








7.2.2 Generating images of the confirmation after Signatories signed


To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.


The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.


7.2.3 Recording Signatories’ system information


Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:


			IP address





7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity


At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  


			The time of Scrive eSign servers at the time of the Signatories’ activity 


			The time of the latest Clock Error Sample


			The clock error at the latest Clock Error Sample





7.3 Recording clock error


The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.


More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.


8. Evidence Package generation


8.1 Preparing the Evidence Package


Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:


			Prepare the Final PDF.


			Append the Verification Page as an additional page to the Final PDF.


			Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.


			Append the Evidence Quality Framework as an attachment inside the Final PDF.


			Append the Service Description as an attachment inside the Final PDF.


			Append the Evidence Log as an attachment inside the Final PDF.


			Append the Evidence of Time as an attachment inside the Final PDF.


			Append the Evidence of Intent as an attachment inside the Final PDF.


			Append the Digital Signature Documentation as an attachment inside the Final PDF.





Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:


			Seal the material in steps 1-9 with a digital signature.


			Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).





A detailed description of the steps 1-11 follows below.


8.1.1 Prepare a Final PDF (step 1)


The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.


8.1.2 Append the Verification Page (step 2)


The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:


			Transaction ID intended for support purposes.


			Information about the Main Document including name, number of pages and by whom it was submitted.


			Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.


			Information about the Initiator and each Signatory. 


			Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.


			A Scrive seal.





At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:


			The nature of the document (an Evidence Package issued by Scrive).


			That additional documentation about the Evidence Package can be found in the Attachments.


			Where to verify the integrity of the document (https://www.scrive.com/verify).





The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.


8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)


The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 


8.1.4 Append the Evidence Quality Framework (step 4)


The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.


8.1.5 Append the Service Description (step 5)


The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:


			A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.


			While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 


			Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 





The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.


8.1.6 Append the Evidence Log (step 6)


The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 


8.1.7 Append the Evidence of Time (step 7)


The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.


The purpose of the Evidence of Time is to explain how Scrive eSign measures time and


provide a mathematical algorithm by which it is possible to calculate the probability of


the error of the time stamps recorded by Scrive eSign.


8.1.8 Append the Evidence of Intent (step 8)


The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.


The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.


8.1.9 Append the Digital Signature Documentation (step 9)


The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.


The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:


			Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.


			If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.


			Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.





8.1.10 Append the Digital Signature (step 10)


When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).


The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.


8.1.11 Append the Keyless Digital Signature (step 11)


Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.


The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.


8.1.12 PAdES digital signature (optional to Steps 10 and 11)


The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 


			A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 


			An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 


			A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 





9. Document administration


Scrive eSign has a basic document management system. This system is described in this section.


9.1 Document list


9.1.1 List view


Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).


9.1.2 Learn more and manage workflow


By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.


9.1.3 Mass-withdraw invitations


To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.


9.1.4 Send mass-reminder


To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.


9.1.5 Delete


To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.


9.1.6 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.1.7 Download all documents


Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.


9.1.8 Download metadata as CSV


By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.


9.2 Template Workflow editing list


9.2.1 List view


Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.


9.2.2 Filter and search


Search the list of Template Workflows with free text search.


9.2.3 Delete


To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.


9.2.4 Share


To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.


9.3 Trash list


9.3.1 List view


Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.


9.3.2 Filter and search


Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.


9.3.3 Restore


To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.


9.4 Auto-deletion of documents and personal data


This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.


10. Account administration


10.1 Organisation administration


Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.


10.1.1 Organisation details


In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.


10.1.2 White-label branding


There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 


10.2 User administration


10.2.1 User privileges


There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.


			Privilege


			Explanation





			Edit company details


			Can edit the details of the organisation’s Scrive eSign account.





			Add user


			Can add users to the organisation’s Scrive eSign account.





			Remove user


			Can remove users from the organisation’s Scrive eSign account.





			White-label branding


			Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.





			Access all documents


			Can access all documents of all Users in the organisation’s Scrive account.





			Manage all documents


			Can manage all documents of all Users in the organisation’s Scrive account.








10.2.2 User management


In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose


The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 


2. Overview


2.1 Digital Signatures


Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.


Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.


2.2 Cryptographic Hash Functions


There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.


These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.


In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.


2.3 Key-based digital signatures


In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.


Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.


2.4 Keyless digital signatures for durability


Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.


An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.


Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.


Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.


The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.


2.5 Verifiable timestamps using keyless signatures


The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.


The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)


[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC












Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).


(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)


The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.


3. How to Verify the Evidence Package


The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.


3.1 Extracting the Signature


The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.


A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.


More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.


The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.


3.2 Parsing the Signature


The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.


The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].


A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.


The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:


                          TimeSignature ::= SEQUENCE {


                            location HashChain,


                            history HashChain,


                            publishedData PublishedData,


                            pkSignature [0] SignatureInfo OPTIONAL,


                            pubReference [1] SET OF OCTET STRING OPTIONAL


                          }


                          PublishedData ::= SEQUENCE {


                            publicationIdentifier INTEGER,


                            publicationImprint DataImprint


                          }


Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.


The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).


The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).


3.3 Checking the Document


To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.


The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.


3.4 Checking the Signature


To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.


The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.


The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].


For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:


			compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;


			if the direction indicator (the second byte) in the record is 0:


			compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);


			if the direction indicator (the second byte) in the record is 1:


			compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);


			if the direction indicator (the second byte) is something else:


			abort with an error "invalid signature";


			the value of y is the input for the next step.





Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.


3.5 Checking the Publication


To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.


The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).


The PublishedData structure is formatted into human-comparable form as follows:


			the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;


			a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;


			the result of the previous step is encoded in base 32 [BASE, section 6];


			the result of the previous step may be broken into groups of 6 or 8 characters by dashes.





The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).


3.6 Conclusion


Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.


The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).


4. Hash Functions


The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.


			Algorithm Name


			Guardtime ID


			Hash Value Size


			Algorithm Specification





			SHA-1


			0


			20


			SHA, section 6.1





			SHA-224


			3


			28


			SHA, section 6.3





			SHA-256


			1


			32


			SHA, section 6.2





			SHA-384


			4


			48


			SHA, section 6.5





			SHA-512


			5


			64


			SHA, section 6.4





			RIPEMD-160


			2


			20


			RIPE, section 7








5. Extracting the Signing Time


The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:


			set h to 0 and p to the value of the publicationIdentifier field;


			for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:





			if p is 0: abort with an error "invalid signature";


			set x to the highest power of 2 that does not exceed p;


			if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;


			if the direction indicator (the second byte) in the record is 1: set p to x-1;


			if the direction indicator (the second byte) is something else: abort with an error "invalid signature";





			if p is not 0: abort with an error "invalid signature";





The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.


6. Extending the TimeSignature


For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.


The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.


The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.


The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).


More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).


To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:


			The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);


			The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);


			The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);


			The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;


			The TimeSignature structure (section Parsing the Signature) has to be updated with new values:





			The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;


			The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;


			The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.





Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.


The header consists of 12 fields totaling 65 bytes:


			8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');


			4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;


			4-byte integer: version number; must be 0x00000001 (in file byte order);


			8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;


			8-byte integer: file creation time as POSIX time;


			8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;


			4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;


			4-byte integer: calendar record length; the length of each record in the calendar node section of the file;


			1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);


			1 byte: flags; must be 0x01;


			14 bytes: reserved for future; all bytes must be 0x00;


			1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.





The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:


			4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);


			8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;


			1 byte: the 1-byte hash algorithm code for the hash function used in this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).





Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.


The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:


			4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;


			variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);


			1 byte: CRC8 checksum of all preceding bytes in the record.





Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.


The last record in the file is the cryptographic checksum of the whole file:


			4-byte integer: fixed value 0xffffffff;


			variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);


			1 byte: CRC8 checksum of all preceding bytes in the record.





The calendar database files are named following the pattern


    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin


where the fields have the following meaning:


			filename prefix, always hashdb;


			POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);


			year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;


			hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;


			filename suffix, always bin.
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Evidence Log


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 


2. Evidence Log Components


This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:


			What occurred


			Who initiated the event


			The time of the event


			The clock error of the time of the event


			The time at which the latest Clock Error Sample was collected





Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.







  

    			Time

    			CES

    			IP address and User-Agent

    			Event

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The initiator Carina Larsson (CL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-02-21 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@portgot.se) and SMS (+46703760667) to Cecilia Magnusson (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (birgitta.ling.fransson@portgot.se) and SMS (+46707612526) to Birgitta Ling Fransson (BLF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (ronnie.ljungh@portgot.se) and SMS (+46707612898) to Ronnie Ljungh (RL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@portgot.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@portgot.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (peter.danielsson@politiker.goteborg.se) and SMS (+46707446868) to Peter Danielsson (PD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (Eva.olofsson@socialdemokraterna.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (David.Josefsson@portgot.se) and SMS (+46724676144) to David Josefsson (DJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (kristofer.andren@portgot.se) and SMS (+46733881020) to Kristofer Andrén (KA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:07.196063 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (elvir.dzanic@portgot.se) to Elvir Dzanic (ED). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:38:21.415926 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Cecilia Magnusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:22.403905 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:24.617227 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:24.928976 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.137.23

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Peter Danielsson (PD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:31.8896 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:32.375909 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:36.502468 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:40.970857 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:41.295665 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:47.573776 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party David Josefsson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:38:57.887853 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:39:38.868239 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Cecilia Magnusson (CM) changed the text in the text field “ID number” from 

  blank

 to 

  “6201062467”

.  

      


    

  




  

  

    			2022-02-11 13:39:46.56856 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:39:50.864199 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Eva Olofsson (EO) changed the text in the text field “ID number” from 

  blank

 to 

  “196005285165”

.  

      


    

  




  

  

    			2022-02-11 13:39:51.408616 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.3.152.195

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Eva Olofsson (EO) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 31.3.152.195



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:39:59.388409 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory David Josefsson (DJ) changed the text in the text field “ID number” from 

  blank

 to 

  “198312264875”

.  

      


    

  




  

  

    			2022-02-11 13:40:11.023478 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Cecilia Magnusson (CM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:40:14.346275 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Elvir Dzanic (ED) changed the text in the text field “ID number” from 

  blank

 to 

  “198308231532”

.  

      


    

  




  

  

    			2022-02-11 13:40:14.905651 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The signatory Lars Johansson (LJ) changed the text in the text field “ID number” from 

  blank

 to 

  “5005295059”

.  

      


    

  




  

  

    			2022-02-11 13:40:32.922805 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.185.39.90

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Elvir Dzanic (ED) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: Elvir Dzanic

  
ID number: 

  198308231532



  
IP: 83.185.39.90



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:40:40.570444 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      90.235.76.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by David Josefsson (DJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: DAVID JOSEFSSON

  
ID number: 

  198312264875



  
IP: 90.235.76.62



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:40:45.201292 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    			

      

        The document was signed by Lars Johansson (LJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:40:46.494331 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The signatory Ronnie Ljungh (RL) changed the text in the text field “ID number” from 

  blank

 to 

  “196012265010”

.  

      


    

  




  

  

    			2022-02-11 13:40:53.589483 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      176.10.215.185

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A526B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/14.2 Chrome/87.0.4280.141 Mobile Safari/537.36

      

    

    			

      

        The document was signed by Ronnie Ljungh (RL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: RONNIE LJUNGH

  
ID number: 

  196012265010



  
IP: 176.10.215.185



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:41:23.070653 UTC ±6 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.136.198

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Peter Danielsson (PD) changed the text in the text field “ID number” from 

  blank

 to 

  “195806067616”

.  

      


    

  




  

  

    			2022-02-11 13:41:26.432354 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Kristofer Andrén (KA) changed the text in the text field “ID number” from 

  blank

 to 

  “197502104834”

.  

      


    

  




  

  

    			2022-02-11 13:41:30.374599 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.191.136.198

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Peter Danielsson (PD) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: Jan Peter Danielsson

  
ID number: 

  195806067616



  
IP: 94.191.137.23



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:41:31.492809 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      94.234.54.166

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Kristofer Andrén (KA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: KRISTOFER ANDRÉN

  
ID number: 

  197502104834



  
IP: 94.234.54.166



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:41:56.544695 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Jan Annerback (JA) changed the text in the text field “ID number” from 

  blank

 to 

  “4410265435”

.  

      


    

  




  

  

    			2022-02-11 13:42:19.019215 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:42:36.046045 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Jan Annerback (JA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:43:53.568205 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:44:28.612085 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The signatory Birgitta Ling Fransson (BLF) changed the text in the text field “ID number” from 

  blank

 to 

  “195604055029”

.  

      


    

  




  

  

    			2022-02-11 13:44:57.769844 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1

      

    

    			

      

        The document was signed by Birgitta Ling Fransson (BLF) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: BIRGITTA LING FRANSSON

  
ID number: 

  195604055029



  
IP: 31.15.43.8



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 13:44:57.769844 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (anders.linusson@se.ey.com) and SMS (+46703517771) to Anders Linusson (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:44:57.769844 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (erik.fristedt@stadsrevisionen.goteborg.se) and SMS (+46702080976) to Erik Fristedt (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:44:57.769844 UTC ±7 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign sent an invitation to sign the document via email (berndt.karlsson@stadsrevisionen.goteborg.se) and SMS (+46736729348) to Bernt Helin (BH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  




  

  

    			2022-02-11 13:49:21.414417 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Magnusson (CM) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:21.440088 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Birgitta Ling Fransson (BLF) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:21.465466 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ronnie Ljungh (RL) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:21.489096 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.456689 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Annerback (JA) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.584641 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Danielsson (PD) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.609525 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Olofsson (EO) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.642372 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Eva.olofsson@socialdemokraterna.se was opened.

      


    

  




  

  

    			2022-02-11 13:49:23.664228 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to David Josefsson (DJ) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.693088 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristofer Andrén (KA) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.763454 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elvir Dzanic (ED) was delivered.

      


    

  




  

  

    			2022-02-11 13:49:23.793914 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elvir.dzanic@portgot.se was opened.

      


    

  




  

  

    			2022-02-11 13:51:45.562201 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:51:55.554944 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:52:09.141862 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 13:53:07.51036 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  




  

  

    			2022-02-11 13:53:07.557143 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Fristedt (EF) was delivered.

      


    

  




  

  

    			2022-02-11 13:53:07.578889 UTC ±8 ms

    			2022-02-11 13:01:56.177971 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bernt Helin (BH) was delivered.

      


    

  




  

  

    			2022-02-11 15:28:38.210355 UTC ±6 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 15:29:01.13683 UTC ±6 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The signatory Anders Linusson (AL) changed the text in the text field “ID number” from 

  blank

 to 

  “197406054994”

.  

      


    

  




  

  

    			2022-02-11 15:29:15.351199 UTC ±6 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.80 Safari/537.36 Edg/98.0.1108.43

      

    

    			

      

        The document was signed by Anders Linusson (AL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: ANDERS LINUSSON

  
ID number: 

  197406054994



  
IP: 83.250.6.250



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 15:36:02.050771 UTC ±7 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 11; XQ-AS52) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.87 Mobile Safari/537.36

      

    

    			

      

        The party Bernt Helin (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 15:37:35.211662 UTC ±7 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 11; XQ-AS52) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.87 Mobile Safari/537.36

      

    

    			

      

        The signatory Bernt Helin (BH) changed the text in the text field “ID number” from 

  blank

 to 

  “194807188992”

.  

      


    

  




  

  

    			2022-02-11 15:37:41.952483 UTC ±7 ms

    			2022-02-11 15:01:59.435139 UTC

    			

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 11; XQ-AS52) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.87 Mobile Safari/537.36

      

    

    			

      

        The document was signed by Bernt Helin (BH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: Bernt Evert Helin Aili

  
ID number: 

  194807188992



  
IP: 46.236.88.172



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 16:44:55.688284 UTC ±11 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lars.johansson@portgot.se was opened.

      


    

  




  

  

    			2022-02-11 16:53:00.00067 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Cecilia Magnusson (CM) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.036014 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Birgitta Ling Fransson (BLF) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.061112 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Ronnie Ljungh (RL) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.086177 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Johansson (LJ) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.110979 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jan Annerback (JA) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.13546 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Peter Danielsson (PD) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.160114 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Olofsson (EO) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.1847 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to David Josefsson (DJ) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:00.21066 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Kristofer Andrén (KA) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:04.525713 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:04.551473 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Erik Fristedt (EF) was delivered.

      


    

  




  

  

    			2022-02-11 16:53:04.579873 UTC ±12 ms

    			2022-02-11 16:02:01.540231 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Bernt Helin (BH) was delivered.

      


    

  




  

  

    			2022-02-11 19:27:56.335436 UTC ±7 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      83.187.163.38

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Safari/605.1.15

      

    

    			

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 19:27:56.668103 UTC ±7 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.fristedt@stadsrevisionen.goteborg.se was opened.

      


    

  




  

  

    			2022-02-11 19:28:04.788737 UTC ±7 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      34.232.253.130

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Safari/605.1.15

      

    

    			

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  




  

  

    			2022-02-11 19:28:35.026896 UTC ±8 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      83.187.163.38

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Safari/605.1.15

      

    

    			

      

        The signatory Erik Fristedt (EF) changed the text in the text field “ID number” from 

  blank

 to 

  “194303265559”

.  

      


    

  




  

  

    			2022-02-11 19:28:47.889364 UTC ±8 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      83.187.163.38

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Safari/605.1.15

      

    

    			

      

        The document was signed by Erik Fristedt (EF) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:




SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkdIQUIgw4Vyc3JlZG92aXNuaW5nIDIwMjEiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ2MTUzMDA5MS4=













Data returned from 

  the BankID network

:

  
Name: ERIK FRISTEDT

  
ID number: 

  194303265559



  
IP: 217.213.155.83



























Signature: 




  







Online Certificate Status Protocol (OCSP) Response:

  














      


    

  




  

  

    			2022-02-11 19:28:47.889364 UTC ±8 ms

    			2022-02-11 19:02:06.780677 UTC

    			

      

      

        

      

    

    			

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  




  










Evidence of Time


Last updated: Fri 06 Mar 2020 14:08:40 UTC


Index


1. Purpose


2. Time measurement process


2.1 The hypervisor


2.2 Time synchronisation


3. Configuration of hardware and services


3.1 Boot Time


3.2 NTP Configuration


3.3 Monitoring


3.4 Time scale


4. Calculation of the probability of the clock error


4.1 Clock error samples


4.2 Clock error algorithm


4.3 Clock error samples and evidence of normal distribution


4.4 Input parameters


4.5 Probability of the clock error


5. Clock Error Samples


1. Purpose


The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.


2. Time measurement process


This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.


2.1 The hypervisor


Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.


2.2 Time synchronisation


Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.


3. Configuration of hardware and services


This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.


3.1 Boot Time


The guest virtual machine behavior for the database server is as follows:


			On boot the virtual machine guest clock is set from the VM host


			ntp-date is run once from an init script


			ntpd is then run from another init script, which runs continuously





The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.


3.2 NTP Configuration


Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:


			ntp1.sth.netnod.se


			ntp2.sth.netnod.se


			ntp1.gbg.netnod.se


			ntp2.gbg.netnod.se


			ntp1.mmo.netnod.se


			ntp2.mmo.netnod.se





3.3 Monitoring


Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.


3.4 Time scale


The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.


4. Calculation of the probability of the clock error


This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.


4.1 Clock error samples


Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.


4.2 Clock error algorithm


The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}








 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}








 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.


			Plot the data in [image: 14.png]Demp








 and [image: 15.png]1.








 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]







 seconds.





4.3 Clock error samples and evidence of normal distribution


The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.






Gnuplot
Produced by GNUPLOT 4.6 patchlevel 2 
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4.4 Input parameters


Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:


			mean: -0.18 ms


			standard deviation: 0.86 ms





4.5 Probability of the clock error


By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:


			|e| < 2.5 ms: ≈99.563%


			|e| < 5 ms: ≈100.000%


			|e| < 10 ms: ≈100.000%





5. Clock Error Samples


The following are the clock error samples collected between 2022-01-01 03:28:42.173569 UTC and 2022-02-11 19:02:06.780677 UTC:









  			Time collected

  			Clock offset








  

    			2022-01-01 03:28:42.173569

    			1.2 ms

  






  

    			2022-01-01 04:28:44.752346

    			-0.8 ms

  






  

    			2022-01-01 05:28:46.937033

    			2.1 ms

  






  

    			2022-01-01 06:28:48.820456

    			0.7 ms

  






  

    			2022-01-01 07:28:50.555417

    			0.3 ms

  






  

    			2022-01-01 08:28:52.852913

    			-0.1 ms

  






  

    			2022-01-01 09:28:54.851625

    			2.5 ms

  






  

    			2022-01-01 10:28:57.169269

    			0.2 ms

  






  

    			2022-01-01 11:28:59.141808

    			0.5 ms

  






  

    			2022-01-01 12:29:00.693845

    			-0.3 ms

  






  

    			2022-01-01 13:29:03.100985

    			2.6 ms

  






  

    			2022-01-01 14:29:05.083494

    			-1.6 ms

  






  

    			2022-01-01 15:29:06.772763

    			0.3 ms

  






  

    			2022-01-01 16:29:08.427132

    			1.4 ms

  






  

    			2022-01-01 17:29:10.482251

    			-0.3 ms

  






  

    			2022-01-01 18:29:12.214007

    			-0.9 ms

  






  

    			2022-01-01 19:29:13.905962

    			0.7 ms

  






  

    			2022-01-01 20:29:15.674096

    			1.8 ms

  






  

    			2022-01-01 21:29:17.418804

    			0.6 ms

  






  

    			2022-01-01 22:29:19.020834

    			-0.2 ms

  






  

    			2022-01-01 23:29:20.689002

    			0.4 ms

  






  

    			2022-01-02 00:29:22.460989

    			0.5 ms

  






  

    			2022-01-02 01:29:24.367537

    			0.8 ms

  






  

    			2022-01-02 02:29:26.313946

    			0.5 ms

  






  

    			2022-01-02 03:29:28.483716

    			1.9 ms

  






  

    			2022-01-02 04:29:30.205132

    			3.1 ms

  






  

    			2022-01-02 05:29:32.504448

    			1.1 ms

  






  

    			2022-01-02 06:29:34.716533

    			0.6 ms

  






  

    			2022-01-02 07:29:36.350275

    			0.1 ms

  






  

    			2022-01-02 08:29:38.15034

    			2.3 ms

  






  

    			2022-01-02 09:29:39.757906

    			0.5 ms

  






  

    			2022-01-02 10:29:41.322584

    			0.2 ms

  






  

    			2022-01-02 11:29:42.830088

    			2.8 ms

  






  

    			2022-01-02 12:29:44.961892

    			-0.9 ms

  






  

    			2022-01-02 13:29:46.859445

    			-0.4 ms

  






  

    			2022-01-02 14:29:48.468552

    			1.7 ms

  






  

    			2022-01-02 15:29:50.189949

    			2.0 ms

  






  

    			2022-01-02 16:29:52.146913

    			-1.8 ms

  






  

    			2022-01-02 17:29:54.107104

    			1.2 ms

  






  

    			2022-01-02 18:29:55.730868

    			-0.6 ms

  






  

    			2022-01-02 19:29:57.266097

    			-0.5 ms

  






  

    			2022-01-02 20:29:59.353347

    			1.0 ms

  






  

    			2022-01-02 21:30:01.035232

    			2.7 ms

  






  

    			2022-01-02 22:30:03.153214

    			-0.4 ms

  






  

    			2022-01-02 23:30:04.9201

    			1.1 ms

  






  

    			2022-01-03 00:30:07.429601

    			0.2 ms

  






  

    			2022-01-03 01:30:09.171126

    			1.1 ms

  






  

    			2022-01-03 02:30:11.141853

    			1.6 ms

  






  

    			2022-01-03 03:30:12.925746

    			-1.0 ms

  






  

    			2022-01-03 04:30:15.115405

    			-1.0 ms

  






  

    			2022-01-03 05:30:16.615499

    			-0.7 ms

  






  

    			2022-01-03 06:30:18.403957

    			2.2 ms

  






  

    			2022-01-03 07:30:19.904493

    			0.3 ms

  






  

    			2022-01-03 08:30:22.676857

    			1.2 ms

  






  

    			2022-01-03 09:30:24.43709

    			-0.1 ms

  






  

    			2022-01-03 10:30:26.388485

    			0.7 ms

  






  

    			2022-01-03 11:30:28.116251

    			-0.5 ms

  






  

    			2022-01-03 12:30:31.19591

    			-0.3 ms

  






  

    			2022-01-03 13:30:32.880177

    			-0.8 ms

  






  

    			2022-01-03 14:30:34.814307

    			2.6 ms

  






  

    			2022-01-03 15:30:36.832157

    			0.1 ms

  






  

    			2022-01-03 16:30:38.58271

    			1.2 ms

  






  

    			2022-01-03 17:30:40.557818

    			-0.8 ms

  






  

    			2022-01-03 18:30:42.2684

    			-1.7 ms

  






  

    			2022-01-03 19:30:44.348713

    			-0.4 ms

  






  

    			2022-01-03 20:30:46.107498

    			-0.8 ms

  






  

    			2022-01-03 21:30:48.498515

    			0.4 ms

  






  

    			2022-01-03 22:30:50.126619

    			-1.0 ms

  






  

    			2022-01-03 23:30:51.758754

    			0.1 ms

  






  

    			2022-01-04 00:30:53.217999

    			0.5 ms

  






  

    			2022-01-04 01:30:56.068328

    			0.1 ms

  






  

    			2022-01-04 02:30:57.940722

    			-1.0 ms

  






  

    			2022-01-04 03:30:59.881529

    			0.0 ms

  






  

    			2022-01-04 04:31:01.867724

    			-0.3 ms

  






  

    			2022-01-04 05:31:03.764081

    			3.1 ms

  






  

    			2022-01-04 06:31:06.152588

    			0.3 ms

  






  

    			2022-01-04 07:31:08.190672

    			0.4 ms

  






  

    			2022-01-04 08:31:10.377843

    			0.2 ms

  






  

    			2022-01-04 09:31:12.214242

    			-0.3 ms

  






  

    			2022-01-04 10:31:14.265161

    			0.3 ms

  






  

    			2022-01-04 11:31:16.287661

    			4.3 ms

  






  

    			2022-01-04 12:31:17.938181

    			1.0 ms

  






  

    			2022-01-04 13:31:20.05753

    			0.3 ms

  






  

    			2022-01-04 14:31:22.146031

    			-1.0 ms

  






  

    			2022-01-04 15:31:23.968113

    			-0.6 ms

  






  

    			2022-01-04 16:31:26.203234

    			-0.5 ms

  






  

    			2022-01-04 17:31:27.999804

    			-0.5 ms

  






  

    			2022-01-04 18:31:29.480042

    			-0.7 ms

  






  

    			2022-01-04 19:31:31.211931

    			-0.4 ms

  






  

    			2022-01-04 20:31:33.849448

    			-0.9 ms

  






  

    			2022-01-04 21:31:35.838392

    			0.4 ms

  






  

    			2022-01-04 22:31:37.896722

    			-1.3 ms

  






  

    			2022-01-04 23:31:39.599381

    			-0.9 ms

  






  

    			2022-01-05 00:31:41.252519

    			-0.3 ms

  






  

    			2022-01-05 01:31:43.076931

    			-3.2 ms

  






  

    			2022-01-05 02:31:44.819099

    			-0.7 ms

  






  

    			2022-01-05 03:31:46.650474

    			0.4 ms

  






  

    			2022-01-05 04:31:48.788029

    			2.5 ms

  






  

    			2022-01-05 05:31:50.601111

    			1.5 ms

  






  

    			2022-01-05 06:31:52.249165

    			0.1 ms

  






  

    			2022-01-05 07:31:53.938655

    			0.7 ms

  






  

    			2022-01-05 08:31:56.047206

    			0.2 ms

  






  

    			2022-01-05 09:31:57.786743

    			0.5 ms

  






  

    			2022-01-05 10:31:59.557211

    			-0.9 ms

  






  

    			2022-01-05 11:32:02.382385

    			0.1 ms

  






  

    			2022-01-05 12:32:04.296023

    			0.7 ms

  






  

    			2022-01-05 13:32:06.043326

    			0.4 ms

  






  

    			2022-01-05 14:32:07.818894

    			1.5 ms

  






  

    			2022-01-05 15:32:09.634711

    			-0.5 ms

  






  

    			2022-01-05 16:32:11.786902

    			1.1 ms

  






  

    			2022-01-05 17:32:13.638261

    			-0.2 ms

  






  

    			2022-01-05 18:32:15.540462

    			-0.1 ms

  






  

    			2022-01-05 19:32:17.626758

    			0.1 ms

  






  

    			2022-01-05 20:32:19.389494

    			-0.4 ms

  






  

    			2022-01-05 21:32:21.347089

    			-1.7 ms

  






  

    			2022-01-05 22:32:23.72857

    			0.2 ms

  






  

    			2022-01-05 23:32:25.728938

    			-0.5 ms

  






  

    			2022-01-06 00:32:27.369599

    			-1.8 ms

  






  

    			2022-01-06 01:32:29.126066

    			-0.9 ms

  






  

    			2022-01-06 02:32:30.761852

    			-0.8 ms

  






  

    			2022-01-06 03:32:32.505749

    			-0.5 ms

  






  

    			2022-01-06 04:32:34.445134

    			0.7 ms

  






  

    			2022-01-06 05:32:36.352748

    			1.2 ms

  






  

    			2022-01-06 06:32:38.062223

    			1.5 ms

  






  

    			2022-01-06 07:32:39.71428

    			-0.1 ms

  






  

    			2022-01-06 08:32:41.139041

    			0.7 ms

  






  

    			2022-01-06 09:32:42.783583

    			-0.4 ms

  






  

    			2022-01-06 10:32:44.778252

    			0.9 ms

  






  

    			2022-01-06 11:32:46.580701

    			0.7 ms

  






  

    			2022-01-06 12:32:48.225861

    			0.2 ms

  






  

    			2022-01-06 13:32:50.114669

    			-1.0 ms

  






  

    			2022-01-06 14:32:52.419532

    			-0.3 ms

  






  

    			2022-01-06 15:32:54.075522

    			0.0 ms

  






  

    			2022-01-06 16:32:55.657245

    			0.8 ms

  






  

    			2022-01-06 17:32:57.969753

    			0.3 ms

  






  

    			2022-01-06 18:32:59.993706

    			0.3 ms

  






  

    			2022-01-06 19:33:01.790213

    			0.2 ms

  






  

    			2022-01-06 20:33:03.965542

    			-0.9 ms

  






  

    			2022-01-06 21:33:05.766166

    			-0.8 ms

  






  

    			2022-01-06 22:33:07.387465

    			-0.3 ms

  






  

    			2022-01-06 23:33:09.470203

    			-0.2 ms

  






  

    			2022-01-07 00:33:11.17769

    			-0.5 ms

  






  

    			2022-01-07 01:33:12.903745

    			0.0 ms

  






  

    			2022-01-07 02:33:14.881185

    			-1.1 ms

  






  

    			2022-01-07 03:33:16.891467

    			0.1 ms

  






  

    			2022-01-07 04:33:18.361033

    			-0.9 ms

  






  

    			2022-01-07 05:33:20.616051

    			-0.2 ms

  






  

    			2022-01-07 06:33:22.294899

    			-0.2 ms

  






  

    			2022-01-07 07:33:23.926132

    			-1.0 ms

  






  

    			2022-01-07 08:33:26.708061

    			-0.4 ms

  






  

    			2022-01-07 09:33:28.226064

    			-0.1 ms

  






  

    			2022-01-07 10:33:30.015446

    			-0.2 ms

  






  

    			2022-01-07 11:33:31.769414

    			0.1 ms

  






  

    			2022-01-07 12:33:33.602495

    			-0.4 ms

  






  

    			2022-01-07 13:33:35.445519

    			-0.1 ms

  






  

    			2022-01-07 14:33:37.722626

    			-0.6 ms

  






  

    			2022-01-07 15:33:39.788417

    			1.0 ms

  






  

    			2022-01-07 16:33:41.483289

    			1.4 ms

  






  

    			2022-01-07 17:33:43.575362

    			-0.7 ms

  






  

    			2022-01-07 18:33:45.507369

    			0.9 ms

  






  

    			2022-01-07 19:33:47.161322

    			1.6 ms

  






  

    			2022-01-07 20:33:49.340484

    			-0.8 ms

  






  

    			2022-01-07 21:33:50.910297

    			0.4 ms

  






  

    			2022-01-07 22:33:52.332781

    			0.4 ms

  






  

    			2022-01-07 23:33:54.212432

    			0.0 ms

  






  

    			2022-01-08 00:33:56.102511

    			-0.1 ms

  






  

    			2022-01-08 01:33:57.866547

    			-1.0 ms

  






  

    			2022-01-08 02:33:59.471242

    			-0.3 ms

  






  

    			2022-01-08 03:34:01.025328

    			0.7 ms

  






  

    			2022-01-08 04:34:03.685874

    			4.6 ms

  






  

    			2022-01-08 05:34:05.787726

    			1.8 ms

  






  

    			2022-01-08 06:34:07.397268

    			2.2 ms

  






  

    			2022-01-08 07:34:09.427943

    			0.4 ms

  






  

    			2022-01-08 08:34:11.354707

    			1.9 ms

  






  

    			2022-01-08 09:34:13.121268

    			-0.6 ms

  






  

    			2022-01-08 10:34:14.924296

    			-0.6 ms

  






  

    			2022-01-08 11:34:17.052671

    			-0.8 ms

  






  

    			2022-01-08 12:34:19.000071

    			-1.3 ms

  






  

    			2022-01-08 13:34:20.903699

    			-0.6 ms

  






  

    			2022-01-08 14:34:22.696795

    			-2.0 ms

  






  

    			2022-01-08 15:34:24.353956

    			-1.0 ms

  






  

    			2022-01-08 16:34:26.494901

    			0.0 ms

  






  

    			2022-01-08 17:34:28.441577

    			0.5 ms

  






  

    			2022-01-08 18:34:30.145751

    			-0.6 ms

  






  

    			2022-01-08 19:34:31.820228

    			-0.8 ms

  






  

    			2022-01-08 20:34:34.079088

    			-1.4 ms

  






  

    			2022-01-08 21:34:35.835636

    			-0.7 ms

  






  

    			2022-01-08 22:34:37.253788

    			0.0 ms

  






  

    			2022-01-08 23:34:39.104028

    			0.2 ms

  






  

    			2022-01-09 00:34:41.040259

    			0.0 ms

  






  

    			2022-01-09 01:34:43.682744

    			0.4 ms

  






  

    			2022-01-09 02:34:45.377034

    			-0.6 ms

  






  

    			2022-01-09 03:34:47.204758

    			-0.6 ms

  






  

    			2022-01-09 04:34:49.776243

    			0.2 ms

  






  

    			2022-01-09 05:34:51.602837

    			0.3 ms

  






  

    			2022-01-09 06:34:53.816845

    			0.7 ms

  






  

    			2022-01-09 07:34:55.383401

    			1.0 ms

  






  

    			2022-01-09 08:34:56.984396

    			1.2 ms

  






  

    			2022-01-09 09:34:58.77069

    			-0.6 ms

  






  

    			2022-01-09 10:35:01.049021

    			-1.0 ms

  






  

    			2022-01-09 11:35:02.608345

    			-0.7 ms

  






  

    			2022-01-09 12:35:04.8923

    			0.6 ms

  






  

    			2022-01-09 13:35:06.384814

    			0.0 ms

  






  

    			2022-01-09 14:35:08.185455

    			1.0 ms

  






  

    			2022-01-09 15:35:10.168411

    			0.8 ms

  






  

    			2022-01-09 16:35:12.282768

    			0.5 ms

  






  

    			2022-01-09 17:35:14.260511

    			-0.6 ms

  






  

    			2022-01-09 18:35:16.156012

    			0.4 ms

  






  

    			2022-01-09 19:35:17.808184

    			-0.9 ms

  






  

    			2022-01-09 20:35:19.642575

    			0.4 ms

  






  

    			2022-01-09 21:35:21.682362

    			-0.7 ms

  






  

    			2022-01-09 22:35:24.04007

    			-0.7 ms

  






  

    			2022-01-09 23:35:25.754623

    			-1.1 ms

  






  

    			2022-01-10 00:35:27.664193

    			-0.4 ms

  






  

    			2022-01-10 01:35:29.26635

    			0.7 ms

  






  

    			2022-01-10 02:35:30.82965

    			-0.7 ms

  






  

    			2022-01-10 03:35:32.433036

    			1.1 ms

  






  

    			2022-01-10 04:35:34.034489

    			0.6 ms

  






  

    			2022-01-10 05:35:35.56684

    			0.7 ms

  






  

    			2022-01-10 06:35:38.196951

    			0.3 ms

  






  

    			2022-01-10 07:35:40.077659

    			-0.2 ms

  






  

    			2022-01-10 08:35:42.013829

    			-0.6 ms

  






  

    			2022-01-10 09:35:45.494607

    			-1.0 ms

  






  

    			2022-01-10 10:35:47.406293

    			-0.3 ms

  






  

    			2022-01-10 11:35:48.920882

    			-0.7 ms

  






  

    			2022-01-10 12:35:50.77803

    			-0.1 ms

  






  

    			2022-01-10 13:35:52.565138

    			1.4 ms

  






  

    			2022-01-10 14:35:54.539098

    			0.2 ms

  






  

    			2022-01-10 15:35:56.693009

    			0.4 ms

  






  

    			2022-01-10 16:35:58.52628

    			0.3 ms

  






  

    			2022-01-10 17:36:00.38499

    			-0.6 ms

  






  

    			2022-01-10 18:36:02.082334

    			0.1 ms

  






  

    			2022-01-10 19:36:04.650682

    			0.2 ms

  






  

    			2022-01-10 20:36:06.41687

    			-0.6 ms

  






  

    			2022-01-10 21:36:07.985654

    			-1.3 ms

  






  

    			2022-01-10 22:36:09.504372

    			-3.1 ms

  






  

    			2022-01-10 23:36:11.014908

    			-1.0 ms

  






  

    			2022-01-11 00:36:12.662448

    			-0.7 ms

  






  

    			2022-01-11 01:36:14.312041

    			0.6 ms

  






  

    			2022-01-11 02:36:16.854582

    			-0.3 ms

  






  

    			2022-01-11 03:36:18.938221

    			0.7 ms

  






  

    			2022-01-11 04:36:21.274227

    			0.3 ms

  






  

    			2022-01-11 05:36:23.55638

    			0.0 ms

  






  

    			2022-01-11 06:36:25.48375

    			0.6 ms

  






  

    			2022-01-11 07:36:27.417324

    			-1.1 ms

  






  

    			2022-01-11 08:36:29.226286

    			-0.8 ms

  






  

    			2022-01-11 09:36:30.838896

    			-1.0 ms

  






  

    			2022-01-11 10:36:32.874513

    			-0.5 ms

  






  

    			2022-01-11 11:36:34.618215

    			-1.3 ms

  






  

    			2022-01-11 12:36:36.13966

    			0.1 ms

  






  

    			2022-01-11 13:36:37.982069

    			1.3 ms

  






  

    			2022-01-11 14:36:40.76911

    			1.4 ms

  






  

    			2022-01-11 15:36:42.988428

    			0.7 ms

  






  

    			2022-01-11 16:36:44.805287

    			-1.1 ms

  






  

    			2022-01-11 17:36:46.554645

    			-2.0 ms

  






  

    			2022-01-11 18:36:48.179408

    			-1.2 ms

  






  

    			2022-01-11 19:36:49.672063

    			-1.5 ms

  






  

    			2022-01-11 20:36:51.610131

    			0.2 ms

  






  

    			2022-01-11 21:36:53.461979

    			-0.6 ms

  






  

    			2022-01-11 22:36:55.164516

    			-2.8 ms

  






  

    			2022-01-11 23:36:56.864912

    			-1.2 ms

  






  

    			2022-01-12 00:36:58.55096

    			-1.0 ms

  






  

    			2022-01-12 01:37:00.317625

    			1.0 ms

  






  

    			2022-01-12 02:37:02.420694

    			0.6 ms

  






  

    			2022-01-12 03:37:04.293722

    			0.1 ms

  






  

    			2022-01-12 04:37:05.899024

    			0.3 ms

  






  

    			2022-01-12 05:37:07.704506

    			-0.2 ms

  






  

    			2022-01-12 06:37:09.777373

    			0.1 ms

  






  

    			2022-01-12 07:37:11.536086

    			-0.8 ms

  






  

    			2022-01-12 08:37:13.508806

    			0.8 ms

  






  

    			2022-01-12 09:37:15.385873

    			0.6 ms

  






  

    			2022-01-12 10:37:17.254291

    			0.2 ms

  






  

    			2022-01-12 11:37:18.93347

    			1.2 ms

  






  

    			2022-01-12 12:37:20.774227

    			1.1 ms

  






  

    			2022-01-12 13:37:22.92942

    			0.8 ms

  






  

    			2022-01-12 14:37:25.272007

    			-1.6 ms

  






  

    			2022-01-12 15:37:26.83189

    			-0.5 ms

  






  

    			2022-01-12 16:37:28.659076

    			0.3 ms

  






  

    			2022-01-12 17:37:30.532966

    			-0.3 ms

  






  

    			2022-01-12 18:37:32.205303

    			-0.2 ms

  






  

    			2022-01-12 19:37:33.88085

    			-0.5 ms

  






  

    			2022-01-12 20:37:35.844106

    			-0.1 ms

  






  

    			2022-01-12 21:37:38.589245

    			0.6 ms

  






  

    			2022-01-12 22:37:40.379136

    			-0.2 ms

  






  

    			2022-01-12 23:37:41.90615

    			0.4 ms

  






  

    			2022-01-13 00:37:43.487728

    			-0.8 ms

  






  

    			2022-01-13 01:37:45.157642

    			-2.1 ms

  






  

    			2022-01-13 02:37:46.927505

    			-0.4 ms

  






  

    			2022-01-13 03:37:48.585678

    			-0.4 ms

  






  

    			2022-01-13 04:37:50.543272

    			0.0 ms

  






  

    			2022-01-13 05:37:52.130791

    			0.0 ms

  






  

    			2022-01-13 06:37:53.660584

    			-0.3 ms

  






  

    			2022-01-13 07:37:55.412863

    			0.6 ms

  






  

    			2022-01-13 08:37:57.748878

    			0.7 ms

  






  

    			2022-01-13 09:37:59.39177

    			1.1 ms

  






  

    			2022-01-13 10:38:02.555838

    			-0.4 ms

  






  

    			2022-01-13 11:38:04.078942

    			-0.3 ms

  






  

    			2022-01-13 12:38:05.878231

    			0.3 ms

  






  

    			2022-01-13 13:38:08.249682

    			-0.5 ms

  






  

    			2022-01-13 14:38:11.24652

    			-1.8 ms

  






  

    			2022-01-13 15:38:13.650507

    			1.4 ms

  






  

    			2022-01-13 16:38:16.029347

    			0.4 ms

  






  

    			2022-01-13 17:38:17.538825

    			-0.8 ms

  






  

    			2022-01-13 18:38:19.162921

    			-0.7 ms

  






  

    			2022-01-13 19:38:21.152495

    			0.3 ms

  






  

    			2022-01-13 20:38:23.145206

    			-0.1 ms

  






  

    			2022-01-13 21:38:24.780142

    			0.0 ms

  






  

    			2022-01-13 22:38:26.470516

    			-0.7 ms

  






  

    			2022-01-13 23:38:27.909106

    			0.4 ms

  






  

    			2022-01-14 00:38:29.772777

    			-0.4 ms

  






  

    			2022-01-14 01:38:31.307883

    			0.6 ms

  






  

    			2022-01-14 02:38:33.196659

    			0.0 ms

  






  

    			2022-01-14 03:38:34.83202

    			-0.4 ms

  






  

    			2022-01-14 04:38:37.556034

    			0.0 ms

  






  

    			2022-01-14 05:38:39.248158

    			0.9 ms

  






  

    			2022-01-14 06:38:40.828739

    			0.2 ms

  






  

    			2022-01-14 07:38:42.5374

    			-0.2 ms

  






  

    			2022-01-14 08:38:43.986472

    			-0.1 ms

  






  

    			2022-01-14 09:38:46.723067

    			0.1 ms

  






  

    			2022-01-14 10:38:49.439052

    			0.6 ms

  






  

    			2022-01-14 11:38:51.083286

    			0.6 ms

  






  

    			2022-01-14 12:38:54.130503

    			0.5 ms

  






  

    			2022-01-14 13:38:55.712928

    			0.2 ms

  






  

    			2022-01-14 14:38:58.337949

    			0.1 ms

  






  

    			2022-01-14 15:38:59.85847

    			-0.3 ms

  






  

    			2022-01-14 16:39:01.654665

    			-0.3 ms

  






  

    			2022-01-14 17:39:03.33284

    			-0.2 ms

  






  

    			2022-01-14 18:39:05.264396

    			-0.4 ms

  






  

    			2022-01-14 19:39:07.927303

    			-0.4 ms

  






  

    			2022-01-14 20:39:09.540182

    			-0.5 ms

  






  

    			2022-01-14 21:39:11.685848

    			0.2 ms

  






  

    			2022-01-14 22:39:13.517137

    			-0.4 ms

  






  

    			2022-01-14 23:39:15.702589

    			-0.5 ms

  






  

    			2022-01-15 00:39:18.136997

    			-3.2 ms

  






  

    			2022-01-15 01:39:20.133301

    			-3.5 ms

  






  

    			2022-01-15 02:39:23.554837

    			0.3 ms

  






  

    			2022-01-15 03:39:26.600026

    			2.9 ms

  






  

    			2022-01-15 04:39:28.574763

    			3.7 ms

  






  

    			2022-01-15 05:39:31.6855

    			2.1 ms

  






  

    			2022-01-15 06:39:33.215278

    			1.5 ms

  






  

    			2022-01-15 07:39:35.310678

    			1.7 ms

  






  

    			2022-01-15 08:39:37.83258

    			2.3 ms

  






  

    			2022-01-15 09:39:40.123104

    			1.5 ms

  






  

    			2022-01-15 10:39:42.848517

    			-2.4 ms

  






  

    			2022-01-15 11:39:45.120077

    			-1.0 ms

  






  

    			2022-01-15 12:39:47.34728

    			-0.9 ms

  






  

    			2022-01-15 13:39:50.285208

    			-0.9 ms

  






  

    			2022-01-15 14:39:53.499633

    			-1.1 ms

  






  

    			2022-01-15 15:39:56.419652

    			0.4 ms

  






  

    			2022-01-15 16:39:58.499106

    			-0.1 ms

  






  

    			2022-01-15 17:40:00.749237

    			-0.1 ms

  






  

    			2022-01-15 18:40:02.475075

    			-0.7 ms

  






  

    			2022-01-15 19:40:04.218354

    			-1.1 ms

  






  

    			2022-01-15 20:40:06.186421

    			0.1 ms

  






  

    			2022-01-15 21:40:08.563021

    			0.4 ms

  






  

    			2022-01-15 22:40:10.484808

    			0.1 ms

  






  

    			2022-01-15 23:40:12.151345

    			-0.1 ms

  






  

    			2022-01-16 00:40:14.424454

    			-0.7 ms

  






  

    			2022-01-16 01:40:16.233797

    			1.1 ms

  






  

    			2022-01-16 02:40:17.843544

    			0.2 ms

  






  

    			2022-01-16 03:40:19.79498

    			0.1 ms

  






  

    			2022-01-16 04:40:22.374701

    			0.8 ms

  






  

    			2022-01-16 05:40:24.649027

    			0.0 ms

  






  

    			2022-01-16 06:40:27.605228

    			0.1 ms

  






  

    			2022-01-16 07:40:29.733931

    			0.0 ms

  






  

    			2022-01-16 08:40:31.5621

    			0.4 ms

  






  

    			2022-01-16 09:40:33.740224

    			0.7 ms

  






  

    			2022-01-16 10:40:35.474199

    			-0.2 ms

  






  

    			2022-01-16 11:40:37.431123

    			0.2 ms

  






  

    			2022-01-16 12:40:39.466167

    			-1.2 ms

  






  

    			2022-01-16 13:40:41.725565

    			-1.2 ms

  






  

    			2022-01-16 14:40:44.44917

    			-0.5 ms

  






  

    			2022-01-16 15:40:47.062562

    			0.2 ms

  






  

    			2022-01-16 16:40:48.551289

    			0.6 ms

  






  

    			2022-01-16 17:40:50.419055

    			-0.2 ms

  






  

    			2022-01-16 18:40:52.506222

    			-0.6 ms

  






  

    			2022-01-16 19:40:54.131431

    			-1.0 ms

  






  

    			2022-01-16 20:40:55.89907

    			-0.9 ms

  






  

    			2022-01-16 21:40:57.590993

    			-0.1 ms

  






  

    			2022-01-16 22:40:59.403273

    			-1.2 ms

  






  

    			2022-01-16 23:41:01.526583

    			0.0 ms

  






  

    			2022-01-17 00:41:03.987684

    			-0.3 ms

  






  

    			2022-01-17 01:41:05.556179

    			-0.6 ms

  






  

    			2022-01-17 02:41:08.12227

    			0.1 ms

  






  

    			2022-01-17 03:41:10.605997

    			-0.5 ms

  






  

    			2022-01-17 04:41:12.392221

    			-0.2 ms

  






  

    			2022-01-17 05:41:14.1009

    			0.1 ms

  






  

    			2022-01-17 06:41:16.410132

    			-0.5 ms

  






  

    			2022-01-17 07:41:18.2236

    			-0.6 ms

  






  

    			2022-01-17 08:41:20.414797

    			-0.5 ms

  






  

    			2022-01-17 09:41:23.818688

    			0.4 ms

  






  

    			2022-01-17 10:41:26.443431

    			0.3 ms

  






  

    			2022-01-17 11:41:29.16193

    			0.6 ms

  






  

    			2022-01-17 12:41:31.566074

    			-0.1 ms

  






  

    			2022-01-17 13:41:33.996784

    			-4.0 ms

  






  

    			2022-01-17 14:41:36.859293

    			-0.8 ms

  






  

    			2022-01-17 15:41:39.23833

    			1.2 ms

  






  

    			2022-01-17 16:41:42.260532

    			-0.5 ms

  






  

    			2022-01-17 17:41:44.37418

    			0.4 ms

  






  

    			2022-01-17 18:41:46.07771

    			-0.5 ms

  






  

    			2022-01-17 19:41:49.641145

    			-0.9 ms

  






  

    			2022-01-17 20:41:52.424695

    			-0.7 ms

  






  

    			2022-01-17 21:41:54.868893

    			0.3 ms

  






  

    			2022-01-17 22:41:56.349787

    			0.2 ms

  






  

    			2022-01-17 23:41:58.603057

    			-0.2 ms

  






  

    			2022-01-18 00:42:00.727885

    			0.2 ms

  






  

    			2022-01-18 01:42:02.930229

    			-0.7 ms

  






  

    			2022-01-18 02:42:05.45052

    			0.2 ms

  






  

    			2022-01-18 03:42:07.520851

    			-0.7 ms

  






  

    			2022-01-18 04:42:09.659608

    			-0.6 ms

  






  

    			2022-01-18 05:42:11.343232

    			1.0 ms

  






  

    			2022-01-18 06:42:13.135743

    			-0.8 ms

  






  

    			2022-01-18 07:42:14.955214

    			0.2 ms

  






  

    			2022-01-18 08:42:17.20802

    			0.9 ms

  






  

    			2022-01-18 09:42:20.507872

    			0.9 ms

  






  

    			2022-01-18 10:42:22.652018

    			0.4 ms

  






  

    			2022-01-18 11:42:24.88471

    			0.8 ms

  






  

    			2022-01-18 12:42:27.758082

    			-1.6 ms

  






  

    			2022-01-18 13:42:29.769614

    			-0.9 ms

  






  

    			2022-01-18 14:42:31.959317

    			-1.4 ms

  






  

    			2022-01-18 15:42:35.143159

    			-0.1 ms

  






  

    			2022-01-18 16:42:36.918914

    			0.9 ms

  






  

    			2022-01-18 17:42:39.377137
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    			2022-01-18 18:42:40.919656

    			-0.2 ms

  






  

    			2022-01-18 19:42:43.164774

    			0.8 ms

  






  

    			2022-01-18 20:42:45.690801

    			-0.7 ms

  






  

    			2022-01-18 21:42:47.678609

    			0.2 ms

  






  

    			2022-01-18 22:42:49.815049

    			0.7 ms

  






  

    			2022-01-18 23:42:52.021034

    			-0.5 ms

  






  

    			2022-01-19 00:42:53.664987
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    			2022-01-19 03:42:59.722938
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    			2022-01-19 04:43:01.658852
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    			2022-01-19 05:43:04.083644
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    			0.4 ms

  






  

    			2022-01-19 12:43:19.72951
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    			2022-01-28 18:51:13.164367

    			-0.4 ms

  






  

    			2022-01-28 19:51:14.936208

    			-0.9 ms

  






  

    			2022-01-28 20:51:16.719819

    			-0.7 ms

  






  

    			2022-01-28 21:51:18.373135

    			-0.8 ms

  






  

    			2022-01-28 22:51:20.498176

    			-0.9 ms

  






  

    			2022-01-28 23:51:22.396698

    			0.2 ms

  






  

    			2022-01-29 00:51:24.013794

    			0.1 ms

  






  

    			2022-01-29 01:51:26.138139

    			0.1 ms

  






  

    			2022-01-29 02:51:27.648882

    			-0.4 ms

  






  

    			2022-01-29 03:51:29.531727

    			0.1 ms

  






  

    			2022-01-29 04:51:31.623853

    			1.0 ms

  






  

    			2022-01-29 05:51:33.805724

    			-0.2 ms

  






  

    			2022-01-29 06:51:35.437941

    			0.1 ms

  






  

    			2022-01-29 07:51:37.080116

    			-1.4 ms

  






  

    			2022-01-29 08:51:39.5208

    			0.4 ms

  






  

    			2022-01-29 09:51:41.285344

    			-0.3 ms

  






  

    			2022-01-29 10:51:43.787037

    			-0.8 ms

  






  

    			2022-01-29 11:51:45.918089

    			-1.5 ms

  






  

    			2022-01-29 12:51:47.991322

    			-0.1 ms

  






  

    			2022-01-29 13:51:49.989704

    			-0.6 ms

  






  

    			2022-01-29 14:51:53.12625

    			-0.6 ms

  






  

    			2022-01-29 15:51:56.539311

    			-2.4 ms

  






  

    			2022-01-29 16:51:58.297894

    			0.2 ms

  






  

    			2022-01-29 17:52:00.366798

    			-0.3 ms

  






  

    			2022-01-29 18:52:01.88317

    			-0.3 ms

  






  

    			2022-01-29 19:52:04.089487

    			-1.1 ms

  






  

    			2022-01-29 20:52:06.112707

    			-0.8 ms

  






  

    			2022-01-29 21:52:08.089182

    			-0.6 ms

  






  

    			2022-01-29 22:52:10.164732

    			-0.3 ms

  






  

    			2022-01-29 23:52:12.132222

    			-0.6 ms

  






  

    			2022-01-30 00:52:13.828885

    			-0.7 ms

  






  

    			2022-01-30 01:52:15.34669

    			0.6 ms

  






  

    			2022-01-30 02:52:16.802485

    			-1.5 ms

  






  

    			2022-01-30 03:52:18.625487

    			-0.7 ms

  






  

    			2022-01-30 04:52:20.262739

    			-1.0 ms

  






  

    			2022-01-30 05:52:21.955276

    			-0.4 ms

  






  

    			2022-01-30 06:52:24.248775

    			-0.9 ms

  






  

    			2022-01-30 07:52:26.087199

    			-1.7 ms

  






  

    			2022-01-30 08:52:28.01603

    			0.4 ms

  






  

    			2022-01-30 09:52:29.827379

    			-0.9 ms

  






  

    			2022-01-30 10:52:31.863641

    			-0.3 ms

  






  

    			2022-01-30 11:52:33.524135

    			-0.8 ms

  






  

    			2022-01-30 12:52:35.225838

    			0.8 ms

  






  

    			2022-01-30 13:52:37.468418

    			0.2 ms

  






  

    			2022-01-30 14:52:38.997427

    			0.0 ms

  






  

    			2022-01-30 15:52:40.630967

    			0.6 ms

  






  

    			2022-01-30 16:52:42.356329

    			-0.1 ms

  






  

    			2022-01-30 17:52:44.213904

    			0.8 ms

  






  

    			2022-01-30 18:52:45.919454

    			-0.2 ms

  






  

    			2022-01-30 19:52:47.659031

    			-0.4 ms

  






  

    			2022-01-30 20:52:49.378697

    			-1.4 ms

  






  

    			2022-01-30 21:52:50.866664

    			-1.3 ms

  






  

    			2022-01-30 22:52:53.477789

    			-1.0 ms

  






  

    			2022-01-30 23:52:54.987031

    			-1.1 ms

  






  

    			2022-01-31 00:52:56.92916

    			0.4 ms

  






  

    			2022-01-31 01:52:58.947384

    			0.5 ms

  






  

    			2022-01-31 02:53:00.500698

    			-0.4 ms

  






  

    			2022-01-31 03:53:02.123943

    			-0.3 ms

  






  

    			2022-01-31 04:53:04.082155

    			-0.5 ms

  






  

    			2022-01-31 05:53:05.845204

    			-0.4 ms

  






  

    			2022-01-31 06:53:07.606587

    			0.3 ms

  






  

    			2022-01-31 07:53:09.356666

    			0.3 ms

  






  

    			2022-01-31 08:53:11.401295

    			-1.1 ms

  






  

    			2022-01-31 09:53:13.592694

    			-1.0 ms

  






  

    			2022-01-31 10:53:15.62674

    			-0.3 ms

  






  

    			2022-01-31 11:53:17.279389

    			0.0 ms

  






  

    			2022-01-31 12:53:19.633606

    			-1.1 ms

  






  

    			2022-01-31 13:53:21.406933

    			-0.9 ms

  






  

    			2022-01-31 14:53:23.756358

    			0.1 ms

  






  

    			2022-01-31 15:53:26.965162

    			-0.1 ms

  






  

    			2022-01-31 16:53:28.764938

    			-0.6 ms

  






  

    			2022-01-31 17:53:31.587819

    			-0.3 ms

  






  

    			2022-01-31 18:53:33.043382

    			-0.8 ms

  






  

    			2022-01-31 19:53:34.829594

    			-0.7 ms

  






  

    			2022-01-31 20:53:37.065723

    			-0.3 ms

  






  

    			2022-01-31 21:53:39.031009

    			0.5 ms

  






  

    			2022-01-31 22:53:40.551971

    			-0.2 ms

  






  

    			2022-01-31 23:53:42.924292

    			0.9 ms

  






  

    			2022-02-01 00:53:44.977278

    			1.3 ms

  






  

    			2022-02-01 01:53:47.008628

    			0.1 ms

  






  

    			2022-02-01 02:53:48.596801

    			-0.5 ms

  






  

    			2022-02-01 03:53:50.35119

    			1.3 ms

  






  

    			2022-02-01 04:53:52.520678

    			-0.4 ms

  






  

    			2022-02-01 05:53:54.237698

    			-0.1 ms

  






  

    			2022-02-01 06:53:55.941384

    			-0.1 ms

  






  

    			2022-02-01 07:53:58.04258

    			-0.8 ms

  






  

    			2022-02-01 08:53:59.865804

    			-0.5 ms

  






  

    			2022-02-01 09:54:02.321729

    			0.0 ms

  






  

    			2022-02-01 10:54:03.981196

    			-0.2 ms

  






  

    			2022-02-01 11:54:05.838271

    			-1.1 ms

  






  

    			2022-02-01 12:54:07.799972

    			-2.1 ms

  






  

    			2022-02-01 13:54:10.108914

    			-0.4 ms

  






  

    			2022-02-01 14:54:11.969409

    			-0.6 ms

  






  

    			2022-02-01 15:54:13.760586

    			0.2 ms

  






  

    			2022-02-01 16:54:15.658181

    			-1.3 ms

  






  

    			2022-02-01 17:54:17.522556

    			-0.3 ms

  






  

    			2022-02-01 18:54:19.451304

    			0.5 ms

  






  

    			2022-02-01 19:54:21.229199

    			-0.9 ms

  






  

    			2022-02-01 20:54:23.092161

    			-0.4 ms

  






  

    			2022-02-01 21:54:24.665307

    			-0.9 ms

  






  

    			2022-02-01 22:54:26.830975

    			-1.3 ms

  






  

    			2022-02-01 23:54:28.574791

    			-1.2 ms

  






  

    			2022-02-02 00:54:30.546102

    			0.2 ms

  






  

    			2022-02-02 01:54:32.078285

    			-0.3 ms

  






  

    			2022-02-02 02:54:33.741317

    			-0.2 ms

  






  

    			2022-02-02 03:54:35.654197

    			-0.1 ms

  






  

    			2022-02-02 04:54:38.341488

    			1.4 ms

  






  

    			2022-02-02 05:54:40.167066

    			0.3 ms

  






  

    			2022-02-02 06:54:41.643973

    			-0.6 ms

  






  

    			2022-02-02 07:54:43.711973

    			0.0 ms

  






  

    			2022-02-02 08:54:45.427507

    			-0.1 ms

  






  

    			2022-02-02 09:54:47.635969

    			-0.1 ms

  






  

    			2022-02-02 10:54:49.063195

    			-1.1 ms

  






  

    			2022-02-02 11:54:51.013241

    			-0.1 ms

  






  

    			2022-02-02 12:54:52.70663

    			-1.3 ms

  






  

    			2022-02-02 13:54:54.88193

    			-1.1 ms

  






  

    			2022-02-02 14:54:56.749853

    			-0.4 ms

  






  

    			2022-02-02 15:54:58.630846

    			-0.5 ms

  






  

    			2022-02-02 16:55:00.303485

    			-2.5 ms

  






  

    			2022-02-02 17:55:02.387031

    			-1.3 ms

  






  

    			2022-02-02 18:55:04.024958

    			-1.5 ms

  






  

    			2022-02-02 19:55:06.047883

    			-1.6 ms

  






  

    			2022-02-02 20:55:08.436268

    			-1.0 ms

  






  

    			2022-02-02 21:55:10.079964

    			-0.3 ms

  






  

    			2022-02-02 22:55:11.957575

    			0.3 ms

  






  

    			2022-02-02 23:55:13.639323

    			0.8 ms

  






  

    			2022-02-03 00:55:16.243268

    			-2.6 ms

  






  

    			2022-02-03 01:55:18.185658

    			0.6 ms

  






  

    			2022-02-03 02:55:20.198646

    			-0.2 ms

  






  

    			2022-02-03 03:55:22.121826

    			1.1 ms

  






  

    			2022-02-03 04:55:24.067868

    			0.1 ms

  






  

    			2022-02-03 05:55:25.786822

    			1.0 ms

  






  

    			2022-02-03 06:55:27.55968

    			0.7 ms

  






  

    			2022-02-03 07:55:29.472573

    			0.3 ms

  






  

    			2022-02-03 08:55:31.572123

    			-1.6 ms

  






  

    			2022-02-03 09:55:33.750267

    			-1.1 ms

  






  

    			2022-02-03 10:55:36.90469

    			0.7 ms

  






  

    			2022-02-03 11:55:38.665036

    			-0.4 ms

  






  

    			2022-02-03 12:55:40.935368

    			-0.9 ms

  






  

    			2022-02-03 13:55:43.193399

    			-0.1 ms

  






  

    			2022-02-03 14:55:46.059992

    			-2.6 ms

  






  

    			2022-02-03 15:55:49.245065

    			-1.2 ms

  






  

    			2022-02-03 16:55:50.82384

    			-1.4 ms

  






  

    			2022-02-03 17:55:52.985009

    			-1.4 ms

  






  

    			2022-02-03 18:55:54.714831

    			-0.7 ms

  






  

    			2022-02-03 19:55:57.650488

    			-0.5 ms

  






  

    			2022-02-03 20:55:59.597397

    			-0.5 ms

  






  

    			2022-02-03 21:56:01.458035

    			-0.9 ms

  






  

    			2022-02-03 22:56:03.614294

    			-1.3 ms

  






  

    			2022-02-03 23:56:05.17871

    			-0.3 ms

  






  

    			2022-02-04 00:56:07.736255

    			0.4 ms

  






  

    			2022-02-04 01:56:09.373095

    			-0.3 ms

  






  

    			2022-02-04 02:56:11.096887

    			-0.9 ms

  






  

    			2022-02-04 03:56:12.825681

    			0.7 ms

  






  

    			2022-02-04 04:56:14.469489

    			-0.3 ms

  






  

    			2022-02-04 05:56:16.047022

    			-0.4 ms

  






  

    			2022-02-04 06:56:18.504617

    			-1.4 ms

  






  

    			2022-02-04 07:56:20.466116

    			-0.3 ms

  






  

    			2022-02-04 08:56:21.959612

    			-1.2 ms

  






  

    			2022-02-04 09:56:23.846935

    			-0.5 ms

  






  

    			2022-02-04 10:56:26.65624

    			-1.9 ms

  






  

    			2022-02-04 11:56:28.57367

    			-3.2 ms

  






  

    			2022-02-04 12:56:30.256132

    			-1.2 ms

  






  

    			2022-02-04 13:56:33.409383

    			-1.5 ms

  






  

    			2022-02-04 14:56:35.370122

    			-0.9 ms

  






  

    			2022-02-04 15:56:37.755958

    			0.1 ms

  






  

    			2022-02-04 16:56:40.132849

    			0.1 ms

  






  

    			2022-02-04 17:56:42.362303

    			-0.4 ms

  






  

    			2022-02-04 18:56:44.159781

    			0.3 ms

  






  

    			2022-02-04 19:56:46.19713

    			-0.5 ms

  






  

    			2022-02-04 20:56:48.536707

    			-0.9 ms

  






  

    			2022-02-04 21:56:50.334371

    			-0.1 ms

  






  

    			2022-02-04 22:56:51.891307

    			-0.4 ms

  






  

    			2022-02-04 23:56:53.829836

    			-3.5 ms

  






  

    			2022-02-05 00:56:55.268926

    			-1.4 ms

  






  

    			2022-02-05 01:56:57.054534

    			-1.7 ms

  






  

    			2022-02-05 02:56:59.009252

    			-0.1 ms

  






  

    			2022-02-05 03:57:01.281362

    			2.0 ms

  






  

    			2022-02-05 04:57:03.011289

    			1.7 ms

  






  

    			2022-02-05 05:57:05.083375

    			1.1 ms

  






  

    			2022-02-05 06:57:06.802303

    			0.8 ms

  






  

    			2022-02-05 07:57:08.575347

    			-0.7 ms

  






  

    			2022-02-05 08:57:11.143125

    			-0.6 ms

  






  

    			2022-02-05 09:57:12.730843

    			0.4 ms

  






  

    			2022-02-05 10:57:14.822256

    			-0.2 ms

  






  

    			2022-02-05 11:57:16.4173

    			-1.9 ms

  






  

    			2022-02-05 12:57:18.136126

    			-0.4 ms

  






  

    			2022-02-05 13:57:19.630673

    			-0.2 ms

  






  

    			2022-02-05 14:57:21.393321

    			0.4 ms

  






  

    			2022-02-05 15:57:23.402974

    			0.0 ms

  






  

    			2022-02-05 16:57:25.320686

    			0.1 ms

  






  

    			2022-02-05 17:57:26.844621

    			-0.3 ms

  






  

    			2022-02-05 18:57:29.323902

    			-1.3 ms

  






  

    			2022-02-05 19:57:31.23505

    			-0.4 ms

  






  

    			2022-02-05 20:57:33.714526

    			-1.2 ms

  






  

    			2022-02-05 21:57:35.50625

    			-0.3 ms

  






  

    			2022-02-05 22:57:37.183589

    			-0.8 ms

  






  

    			2022-02-05 23:57:38.699865

    			-1.3 ms

  






  

    			2022-02-06 00:57:40.831726

    			-0.4 ms

  






  

    			2022-02-06 01:57:42.808199

    			-0.3 ms

  






  

    			2022-02-06 02:57:45.0855

    			0.3 ms

  






  

    			2022-02-06 03:57:46.708127

    			0.1 ms

  






  

    			2022-02-06 04:57:48.512308

    			-0.7 ms

  






  

    			2022-02-06 05:57:50.173256

    			-0.7 ms

  






  

    			2022-02-06 06:57:52.961254

    			-0.2 ms

  






  

    			2022-02-06 07:57:55.044152

    			-0.2 ms

  






  

    			2022-02-06 08:57:56.617318

    			0.0 ms

  






  

    			2022-02-06 09:57:58.063814

    			0.3 ms

  






  

    			2022-02-06 10:57:59.832192

    			-0.4 ms

  






  

    			2022-02-06 11:58:01.550535

    			-0.4 ms

  






  

    			2022-02-06 12:58:03.169926

    			-1.2 ms

  






  

    			2022-02-06 13:58:05.000471

    			-0.9 ms

  






  

    			2022-02-06 14:58:06.615181

    			-1.0 ms

  






  

    			2022-02-06 15:58:08.140052

    			-0.1 ms

  






  

    			2022-02-06 16:58:09.904735

    			0.3 ms

  






  

    			2022-02-06 17:58:11.967462

    			0.3 ms

  






  

    			2022-02-06 18:58:14.270994

    			0.2 ms

  






  

    			2022-02-06 19:58:16.023378

    			-0.3 ms

  






  

    			2022-02-06 20:58:18.045279

    			0.3 ms

  






  

    			2022-02-06 21:58:19.96437

    			-1.3 ms

  






  

    			2022-02-06 22:58:21.944232

    			-0.1 ms

  






  

    			2022-02-06 23:58:23.551604

    			-1.6 ms

  






  

    			2022-02-07 00:58:25.454374

    			0.4 ms

  






  

    			2022-02-07 01:58:27.09695

    			-0.2 ms

  






  

    			2022-02-07 02:58:28.865454

    			-0.4 ms

  






  

    			2022-02-07 03:58:31.104909

    			0.2 ms

  






  

    			2022-02-07 04:58:32.752474

    			-0.3 ms

  






  

    			2022-02-07 05:58:34.626032

    			-1.1 ms

  






  

    			2022-02-07 06:58:36.157172

    			0.1 ms

  






  

    			2022-02-07 07:58:37.907109

    			1.6 ms

  






  

    			2022-02-07 08:58:39.844302

    			-0.1 ms

  






  

    			2022-02-07 09:58:42.111236

    			0.1 ms

  






  

    			2022-02-07 10:58:44.521089

    			1.0 ms

  






  

    			2022-02-07 11:58:46.69279

    			0.5 ms

  






  

    			2022-02-07 12:58:48.393498

    			0.7 ms

  






  

    			2022-02-07 13:58:50.566102

    			-1.1 ms

  






  

    			2022-02-07 14:58:52.580928

    			-3.5 ms

  






  

    			2022-02-07 15:58:54.095347

    			-2.9 ms

  






  

    			2022-02-07 16:58:56.436098

    			-0.5 ms

  






  

    			2022-02-07 17:58:57.960542

    			-1.6 ms

  






  

    			2022-02-07 18:58:59.759066

    			-2.4 ms

  






  

    			2022-02-07 19:59:01.596045

    			-0.5 ms

  






  

    			2022-02-07 20:59:03.158982

    			-0.6 ms

  






  

    			2022-02-07 21:59:04.799595

    			0.3 ms

  






  

    			2022-02-07 22:59:06.457906

    			0.7 ms

  






  

    			2022-02-07 23:59:08.08048

    			-0.5 ms

  






  

    			2022-02-08 00:59:09.888885

    			0.0 ms

  






  

    			2022-02-08 01:59:11.723974

    			0.3 ms

  






  

    			2022-02-08 02:59:13.992937

    			-0.8 ms

  






  

    			2022-02-08 03:59:17.215413

    			0.7 ms

  






  

    			2022-02-08 04:59:18.731268

    			-0.1 ms

  






  

    			2022-02-08 05:59:20.373353

    			-0.2 ms

  






  

    			2022-02-08 06:59:22.726493

    			-0.5 ms

  






  

    			2022-02-08 07:59:24.600723

    			-0.4 ms

  






  

    			2022-02-08 08:59:26.316458

    			0.6 ms

  






  

    			2022-02-08 09:59:28.016544

    			0.6 ms

  






  

    			2022-02-08 10:59:29.810345

    			0.2 ms

  






  

    			2022-02-08 11:59:31.510328

    			0.9 ms

  






  

    			2022-02-08 12:59:33.548167

    			-1.7 ms

  






  

    			2022-02-08 13:59:35.669466

    			-1.8 ms

  






  

    			2022-02-08 14:59:37.955757

    			-1.1 ms

  






  

    			2022-02-08 15:59:39.619063

    			-0.3 ms

  






  

    			2022-02-08 16:59:41.439385

    			-0.7 ms

  






  

    			2022-02-08 17:59:42.900229

    			0.6 ms

  






  

    			2022-02-08 18:59:44.738593

    			0.5 ms

  






  

    			2022-02-08 19:59:47.335929

    			1.4 ms

  






  

    			2022-02-08 20:59:49.533751

    			0.5 ms

  






  

    			2022-02-08 21:59:51.409496

    			1.2 ms

  






  

    			2022-02-08 22:59:53.078769

    			-0.4 ms

  






  

    			2022-02-08 23:59:54.940722

    			-0.3 ms

  






  

    			2022-02-09 00:59:56.847945

    			-1.5 ms

  






  

    			2022-02-09 01:59:58.749583

    			-1.8 ms

  






  

    			2022-02-09 03:00:00.569152

    			-0.9 ms

  






  

    			2022-02-09 04:00:03.306349

    			1.1 ms

  






  

    			2022-02-09 05:00:05.165881

    			0.5 ms

  






  

    			2022-02-09 06:00:07.193489

    			0.5 ms

  






  

    			2022-02-09 07:00:08.822329

    			-1.2 ms

  






  

    			2022-02-09 08:00:10.793879

    			-2.1 ms

  






  

    			2022-02-09 09:00:12.97897

    			-0.9 ms

  






  

    			2022-02-09 10:00:14.459888

    			0.0 ms

  






  

    			2022-02-09 11:00:16.213261

    			-1.1 ms

  






  

    			2022-02-09 12:00:18.742748

    			-0.7 ms

  






  

    			2022-02-09 13:00:20.461029

    			-0.2 ms

  






  

    			2022-02-09 14:00:23.202443

    			-0.5 ms

  






  

    			2022-02-09 15:00:25.2883

    			0.0 ms

  






  

    			2022-02-09 16:00:27.391238

    			0.2 ms

  






  

    			2022-02-09 17:00:29.266601

    			-0.7 ms

  






  

    			2022-02-09 18:00:31.195985

    			0.3 ms

  






  

    			2022-02-09 19:00:32.793551

    			-1.7 ms

  






  

    			2022-02-09 20:00:34.607978

    			0.4 ms

  






  

    			2022-02-09 21:00:36.839787

    			0.4 ms

  






  

    			2022-02-09 22:00:38.4211

    			1.1 ms

  






  

    			2022-02-09 23:00:39.811124

    			-0.2 ms

  






  

    			2022-02-10 00:00:41.611228

    			-0.2 ms

  






  

    			2022-02-10 01:00:43.215002

    			-0.3 ms

  






  

    			2022-02-10 02:00:44.97614

    			-0.9 ms

  






  

    			2022-02-10 03:00:46.696402

    			-0.9 ms

  






  

    			2022-02-10 04:00:49.206126

    			-0.7 ms

  






  

    			2022-02-10 05:00:50.858892

    			0.3 ms

  






  

    			2022-02-10 06:00:52.631866

    			-2.1 ms

  






  

    			2022-02-10 07:00:54.861099

    			-0.6 ms

  






  

    			2022-02-10 08:00:56.711339

    			-0.3 ms

  






  

    			2022-02-10 09:00:58.484909

    			0.1 ms

  






  

    			2022-02-10 10:01:00.354549

    			0.1 ms

  






  

    			2022-02-10 11:01:02.362067

    			-0.5 ms

  






  

    			2022-02-10 12:01:04.872747

    			-0.1 ms

  






  

    			2022-02-10 13:01:06.773471

    			0.9 ms

  






  

    			2022-02-10 14:01:08.928484

    			0.9 ms

  






  

    			2022-02-10 15:01:10.76178

    			-0.6 ms

  






  

    			2022-02-10 16:01:12.64752

    			0.4 ms

  






  

    			2022-02-10 17:01:14.913444

    			-1.3 ms

  






  

    			2022-02-10 18:01:16.784269

    			-0.7 ms

  






  

    			2022-02-10 19:01:18.878152

    			0.6 ms

  






  

    			2022-02-10 20:01:20.825185

    			0.4 ms

  






  

    			2022-02-10 21:01:22.470187

    			-0.3 ms

  






  

    			2022-02-10 22:01:24.031783

    			-0.7 ms

  






  

    			2022-02-10 23:01:25.648094

    			-2.1 ms

  






  

    			2022-02-11 00:01:27.869713

    			0.2 ms

  






  

    			2022-02-11 01:01:30.527659

    			0.3 ms

  






  

    			2022-02-11 02:01:32.94896

    			1.0 ms

  






  

    			2022-02-11 03:01:35.027581

    			-1.2 ms

  






  

    			2022-02-11 04:01:37.010239

    			0.5 ms

  






  

    			2022-02-11 05:01:38.420472

    			0.0 ms

  






  

    			2022-02-11 06:01:41.04393

    			0.2 ms

  






  

    			2022-02-11 07:01:42.904869

    			0.3 ms

  






  

    			2022-02-11 08:01:44.787434

    			0.2 ms

  






  

    			2022-02-11 09:01:47.051617

    			-0.3 ms

  






  

    			2022-02-11 10:01:49.9977

    			0.0 ms

  






  

    			2022-02-11 11:01:52.313683

    			-0.7 ms

  






  

    			2022-02-11 12:01:53.987912

    			0.2 ms

  






  

    			2022-02-11 13:01:56.177971

    			0.4 ms

  






  

    			2022-02-11 14:01:57.754846

    			-0.1 ms

  






  

    			2022-02-11 15:01:59.435139

    			0.0 ms

  






  

    			2022-02-11 16:02:01.540231

    			-1.6 ms

  






  

    			2022-02-11 17:02:03.658422

    			-0.6 ms

  






  

    			2022-02-11 18:02:05.089863

    			-0.2 ms

  






  

    			2022-02-11 19:02:06.780677

    			-0.8 ms

  












###

Evidence of Intent


Last updated: Fri 06 Mar 2020 14:08:40 UTC


1. Purpose


The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.


2. Screen captures


When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 


The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.







  

    			Time

    			IP

    			Event

  




    

    			2022-02-11 13:38:59.948 UTC

    			31.3.152.195

    			Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:39:23.55 UTC

    			31.3.152.195

    			Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:39:14.727 UTC

    			31.15.43.8

    			Cecilia Magnusson (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:39:37.066 UTC

    			31.15.43.8

    			Cecilia Magnusson (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:39:49.698 UTC

    			83.185.39.90

    			Elvir Dzanic (ED) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:40:00.546 UTC

    			83.185.39.90

    			Elvir Dzanic (ED) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:39:40.943 UTC

    			90.235.76.62

    			David Josefsson (DJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:39:54.707 UTC

    			90.235.76.62

    			David Josefsson (DJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:39:29.835 UTC

    			31.15.43.8

    			Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:40:12.124 UTC

    			31.15.43.8

    			Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:40:09.425 UTC

    			176.10.215.185

    			Ronnie Ljungh (RL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:40:37.792 UTC

    			176.10.215.185

    			Ronnie Ljungh (RL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:38:44.092 UTC

    			94.191.136.198

    			Peter Danielsson (PD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:39:10.821 UTC

    			94.191.136.198

    			Peter Danielsson (PD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:38:50.553 UTC

    			94.234.54.166

    			Kristofer Andrén (KA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:39:03.042 UTC

    			94.234.54.166

    			Kristofer Andrén (KA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:40:20.986 UTC

    			31.15.43.8

    			Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:41:01.625 UTC

    			31.15.43.8

    			Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 13:44:01.647 UTC

    			31.15.43.8

    			Birgitta Ling Fransson (BLF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 13:44:25.976 UTC

    			31.15.43.8

    			Birgitta Ling Fransson (BLF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 15:28:41.715 UTC

    			83.250.6.250

    			Anders Linusson (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 15:28:59.931 UTC

    			83.250.6.250

    			Anders Linusson (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 15:36:08.282 UTC

    			46.236.88.172

    			Bernt Helin (BH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 15:37:33.959 UTC

    			46.236.88.172

    			Bernt Helin (BH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  


  

    			2022-02-11 19:28:00.572 UTC

    			83.187.163.38

    			Erik Fristedt (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  




  

  

    			2022-02-11 19:28:34.033 UTC

    			83.187.163.38

    			Erik Fristedt (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-01-19 15:24:34 UTC.

  














