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E-post: martin.blixt@framtiden.se

Forsakringsprogram 2021

Forslag till beslut

Styrelsen for Framtiden Byggutveckling AB:
Att godkanna Forsakringsprogram 2021 enligt bilaga

Sammanfattning
Forsakringsprogrammet ar en oversiktlig sammanstallning 6ver de forsakringar Framtiden

Byggutveckling AB har via Forsakringsbolaget Forsakrings AB Gota Lejon samt vad de tacker.

| forsakringsprogrammet star ocksa beskrivet hur Forsakrings AB Gota Lejon arbetar med
skador och férebyggande insatser.

Beddmning ur ekonomisk dimension

Beslutet &r av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Beddmning ur ekologisk dimension

Beslutet dr av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Beddmning ur social dimension

Beslutet ar av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Samverkan
Beslutet har inte varit foremal for samverkan

Bilagor
1. Oversikt férsakringar 2021
2. Forsakringsprogram 2021
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Framtiden .
Framtiden Byggutveckling AB % Byggutveckllng

Vi bygger det hallbara samhallet for framtiden

Arendet

Styrelsen for Framtiden Byggutveckling AB skall besluta om Férsakringsprogram for
2021

Beskrivning av arendet

Beslut om foérsakringsprogram tas arligen av styrelsen

Bolagets bedomning

Bolaget bedomer att forsakringsprogrammet ska antas

Datum 2021-09-22

Martin Blixt

Undertecknas av behorig foretradare
Signeras digitalt, se bifogat verifikat
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Verifikat
Titel: Beslutsérende Forsakringsprogram
ID: 2c50c390-1b8a-11ec-bc61-51961173bd66

Status: Signerat av ala
Skapat: 2021-09-22

Underskrifter

Framtiden Byggutveckling AB 5567315170

Martin Blixt

martin.blixt@framtiden.se

Signerat: 2021-09-22 12:21 BanklD MARTIN BLIXT

Filer
Filnamn Storlek
FBU Styrelsehandling nr 11 146.4 kB

Forsakringsprogram missiv.pdf

Kontrollsumma
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cd41 8laf eccd f2lc 30dd 5723 c506 bf04

Handel ser
Datum Tid Héndelse

2021-09-22 11:49
193.234.87.234

2021-09-22 12:21

Skapat | Jenny-Maria Ericsson Deogan, Framtiden Byggutveckling AB 5567315170. IP:

Signerat | Martin Blixt, Framtiden Byggutveckling AB

Genomfort med: BanklD av MARTIN BLIXT. IP: 193.234.87.234

Verifikat utférdat av Egreement AB

Detta verifikat bekraftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta handelser i anglutning till signering. Till detta finns separata datefiler bifogade, dessainnehdller kompletterande information av
teknisk karaktar och styrker dokumentens och signaturernas akthet och validitet (for atkomst till filerna, anvand en PDF-l&sare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess identitet. For mer information,

se bifogad dokumentation.
Verifikation, version: 1.13




f Goteborgs Stad

Oversikt forsékringar 2021

Styrelsehandling nr 11

Forsikrings AB Géta Lejon Framtiden Byggutveckling AB

Bilaga 1
2021-10-11

Forsakring Period Forsakringsgivare Forsakringsbelopp Sjalvrisk Premie Kommentarer

Egendomsforsakring 2021-01-01--2021-12-31 Gota Lejon 7 636 618 kr 0,5 basbelopp 10 000 kr

_Avbrott 5 mkr

_Extra kostnader 100 mkr

_Hyresforlust 100 mkr

Ansvarsforsakring 2021-01-01--2021-12-31 Gota Lejon 300 mkr 0,5 basbelopp 25410 kr

ren formdgenhetsskada 50 mkr

Formogenhetsbrott 2021-01-01--2021-12-31 Goéta Lejon 100 mkr 100 000 kr 1970 kr

Tjanstereseforsakring 2021-01-01--2021-12-31 Europeiska ERV Invaliditet 1 Mkr Ingen sjalvrisk Ingen premie Anmalan om skada sker direkt till
Europeiska ERV

VD & Styrelseansvar 2021-01-01--2021-12-31 Riskpoint AB 50 mkr Ingen sjalvrisk Ingen premie

Miljsforsakring 2021-01-01--2021-12-31 AXA XL 300 mkr 5 mkr 25 000 kr




Nyheter forsakringar 2021
Det finns forandringar gallande forsakringar for 2021. Gota Lejon har bytt
forsakringsbolag avseende VD & Styrelseansvarsforsakringar samt hojt premierna nagot.

Nytt forsakringsbolag

Gota Lejon har bytt forsakringsbolag avseende VD & Styrelseansvarsforsakring fran Zurich till
RiskPoint. Anledningen ar framfoérallt att Zurich dandrat och begransat villkoren samt skrivit
om definitioner pa engelska. | och med bytet till férsdkringsbolaget RiskPoint ar numera
villkoren pa svenska. | 6vrigt ar det samma villkor och férsakringsbelopp. Vi har ingen premie
for denna @n, men beddmer att det kommer att tas ut from 2022.

Tabell forsakringspremier

Forsakring 2020 2021
Egendomsforsakring 10 000 10 000
Ansvarsforsakring 23100 25410
Formogenhetsbrott 1812 1970
Tjanstereseforsakring 0 0
VD & Styrelseansvar 0 0
Miljoforsakring 25000 25 000
SA forsakringspremier 59912 62 380




< ) Goteborgs
Stad

Forsékrings AB Gota Lejon

Forsakringsprogram 2021

Forsakringsprogrammet ar en oversiktlig sammanstalining dver Géteborgs Stads
forsakringar och vad de tacker. Forsakringstagare ar samtliga férvaltningar och
bolag i Géteborgs Stad. Har beskrivs ocksa hur bolaget arbetar med skador och
skadeférebyggande insatser.

Forsakringar

Egendomsforsakring

Alla bolag och forvaltningar har en allriskforsékring som tacker oférutsedda
skador pa egendom. Alla férsakringstagare maste vara noga med att rapportera
in ratt forsakringsvarden och adresser pa forsakringsobjekt till Gota Lejon for att
full forsakring ska galla. Rapportering ska ske i forsakringssystemet Insman om
inget annat ar avtalat. Forsakrad egendom ar sddan egendom som
forsakringstagaren ager, ansvarar for eller i avtal uttryckligen atagit sig att
forsakra. | forsakringen ingar aven skydd for egendomsskador till foljd av
terroristhandlingar samt en extrakostnadsforsakring. | egendomsforsakring kan
ocksa inga:
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o Hyresforlustforsakring
Hyresforlustforsakringen ersatter uteblivna hyresintéakter till foljd av
ersattningsbar egendomsskada. Forvaltningar och bolag med fastigheter
brukar ha denna férsékring.

e Avbrottsforsakring
Avbrottsforsakringen skyddar mot intaktsforlust till foljd av ersattningsbar
egendomsskada. Forsakringen erséatter utebliven forsaljning, fasta
kostnader samt vinst under avbrottet. Rorliga kostnader tacks inte
eftersom produktionen stér stilla.

Ansvarsforsakring

Alla forsakringstagare har en allman ansvarsforsékring. Den kan anvéndas néar
nagon staller ett skadestandskrav mot forvaltningen eller bolaget.

Gota Lejon utreder om det finns grund for skadestand och féretrader stadens
bolag och férvaltningar juridiskt.

| stadens ansvarsforsakring ingar aven:

e Ansvarsfdrsakring for ren formogenhetsskada.
Med ren formogenhetsskada menas ekonomisk skada som uppstatt utan
att nagon lider person- eller sakskada. Det kan exempelvis handla om en
upphandling dar en leveranttr kanner sig felaktigt behandlad och stéller
ett ekonomiskt krav mot den upphandlande férvaltningen eller bolaget.

e Ansvarsfdrsakring for bestéllare/byggherre
Forsakringen galler for forsakringstagarnas skadestandsskyldighet enligt
miljobalkens 32 kapitel eller andra grannelagsrattsliga regler.

o Ansvarsfdrsakring for entreprenor
Forsakringen galler forsdkringstagare i egenskap av entreprenér. Med
entreprenadarbete avses nar man utfér uppdrag fér annans rékning,
avseende byggnadsarbete, markarbete, annat anlaggningsarbete,
installation av maskiner och annan utrustning for industriell verksamhet.

e Ansvarsforsakring for Covid19 relaterade skador
Denna forsakring omfattar bade allmant ansvar och patientansvar.
Observera att det finns en sarskild skrivning avseende forséakringsbelopp,
villkor och sjalvrisker.

Foljande forsakring kan ocksa tecknas vid behov:

e Konsultansvarsforsakring. Forsakringen avser uteslutande radgivande
verksamhet och galler for férsakringstagaren och i férsakringsbeviset
angivna medforsakrade bolag. Med radgivande verksamhet avses enbart
utférande av berakningar, ritningar, beskrivningar, rad eller anvisningar.
Forsékringen ar avsedd for tekniska konsulter.
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Fordonsférsékring

Stadens samtliga registrerade fordon ar foérsékrade och registrerade i Gota
Lejons forsakringssystem Insman och laddas ner med automatik fran
Transportstyrelsens register. For de oregistrerade fordonen (truckar,
grasklippare, maskiner och liknande) kravs manuell rapportering och inmatning i
Insman. De flesta fordonen ar helférsakrade, det vill sdga att de omfattas av
trafikansvar, delkasko och vagnskada.

Trafikansvar. Ger skydd for det ansvar som bilagaren har enligt
trafikskadelagen. Galler skador som ar en foljd av trafik med fordonet.
Tacker motpartens skador pa bil och person samt den egna bilens forare
och passagerare.

Delkasko. Tacker skador pa det egna fordonet. Ger skydd vid brand-,
glas-, stold- och maskinskador, raddning samt rattsskydd.

Vagnskada. Tacker skador pa det egna fordonet. Galler vid trafikolycka,
annan yttre olyckshandelse eller skadegorelse av tredje man pa den egna
bilen.

Ovriga forsakringar

Tjansteresa

Forsakringen skyddar samtliga anstallda, fértroendevalda och praktikanter
inom Goteborgs Stad vid resa eller uppdrag utanfér den ordinarie
arbetsplatsen, som beordrats och bekostats av arbetsgivaren.
Forsakringen galler i hela varlden och for alla typer av resor.
Forsakringsgivare ar ERV.

Miljoforsakring
Forsakringen tacker gradvis uppkomna miljoskador pa egen och andras
mark. Forsékringsgivare ar AXA XL.

Formogenhetsbrottsforsakring.

Forsakringen tacker brott som en anstalld utfért antingen mot den egna
verksamheten eller mot ndgon annan. Den galler aven for brott utford av
tredje man.

VD- och styrelseansvarsférsékring (avser endast bolag)
Forsakringen ger VD:ar, styrelseledaméter och andra ledande
befattningshavare skydd for eventuella krav som kan riktas mot dem
personligen. Forsakringsgivare ar Riskpoint

Batar
Forsakringen tacker kasko- och ansvarsskador pa stadens batar.
Forsékringsgivare ar Codan och Alandia.
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e Barn och elev
Olycksfallsforsakring for alla folkbokférda barn och elever i Goteborgs
Stad. Den géller till och med det ar de fyller 17 ar eller sa lange de gar pa
gymnasiet. Forsakringen géller dygnet runt, aret runt. Forsakringsgivare
ar Protector.

o Speciell verksamhet
En upphandlad kollektiv olycksfallsforsékring for personer i speciell
verksamhet. Det rér sig om grupper i kommunal regi, exempelvis
ungdomar i arbetsmarknadsatgarder, boende i familjehem, daglig
verksamhet och volontarer. Férsakringsgivare ar Protector.

e Sparvagnar
Sparvagnsforsakringen omfattar ansvarsforsakring, kaskoférsakring samt
garageforsakring.

Hur arbetet bedrivs inom Géta Lejon

Kundbeso6k

Gota Lejons kundansvariga traffar sina kunder regelbundet. Under kundmotena
gors genomgang av kundens forsakringslosning, forsakrade adresser och varden
samt en diskussion kring forsakringslosningar av eventuella investeringar och
projekt. Kundméten innehaller ofta diskussion och uppféljning av de
rekommendationer Gota Lejon har tagit fram under gemensamma
riskbesiktningar samt diskussion om skador och skadestatistik. Gota Lejon haller
aven kontinuerlig utbildning for bolagen och forvaltningarna om forsékring.

Forsakringssystem

Gota Lejon har ett webbaserat forsakringssystem som heter Insman. Detta
anvander kunderna for att rapportera sina egendomsvarden och fordon samt for
att folja upp skador.

Skador

Gota Lejon har upphandlade skadereglerare for de olika férsékringarna, se mer
pa temasidan "Forsakringar i staden” (intranat.goteborg.se/forsakring) pa
Goteborgs Stads intranat. Skador bér anmalas sa snart som mojligt.

Egendomsskador

Egendomsskador ska anmalas direkt till Sedgwick.
Skaderegleringstjansten ar for narvarande under upphandling och
skaderegleringsféretag kan komma att andras.

Ansvarsskador

Nar skadestandskrav riktas mot en verksamhet ska den skadelidande fylla i en
blankett for skadestandsansprak. Denna blankett skickar forvaltningen/bolaget till
den skadelidande. Nar den skadelidandes skadeansprak kommit i retur ska det
skickas till Crawford tillsammans med férvaltningens/bolagets skadeanmalan.
Crawford utreder om det finns grund for skadestand.
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Motorskador

Fordonsskador pa leasade fordon anmals till Goteborgs Stads Leasing AB.
Fordonsskador pé ej leasade fordon anmals till Jonsson Wallberg Loss Adjusting
AB.

Skadefdrebyggande arbete

Enligt agardirektiv for Gota Lejon och enligt stadens forsakringspolicy ingar ocksa
att bolaget ska vara en av de drivande aktérerna i kommunens gemensamma
sakerhetsarbete. | grunden handlar det om att vi all maste vara delaktiga for att
na malen i Goteborgs Stads sékerhetspolicy.

Riktat stod

Ett av Gota Lejons viktigaste uppdrag ar att finnas som stod i stadens
sakerhetsarbete. | detta arbete ingar bland annat uppféljning och analys av
skador och handelser samt radgivning. Ett viktigt verktyg i det
skadeforebyggande arbetet ar Goéta Lejons riskbesiktningsprogram som framfor
allt fokuserar pa storre, mer komplexa och riskfyllda objekt. Genom
besiktningarna kartlaggs olika typer av risker och rekommendation lamnas om
mojliga riskreducerande atgarder.

Sprida kunskap

Gota Lejon samlar in kunskap och informerar om forebyggande sakerhetsarbete
till exempel via konferenser, riskseminarier, nyhetsutskick och pa temasidan
"Forsakringar i staden”, som ar en del av stadens intranét.

Ekonomiskt stod

Gota Lejon stodjer ekonomiskt olika insatser och projekt inom det férebyggande
sakerhetsarbetet i G6teborgs Stad. Ansokningsblanketter om
skadeforebyggande bidrag finns pa temasidan.

Information

Mer information finns pa temasidan Forsakringar i staden
(intranat.goteborg.se/forsakring) pa Goteborgs Stads intranat, som kan nas av
alla. Till exempel aktuella villkor och kontaktuppgifter.
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Forsakrings AB Gota Lejon %} v Goteborgs
P4 Stad

Forsakringsbevis

Utskriftsdatum Forsakringstagare

2021-03-31 Goteborgs stad

Forsakringsnummer Medforsakrad (inkl. helagda dotterbolag)

21E200SE150739-23 Framtiden Byggutveckling AB

Forsakringsperiod Forsakringspremie

2021-01-01 - 2021-12-31 Enligt forsdkringsoversikt

Egendom- och avbrottsforsakring

Forsakringens omfattning

Omfattning: Egendom Staden

Sjalvrisk: 0,5 PBB

Totalt forsdkrat egendomsvirde: 7 636 618 SEK

Begransade forsakringsbelopp
Nedanstaende belopp- och erséttningsbegrinsningar géller gemensamt for hela Goteborgs Stad och
medforsékrade bolag och forvaltningar

Maximal erséttning per skadehidndelse 2 000 000 000
Maximal erséttning for naturskador 1 000 000 000
Maximal erséttning for extrakostnader 100 000 000
Maximal erséttning for hyresforlust 100 000 000
Maximal erséttning for maskinskada 100 000 000
Konst och andra liknande foremal pa andra platser &n museum 40 000 000
Ej namngivna kunder (avbrottsforsikring) 20 000 000
Ej namngivna leverantorer (avbrottsforsakring) 20 000 000
Egendom under uppforande pa befintlig byggnad 40 000 000
Entreprenad (CAR / EAR) 40 000 000
Rdjningskostnad 20 000 000
Terrorism per skada och ar 1 000 000 000

Kundspecifika tilliggsbestimmelser

Flytande inom Gdteborgs Stad:

Maskinerier 5 446 008 kr - helvérde

Ritningar, arkivalier, datamedia: 2 mkr — forsta risk

Avbrottsforsdkring: 5 000 000 kr, ansvarstid 1 ar. Forsta Risk
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Villkor

GL 100:6 Egendomsforsékring Allrisk

GL 110:4 Extrakostnader

GL 120:4 Avbrott

GL 125:4 Hyresforlust

GL 500:3 El

GL 510:2 Sérskilt forsiakringsvillkor sdkerhetsforeskrifter

GL 704:3 Data Cyber

GL 706:1 Ledningar for transmission och distribution

LMA3030 Terrorism Insurance Physical Loss or Physical Damage Wording

Atgirder vid skada

Egendomsskador regleras av Gota Lejons leverantor Sedgwick.

e Skada anmadls till Sedgwick genom att fylla i blanketten ”skadeanmilan egendom” som
finns pé stadens temasida “Forsékringar i staden”.
e Skadeanmailan skickas sa snart som mdjligt med e-post till info@se.sedgwick.com

e Sedgwick bekréftar direfter mottagandet till angiven kontaktperson samt informerar er om

den vidare hanteringen av skadan.

Har du fragor till Sedgwick, ring 08-98 33 60, k1. 09.00-17.00.

Ovrig tid jour. Vid akuta stérre hindelser — ring 031-703 17 27.

Allman information

Namn och adress
Forsékrings AB Gota Lejon, Stora Badhusgatan 6, 411 21 Goteborg

Finansinspektionen
I egenskap av forsdkringsbolag, vilket &r en tillstdndpliktigverksambhet, stér Forsdkrings AB Gota
Lejon under Finansinspektionens tillsyn.

Kontaktuppgifter till Finansinspektionen:

Adress: Finansinspektionen, Box 7821, 103 97 Stockholm
E-post: finansinspektionen@fi.se
Telefon: 08-408 980 00

Provisioner
Forsdkrings AB Gota Lejon tar inte emot eller avger provisioner i samband med
forsakringsformedling.

Klagomalshantering
Du kan fa ditt &rende omprovat om det tillkommit nya omstidndigheter eller om vi
missforstitt varandra. Folj i sa fall stegen nedan.

e Kontakta handldggaren for drendet. Har du ytterligare fakta i drendet som
handléggaren inte kénner till sa kan vi gora en ny provning. De flesta
meningsskiljaktigheter brukar kunna redas ut vid ett personligt samtal.

e Kontakta handlidggarens chef. Ar du fortfarande inte ndjd efter ett nytt samtal
med handléggaren sé kan du kontakta handlédggarens chef.

Goteborgs Stad Forsakrings AB Gota Lejon,
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e Kontakta Gota Lejons klagomalsansvarige, Katrin Gundersen tel. 031-368 55
12

e Fé din sak provad i allmidn domstol. Om du fortfarande inte 4r ndjd kan du fa din sak
provad i allmédn domstol.

Forsékrings AB Gota Lejon innehar Ansvarsforsékring for formedlare hos W. R. Berkely Insurance
AG, swedish filial.

Forsiakrings AB Gota Lejon foretrader Goteborgs stad.
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Forsakrings AB Gota Lejon oo Goteborgs
#ed Stad

Forsakringsbevis

Utskriftsdatum Forsakringstagare

2021-04-01 Goteborgs stad

Forsakringsnummer Medforsakrad (inkl. helagda dotterbolag)

21A200SE144703-ARB Framtiden Byggutveckling AB

Forsakringsperiod Forsakringspremie

2021-01-01 - 2021-12-31 Enligt forsdkringsoversikt
Ansvarsforsakring

Forsakringens omfattning

Forsékringen omfattar, enligt géllande forsdkringsvillkor, skadestdndsskyldighet enligt allménna
skadestandsrattsliga regler och enligt allménna leveransbestimmelser utgivna av branschorganisation
inom forsikringstagarens verksamhetsomrade.

Medforsakrade

Foreningar/klubbar/samfélligheter/vigforeningar som enligt avtal atagit sig skotsel eller handhar
kommunala anlédggningar eller drift av kommunala verksamheter, omfattas subsidiért vad avser
uppdraget for Goteborgs Stad, upp till en limit om 5 000 000 SEK.

Forsakrad verksamhet
Forsékringen omfattar all verksamhet.

Geografisk omfattning
Hela virlden

Forsakringsbelopp

Omfattning: Ansvarsforsiakring (GL:130), Allmént ansvar och produktansvar (person- och sakskada)
Forsakringsbelopp per skada: 300 000 000 SEK

Forsakringsbelopp per ar gemensamt for Goteborgs Stad: 300 000 000 SEK

Sjélvrisk: 0,5 PBB
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Begransade forsakringsbelopp

Forsakringsbelopp

Forsakringsbelopp per ar gemensamt
Omfattning Sjalvrisk per skada for Goteborgs Stad
Ansvarsforsdkring (GL:130), Lasbyte vid | 0,5 PBB 1 000 000 SEK
nyckelforlust
Ansvarsforsékring (GL:130), 0,5 PBB 50 000 000 SEK | 50 000 000 SEK
Dammgenombrott
Ansvarsforsdkring (GL:130), Hyrd lokal | 0,5 PBB 1 000 000 SEK 20 000 000 SEK
Byggherreansvarsforsikring (GL:812), 0,5 PBB 40 000 000 SEK
Person- och Sakskada
Byggherreansvarsforsikring (GL:812), 0,5 PBB 5000 000 SEK
Ren formogenhetsskada
Ren formogenhetsskada (GL:132) 0,5 PBB 50 000 000 SEK
Ansvarsforsdkring (GL:130), Ansvar for | 0,5 PBB 9 000 000 SEK
dronare
Ansvarsforsikring (GL:130), Atkomst- 0,5 PBB 20 000 000 SEK
och éterstéllandekostnader
Ansvarsforsikring (GL:130), Allmént 0,5 PBB 300 000 000 SEK
ansvar och produktansvar
Ansvarsforsdkring (GL:130), Lyft- och 0,5 PBB 2 000 000 SEK 20 000 000 SEK
transportansvar
Ansvarsforsdkring (GL:130), 0,5 PBB 1 000 000 SEK 20 000 000 SEK
Omhéndertagen egendom

Forsékringsbelopp Ren formogenhetsskada géller vid:
e myndighetsutovning
e ansvar enligt LOU /LUF/LUK (savitt avser upphandlingar Géteborgs stads férvaltningar och
bolag)

e ansvar vid rddgivande verksamhet enligt Skl 3 kap. 3§
e ansvar enligt PUL och GDPR
e skadestdndsansvar for lekmannarevisorer
e ansvar enligt PBL
Villkor

GL 10:1 Allménna avtalsbestimmelser, ansvar 2020-01-01

GL 130:4 Allménna forsékringsvillkor ansvarsforsikring 2020-01-01
GL 132:4 Ren férmogenhetsskada 2020-01-01

GL 812:4 Ansvar Byggherre 2020-01-01

Tillaggsvillkor
Skadereglering ingar dven under sjalvrisk.

Retroaktivt datum (for claims made trigger)
2002-01-01 (skador fore detta datum tacks inte av forsékringen)

Ren formogenhetsskada
Forsakringen géller inte skadestandskrav som grundas pa eller dr en f6ljd av att avtal hdvs mellan den
forsakrade och annan part.
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Ansvar inom samma koncern (Cross liability)
Skadestandskrav inom samma juridiska person omfattas inte av forsakringen.

Skada enligt personuppgiftslagen eller Dataskyddsforordningen (GDPR)
Forsékringen omfattar skadestandsskyldighet for ekonomisk och ideell skada som den forsékrade kan
bli skyldig att betala enligt 48 § personuppgiftslagen (PUL) (1998:204).

Om PUL vid skadetillfallet ersatts av Dataskyddsforordningen géller istéllet foljande:

Forsékringen omfattar den skadestandsskyldighet for materiell eller immateriell skada som den
forsdkrade kan bli skyldig att betala enligt Artikel 82 1 Europaparlamentets och radets forordning (EU)
2016/679 av den 27 april 2016 om skydd for fysiska personer med avseende pa behandling av
personuppgifter och om det fria flodet av sddana uppgifter (Dataskyddsférordningen).

De administrativa sanktioner som en tillsynsmyndighet kan besluta om enligt Dataskyddsférordningen
(GDPR) omfattas inte av forsdkringen.

Dronare
Forsékringen omfattar person- och sakskada. Ren formdgenhetsskada ticks inte.
Foljande krav finns:

e Det ska vara for kommersiellt eller offentligt anvindande

e Dronaren ska alltid vara synlig for foraren

Flygning ska ske i dagsljus

Flygning maste ske enligt Transportstyrelsens regler

Forare ska vara certifierade enligt Transportstyrelsens regler

e Dronarens startvikt far inte 6verstiga 20 kg inklusive last och/eller utrustning

Undantag for terrorism

Undantag for sanktionsovertradelse

Atgérder vid skada
Alla forvaltningar och bolag inom Go6teborgs Stad har en ansvarsforsékring hos Géta Lejon.
Ansvarsskador regleras av Gota Lejons leverantér Crawford & Company. Vid skada:

e Be skadelidande att fylla i blanketten ”skadestdndsansprak™ som finns pa stadens temasida
”Forsékringar i staden”.

e Fyll sjdlva i blanketten for ”skadeanmélan ansvar”.

e Skadeanmalan skickas sd snart som mojligt med e-post till skadecenter@crawco.se.

e Bifoga dven:
- blanketten for skadestdndsansprak som den skadelidande fyllt i.
- eventuella handlingar, fotografier och redogorelser for handelsen.

e Crawford & Company bekriftar ddrefter mottagandet till angiven kontaktperson samt
informerar er om den vidare hanteringen av skadan.

Har du fragor till Crawford & Company AB, ring 010-410 70 00.

Allman information

Namn och adress
Forsdakrings AB Gota Lejon, Stora Badhusgatan 6, 411 21 Goteborg
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Finansinspektionen
I egenskap av forsdkringsbolag, vilket ar en tillstandpliktigverksamhet, star Forsdkrings AB Gota
Lejon under Finansinspektionens tillsyn.

Kontaktuppgifter till Finansinspektionen:

Adress: Finansinspektionen, Box 7821, 103 97 Stockholm
E-post: finansinspektionen@fi.se
Telefon: 08-408 980 00

Provisioner
Forsdkrings AB Gota Lejon tar inte emot eller avger provisioner i samband med
forsakringsformedling.

Klagomalshantering
Du kan fa ditt &rende omprovat om det tillkommit nya omstdndigheter eller om vi
missforstatt varandra. Folj i sa fall stegen nedan.

e Kontakta handldggaren for drendet. Har du ytterligare fakta i &rendet som
handldggaren inte kénner till sa kan vi gora en ny provning. De flesta
meningsskiljaktigheter brukar kunna redas ut vid ett personligt samtal.

e Kontakta handliggarens chef. Ar du fortfarande inte ndjd efter ett nytt samtal
med handléggaren sé kan du kontakta handldggarens chef.

e Kontakta Gota Lejons klagomalsansvarige, Katrin Gundersen tel. 031-368 55 12

e Fa din sak provad i allmén domstol. Om du fortfarande inte &r n6jd kan du fa din sak provad i
allmén domstol.

Forsékrings AB Gota Lejon innehar Ansvarsforsékring for formedlare hos W. R. Berkely Insurance
AG, swedish filial.

Forsdakrings AB Gota Lejon foretrader Goteborgs stad.
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i Goteborgs

Forsakrings AB Gota Lejon
Stad

Forsakringsbevis

Utskriftsdatum Forsakringstagare

2021-03-29 Goteborgs stad

Forsakringsnummer Medforsakrad (inkl. helagda dotterbolag)
21CI200SE151274-7 Framtiden Byggutveckling AB
Forsakringsperiod Forsakringspremie

2021-01-01 - 2021-12-31 Enligt forsdkringsoversikt

Formogenhetsbrottsforsakring

Forsakringens omfattning

Omfattning: Formégenhetsbrott (GL138:4)

Forsdkringsbelopp per skada och &r gemensamt for Goteborgs stad: 100 000 000 SEK
Sjalvrisk: 100 000 SEK, dock 5 000 000 SEK vid bedrédgeri genom social manipulation.

Geografisk omfattning
Sverige

Villkor
Zurich Crime Wording 10/2008
Undantag for sanktionsdvertriadelse.

Atgérder vid skada
Alla forvaltningar och bolag inom Goteborgs Stad har en ansvarsforsékring hos Gota Lejon.
Ansvarsskador regleras av Gota Lejons leverantor Crawford & Company. Vid skada:

e Be skadelidande att fylla i blanketten ”skadestdndsansprék™ som finns pa stadens temasida
”Forsdkringar i staden”.

e Fyll sjdlva i blanketten for ”skadeanmélan ansvar”.

e Skadeanmalan skickas s snart som mdjligt med e-post till skadecenter@crawco.se.

e Bifoga dven:
- blanketten for skadestandsansprak som den skadelidande fyllt i.
- eventuella handlingar, fotografier och redogdrelser for hdandelsen.

e Crawford & Company bekriftar ddrefter mottagandet till angiven kontaktperson samt
informerar er om den vidare hanteringen av skadan.

Har du fragor till Crawford & Company AB, ring 010-410 70 00.

Allman information

Namn och adress
Forsdakrings AB Gota Lejon, Stora Badhusgatan 6, 411 21 Goteborg

Goteborgs Stad Foérsakrings AB Goéta Lejon, 1(2)


mailto:skadecenter@crawco.se

Finansinspektionen
I egenskap av forsdkringsbolag, vilket ar en tillstandpliktigverksamhet, star Forsdkrings AB Gota
Lejon under Finansinspektionens tillsyn.

Kontaktuppgifter till Finansinspektionen:

Adress: Finansinspektionen, Box 7821, 103 97 Stockholm
E-post: finansinspektionen@fi.se
Telefon: 08-408 980 00

Provisioner
Forsdkrings AB Gota Lejon tar inte emot eller avger provisioner i samband med
forsakringsformedling.

Klagomalshantering
Du kan fa ditt &rende omprovat om det tillkommit nya omstdndigheter eller om vi
missforstatt varandra. Folj i sa fall stegen nedan.

e Kontakta handldggaren for drendet. Har du ytterligare fakta i &rendet som
handldggaren inte kénner till sa kan vi gora en ny provning. De flesta
meningsskiljaktigheter brukar kunna redas ut vid ett personligt samtal.

e Kontakta handliggarens chef. Ar du fortfarande inte ndjd efter ett nytt samtal
med handléggaren sé kan du kontakta handldggarens chef.

e Kontakta Gota Lejons klagomalsansvarige, Katrin Gundersen tel. 031-368 55 12

e Fa din sak provad i allmén domstol. Om du fortfarande inte &r n6jd kan du fa din sak provad i
allmén domstol.

Forsékrings AB Gota Lejon innehar Ansvarsforsékring for formedlare hos W. R. Berkely Insurance
AG, swedish filial.

Forsdakrings AB Gota Lejon foretrader Goteborgs stad.
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TIJANSTERESEFORSAKRING

Goteborgs stad
Férsakringsnummer 830793822
Galler fran 2019-01-01

A. ALLMANT - FORSAKRINGENS GILTIGHET OCH OMFATTNING

For vem och nér géller forsakringen?

Forsdkringen galler fér samtliga anstéllda, fértroendevalda, praktikanter samt personer utsedda av kommunen som foretar tjdnsteresa
for foretagets/kommunens rakning. Forsakringen galler &ven for Hogstadie-elever tillhérande grundskoleférvaltningen,
Utbildningsforvaltningens gymnasieskola, vuxenutbildning, SFI och yrkeshégskola, vid resor och praktik i skolans regi eller fér resor
och praktik som &r sanktionerad av skolan. Forsakringen géller vid tjansteresa fran det den forsakrade lamnar bostaden eller
arbetsplatsen och upphér i och med 8terkomsten till ndgon av dessa platser. Resor mellan den forsakrades bostad och arbetsplatsen
raknas inte som tjansteresa. Forsakringen galler dven vid 14 dagars semester i direkt anslutning till tjansteresa utomlands.
Forsakringen géller for en sammanhéngande period om hdgst 365 dagar och for elever 180 dagar.

Forsakringsvillkor
For forsdkringen galler Europeiska ERVs Tjanstereseforsdkringsvillkor 25 maj 2018. Villkoren kan bestallas fran Europeiska ERV eller
hamtas pd www.erv.se.

Sdkerhetsforeskrifter
Forsakringen innehdller begrénsningar och undantag vad géller omfattning och ersattningsbelopp. Det &r forsakringstagarens ansvar
att ta del av dessa. For att full ersattning i enlighet med villkoren ska aktsamhetskrav och sékerhetsforeskrifter foljas.

Anmal alltid resa till krigs-/hogriskomrade - sarskilda villkor géller
Planerar du att resa till ett krigs-/ hdgriskomrade galler sarskilda villkor och du maste kontakta oss for ett godkdnnande innan avresa
for att forsakringen ska galla. Besdk var hemsida for mer information och anmélan www.erv.se.

Gruppresor
Gruppresor dar flera forsakrade deltar ska forhandsanmaélas till Europeiska ERV, om det sammanlagda forsékringsbeloppet for dodsfall
overstiger MSEK 100.

Anmal skada
Anmal skada online pd vdr hemsida www.erv.se. Skadehdndelsen ska anmaélas s& snart som mdjligt, helst inom 6 manader fran
skadetillfallet. Spara alla lakar-, polis- eller 6vriga intyg samt kvitton pa utlégg i original efter att du bifogat dem i anmalan.

OMFATTNING MED HOGSTA FORSAKRINGSBELOPP (I SEK) PER PERSON OCH SKADA

B. SJUKDOM OCH OLYCKSFALL M.M.

Kostnader for sjukvard och tandbehandling Nédvandiga och skaliga kostnader

e vid olycksfall under langst 3 ar
e vid akut sjukdom under langst 1 ar

Ordinerade ldkemedel Nodvandiga och skaliga kostnader
Akut tandbehandling och i samband med olycksfall Nodvandiga och skéliga kostnader
Resor i samband med vard och behandling Nodvandiga och skaliga kostnader
Besdk hos kiropraktor, naprapat (max 5 behandlingar utan remiss) Nédvandiga och skaliga kostnader
Merkostnader vid hemtransport Nodvandiga och skaliga kostnader
Anhorigas resa till svart sjuk/skadad eller vid dédsfall Nodvandiga och skaliga kostnader

Merkostnader fér kost och logi (under langst 60 dagar)

Merkostnader for kost, logi och hemresa vid férlangd vistelse till foljd Nodvandiga och skaliga kostnader
av sjukdom/olycksfall (under léangst 60 dagar)

Begravning pa plats 30 000
Extrakostnader vid sjukhusvistelse utomlands 219 000 (hoégst 600 SEK/dag)
Konvalescensersattning vid minst 30 dagars hel sjukskrivning 12 000 (2 000 SEK/man under ldngst 6 manader)

Europeiska ERV, Box 1, SE-172 13 Sundbyberg, Besoksadress: Lofstroms Allé 6A, Telefon: 0770-456 900
Europeiska ERV Filial Sate: Sundbyberg, Org. nr: 516410-9208, www.erv.se | corporate@erv.se
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Sjukdom och olycksfall

Ersattning lamnas fér nédvandiga och skéliga kostnader vid akut sjukdom och olycksfall samt for tillféllig behandling av akuta tandbesvar
pé resmalet. Se till att f& Idkarintyg och kvitton pd egna utlégg. Blir den forsékrade sjuk eller skadas ska Europeiska ERV Alarm kontaktas.
Godkénnande i férhand fr@n Europeiska ERV eller Europeiska ERV Alarm krévs bl. a. for:

e planerad sjukhusinldggning

* medicinsk evakuering/hemtransport

¢ vid alla former av behandling som beréknas dverstiga 10 000 SEK.

Lakarintyg och andra handlingar (t ex kvitton i original) som behdvs fér att Europeiska ERV skall kunna reglera drendet skall bifogas
skadeanmaélan.

Hemtransport
Vid allvarliga handelser ingdr hemtransport. Europeiska ERV Alarm ska alltid kontaktas innan hemtransport.

C. INVALIDITETS - OCH DODSFALLSERSATTNING

Vid dédsfall p.g.a. olycksfall . 1 000 000
Elever och medféljande barn under 18 ar 50 000
Vid invaliditet, medicinsk/ekonomisk p.g.a. olycksfall 1 000 000
Vid minst 10 % invaliditet p.g.a. sjukdom och smitta 1 000 000
Hjalpmedel 50 000
Traning och omskolning 60 000
Tekniska férandringar av miljo 60 000

For person som fyllt 75 &r ar forsakringsbeloppen maximerad till 100 000 SEK vid dédsfall och 300 000 SEK vid invaliditet. For
medfdljande barn under 18 &r &r dodsfallsbeloppet max 50 000 SEK. Se dven moment P. Dédsfallsersattning vid sjukdom

D. RESEAVBROTT

Merkostnader fér hemresa p.g.a. nddsituation Nodvandiga skaliga kostnader

Rese- och hotellkostnadsersattning 50 000

Ersattning lamnas vid allvarlig sjukdom/svérare olycksfall eller dodsfall som drabbar néra anhérig/kollega hemma. Erséttning ldmnas
vid allvarlig skada/inbrott i bostaden eller pd arbetsplatsen i bosattningslandet och som kréaver den forsikrades omedelbara hemresa.

E. ERSATTARES RESA - NY RESA

Om den forsakrade maste ersattas av annan person Nodvandiga skéaliga kostnader

Aterbetalningen av outnyttjade resekostnader 50 000

F. KRISTERAPI

Behandling av akut psykisk kris, upp till 10 st. behandlingar hos leg. Psykolog 25 000

Fér make/maka/sambo och barn till den férsdakrade om den férsakrade avlider under tjansteresan 25 000
Upp till 10 st. behandlingar hos leg. Psykolog

Vid 30 % medicinsk invaliditet 25 000

G. ERSATTNING VID KIDNAPPNING

2 500 SEK/dygn under langst 90 dygn 225 000

Anhdrigas resa och boende 100 000

H. BAGAGESKYDD

Personlig I6segendom (varav for stéldbegarlig egendom 50 000 SEK) 100 000
Foéretagets egendom 50 000
Resehandlingar 30 000
Pengar (gdngbara mynt och sedlar) 8 000
Merkostnader fér sparrning av konto-/bank och kreditkort 5000
Merkostnader fér nya nycklar till motordrivet fordon/férsakrades bostad 10 000

Forsakringen galler for den skada som orsakats plétsligt och oférutsett pd den forsakrades egendom som medférs under resan for resans
andamal. Egendomen kan &ven vara hyrd eller 1d8nad. For att full ersattning skall Idmnas maste den férsakrade vara aktsam om sin
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egendom. Stéld ska polisanmalas p& den ort dar skadan intréffade. Skada som intréffar under transport eller pd hotell ska dessutom
anmalas till transportféretaget eller till hotellet.

Bagageférsening vid utresa, ingen karenstid 6 000
Efter 24 timmar ytterligare 6 000
Bagagefdrsening vid hemresa 1500
Foérsening av allméant fardmedel 5 000
Missad avresa 30 000

Trygghet pd végen

. Hjélp pa plats/bargning av fordon 1500
. Hyrbil, max 3 dygn alt. 1 000/dygn
. Resekostnader med allmant fardmedel alt.* 2 000/person
. Kost och logi, max 2 dygn* 1 000/person

*Hogsta ersattningsbelopp ar 6 000 SEK/resesallskap

Forsening av bagage eller allmant fardmedel

Vid bagageférsening ersatts nédvéndiga och skaliga merkostnader for resans dandamal t.ex. klader, hygienartiklar och véska. Vid forsening
av allmant fardmedel ersatts nédvandiga och skaliga merkostnader som uppstatt pa grund av forseningen. Kostnaderna ska styrkas med
forseningsintyg frdn transportéren dar forseningens léngd framgdr eller Property Irregularity Report vid bagageférsening samt
originalkvitton p8 utldgg.

Missad avresa
Om den forsakrade under sin direkta fard fran bostaden eller arbetsplatsen till resans utgdngspunkt férsenas och darmed missar inbokad
avgdng, med allmant fardmedel, lamnas ersattning for nédvéandiga och skaliga merkostnader for att komma i kapp resan.

Trygghet pd vigen

Om den forsdkrade under tjansteresan rakar ut for en handelse som omajliggor fortsatt fard med personbilen 1&mnas ersattning for
bargning till verkstad. Utdver bargning kan ersattning aven lamnas for hyrbil, fortsatt resa med allmant fardmedel eller kostnader for
kost och logi. Telefonnummer till Europeiska ERVs vagassistans i Sverige och Europa, 0771-664 100.

J. TRYGGHETSPAKET

Merkostnad vid evakuering ur krigs- och hogriskomrade 50 000
Merkostnad vid férlangd vistelse p.g.a. karantan eller naturkatastrof 50 000
Merkostnader vid myndighetsavsparrningar 6 000

K. ANSVARSSKYDD - PRIVATANSVAR

Vid person och/eller sakskada 10 000 000
Om du r8kar ut fér skadest8ndskrav ska Europeiska ERV omedelbart kontaktas.

L. RATTSKYDD

For den forsdakrade som privatperson 250 000

Sjalvrisk 20%, dock lagst 1 000

Om du behéver anvénda réttskyddet ska Europeiska ERV omedelbart kontaktas.

M. OVERFALLSKYDD VID PERSONSKADA

Vid personskada 750 000
Overfall ska polisanmélas p& den ort dér skadan intréffade. Du bér uppséka ldkare och f§ dina skador dokumenterad.

N. SJALVRISKSKYDD

Hem-/villahem/bilférsékring/forsdkring for hyrt fordon* 15 000

(* Sjalvriskskyddet géller aven vid feltankning)

0. AVBESTALLNINGSFORSAKRING - TILLVAL

Kostnader for arrangemang/biljetter vid sjukdom, olycksfall eller annan plétslig, oférutsedd héndelse
Per person 30 000
Per skadehé&ndelse 150 000

P. DODSFALLSERSATTNING VID SJUKDOM OCH SMITTA

Vuxen 1 000 000
Elever och medféljande barn under 18 ar 50 000
For forsakrad som fyllt 55 &r géller andra belopp
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ERVs SERVICENAT

Euro-Center - vira servicekontor, Euro-Center, hjélper dig direkt p& plats med information, rddgivning och
skadeanmalningar. For mer information om ditt narmaste Euro-Center, besék www.euro-center.com

MedicCall - sjukvardsupplysning dygnet runt i samband med tjénsteresa. Telefon 0770-457 975.

Resesdkerhetsapp ERV travel & care - resesikerhet direkt i telefonen. Appen ger dig allt frdn generella varningar
och rad till lokala rapporteringar om t ex oroligheter, terroristattacker eller vadersituationer. Allt sker dygnet runt, i
real-tid och baseras p& landet du befinner dig i. Det finns dven kontaktuppgifter och vagbeskrivningar till t ex sjukhus
och ambassader och med ett enda klick ndr du lokala SOS-nummer eller Europeiska ERV Alarm. Appen finns tillgénglig
b&de for iPhone och Android. Registreringskod fér nedladdning och registrering: 830793834. Ha koden tillganglig innan
du pabérjar nedladdningen av appen.

VID ALLVARLIGT SJUKDOMS- ELLER OLYCKSFALL

Europeiska ERV Alarm: Larmcentralen &r 6ppet dygnet runt, ret om. Telefon 0770-456 920.

Fyll i foretagsnamn, forsakringsnummer och ditt namn. Skriv ut, klipp ut kortet och férvara det i pldnboken.

VIK HAR

i EURO-CENTER
TRAVEL INSURANCE CARD EUROPEISKA @) ERV I M FRGCENTER

Worldwlde

To whom it may concern
This insurance covers necessary and reasonable costs in case of personal accident or acute
iliness. Regarding policy conditians applicable please refer to the palicy number stated overleaf.
Instruction to doctor/hospital
If requested Europeiska ERV Sweder/Eurapeiska ERV Alarm/Euro-Center will guarantee ar
advance payment.
In need of urgent assistance
Employed by/ Europeiska ERV Alarm. Phone No: +46 770 456 920
Company Otherwise contact Europeiska ERV in Sweden
e Phone +46 770 456 900. E-mail.corporate@erv.se. Websitewww.env.se
QYO MediCall
24 hour medical advice line: +46 770 457 975
When in USA or Canada, please contact
Euro-Center USA Inc. Tall free number in the USA: 1-800-844-3876

IN NEED OF URGENT ASSISTANCE IGel e i aer
EUROPEISKA ERV ALARM: +46 770 456 920 Visit www.euro-center.com for details about our worldwide service network.

Insured/
Name
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10.101 VD & Styrelseansvarsforsakring SE 01.2020

Sida 1l av 11

VD & Styrelseansvarsforsakring
Férsakringsnummer 10.101-39067

1. Forsakrad

Forsakringstagare:

Goteborgs Stad
Gustaf Adolfs Torg 4

411 10 Goteborg
Sverige

2. Forsakringsperiod

a) Forsakringsperiod:
Frén och med: 01.01.2021
Till och med: 31.12.2021

Férsakringen bérjar och upphér kl. 24.00 standard
tid vid férsakringstagarens adress.

b) Arsforfallodatum: 01.01
c) Forsakringsbrev utfardat: 21.12.2020

Organisationsnummer: 2120001355

3. Premie

Premie: SEK 200.000 for perioden

5. Belopp och sjalvrisker

a) Férsakringsbelopp:

b) Sub-limit(er)

c) Sjalvrisk:

6. Forsdkringsvillkor

a) Allmanna forsakringsvillkor:
b) Geografiskt omrade:
c) Utgivande eller forsaljning

av aktier och andra
vardepapper.

4. Skatter och avgifter

Skatt eller avgift: ingar inte

SEK 50.000.000 per skada och ar

Utredningskostnader
Myndighets utredning av koncernen:
Medverkan i utredning av annan:

SEK 2.500.000
SEK 500.000

Boter och avgifter: SEK 2.500.000

Krishanteringskostnader: SEK 50.000
I. Foérsékringen galler utan sjalvrisk for forsakrade personer.
II1. Om féretaget héller eller kan halla férsékrad person skadeslés vid skada i

USA eller Kanada ska foretaget betala en sjalvrisk om SEK 250.000.

10.101 VD & Styrelseansvarsférsakring SE 01.2020

Forsakringen galler for krav som framstalls mot férsékrad i hela varlden.

(i) Offentligt erbjudande avseende teckning av aktier: 15 % av koncernens
marknadsvarde vid tillfallet for erbjudandet

(i) Offentligt erbjudande avseende teckning av 13n, obligationer eller andra
vardepapper an aktier: 25 % av koncernens totala konsoliderade tillgdngar

(iii) Alla andra erbjudanden avseende teckning av aktier, 18n, obligationer eller
andra vérdepapper: 50 % av koncernens totala konsoliderade tillgdngar

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60

Domicile: Stockholm - www.riskpoint.eu -

Reg.No.556739-7954 - Bankgiro 202-2325
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10.101 VD & Styrelseansvarsforsakring SE 01.2020

Sida 2 av 11

d) Forsakringens omfattning A) Ledningsansvar i koncernen
B) Ledningsansvar vid uppdrag i externa bolag eller verksamheter

e) Utdkningar Foérlangd rapporteringsperiod

Om forsakringen inte férnyas

Vid uppkdp eller fusion

Fore detta forsakrad person
Icke-kompensatoriska skadestand

Boter och avgifter

Férsvarskostnader vid grovt vallande till annans déd
Kostnad vid utlamningsférfarande

Borgen och sdkerstallandekostnader

Utredning av forsdkrad person

Myndighets utredning av koncernen

Medverkan i utredning av annan

Forsakrads déd, konkurs m.m.

Forsakrads make/maka, partner eller sambo
Arbetsréattsrelaterade forfaranden
Forsvarskostnader vid miljéskada
Krishanteringskostnader

Personligt betalningsansvar for koncernens skatt
Raddningskostnader

uunununnununnunnunaonannn
HEREBRERRRRRRRROONOOUUDNWNRE

VCoOoONOTUA,WNREFO

f) Sarskilda villkor:

7. Efterrapporteringsperiod

a. Om forsdkringen inte fornyas, se p. 5.2

12 manader till 75 % av senaste arspremie.

24 manader till 100 % av senaste arspremie.

36 manader till 150 % av senaste arspremie.
b. Vid fusion eller forvarv, se p. 5.3

24 manader till 150 % av senaste arspremie.
36 manader till 175 % av senaste arspremie.
72 manader till 200 % av senaste arspremie.

8. Efterrapporteringsperiod for avgangen eller pensionerad VD, styrelseledamot eller anstilld
med ledande befattning.

72 manader utan tilliggspremie

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60
Domicile: Stockholm - www.riskpoint.eu - Reg.No.556739-7954 - Bankgiro 202-2325
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9. Forsdkringsbolaget och forsdakringsformedlare

Allt som ror denna forsakring av riskandringar, skador Forsakringsgivare:
eller handelser som kan leda till skada, eller annan
paverkan ska anmalas till RiskPoint AB, som &r agent for
forsakringsgivaren. Allied World Assurance Co. (Europe) dac,
B60822021RSKPLO1

25,00 % andel av forsakringen:

RiskPoint AB

Birger Jarlsgatan 43
111 45 Stockholm 25,00 % andel av férsakringen:
Sverige

Arch Insurance (EU) DAC, 035981/12/2021
Telefon +46 8 666 10 60

claims@riskpoint.eu
www.riskpoint.eu

25,00 % andel av forsakringen:
Lloyd's Insurance Co. S.A. (CVS 5337), B604121AD6289001

25,00 % andel av forsakringen:
Travelers Insurance DAC, ECFIC5584147

% andel av forsakringen:

Formedlare: :

Denna férsakring ar placerad via

Direct (no broker)

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60
Domicile: Stockholm - www.riskpoint.eu - Reg.No.556739-7954 - Bankgiro 202-2325
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Forsakringsvillkor

VD & Styrelseansvarsférsakring

1. Vem forsdkringen gdller for

1.1

1.1.1

1.1.2

1.2

1.2.1

1.2.2

Forsakrad

Férsdkringen galler foér forsakrad. Med
forsakrad avses samtliga fysiska personer som
ar fore detta, nuvarande eller framtida
verkstallande direktérer, medlemmar av
styrelse eller styrelsekommitté inkl.
suppleanter, direktion eller motsvarande
ledningsorgan inom koncernen, samt dvriga
anstallda som kan bli féremal for ett personligt
ledningsansvar inom koncernen.

Med férsakrad avses aven fysiska personer som
ar fore detta, nuvarande eller framtida
verkstallande direktérer, medlemmar av
styrelse eller styrelsekommitté, inkl.
suppleanter, direktion eller motsvarande
ledningsorgan i ett externt bolag om sadan
position uttryckligen innehas pa uppdrag av
koncernen i syfte att tillgodose koncernens
intressen i sddant externt bolag

Med koncernen avses forsakringstagaren och

dennes dotterbolag. Med dotterbolag avses

bolag och annan verksamhet i vilken

forsakringstagaren, direkt eller indirekt:

a) ager mer an 50 % av aktiekapitalet, eller

b) innehar mer @n 50 % av rosterna for
samtliga aktier eller andelar, eller

c) har ratt att utse fler an halften av
ledamoterna i dess styrelse eller
motsvarande ledningsorgan, eller

d) andra bolag eller verksamheter som sarskilt
anges i forsakringsbrevet

Tillkommande dotterbolag

Foérsdkringen omfattar automatiskt bolag som
forvarvas eller skapas under
forsakringsperioden. Undantag fran detta gors
for bolag som:

a) har totala tillgdngar som 6verstiger 25 %
av koncernens konsoliderade tillgangar
enligt senaste arsbokslut,

b) &r en finansiell institution

c) &r noterat pd ndgon boérs eller annan publik
marknadsplats

d) har aktier eller andra vardepapper noterade
pa ndgon bors eller annan marknadsplats,
inklusive "over-the-counter” marknad i USA
eller Kanada.

Ett forvarvat eller skapat bolag som faller under
ndgon av ovanstdende kategorier (1.2.1 a)-d))
skall dock omfattas som en del av koncernen
under en period av trettio (30) dagar raknat

1.2.3

1.2.4

1.3

1.3.1

2 (b

’
[

point

frén dag for forvarvet eller skapandet, dock
aldrig langre an utgdngen av
forsakringsperioden.

Férsakringbolaget kan valja att utdka
forsakringen till att omfatta sddant bolag fér en
langre period &n de trettio (30) dagar som ovan
anges under forutsattning av att
forsakringstagaren skriftligen anséker om sadan
utékning och tillhandahaller information som
m0ojliggor for forsakringsbolaget att bedéma
effekter och konsekvenser av den forandrade
risken. Férsakringen utdkas darefter genom att
forsakringstagaren accepterar
forsakringsgivarens forslag till eventuell
tillaggspremie och/eller i ovrigt férandrade
villkor som rimligen kan motiveras av en 6kad
eller férandrad risk. Utdkad férsakring
forutsatter under alla omstandigheter
forsakringsgivarens skriftliga bekraftelse.

Skyddet for forsakrad i dotterbolag omfattar
endast krav som grundas p& en handling som
foretagits eller underldtenhet att handla under
den tid d3 bolaget eller verksamheten &r ett
dotterbolag i koncernen med mindre annat
skriftligen dverenskommits och sarskilt angivits
i forsakringsbrevet.

Tidigare dotterbolag

Skyddet for forsakrad i dotterbolag som
avyttrats eller av annan anledning upphoért att
vara dotterbolag kvarstar under denna
forsakring men endast for krav som grundas pa
handling som féretagits eller underldtenhet att
handla under den tid da bolaget eller
verksamheten var ett dotterbolag i koncernen
och endast om s8dant krav i 6vrigt omfattas av
forsakringen

2. Nar forsdakringen géller

2.1.

2.1.1

2.1.2

Krav och omstiandigheter

Foérsakringen galler for krav som for forsta
gangen framstélls mot férsakrade personer
under férsakringstiden och som anmails till
férsakringsgivaren sa fort som praktiskt méjligt
efter det att kravet mottagits av forsakrad,
dock senast 12 ménader efter det att
forsakringsavtalet upphort.

Ett krav anses framstéllt aven om inga specifika
belopp angivits vid det tillfdlle d& forsdkrad
férsta gangen mottar kravet i skriftlig form. (se
8.1 Atgarder vid skada )

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60
Reg.No.556739-7954 - Bankgiro 202-2325

Domicile: Stockholm - www.riskpoint.eu -
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2.1.3 Férsakringstagaren eller ndgon férsakrad har
ratt att under férsakringstiden till
forsakringsbolaget skriftligen anmala
omstandigheter eller hdandelser vilka rimligtvis
kan antas komma att leda till krav som
omfattas av denna férsakring. S&dan anmalan
skall innehdlla en beskrivning av de handlingar
eller underl3tenheter som ligger till grund fér
sddant antagande tillsammans med information
kring datum, inblandade personer och bolag.
Denna forsakring galler for krav som vid senare
tillfalle framstalls mot férsakrad om s&dant krav
kan hanféras till en rapporterad omstandighet
eller handelse.

2.1.4 Med ersattningskrav avses sdvél civilrattsliga-
som straffrattsliga forfaranden framstallda i
eller utom rattegdng. Krav skall &ven anses
omfatta myndighets utredning av forsakrad
persons handling eller underldtenhet att handla
under forutsattning av att sddan forsakrad
person identifierats och namngivits sdsom
varade foremal for utredning avseende
personligt ledningsansvar.

3. Var forsakringen galler

3.1. Forsakringen galler for krav som framstalls mot
férsékrad i hela varlden med mindre annat
anges i forsakringsbrevet.

4. Forsdakringens omfattning

4.1. Ledningsansvar i koncernen

4.1.1 Forsakringen géller for skadestdnd och
personligt betalningsansvar till féljd av
ersattningskrav for ren formdgenhetsskada
framstallt mot forsdkrad person i dennes
egenskap av verkstdllande direktér, medlem av
styrelse, styrelsekommitté eller motsvarande
ledningsorgan i koncernen. Férsakringen
omfattar krav och ansprak avseende personligt
ledningsansvar grundade p& brott mot
bolagsordning, aktiebolagslag, eller i dvrigt
tilldamplig lagstiftning.

4.2, Ledningsansvar vid uppdrag i externa
bolag eller verksamheter

4.2.1 Forsakringen géller for skadestdnd och
personligt betalningsansvar till féljd av
ersattningskrav for ren formdégenhetsskada
framstallt mot fysisk person i dennes egenskap
av verkstallande direktér, medlem av styrelse,
styrelsekommitté eller motsvarande
ledningsorgan i ett externt bolag under
férutsattning av att sddan position uttryckligen
innehas pa uppdrag av koncernen i syfte att
tillgodose koncernens intressen i sadant externt

4.2.2

4.3.

4.3.1.

4.4.

4.4.1

4.5.

4.5.1.
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bolag. Férsékringen omfattar krav och ansprak
avseende personligt ledningsansvar grundade
pa brott mot bolagsordning, aktiebolagslag,
eller i dvrigt tillamplig lagstiftning.

Med externa bolag avses varje bolag eller

verksamhet som inte:

a) ar stiftat eller annars har registrerad
hemvist i USA eller Kanada,

b) har sina aktier eller andra vardepapper
("securities”) registrerade eller noterade pa
bérs eller annan vardepappersmarknad,

c) ar att anse som en bank, finansiell
institution eller i évrigt bedriver
verksamhet som kraver tillstdnd frén
finansinspektionen eller motsvarande
myndighet i annat land,

d) ar en del av koncernen (jmf 1.1.2)

Skyddet fér uppdrag i externt bolag omfattar
endast krav som grundas p& en handling som
foretagits eller underldtenhet att handla under
den tid dd uppdraget varit kraft. Det aligger
forsakrad att pavisa att sddan position i ett
externt bolag innehas/innehades pa uppdrag av
koncernen eller for att bevaka koncernens
intressen.

Erséattning frdn koncernen

Forsakringen galler &ven om koncernen haller
forsakrad skadeslos for skadestdnd och
personligt betalningsansvar till féljd av
ersattningskrav som i évrigt omfattas av
forsakringen och i den omfattning som annars
skulle ha lamnats till forsakrad. I dessa
situationer betalas ersattning under
forsakringen till koncernen.

Ren formogenhetsskada

Med ren férmdgenhetsskada avses sadan
ekonomisk skada som uppkommer utan
samband med person- eller sakskada.

Forsakrads forsvar

Vid skadestdndskrav som omfattas av

forsakringen atar sig forsakringsgivaren for den

forsakrades rakning att:

a) utreda om skadestandsskyldighet
foreligger,

b) foérhandla med den som kréver skadestdnd,

c) fora den forsakrades talan vid rattegdng
eller skiljemannafdrfarande och déarvid
betala de rattegdngs- eller
skiljemannakostnader som den férsakrade
dsamkas eller dlaggs att betala och som
inte kan utfas av motpart eller annan,

d) betala det skadestdnd som den férsdkrade
ar skyldig att utge enligt géllande ratt.
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4.6.

4.6.1.

Kostnader i forskott 5.3.

Kostnader som omfattas av dtagandet enligt
punkter 4.1 och 4.2 ovan, betalas pa den
forsakrades vagnar i forskott nar de
uppkommer. Motsvarande galler for kostnader
som omfattas av ndgon utvidgad omfattning
enligt 5 nedan, dock med forbehall att sddana
kostnader endast ersatts efter det att forsakrad
erhallit forsakringbolagets skriftliga
godkannande.

5. Utokad omfattning

5.1.

5.1.1.

5.1.2.

5.2.

5.2.1.

5.2.2.

5.2.3.

Forlangd upptacktsperiod 5.4.

Forsakringstagaren eller de forsakrade har ratt
till k6p av forlangd upptacktsperiod enligt p 5.2
och 5.3 nedan. Avgangen eller pensionerad VD,
styrelseledamot eller ledande befattningshavare
har ratt till forlangd upptacktsperiod enligt 5.4
nedan. Vid forlangd upptacktsperiod utdkas
forsakringstiden med den valda perioden.
Forlangd upptacktsperiod innebar inte ratt till
ytterligare eller héjt férsakringsbelopp utan det
i forsakringsbrevet angivna beloppet ar det
totala férsakringsbeloppet for férsakringstiden
och den foérlangda upptacktsperioden.

Férsakringstagaren eller de férsakrade ska
skriftligen begara férlangd upptacktsperiod
senast 30 dagar efter det att férsakringsavtalet
upphort, for att inte forlora ratten till kdp av
forlangd upptacktsperiod. Férlangd
upptacktsperiod fér avgangen eller pensionerad
VD, styrelseledamot eller ledande
befattningshavare erhdlles automatiskt under
de férutsattningar som anges i p.5.4 nedan

Forlangd upptacktsperiod om forsdkringen
inte fornyas

5.5.
Om forsékringen inte fornyas eller ersatts med
annan motsvarande forsakring fér VD,
styrelseledamot eller ledande
befattningshavare, ska forsakringstagaren eller
de forsakrade ha ratt till forlangd
upptacktsperiod enligt ett av de alternativ som
anges i forsakringsbrevet (ref p 7 a.)

Under den foérldangda upptécktsperioden
omfattar férsakringen krav avseende handling
begangen fore den tidpunkt da det ordinarie
forsakringsavtalet upphort.

Vad ovan anges skall inte galla i handelse av
uppkdp, fusion eller férvarv enligt (ref 11.2)

5.3.1.

5.3.2.

5.4.1.

5.4.2.

5.5.1.

5.5.2.
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Forlangd upptacktsperiod vid uppkop av
eller fusion med forsdkringstagaren

Vid uppkép av, fusion eller avyttring av
verksamheten eller delar darav, har
forsakringstagaren eller de forsékrade ratt till
forlangd upptacktsperiod enligt ett av de
alternativ som anges i forsakringsbrevet (ref p.
7b.)

Under den forlangda upptacktsperioden
omfattar foérsakringen krav avseende handling
begangna fore den tidpunkt férvéarv, fusion eller
avyttring skedde.

Forlangd upptacktsperiod for avgangen
eller pensionerad VD, styrelseledamot eller
ledande befattningshavare

Om forsakringen inte fornyas eller ersatts med
annan motsvarande férsakring fér VD,
styrelseledamot eller ledande befattningshavare
skall férsakrad person som avtrader eller avgar
frén sin position i koncernen ha ratt till en
forlangd upptacktsperiod som anges i
forsakringsbrevet (ref p. 8). Vad ovan anges
galler dock endast om:

a) Forsakrad person avtratt eller avgatt frén
sin position fore den tidpunkt da det
ordinarie forsakringsavtalet upphort, och

b) forlangd upptacktsperiod enligt 5.2 eller 5.3
ovan inte tecknats, och

c) sadan férsdkrad inte vid en senare tidpunkt
erhaller annan-, eller aterintréder i samma,
position och darmed uppnar status som
forsakrad i koncernen.

Under den foérlangda upptécktsperioden
omfattar forsakringen endast krav avseende
handling begdngen fore den tidpunkt da den
forsakrade avtradde eller lamnade sin position.

Icke-kompensatoriska skadestand

Forsakringen omfattar uttryckligen icke-
kompensatoriska skadestand i form av
"aggravated-", “punitive-" och “exemplary
damages” for vilka forsakrad personligen
svarar. Omfattningen av denna utékning,
inklusive fragan om sddan icke-kompensatorisk
skada ar forsakringsbar, skall avgoras i enlighet
med den tillampliga lagstiftning som i storsta
mojliga man tilldter férsékring av icke-
kompensatoriska skadestand i form av
aggravated-", "punitive-" och "exemplary

damages.

Denna utdkning skall under inga
omstandigheter galla fér skada eller krav i
samband med arbetsrelaterade férfaranden.
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5.5.3. Erséattningen enligt denna utékning ingdr i den
totala ersattning som kan erhdllas, se
forsakringsbelopp.

5.6. Boter och avgifter

5.6.1. Forsakringen omfattar forsakrads forlust som
uppkommer i form av boter och avgifter i
samband med ett krav som i dvrigt omfattas av
denna foérsakring och fér vilka en férsakrad
personligen svarar, dock endast under
forutsattning av att koncernen eller i
forekommande fall det externa bolaget inte har
laglig méjliget att betala sddana béter eller
avgifter eller att halla forsakrad skadeslds for
sadan forlust.

5.6.2. Boter och avgifter under denna utdkning
omfattar under inga omstandigheter:

a) Boter och avgifter som adoms forsakrad
eller for vilka forsakrad personligen svarar
pa grund av uppsatlig handling eller
underltenhet eller i fall dar férsakrad
erhallit personlig vinning eller férdel som
forsarad inte hade ratt till,

b) S&dana béter och avgifter som uppkommer
till foljd av straffrattligt férfarande eller
kriminell handling,

c) Boter och avgifter som uppkommer till féljd
av eller ar en konsekvens av brott mot eller
pastdende om brott mot lagar, regler eller
foreskrifter som behandlar skatt, sociala
avgifter, 16ner, miljé eller férorening

d) S&dana béter och avgifter som inte ar
forsakringsbara enligt gallande lag eller
praxis.

5.6.3. Forsakringen ersatter kostnader upp till det
belopp som anges i forsakringsbrevet (ref 5 b.)
och ingdr i den totala ersattning som kan
erhdllas, se férsakringsbelopp

5.7. Forsvarskostnader vid grovt véllande till
annans dod

5.7.1. Forsakringen ersatter kostnader for férsakrad
person i samband med att denne anklagas fér
orsakande av annan persons déd genom grov
oaktsam férsummelse av skyldighet eller
forpliktelse under utévande av sitt uppdrag och
i sin kapacitet av forsékrad person.

5.7.2. Ersattning enligt denna utékning avser rimliga
och nédvandiga juridiska ombudskostnader som
den férsakrade atdrar sig personligen, dock
bara de kostnader som uppkommit efter det att
forsakrad erhallit forsakringsbolagets skriftliga
godkannande.

5.7.3. Erséttningen enligt denna utdkning ingar i den
totala ersattning som kan erhallas, se
forsakringsbelopp.

5.8.

5.8.1.

5.8.2.

5.9.

5.9.1.

5.9.2.

5.10.

5.10.1.

5.10.2.

5.10.3.
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Kostnader vid utlamningsforfarande

Férsdkringen omfattar skaliga avgifter,
kostnader och utgifter fér juridisk radgivare som
anlitats av férsakrad person vid process eller
forfarande avseende utléamning av forsakrad
person, inklusive dartill hérande 6verklagan,
dock endast kostnader som uppkommit efter
det att férsakrad erhallit férsakringsbolagets
skriftliga godkdannande.

Ersattningen enligt denna utékning ingar i den
totala ersattning som kan erhallas, se
forsakringsbelopp.

Borgen och sdkerstdllandekostnader

Foérsakringen omfattar forsakrads skaliga
avgifter, kostnader och utgifter for att stalla
ekonomisk sakerhet fér att undvika beslag eller
frihetsberévande (dock inte sjalva sakerheten
eller borgenssumman) i samband med ett
rattligt beslut eller forfarande i samband med
ett krav som i dvrigt omfattas av denna
forsakring, dock endast kostnader som
uppkommit efter det att férsakrad erhallit
forsakringsbolagets skriftliga godkéannande.

Ersattningen enligt denna utékning ingar i den
totala ersattning som kan erhéllas, se
forsakringsbelopp.

Utredning av forsdkrad person

Forsdkringen omfattar kostnader for forsékrads
radgivare i samband med offentlig utredning av
forsakrad person om sadan utredning kan antas
leda till personligt ansvar fér den forsakrade
enligt p 4.

Ersattning enligt denna utékning omfattar
rimliga och nédvandiga juridiska
ombudskostnader och relaterade professionella
arvoden som den férsdkrade adrar sig
personligen i hans eller hennes representation i
en undersdkning dar hans eller hennes narvaro
kravs av den myndighet som inlett
undersdkningen, dock endast de kostnader som
uppkommit efter det att den forsékrade erhallit
en skriftlig anmaélan fr&n myndigheten och
endast kostnader som uppkommit efter det att
forsakrad erhallit forsékringsbolagets skriftliga
godkannande.

Ersattningen enligt denna utékning ingdr i den
total ersattning som kan erhallas, se
forsakringsbelopp.
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5.11. Myndighets utredning av koncernen

5.11.1. Foérsakringen omfattar kostnader for forsakrads
radgivare i samband med forsikrads
lagstadgade skyldighet att medverka i offentlig
utredning av koncernen och dess verksamhet
om sadan utredning kan antas leda till ansvar
for den férsakrade enligt punkt 4.

5.11.2. Ersattning enligt denna utdkning omfattar
rimliga och ndédvandiga juridiska
ombudskostnader och relaterade professionella
arvoden som den férsakrade &drar sig
personligen i hans eller hennes representation i
en undersoékning dar hans eller hennes narvaro
kravs av den myndighet som inlett
undersdkningen, dock endast de kostnader som
uppkommit efter det att den forsdkrade erhdllit
en skriftlig anmalan fran myndigheten och
endast kostnader som uppkommit efter det att
forsékrad erhdllit férsakringsbolagets skriftliga
godkannande.

5.11.3. Foérsakringen ersatter kostnader upp till det
belopp som anges i férsakringsbrevet (ref 5. b)
och ingdr i den totala ersattning som kan
erhallas, se forsakringsbelopp

5.12. Medverkan i utredning av annan

5.12.1. Foérsakringen omfattar kostnader for férsakrads
radgivare for det fall att forsakrad inkallas till
forhor, ombeds avldgga vittnesmal eller pa
annat satt blir involverad i krav avseende
personligt ledningsansvar riktat mot annan
forsakrad

5.12.2. Ersattning enligt denna utdkning avser rimliga
och ndédvandiga juridiska ombudskostnader som
den forsarade tdrar sig personligen, dock bara
de kostnader som uppkommit efter det att
forsakrad erhallit forsakringsbolagets skriftliga
godkannande.

5.12.3. Foérsakringen ersatter kostnader upp till det
belopp som anges i forsakringsbrevet (ref 5. b)
och ingdr i den totala ers&ttning som kan
erhdllas, se férsakringsbelopp

5.13. Forsakrads dod, konkurs m.m

5.13.1. Foérsakringen omfattar vid forsakrads déd,
forlust av rattshandlingsférmaga, insolvens eller
konkurs krav enligt punkt 4. som framstalls mot
forsakrads dodsbo, dédsbodeldgare, legala
foretradare eller férsakrad i konkurs.

5.14. Forsdkrads make/maka, partner eller
sambo

5.14.1. Forsakringen omfattar krav enligt punkt 4., som
avser forsakrads handling och som framstalls

5.15.

5.15.1.

5.15.2.

5.16.

5.16.1.

5.16.2.

5.17.

5.17.1.
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mot férsakrads make/maka, partner eller
sambo i denna egenskap.

Arbetsrattsrelaterade forfaranden

Férsakringen omfattar krav enligt punkt 4.2.,
framstallda mot forsdkrad av anstalld, f.d
anstalld eller arbetssékande hos koncernen.
Foérsakringen omfattar aven ersattning for
psykiskt lidande. Samtliga anstallda i
koncernen, som kan bli foremal for ett
personligt ansvar for arbetsrattsrelaterade
forfaranden, ar férsakrade enligt punkt 4.2.5.

Med arbetsréattsrelaterade forfaranden avses
féljande handlingar riktade mot ndgon anstélld,
fore detta anstalld, eller arbetss6kande hos
koncernen:

a) inte sakligt motiverad vagran att anstélla
en meriterad platssdkande,

b) underldtenhet att befordra en meriterad
anstalld,

c) inte sakligt motiverad degradering,
forsumlig utvardering, ogenomtankt
omplacering, otilldtna disciplindra atgérder,

d) inte sakligt motiverad uppsagning,

e) trakasserier och tvang,

f) diskriminering eller féordodmjukande
behandling pa grund av ras, hudférg,
religion, etniskt ursprung, civilstand, fysisk
halsa, kon, dlder, utseende, fysiska eller
mentala handikapp, havandeskap, sexuell
inriktning eller sexuella preferenser eller av
liknande skal,

g) &rekrankning av en anstalld eller intrang i
en anstallds privatliv.

Forsvarskostnad vid miljoskada

Férsakringen omfattar nédvandiga och skaliga
kostnader for forsakrads forsvar vid miljoskada
eller pdstadd miljéskada dock endast kostnader
som uppkommit efter det att forsakrad erhallit
forsakringsbolagets skriftliga godkannande.

Ersattningen enligt denna utékning ingar i den
totala erséttning som kan erhéllas, se
forsakringsbelopp

Krishanteringskostnad

Forsakringen ersatter skalig PR-kostnad eller
annan krishanteringskostnad. Kostnaden ska
avse att minska eventuell skada till foljd av kris.
Férsakringsgivarens samtycke i férvag till
kostnaden behéver inte erhallas, férsakringen
ersatter krishanteringskostnad upp till det
belopp som anges i forsakringsbrevet (ref 5.
B.). Erséttningen ingdr i den totala ersittning
som kan erhalles, se forsékringsbelopp.

Med kris avses handelse inom bolaget
alternativt extern handelse som leder till medial

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60

Domicile: Stockholm - www.riskpoint.eu -
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eller annan uppstandelse eller pdverkan, som i
sin tur leder till att bolagsledningen snabbt
maste ingripa for att minska eventuell skada.
Kris ar inte att jamstalla med Krav eller
omstandighet enligt p. 2.
5.18. Personligt betalningsansvar for
koncernens skatt

5.18.1. Forsakringen omfattar ersattningskrav avseende
forsakrads personliga betalningsansvar for
koncernens obetalda skatt under forutsattning

av att:
a) Koncernen saknar férmaga att betala sadan
skatt,

b) Personligt betalningsansvar ar faststallt av i
enlighet med gallande ratt i det land dar
ersattningsanspraket framstélls.

c) Sadant personligt betalningsansprak inte
baserar sig pa en uppsatlig handling eller
underltenhet eller att férsakrad inte kan
anses ha uppnatt personlig vinning eller
annan férdel som forsakrad inte har ratt till

5.19. Raddningskostnader

5.19.1. Om inget annat sarskilt anges skall varje
ersattning for kostnader under denna forsakring
vara begransad till de belopp som genereras
eller uppkommer efter det att férsédkrad erhallit
forsakringsbolagets skriftliga godkannande
dartill. Om férsakringsbolagets godkannande
inte rimligen kan inhdmtas pa grund av en
uppkommen nédsituation, skall
forsakringsbolaget i efterhand godkanna rimliga
och nédvandiga kostnader under férutsattning
av att kravet utan dréjsmal rapporteras till
forsakringsbolaget.

6. Vad forsakringen inte galler for

6.1. Forsakringen galler inte for krav som grundar
sig pa att forsdkrad orsakat skada med uppsat
eller att férsakrad erhallit personlig vinning eller
fordel som forsakrad inte har ratt till.

Detta undantag &r endast tillampligt da det
genom lagakraftvunnen dom eller annat slutligt
avgorande faststdllts att omstéandighet som
anges i undantaget faktiskt foreligger eller att
forsakrad medger det. Att en forsakrads
handling omfattas av undantaget ska inte
pdverka annan férsakrads ratt till
forsakringsskydd.

6.2. Forsakringen galler inte for krav som grundar
. o e . o o
sig pa rattstvist som pagar eller har avslutats
fore forsakringens forsta begynnelsedag eller
som grundas pa8 samma eller vésentligen
samma omstandigheter som pastatts i annan
pagdende eller tidigare avgjord rattstvist.

6.3.

6.4.

6.5.

6.6.

2 (b
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Férsakringen galler inte for krav som grundar
sig pé omstandighet som anmalts till tidigare
forsakringsgivare eller som i évrigt kan anses
vara kand vi tecknandet av forsakringen.

Forsdkringen ersatter inte skatter, béter,

avgifter eller icke-kompensatoriska skadestand
o . o P . . .

savida sadan ersattning inte uttryckligen

omfattas enligt 5.5, 5.6 eller 5.18 ovan.

Forsdkringen galler inte for krav som framstalls
av eller pa vagnarna av annan férsékrad,
koncernen eller ett externt bolag eller
verksamhet om s8dant krav framstalls, eller i
enlighet med gallande ratt, i USA. Detta
undantag skall dock inte galla for:

a) anstallningsrelaterade krav framstallt av
annan foérsakrad

b) krav angdende erséttning fran annan
forsakrad om sadant krav direkt hanfor sig
till ett annat krav som omfattas av denna
forsakring

c) krav framstallda av aktiedgare, direkt eller
p& vagnarna av koncernen (”shareholder
derivative action”)

d) krav framstallda av konkursforvaltare eller
likvidator om sddant krav framstallt utan
medverkan frdn annan férsikrad eller fran
koncernen

e) krav fran fore detta forsakrade

f) forsakrad persons forsvarskostnader

Foérsdkringen galler inte for krav som grundar
sig pa eller kan hanforas till erbjudande om
férsaljning eller nytecknande av aktier, 18n eller
andra vardepapper utstallda av koncernen om
sadant erbjudande dverstiger de belopp som
anges i forsakringsvillkoren p 6.c) (i)-(iii)

7. Forsakringsbelopp

7.1.

Forsakringsbeloppet anges i forsékringsbrevet
och ar den hégsta sammanlagda ersattning som
forsakringsgivaren under férsakringstiden
betalar fér skadestand inklusive
forsvarskostnad, ranta, forhandlingskostnad,
skiljemannaférfarande och rattegang.

8. Atgirder vid skada

8.1.

8.1.1.

Anmadlan om skada och raddningsplikt

Né&r forsakringstagaren eller forsakrad far
kdnnedom om att ett skadestandskrav har
framstallts eller kan komma att framstadllas, ska
detta anmalas till férsékringsgivaren* utan
drdéjsmal. Det aligger forsakrad att efter
formaga verka for att begrénsa eller avvarja
skadan.

*Skada ska anmadlas till RiskPoint AB, fér adress p.12.1.

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60
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8.2.

8.2.1.

8.3.

8.3.1.

8.4.

8.4.1.

Egen medverkan vid skada

Férsakringstagaren och férsakrad ar skyldig att
utan erséttning tillhandah&lla handlingar och
lamna upplysningar av betydelse for
forsakringsgivarens bedémning av kravet.
Vidare ska forsakringstagaren och forsakrad
verkstadlla de utredningar, analyser och
undersoékningar, som &r av betydelse for att
beddma skadefallet och férsékrads ansvar, och
som kan genomforas inom férsakringstagarens
verksamhet.

Forsummelse av skyldigheter

Forsummar forsakrad sina skyldigheter enligt
punkterna 8.1 och 8.2 ager forsakringsgivaren
ratt till avdrag pa ersattningen eller befrielse
frdn ansvar i den man férsummelsen inneburit
men for férsakringsgivaren enligt Svensk
Forsakringsavtalslag, FAL.

Uppgorelse utan forsdkringssivarens
medgivande

Forsakrad har inte ratt att utan godk@nnande av
forsakringsgivaren medge
skadestdndsskyldighet, godkénna
ersattningskrav eller utbetala ersattning. Iakttar
forsakrad inte detta ar forsakringsgivaren fritt
frdn ansvar om inte kravet uppenbart var
lagligen grundat.

9. Serieskada

9.1.

Uppkommer flera krav till foljd av likartade
handlingar eller omsténdigheter ska samtliga
krav betraktas som en skada. Alla sddana krav
anses framstéllda vid den tidpunkt da det forsta
kravet i serien framstalldes.

10. Sjalvrisk

10.1.

Forsakringen galler utan sjalvrisk for forsakrade
personer. Om koncernen enligt lag, avtal,
forpliktelse om avtal eller i vrigt haller eller
kan halla férsakrad person skadeslds for skada
som i 6vrigt omfattas av forsakringen ska
koncernen erlagga sjalvrisk som anges i
forsakringsbrevet.

11. Fareokning och forandring av risk

11.1.

Koncernen skall informera forsakringsbolaget
om vasentliga forandringar av verksamheten i
enlighet med Forsakringsavtalslagen (FAL).
Tillfallen d& férsakringstagaren &r med om
uppkép, fusion eller avyttring enligt nedan skall
alltid anses utgora en vasentlig forandring av
risk

2 (b

.1"
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11.2.  Vid tillfdllen d3 forsdakringstagaren ar med
om uppkop, fusion eller avyttring

11.2.1. Med uppkép av, fusion eller avyttring av
verksamheten eller delar darav avses:

a) att ndgon person eller enhet uppnar
kontroll éver férsakringstagaren genom
forvarv av fler an halften av rostratterna
eller mer an halften av aktiekapitalet, eller

b) att forsakringstagaren fusionerar med
annan enhet eller avyttrar alla eller delar
av sina tillgdngar till annan person eller
enhet.

11.2.2. Vid uppkép av, fusion eller avyttring av
verksamheten eller delar dérav, omfattar
férsakringen endast krav som grundas pa
handling som féretagits fére den tidpunkt d&
ndgon av ovanstdende handelser faktiskt
intrader.

12. Forum och lagval

12.1 For denna férsakring galler bestammelserna i
Forsakringsavtalslagen (2005:104).

Tvist angdende tolkningen eller tilldmpningen
av detta forsakringsavtal eller frégor med
anknytning till avtalsforhallandet ska avgoras
enligt svensk lag i svensk domstol.

13. Forsdakringsbolagen

13.1.  Allt som ror denna forsakring av riskandringar,
skador eller handelser som kan leda till skada,
eller annan paverkan ska anmalas till RiskPoint
AB, som ar agent for férsakringsgivaren.

RiskPoint AB

Birger Jarlsgatan 43
111 45 Stockholm
Sverige

Telefon +46 8 666 10 60
E-mail: police@riskpoint.eu

claims@riskpoint.eu

13.2. For skador ansvarar forsékringsgivaren, till det
belopp som anges i forsakringsbrevet och 6vriga
villkor.

14. Information om var behandling av
personuppgifter

14.1. Vi informerar Er hdrmed om att RiskPoint utfér
elektronisk databehandling av personuppgifter
avseende den forsakrade och andra fysiska
personer vilka specifikt namns i
forsakringsvillkoren. Alla personuppgifter som vi
samlar in ar nédvandiga for att vi ska kunna
ingd och fullgéra forsakringsavtal samt forbattra

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60

Domicile: Stockholm - www.riskpoint.eu -

Reg.No.556739-7954 - Bankgiro 202-2325


mailto:police@riskpoint.eu
mailto:claims@riskpoint.eu

"

point

10.101 VD & Styrelseansvarsférsakring SE 01.2020

Sida 11 av 11

vart dtagande gentemot dig. Dessa
personuppgifter erhdlls av RiskPoint och den
forsakrade accepterar harmed sddan behandling
genom sin begdran av férsakringsskydd.

Personuppgifter &r till exempel information om
den forsakrades namn, adress och liknande,
som ar registrerat i samband med
forberedandet av forsakringen, fullgérande av
forsakringsavtal, liksom information som
registrerats i samband med anmalan och
behandling av skadearenden, var skadan
intréffar, skadade personer etc.

Registrering och behandling av personuppgifter
sker i enlighet med EU:s Allmanna
dataskyddsférordning (EU nr 2016/679). Enligt
denna forordning ar den forsakrade harmed
uttryckligen medveten om att upplysningen av
relevanta personuppgifter ar nédvandig for att
f& forsakring och administration av denna.

De registrerade personuppgifterna lagras sa
lange som det ar ndédvandigt och utbyts endast
med RiskPoints partners, och
forsakringsgivare(n) i forsakringsbrevets pkt. 9,
for att forsakringens dtaganden ska kunna
uppfyllas.

RiskPoint ar personuppgiftsansvarig. Om den
forsakrade vill fa insyn i de personuppgifter vi
har registrerat om Er eller begara rattelse av
felaktiga personuppgifter, kan den férsékrade
kontakta RiskPoint.

15. Sanktionsbegransning och undantagsklausul

15.1. Ingen forsakringsgivare/aterforsakringsgivare
ska anses tillhandahalla férsakringsskydd och
ingen forsakringsgivare/aterférsakringsgivare
ska anses ansvara for betalning av
skadeansprak eller tillhandahdllande av ndgon
forman i den man tillhandahllandet av s3dant
forsakringsskydd, betalningen av sadant
ansprak eller tillhandahdllandet av sddan
form&n skulle innebéra att
forsakringsgivaren/aterforsakringsgivaren kan
komma att utsattas for ndgon sanktion, ndgot
forbud eller ndgon inskréankning under en
resolution fr@n Foérenta nationerna eller
Europeiska Unionens, Storbritanniens eller
USA:s handels- eller ekonomiska sanktioner,
lagar eller férordningar.

RiskPoint AB - Birger Jarlsgatan 43 - 111 45 Stockholm - Sweden - Telephone +46 8 666 10 60
Domicile: Stockholm - www.riskpoint.eu - Reg.No.556739-7954 - Bankgiro 202-2325



§ig Goteborgs Stad

Forsdkrings AB G6ta Lejon

Miljoforsakring for Goteborgs Stad

Forsakrings AB Gota Lejon har for Goteborgs Stad tecknat forsékringsskydd vid handelse av
miljoskada. Syftet med forsakringsskyddet ar att hantera den ekonomiska konsekvensen for
Goteborgs Stad i hédndelse av en storre miljoskada. Med miljoskada avses i det har
sammanhanget huvudsakligen utslapp, spridning eller liknande av férorenande @mnen pa land,
vatten, atmosfar eller annat. Forsakringsskyddet tar sikte pa Goteborgs Stads egna skador pa
mark och vattendrag mm samt dess ansvar for miljoskada hos tredje man till foljd av Géteborgs
Stads verksamhet.

Sammanfattning Milj6forsakring
Forsakringsbolag: AxaXL Insurance Company SE, filial Sweden

Forsakringsperiod: 2021-01-01-2021-12-31 inklusive bada dagarna

Medforsakrade verksamheter: Samtliga verksamheter och kommunala bolag samt verksamheter
dar kommunen och dess bolag atagit sig ett forsakringsansvar.

Forsakrade fastigheter:  Fastigheter &gda av Goteborgs Stad om inte annat sérskilt
Overenskommits med forsékringsbolaget.

Forsakringsbelopp

Miljéansvar 300 000 000 SEK

Ansvarsforsakring for Géteborg Stad avseende
skadestandsskyldighet mot 3:e man for miljoskada

Sanerings- 300 000 000 SEK

kostnader
Saneringskostnader som uppstar till f6ljd av férorening i, vid,
pa, under eller fran forsakrad fastighet

Miljéansvars- 300 000 000 SEK

direktivet
Kostnader for aterstallande av naturresurs enligt EU:s
miljodirektiv som uppstar till foljd av férorening i, vid, pa,
under eller fran forsakrad fastighet



Verksamhets- 20 000 000 SEK

avbrott
Forlorade intékter eller extra kostnader till foljd av miljoskada

Ovrigt Forsakringsskydd finns for ytterligare kostnader sdsom
forsvarskostnader och krishantering. Maximal total ersattning
ur forsakringen ar 300 000 000 SEK/ar

Sjalvrisk

5 000 000 SEK, vissa avvikelser kan férkomma

Notera att detta endast ar en sammanfattning for information och att aktuella forsakringhandlingar utgor
den forsdakrade omfattningen.
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Pollution and Remediation Legal Liability

Policy Period
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Goteborgs Kommun
Kdépmansgatan 20

411 13 Goteborg

Policy Number
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Pollution and Remediation Legal Liability
Schedule

Policy Number: SE00002939LI21A

1.

First Named Insured:

Registered Office:

Additional Insured(s):

Policy Period:

Goteborgs Kommun

Kopmansgatan 20
411 13 Goteborg
Sverige

All  businesses and
municipal companies as
well as business where
the municipality and its
companies undertake
insurance liability.

Inception Date:

Expiry Date:

Limits of Liability and Self-Insured Retention:

Insuring Agreement

J

Pollution Legal Liability
Remediation Legal Liability

Environmental Liability
Directive Legal Liability

Covered Operations Legal
Liability

Transportation Legal Liability

Business Interruption and
Extra Expense

Disaster Response Expense
Non-owned Disposal Sites

Legal Expense

Emergency Costs

Self-Insured Retention

Each and Every

Pollution Condition
or Natural Resource Damage

SEK 5,000,000
SEK 5,000,000

SEK 5,000,000

SEK 5,000,000

SEK 5,000,000

Deductible Period:
7 days

SEK 5,000,000
SEK 5,000,000

SEK 5,000,000

SEK 5,000,000

Insured
Co-
payment
10%

00:00 of the 1% of January 2021

24:00 of the 31t of December 2021

Limits of Liability

Each and Every

Pollution Condition Aggregate Limits

or Natural Resource

Damage

SEK 300,000,000
SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 20,000,000

SEK 2,000,000
SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

Aggregate Limit of Liability for Each and Every Pollution Condition and/or Natural
Resource Damage

Policy Aggregate Limit of Liability for all Coverages

of Liability

SEK 300,000,000
SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 20,000,000

SEK 2,000,000
SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 300,000,000

SEK 300,000,000
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5. Covered Location(s): All locations owned by the insured and their additional insured as well as
property spreadsheet in submission material named: “TSI City of
Gothenburg all property programmes per 2018 12 07.xlsx” and
Endorsement 2 and 3.

6. Covered Operation(s): All businesses
7. Policy Premium: SEK 1,651,734 excluding applicable Insurance Premium Tax
8. Minimum Earned Premium: 100%
9. Retroactive Date 2017.01.01
Covering I?ollutlon Condltlons.and Natural Resource Damage 2007.04.30 for
commencing after the Retroactive Date
Endorsement 2

10. Reverse Retroactive Date -
Covering Pollution Conditions and Natural Resource Damage occurring
prior to the Reverse Retroactive Date

Signed for and on behalf of the Insurer:
UL Moondvteyt

XL Insurance Company SE

Broker:

Willis Tower Watson
Drakegatan 5
412 50 Goteborg
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Pollution and Remediation Legal Liability
Endorsements Applicable

1. Additional Insured(s) Schedule

Covered Locations with Retroactive Date Combined

Additional Insured(s) Covered Locations with Retroactive Date Combined
Long Term Agreement

Additional of Landfill Exclusion

Amendment to Underground Storage Tank Exclusion

N o M w N

Known Conditions
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Pollution and Remediation Legal Liability

Policy

This is a “claims made and reported” policy. This Policy requires that a Claim be made upon the Insured and reported
to the Insurer during the Policy Period or, if applicable, the Extended Reported Period. In addition, this Policy may
have provisions or requirements different from other policies you may have purchased. Please read this Policy carefully.

Insuring Agreements

The Insurer will pay the following on behalf of the Insured:

A.

Pollution Legal Liability

Loss the Insured is liable to pay resulting from any Pollution Condition in, on, at, under or emanating
from any Covered Location as a result of a Claim first made against the Insured during the Policy
Period provided that the Insured reports the Claim to the Insurer, in writing, during the Policy Period
or, if applicable, the Extended Reporting Period.

Remediation Legal Liability

Cleanup Costs resulting from any Pollution Condition in, on, at, under or emanating from any Covered
Location as a result of:

1. a Claim first made against the Insured during the Policy Period; or
2. a Discovery of any Pollution Condition during the Policy Period,

for which the Insured is liable to pay, provided that the Insured reports the Claim or Discovery to the
Insurer, in writing, during the Policy Period or, if applicable, the Extended Reporting Period.

Environmental Liability Directive Legal Liability

Natural Resource Damage Costs resulting from any Natural Resource Damage in, on, at, under or
emanating from any Covered Location as a result of:

1. a Claim first made against the Insured during the Policy Period; or
2. a Discovery of Natural Resource Damage during the Policy Period,

for which the Insured is liable to pay pursuant to the Environmental Liability Directive, provided that
the Insured reports the Claim or Discovery to the Insurer, in writing, during the Policy Period or, if
applicable, the Extended Reporting Period.

Covered Operations Legal Liability

Loss, Cleanup Costs or Natural Resource Damage Costs the Insured is liable to pay arising out of the
performance of a Covered Operation as a result of a Claim first made against the Insured during the
Policy Period provided that the Insured reports the Claim to the Insurer, in writing, during the Policy
Period or, if applicable, the Extended Reporting Period.

Transportation Legal Liability

Loss, Cleanup Costs or Natural Resource Damage Costs the Insured is liable to pay arising out of
Transportation as a result of a Claim first made against the Insured during the Policy Period provided
that the Insured reports the Claim to the Insurer, in writing, during the Policy Period or, if applicable,
the Extended Reporting Period.

Business Interruption and Extra Expense

Business Interruption and Extra Expense resulting from the reasonable and necessary suspension of
the Insured’s operations because of:

1. a Pollution Condition; or

2. Natural Resource Damage,
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in, on, at or under any Covered Location where such Business Interruption and Extra Expense
commences during the Policy Period, subject to the Deductible Period and less the Insured Co-
payment, provided the Insured reports the Business Interruption and Extra Expense to the Insurer,
in writing, during the Policy Period or, if applicable, the Extended Reporting Period.

G. Disaster Response Expense
Disaster Response Expense following any Pollution Condition or Natural Resource Damage in, on,
at, under or emanating from any Covered Location that has resulted in or is likely to result in:
1. Loss, Cleanup Costs or Natural Resource Damage Costs covered under this Policy;
2. spontaneous Media Event coverage; or
3. a need for a Disaster Response Advisor,
provided such Pollution Condition or Natural Resource Damage commences during the Policy
Period and is reported by the Insured to the Insurer, in writing, during the Policy Period or, if
applicable, the Extended Reporting Period.

H. Non-Owned Disposal Site(s) Legal Liability
Loss, Cleanup Costs or Natural Resource Damage Costs the Insured is liable to pay arising out of any
Pollution Condition or Natural Resource Damage in, on, at, under or emanating from a Non-Owned
Disposal Site but solely as respects the liability of the Insured, provided that the Insured reports the
Claim to the Insurer, in writing, during the Policy Period or, if applicable, the Extended Reporting
Period.

I Legal Expense
Legal Expense to defend a Claim for Loss, Cleanup Costs, Natural Resource Damage Costs or any
other coverages afforded by endorsement attached to this Policy.

J. Emergency Costs
Emergency Costs incurred by the Insured during the Policy Period provided that the Insured reports
the Emergency Costs to the Insurer, in writing, as soon as practicable after the commencement of
emergency works and in any event, during the Policy Period or the Extended Reporting Period, if
applicable.

Exclusions

This Policy does not apply to Loss, Cleanup Costs, Natural Resource Damage Costs, Business Interruption,
Extra Expense, Disaster Response Expense, Legal Expense or any other coverages afforded by endorsement
attached to this Policy:

A.

Asbestos and Lead-based Paint
based upon or arising out of the existence, removal or abatement of any of the following:

1. asbestos in any form, including but not limited to products containing asbestos, asbestos
fibres, asbestos dust, and asbestos containing materials in, on or applied to any fixture,
building or other structure; or

2. lead-based paint in, on or applied to any fixture, building or other structure, or pipes
containing lead or painted with lead-based paint.

This exclusion does not apply to Cleanup Costs or Natural Resource Damage Costs with respect to
soil, groundwater and surface water.

Capital Improvement Costs
based upon or arising out of:

1. the replacement, repair, restoration, improvement or adding to, any equipment or facility,
whose defectiveness or inefficiency gives rise to any Pollution Condition or Natural
Resource Damage or breach of any law, Environmental Liability Directive, permit, notice,

Pollution and Remediation Legal Liability Policy Page 7/23



letter, order or other approval or any written instruction from any governmental authority or
representative; or

2. any Pollution Condition or Natural Resource Damage arising out of a deliberate act or
omission, wilful misconduct or gross negligence on the part of a Responsible Insured with
regard to the maintenance, replacement, repair, restoration, monitoring, improvement,
adding to or upgrading of any equipment or facility.

Contractual Liability

based upon or arising out of the Insured’s:

1. assumption of liability in a written contract or written agreement; or
2. a breach of contract or agreement to which the Insured is a party.

This exclusion does not apply to liability that the Insured would have in the absence of the contract or
agreement or liability assumed by the Insured in a contract or agreement that is specified in the
Insured’s Contract Schedule and is specifically endorsed onto this Policy.

Covered Operations

solely with regard to coverage afforded under this Policy arising from Covered Operations based upon
or arising out of:

1. a Claim seeking non pecuniary relief;

2. Property Damage to work performed by or on behalf of the Insured or any portion of such
work or any materials, parts or equipment furnished in connection with such work;

3. the rendering of or the failure to render professional services by the Insured; or

4, any Claim based upon or arising out of the advising or requiring of, or failure to advise or

require or failure to maintain any form of insurance, suretyship or bond, either with respect
to the Insured or any other entity or company.

Divested Location

based upon or arising out of any Pollution Condition or Natural Resource Damage in, on, at, under or
emanating from any Covered Location where the Pollution Condition or Natural Resource Damage
commenced subsequent to the time such Covered Location was sold, given away or abandoned by the
Insured or divested involuntarily.

Employers’ Liability

based upon or arising out of any injury to any employee, director, officer, partner, temporary worker or
leased worker of an Insured or under any workers’ compensation, employers’ liability, unemployment
compensation, disability benefits law, or similar law.

Hostile Acts and Terrorism

based upon or arising out of any consequence, whether direct or indirect, of war, invasion, act of foreign
enemy, hostilities (including but not limited to Terrorism, and whether war be declared or not), civil
war, rebellion, revolution, insurrection or military or usurped power, strike, riot, or civil commotion.

This exclusion applies regardless of any other cause or event that contributes concurrently or in any
sequence to Loss, Cleanup Costs, Natural Resource Damage Costs, Business Interruption, Extra
Expense, Disaster Response Expense, Legal Expense or any other coverages afforded by
endorsement attached to this Policy.

Insured’s Property/Bailee Liability

with respect to Property Damage only, to real property owned, leased or operated by the Insured, or
personal property in the care, custody or control of the Insured even if such Property Damage is
incurred to avoid or mitigate Loss, Cleanup Costs, Natural Resource Damage Costs, Business
Interruption, Extra Expense, Disaster Response Expense, Legal Expense or any other damages or
expenses which may be covered under this Policy or to respond in any way to any Pollutants, any
Pollution Condition or any Natural Resource Damage.
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For the avoidance of doubt, this exclusion does not apply to Cleanup Costs or Natural Resource
Damage Costs with respect to soil, groundwater or surface water at a Covered Location.

This exclusion does not apply to Replacement Costs.

Insured versus Insured

based upon or arising out of any Claim by one Insured against any other Insured.
Intentional Non-compliance

based upon or arising out of any Pollution Condition or Natural Resource Damage that results from
the intentional disregard of, or the deliberate, wilful or dishonest non-compliance by any Responsible
Insured with, any law, Environmental Liability Directive, permit, notice, letter, order or other
approval or any written instruction from any governmental authority or representative.

Known Condition(s)

based upon or arising out of any Pollution Condition or Natural Resource Damage known to any
Responsible Insured prior to the inception date of this Policy or prior to the Covered Location or
Covered Operation being endorsed onto this Policy, unless such Pollution Condition or Natural
Resource Damage is specifically mentioned in documents listed in an Insured Disclosure Schedule
endorsed onto this Policy.

Material Change in Use or Operations
based upon or arising out of:

1. a material change in the use of any Covered Location, or a material change in a Covered
Operation, from that set forth by the Insured in the application or other supplemental
materials submitted to the Insurer as of the inception date of this Policy or as of the date the
Covered Location or Covered Operation was endorsed onto this Policy, or

2. development, decommissioning or cessation of activities at any Covered Location.
Multiplied Damages/Fines/Penalties

based upon or arising out of criminal, non-criminal, civil or administrative fines or penalties and
exemplary, aggravated or multiplied damages.

Notices to Previous Insurers
based upon or arising out of any Claim or potential Claim which:

1. the Insured was aware of prior to the inception date of this Policy, irrespective of whether
the Insured believed or expected such Claim or potential Claim would involve this Policy; or

2. notice of which has been given under any other policy prior to the inception date of this
Policy.
Products Liability

based upon or arising out of goods, materials or products manufactured, sold, handled, distributed,
supplied, altered or repaired by or on behalf of any Insured or by any others under licence or trade
name from any Insured after physical possession of such has been relinquished to others. This includes
any container thereof, or any reliance upon a representation or warranty made at any time with respect
thereto, but only if the Pollution Condition or Natural Resource Damage occurs away from a Covered
Location or the location of a Covered Operation or after physical possession of such has been
relinquished.

Radioactive [/ Nuclear Material
based upon or arising out of:

1. ionising radiations or contamination by radioactivity from any nuclear fuel or from any
nuclear waste from the processing or reaction of nuclear fuel; or

2. the radioactive, toxic, explosive or other hazardous properties of any explosive nuclear
assembly or nuclear component thereof;
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including but not limited to the actual, alleged or threatened exposure of any person(s) or property to
any such matter.

Retroactive Date

based upon or arising out of any Pollution Condition or Natural Resource Damage that commenced
prior to the Retroactive Date stated in Item 9. of the Schedule which includes any dispersal, migration,
further movement or other continuation of any such Pollution Condition or Natural Resource
Damage on or after that Retroactive Date.

Reverse Retroactive Date

based upon or arising out of any Pollution Condition or Natural Resource Damage that commenced
subsequent to the Reverse Retroactive Date stated in Item 10. of the Schedule.

Site Investigation

based upon or arising out of any Pollution Condition or Natural Resource Damage discovered in the
course of any investigation, sampling, testing, assessment or other analysis, performed after the
inception date of this Policy of air, soil, sediments, or any watercourse or body of water including
groundwater and surface water, in, on, at, under or emanating from any Covered Location or site of a
Covered Operation.

This exclusion does not apply to any Pollution Condition or Natural Resource Damage in, on, at,
under or emanating from any Covered Location that is discovered solely as a result of:

1. a Claim by a governmental authority or representative acting under law enacted to impose
liability for a Pollution Condition, or the Environmental Liability Directive, in the
jurisdiction of any Covered Location requiring the Insured to investigate, sample, test,
assess or perform other analysis, provided that no Insured, or anyone acting on behalf of an
Insured, has approached any governmental authority or representative to request, suggest
or otherwise communicate that any investigation, sampling, testing, assessment or other
analysis be ordered or performed; or

2. activities consistent with any regular monitoring of any Covered Location to comply with
the terms and conditions of a licence or permit.

Notwithstanding the above, this Policy does not cover any Claim based upon or arising out of any
legislation according to which a survey(s) or investigation(s) of the environmental condition of any
Covered Location may or must be undertaken as a condition of the licence, permit or other approval
or the grant, renewal, reconsideration, varying, transfer or any other modification, or any revocation or
surrender, of a licence, permit or other approval.

Underground Storage Tank(s)

based upon or arising out of the existence of any Underground Storage Tank at any Covered Location,
or associated with any Covered Operation.

This exclusion does not apply to an Underground Storage Tank:

1. the existence of which is unknown to a Responsible Insured as of the inception date of this
Policy or the date that any Covered Location or Covered Operation at issue is endorsed
onto this Policy;

2. which is listed in the Underground Storage Tank(s) and Associated Piping Schedule, if any;
3. which is an in-ground treatment process tank open to the atmosphere;
4. which is a flow through process tank, storm-water or waste water collection system,

oil/water separator, pit or septic tank; or

5. which is situated in an underground area (such as a basement, cellar, mine shaft or tunnel) if
the Underground Storage Tank is situated upon or above the surface of the floor.

lll. Extended Reporting Period
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C.

If coverage similar or the same as that provided under this Policy has not been purchased for the period
immediately following the expiry of the Policy Period on or before the expiry of the Policy Period, and
if the total premium for this Policy has been paid in full, the Insured will be entitled to an automatic
Extended Reporting Period of ninety (90) days and the Insured will be entitled to request an
additional Extended Reporting Period which may be granted on terms which are at the Insurer’s sole
discretion.

Any Extended Reporting Period will not in any way increase any of the Limits of Liability specified in
Item 4. of the Schedule, and any payments made in relation to matters notified during the Extended
Reporting Period shall be part of and not in addition to such Limits of Liability.

There shall be no Extended Reporting Period where this Policy has been cancelled.

IV. Limits of Liability, Self-Insured Retention and Aggregation

A.

The Insurer’s liability under this Policy in respect of each and every Pollution Condition or Natural
Resource Damage for any one Insuring Agreement:

1. shall be in excess of the applicable Self-Insured Retention stated in Item 4(a). of the Schedule;

2. shall not exceed the relevant Limit of Liability for each and every Pollution Condition or
Natural Resource Damage for that Insuring Agreement as set out in Item 4(a). of the
Schedule; and

3. shall not exceed the applicable Aggregate Limit of Liability for such Insuring Agreement as
set out in Item 4(a). of the Schedule.

The Insurer’s total liability under this Policy for each and every Pollution Condition and/or Natural
Resource Damage shall not exceed the Aggregate Limit of Liability for Each and Every Pollution
Condition and/or Natural Resource Damage as set out in Item 4(b). of the Schedule.

The Insurer’s total liability for all Insuring Agreements under this Policy in the aggregate shall not
exceed the Policy Aggregate Limit of Liability for all Coverages stated in Item 4(b). of the Schedule.

The Self-Insured Retention and:

1. any Business Interruption or Extra Expense during the Deductible Period stated in Item
4(a). of the Schedule; and

2. the Business Interruption and Extra Expense stated as the Insured Co-payment in the Self-
Insured Retention column of Item 4(a). of the Schedule,

are to be borne by the Insured and are not to be insured unless the Insurer has provided prior written
consent to the First Named Insured.

All Loss, Cleanup Costs, Natural Resource Damage Costs, Business Interruption, Extra Expense,
Disaster Response Expense, Legal Expense or any other coverages afforded by endorsement attached
to this Policy arising out of the same or related Pollution Condition or Natural Resource Damage at
any one Covered Location or Covered Operation will be aggregated and subject to one Limit of
Liability, and only one Self-Insured Retention shall be applied to the aggregated amount. Where more
than one Limit of Liability or Self-Insured Retention is stated at Item 4(a). of the Schedule, and where
only one Limit of Liability or Self-Insured Retention shall be applied in accordance with this clause, the
larger Limit of Liability or Self-Insured Retention shall be applicable, provided that any Deductible
Period applicable will continue to apply in addition to any monetary Self-Insured Retention.

Any Loss, Cleanup Costs, Natural Resource Damage Costs, Business Interruption, Extra Expense,
Disaster Response Expense, Legal Expense, or any other coverages afforded by endorsement
attached to this Policy arising out of the same or related Pollution Condition or Natural Resource
Damage incurred and reported by the Insured to the Insurer, in writing, over more than one Policy
Period will be:

1. considered a single Loss, Cleanup Costs, Natural Resource Damage Costs, Business
Interruption, Extra Expense, Disaster Response Expense, Legal Expense, or other
coverage as specified; and
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2. will be subject to the same Limits of Liability and Self-Insured Retention(s) in effect at the
time of the first reported Loss, Cleanup Costs, Natural Resource Damage Costs, Business
Interruption, Extra Expense, Disaster Response Expense, Legal Expense, or other
coverage as specified.

Reporting, Defence, Settlement and Co-operation

A.

In the event any:
1. Claim is first made against the Insured during the Policy Period; or
2. Discovery is made during the Policy Period,

the Insured must forward to the Insurer, at the address listed in Section VIII. Key Addresses, such Claim
or full particulars with respect to the time, place and circumstances of the Discovery as soon as
practicable and in any event during the Policy Period or the Extended Reporting Period, if applicable.
If this clause is not complied with, the Insurer shall have no liability in respect of such Claim or
Discovery.

No costs, charges or expenses will be incurred, nor obligations assumed or measures commenced
without the Insurer’s prior written consent. This provision does not apply to Emergency Costs.

The Insured must notify the Insurer if Emergency Costs have been incurred as soon as practicable of
such costs having been incurred and in any event during the Policy Period or the Extended Reporting
Period, if applicable. If this clause is not complied with, the Insurer shall have no liability in respect of
such Emergency Costs.

The Insurer shall not be obliged to make any payment in connection with any liability admitted by the
Insured or settlement agreed by the Insured unless the Insurer has provided prior written consent to
the liability being admitted or settlement being agreed.

If the Insurer recommends a settlement of a Claim:

1. for an amount within the Self-Insured Retention stated in Item 4(a). of the Schedule and the
Insured refuses such settlement, the Insurer will not be liable for any Loss, Cleanup Costs,
Natural Resource Damage Costs, Business Interruption, Extra Expense, Disaster
Response Expense, Legal Expense or any other coverages afforded under this Policy or any
endorsements attached thereto in excess of the Self-Insured Retention in respect of such
Claim; or

2. for a total amount in excess of the Self-Insured Retention stated in Item 4(a). of the Schedule
and the Insured refuses such settlement, the Insurer’s liability for Loss, Cleanup Costs,
Natural Resource Damage Costs, Business Interruption, Extra Expense, Disaster
Response Expense, Legal Expense or any other coverages afforded under this Policy or any
endorsements attached thereto will be limited to that portion of the recommended
settlement and the costs, charges and expenses as of the Insured’s refusal which exceed the
Self-Insured Retention and fall within the Limits of Liability stated in Item 4. of the Schedule.

It is the duty of the Insured to defend any Claim. The Insurer shall have the right, in its sole discretion,
to assume the conduct of the defence and settlement of any Claim. If the Insured fails to co-operate or
does not allow the Insurer to assume conduct of the defence and settlement of any Claim, the Insurer
shall have no liability under this Policy in connection with that Claim.

The Insured, on the demand of the Insurer, will reimburse the Insurer for any element of Loss, Cleanup
Costs, Natural Resource Damage Costs, Business Interruption, Extra Expense, Disaster Response
Expense, Legal Expense or any other coverages afforded under this Policy falling within the Self-
Insured Retention stated in Item 4(a). of the Schedule.

The Insurer may at any time pay to the Insured in connection with any Claim(s) the remaining amount
of any applicable Limit of Liability stated in Item 4(a). of the Schedule. Upon payment the Insurer shall
relinquish its right to participate with the Insured in the defence and settlement of, and shall have no
further liability in connection with, such Claim(s).
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VI. General Conditions

A.

Assignment

This Policy cannot be assigned without the prior written consent of the Insurer.

Cancellation

1.

This Policy may be cancelled by the First Named Insured at any time by posting to the Insurer
written notice stating when thereafter the cancellation will be effective. The date of posting
of such written notice will be the end of the Policy Period.

The Minimum Earned Premium for this Policy will be the percentage stated in Item 8. of the
Schedule and represents the amount of the total premium for this Policy which is deemed
fully earned by the Insurer on the inception date of this Policy and no refund of the Minimum
Earned Premium will be given.

In the event of cancellation by the First Named Insured, a pro rata refund of the premium will
be given, provided that:

a. no Claim(s) or Discovery(ies) or facts or circumstances that could result in a Claim or
Discovery have been notified to the Insurer; and

b. the Minimum Earned Premium stated in Item 8. of the Schedule will be deemed fully
earned at the date of cancellation and no refund of the Minimum Earned Premium will
be given.

The Insurer may cancel this Policy at any time but only for the following reasons:
a. any Insured commits fraud,;

b. any Insured breaches or fails to comply with Policy terms, conditions, contractual
duties, or any of its obligations under this Policy or at law; or

C. any Insured fails to pay the premium or any Self-Insured Retention.

If the Insurer wishes to cancel the Policy, the Insurer will provide written notice to the First
Named Insured stating when not less than sixty (60) days thereafter (or ten (10) days for non-
payment of premium) such cancellation will be effective. The posting or sending of such
notice will be sufficient proof of notice of cancellation. The effective date and time of
cancellation stated in the notice will be the end of the Policy Period.

If the Insurer cancels this Policy, the amount of premium returnable to the First Named
Insured will be computed pro rata and the Minimum Earned Premium will not apply.

Any refund or premium adjustment will not take place until after the end of the Policy Period.

If a Claim is made against the Insured, and the Pollution Condition or Natural Resource
Damage related to such Claim is discovered or coverage is requested from the Insurer by the
Insured during this Policy Period, then the premium will be deemed fully earned, and the
Insured is not entitled to any return of premium upon cancellation.

Dispute Resolution

All matters arising hereunder including but not limited to questions or disputes related to the validity,
interpretation, performance and enforcement of this Policy will be determined in accordance with the
laws of Sweden. The Insurer and the Insured will submit to the exclusive jurisdiction of the High Court
of Stockholm, Sweden, and will comply with all the requirements necessary to give such court
jurisdiction.
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Documentation

In respect of a claim under Section I. Insuring Agreement, sub-section F. Business Interruption and Extra
Expense, the Insured will provide the Insurer with a detailed claim for payment accompanied by a
computation of loss as soon as practicable. The Insured shall also produce any documentary evidence,
including but not limited to accounts and supporting documents, invoices and the like for the period of
twenty-four (24) months immediately preceding the suspension of the Insured’s operations giving rise
to the Business Interruption, as may be required by the Insurer and its representatives, to support the
computation of loss. If the Insured does not comply with any reasonable request for documentation by
the Insurer or its representatives in accordance with this clause, the Insurer will not be liable for any
Business Interruption or Extra Expense.

Inspection

The Insurer will be permitted but is not obliged to inspect, sample and monitor the Insured’s property
and operations and any Covered Location or Covered Operation at any time, as far as they relate to
the subject matter of this Policy. The Insurer’s right to make inspections, collect samples and monitor
or the actual undertaking thereof, or any report thereon does not constitute an undertaking to
determine or warrant that such property or operations are safe, healthful or conform to acceptable
engineering practice or are in compliance with any law, Environmental Liability Directive, rule,
regulation, code of practice or guidance.

Access for the inspection, sampling and monitoring will be co-ordinated through the broker or agent of
the First Named Insured.

Interpretation

The descriptions in the headings of this Policy are solely for convenience and form no part of the terms
and conditions of this Policy.

Other Insurance

This insurance will be in excess of the Self-Insured Retention stated in Item 4(a). of the Schedule and
any other valid and collectible insurance available to the Insured, whether such other insurance is
stated to be primary, pro rata, contributory, excess, umbrella, contingent or otherwise, unless such
other insurance is written only as specific excess insurance over the Limits of Liability stated in Item 4.
of the Schedule.

Sanctions

The Insurer shall not be deemed to provide cover, and shall not be liable to pay any claim or provide
any benefit under this Policy if and to the extent that the provision of such cover, payment of such claim
or provision of such benefit would expose the Insurer to any sanction, prohibition or restriction under
either United Nations resolutions or the trade or economic sanctions, laws or regulations of the
European Union, United Kingdom or United States of America.

Severability

Except with respect to Limits of Liability stated in Item 4. of the Schedule and any rights and duties
assigned in this Policy to the First Named Insured, this insurance applies as if each Insured were the
only Insured and separately to each Insured against whom a Claim is made.

Any misrepresentation, act or omission that is in breach of a term, duty or condition under this Policy
by one Insured will not by itself affect coverage for another Insured under this Policy. However, this
condition will not apply to the Insured who is a parent, subsidiary or affiliate of the Insured which
committed the misrepresentation, act or omission referenced above.

Sole Agent

The First Named Insured will act on behalf of all Insured(s) for the payment or return of premium,
payment of the Self-Insured Retention, receipt and acceptance of any endorsement issued to form a
part of this Policy, giving and receiving notice of cancellation or non-renewal and the exercise of the
rights provided in Section Ill. Extended Reporting Period.

Subrogation
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In the event of any payment under this Policy, the Insurer will be subrogated to all the Insured’s rights
of recovery against any person or organisation and the Insured will execute and deliver instruments
and papers and do whatever else is necessary to secure such rights. The Insured will do nothing at any
time to prejudice the Insurer’s subrogation rights.

Territorial Limits

This Policy only applies to Claim(s) or Discovery(ies) resulting from Pollution Conditions or Natural
Resource Damage which originate in the European Economic Area, and where any Claim is first
brought and always maintained within the European Economic Area.

VII. Definitions

A.

Additional Insured means any person(s) or entity(ies) designated as such in Item 2. of the Schedule or
as endorsed onto this Policy, but solely to the extent such person(s) or entity(ies) is liable for any Loss,
Cleanup Costs, Natural Resource Damage Costs, Business Interruption, Extra Expense, Disaster
Response Expense or Legal Expense.

Bodily Injury means physical injury, sickness, or disease, and any accompanying mental anguish or
emotional distress sustained by any person, including death resulting therefrom, caused by any
Pollution Condition.

Business Interruption means the loss of PBIT during the Period of Restoration as a direct result of
the suspension of the Insured’s operations at a Covered Location, less any costs saved as a result of
such suspension. Such loss of PBIT shall be calculated by reference to the Insured’s PBIT for the
financial year occurring prior to the suspension.

Business Interruption shall be adjusted as necessary to take into account the trend of the Insured’s
business and variations in or other circumstances affecting the business (including seasonality) which
would have affected the business in absence of any suspension.

Business Interruption shall be calculated for the Insured by an accountant chosen from the Insurer’s
panel.

Carrier means any person(s) or entity(ies), including the Insured or any subsidiary or affiliate of the
Insured, or a person(s) or entity(ies) engaged by or on behalf of the Insured:

1. in respect of products, goods and materials, licensed and in the business of transporting
products, goods or materials for hire; or

2. in respect of waste, licensed to transport, and in the business of transporting, waste.

Claim means a demand, notice or assertion of a legal right alleging liability or responsibility on the part
of any Insured and includes any legal proceedings against an Insured arising out of any Pollution
Condition or Natural Resource Damage.

Claim does not include any of the foregoing arising out of a Pollution Condition or Natural Resource
Damage reported under a prior policy issued by the Insurer or any entity affiliated with the Insurer.

Cleanup Costs means expenses resulting from a Pollution Condition and incurred to investigate,
assess, remove, dispose of, treat, abate, contain or neutralise any Pollution Condition, including any
associated monitoring and testing costs provided that payment of such expenses is required by law
enacted to impose liability for such Pollution Condition in the jurisdiction of any Covered Location,
Covered Operation, Transportation or Non-owned Disposal Site at issue.

Cleanup Costs includes Emergency Costs and Replacement Costs.

Covered Location means any location stated in Item 5. of the Schedule or as endorsed onto this Policy
provided that the location continues to be used as set forth in the application or other supplementary
materials or written information submitted to the Insurer prior to the inception date of this Policy or
prior to the date the location is endorsed onto this Policy.

Covered Operation means any activity that is actually carried out by the Insured beyond the legal
boundary of any Covered Location and as listed in Item 6. of the Schedule or as endorsed onto this
Policy.
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Deductible Period means the period of time that begins with the date and time that the Insurer
received and recorded written notice of the necessary suspension of the Insured’s operations due to
any Pollution Condition or Natural Resource Damage and ends within the timeframe scheduled in
Item 4(a). of the Schedule, Deductible Period, of this Policy. The Deductible Period must begin in the
Policy Period.

Disaster Response Advisor means any public relations firm or crisis management firm hired by the
Insured with the Insurer’s prior written consent, to minimise potential harm to the Insured by
maintaining and/or restoring public confidence in the Insured.

Disaster Response Expense means any reasonable and necessary expenses arising out of a Pollution
Condition or Natural Resource Damage incurred by the Insured or the Disaster Response Advisor
with the prior written consent of the Insurer. These expenses include, but are not limited to, medical
expenses, funeral expenses, psychological counseling expenses, travel expenses, temporary living
expenses, printing and postage expenses, and expenses to secure the scene in the event of a disaster.

Discovery means any Pollution Condition or Natural Resource Damage first discovered at any
Covered Location during the Policy Period where such Pollution Condition or Natural Resource
Damage is encountered during the ordinary course of the Insured’s use of the Covered Location as of
the inception date of this Policy or the date that the Covered Location is endorsed onto this Policy,
and is not discovered as a result of an investigation or survey to assess, identify or search for the
presence of any Pollutants, Pollution Conditions or Natural Resource Damage in, on, at, under or
emanating from the Covered Location.

Emergency Costs means reasonable and necessary Cleanup Costs and Natural Resource Damage
Costs incurred in good faith by the Insured on an emergency basis:

1. to avoid the occurrence of a Pollution Condition or Natural Resource Damage that may
give rise to a Claim; or

2. to avoid a significant increase in the cost of responding to a Claim,

for which the Insured has no choice but to carry out the emergency works immediately.
For the avoidance of doubt, Emergency Costs do not include capital improvement costs.
Environmental Liability Directive means:

1. Directive 2004/35/CE on environmental liability with regard to the prevention and remedying
of environmental damage including any amendments to such Directive; and

2. legislation enacted by a Member State to transpose Directive 2004/35/CE into domestic law,
including any amendments to such domestic law, provided that the domestic legislation has
the force of law.

Extra Expense means necessary expenses incurred by the Insured, over and above the Insured’s
continuing normal operating expenses, during the Period of Restoration, that the Insured would not
have incurred had no Pollution Condition or Natural Resource Damage been discovered at the
Covered Location, provided that the expenses are necessarily incurred to avoid or minimise the
suspension of business and to continue operations:

1. at the Covered Location; or
2. at replacement or temporary location(s), including:
a. relocation expenses; and
b. costs to equip and operate the replacement or temporary location(s),

provided that the expenses shall not be greater than the loss of profit (or reduction in loss) that would
have occurred during a suspension.

Extended Reporting Period means the period referred to in Section Ill. Extended Reporting Period (if
applicable).

Insured means:
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1. the First Named Insured;
2. any Additional Insured; and
3. any present or former director, officer, partner or employee of any Insured, but solely while

acting within the course and scope of their duties as such for that Insured.

Insured Co-payment means the percentage of the Business Interruption and Extra Expense shown
in Item 4(a). of the Schedule, which is to be borne by the Insured.

Insurer means XL Insurance Company SE.

Legal Expense means reasonable and necessary legal fees and any costs, charges and expenses
(including those paid to technical or other experts) incurred by or on behalf of the Insured in the
investigation, adjustment or defence of a Claim with the prior written consent of the Insurer.

Legal Expense does not include time, legal fees, costs, charges and expenses incurred by the Insured
in assisting in the investigation or resolution of a Claim or in connection with Cleanup Costs or Natural
Resource Damage Costs including but not limited to the costs of the Insured’s in-house lawyers,
salaries or charges of employees or officials of the Insured, or fees and expenses of supervisory legal
advisors retained by the Insured.

Loss means a monetary judgment, award or settlement of compensatory damages arising from:
1. Bodily Injury; and/or

2. Property Damage.

Loss does not include Cleanup Costs or Natural Resource Damage Costs.

Media Event means a spontaneous event that results in coverage by mass media organisations,
particularly television news and newspapers in both print and Internet editions.

Natural Resource Damage means physical injury to, including the destruction of, protected species
and natural habitats, water or land as specified in the Environmental Liability Directive.

For the avoidance of doubt, in the event that Natural Resource Damage occurs during and continues
after the Policy Period, this Policy provides cover only for its occurrence during the Policy Period
subject to the other terms and conditions of this Policy.

Natural Resource Damage Costs means:

1. costs incurred by or on behalf of the Insured for Natural Resource Damage which the
Insured is liable for; and/or

2. a Claim for the reimbursement of costs for Natural Resource Damage,

including but not limited to preventive measures, primary, complementary and compensatory
remediation and any other measures to remedy environmental damage as described in the
Environmental Liability Directive.

Natural Resource Damage Costs includes Emergency Costs and Replacement Costs.

Non-Owned Disposal Site means any site:

1. located within the European Economic Area that is designed, engineered, constructed and
operated for the permanent disposal of waste in accordance with a permit or licence for such
permanent disposal from the relevant governmental authority and is permitted or licensed
to accept such waste as of the date the waste is unloaded at the site;

2. where waste that originates from any Covered Location or Covered Operation is
permanently disposed of provided that the area of the Non-Owned Disposal Site in which
such waste is permanently disposed is designed, engineered, constructed, operated and
permitted or licensed for the permanent disposal of waste;

3. which is not used to store or prepare waste for further transport including but not limited to
its recovery, treatment or disposal at another location whether on or off the Non-Owned
Disposal Site; and
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GG.
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4, the Non-owned Disposal Site is not managed, operated, owned or leased by any Insured or
an affiliate of any Insured.

PBIT means profit before interest and tax.

Period of Restoration means the period of time that begins after the Deductible Period and ends
when the Covered Location should be restored to operation with reasonable speed and quality or
when business activities resume at a new permanent location. The expiration date of this Policy will
not reduce the Period of Restoration nor shall the Extended Reporting Period, if applicable, extend
it.

Policy means this policy wording, the Schedule and any attached endorsements.

Policy Period means the period stated in Item 3. of the Schedule or any shorter period arising as a result
of cancellation or other termination of the Policy.

Pollutants means any solid, liquid, gaseous or thermal pollutant, irritant or contaminant or poisonous,
noxious or polluting matter, including but not limited to smoke, vapours, odours, soot, fumes, acids,
alkalis, toxic chemicals, hazardous materials, electromagnetic fields, and waste materials, including
medical, infectious and pathological waste, and low level radioactive waste.

Pollution Condition means:

1. the discharge, dispersal, release, seepage, migration, or escape of Pollutants into or upon
land, or structures thereupon, the atmosphere, or any watercourse or body of water
including groundwater; or

2. the unlawful abandonment by anyone other than the Insured, and without the knowledge
or consent of the Insured, of Pollutants, or any drums, tanks, or similar containers holding
such Pollutants, in, on, at or under any Covered Location.

Property Damage means:

1. physical injury to or destruction of tangible property, including the resulting loss of use
thereof, and including the personal property of third parties;

2. loss of use of such property that has not been physically injured or destroyed;
3. diminished third party property value; or
4, third party business interruption.

Property Damage does not include Cleanup Costs or Natural Resource Damage Costs.

Replacement Costs means costs necessarily incurred by or on behalf of the Insured to repair or replace
real or personal property damaged while incurring Cleanup Costs or Natural Resource Damage Costs
to the condition it was in prior to being damaged during the course of incurring Cleanup Costs or
Natural Resource Damage Costs.

However, these costs will not exceed the Actual Cash Value of such real or personal property
immediately prior to incurring the Cleanup Costs or Natural Resource Damage Costs or include costs
associated with improvements or betterments. For the purposes of this definition, Actual Cash Value
means the costs to replace such real or personal property immediately prior to incurring the Cleanup
Costs or Natural Resource Damage Costs minus the accumulated depreciation and obsolescence of
the real or personal property.

Responsible Insured means:

1. any officer, director or partner of the Insured;

2. any manager of any Covered Location or Covered Operation; or

3. any employee of the Insured responsible, in whole or in part, for risk control, risk
management, health and safety or environmental affairs, control or compliance for the
Insured.

Terrorism means the commission or threat of:
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1. an act of force or violence;

2. an act otherwise dangerous to any person, property, animals or the environment, including
but not limited to the use of or the discharge, dispersal, release, seepage, migration or escape
of any Pollutant(s) into or upon land or structures thereupon, the atmosphere, or any
watercourse or body of water or groundwater;

3. an act which causes Natural Resource Damage or a threat of Natural Resource Damage; or

4, an act which disrupts or interferes with any public or private systems, including but not
limited to communication, electronic, information, mechanical, delivery or transportation,

where the stated or implied purpose or effect of any such act or threat is to cause chaos; to intimidate,
coerce or disrupt a government, the military or civilian population or any portion thereof, or any
segment of business, industry or the economy; to further political, ideological, religious, social or
economic objectives; or to express (or express opposition to) a philosophy or ideology.

Transportation means the movement by a Carrier of products, goods and materials manufactured,
sold, handled, distributed, supplied, altered or repaired by the Insured and waste generated by the
Insured, including the Loading and Unloading of such products, goods, materials or waste, after the
Carrier crosses the legal boundary of a Covered Location, and, provided that coverage is afforded by
Section I. Insuring Agreement, sub-section E. Transportation Legal Liability.

Loading and Unloading means all loading and unloading activities except for those activities which
occur during the course of disposal, abandonment or final delivery of such products, goods, materials
or waste.

Underground Storage Tank(s) means any stationary container or vessel, including the associated
piping connected thereto, which is at least ten per cent (10%) or more beneath the surface of the ground
and is:

1. constructed primarily of non-earthen materials; and

2. designed to contain any substance.
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VIIl. Key Addresses

IX.

All notifications of any claim pertaining to this Policy should be sent to the Environmental Claims Department at
the following address. All other notices pertaining to this Policy, with the exception of complaints, should be sent
to the Environmental Underwriting Department, also at the following address:

The Claims Manager
XL Catlin Services SE
Kungsgatan 5

111 43 Stockholm
Sweden

nordicclaims@axaxl.com
Phone +46 (0)8 440 89 90

Underwriting Department
rikke.olesen@axaxl.com
Phone +46 768 79 43 46

The Insurer will notify the Insured of any change in this address.

Questions and Complaints

If the Insured has any questions or concerns about this Policy or the handling of a claim, please contact the
broker/intermediary through whom this Policy was arranged.

If the Insured wishes to make a complaint, the Insured can do so at any time by referring the matter to:

Complaints Manager
XL Catlin Services SE
20 Gracechurch Street
London, EC3V 0BG
United Kingdom

Email: axaxlukcomplaints@axaxl.com
Telephone: +44 (0) 20 7743 8487

XL Catlin Services SE acts on behalf of XL Insurance Company SE in the administration of complaints.
The complaint will be acknowledged, in writing, within 5 (five) business days of it being made.

If the Insured remains dissatisfied after the Complaints Department has considered the complaint or a final
decision has not been received within forty (40) business days, the Insured can refer the complaint to the Financial
Services and Pensions Ombudsman at:

Financial Services and Pensions Ombudsman
Lincoln House

Lincoln Place

Dublin 2

D02 VH29

Telephone: +353 1 567 7000

Email: info@fspo.ie

The European Commission also provides an on-line dispute resolution (ODR) platform that allows consumers to
submit their complaint through a central site, which will forward the complaint to the right Alternative Dispute
Resolution (ADR) scheme. The ADR scheme for XL Insurance Company SE is the Financial Services and Pensions
Ombudsman, which can be contacted directly using the contact details above. For more information about ODR
please visit http://ec.europa.eu/odr

XLICSE’s Relationship with XL Catlin Services SE
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XL Catlin Services SE acts as an agent of XL Insurance Company SE in connection with this policy.

XL Catlin Services SE is a registered insurance intermediary authorised and regulated by the Financial Conduct
Authority (Firm Reference No. 753688).

Registered office is 20 Gracechurch Street, London, EC3V 0BG.

Registered in England No. SE000103.
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X. Fair Processing Notice

This Privacy Notice describes how XL Insurance Company SE (for the purpose of this notice “we”, “us” or the
"Insurer") collect and use the personal information of insureds, claimants and other parties (for the purpose of
this notice “you”) when we are providing our insurance and reinsurance services.

The information provided to the Insurer, together with medical and any other information obtained from you or
from other parties about you in connection with this policy, will be used by the Insurer for the purposes of
determining your application, the operation of insurance (which includes the process of underwriting,
administration, claims management, analytics relevant to insurance, rehabilitation and customer concerns
handling) and fraud prevention and detection. We may be required by law to collect certain personal information
about you, or as a consequence of any contractual relationship we have with you. Failure to provide this
information may prevent or delay the fulfilment of these obligations.

Information will be shared by the Insurer for these purposes with group companies and third party insurers,
reinsurers, insurance intermediaries and service providers. Such parties may become data controllers in respect
of your personal information. Because we operate as part of a global business, we may transfer your personal
information outside the European Economic Area for these purposes.

You have certain rights regarding your personal information, subject to local law. These include the rights to
request access, rectification, erasure, restriction, objection and receipt of your personal information in a usable
electronic format and to transmit it to a third party (right to portability).

If you have questions or concerns regarding the way in which your personal information has been used, please
contact: compliance@xlcatlin.com.

We are committed to working with you to obtain a fair resolution of any complaint or concern about privacy. If,
however, you believe that we have not been able to assist with your complaint or concern, you have the right to
make a complaint to the UK Information Commissioner's Office.

For more information about how we process your personal information, please see our full privacy notice at:
http://xlgroup.com/footer/privacy-and-cookies.
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axaxl.com

XL Insurance Company SE - Irish Branch
8 St. Stephen's Green, Dublin, 2 D02 VK30, Ireland

Telephone: +353 1607 5300 Fax:+353 1607 5333 axaxl.com

XL Insurance Company SE, Irish Branch | Branch Registered Office: XL Insurance Company SE, Irish Branch (as above), Branch Registered Number: 905829 Ireland
Corporate Headquarters: 20 Gracechurch Street, London, EC3V 0BG, United Kingdom | Registered Number: SE000080 England
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Framtiden

Framtiden Byggutveckling AB % Byggutveckling
Vi bygger det hallbara samhallet for framtiden

Styrelsehandling nr 12 Handlaggare:

Styrelsedatum: 2021-10-11 Martin Blixt

Diarienummer: FBU 2021-0022 Telefon: 031-773 83 42

E-post: martin.blixt@framtiden.se

Forsakringsprogram 2021

Forslag till beslut

Styrelsen for Framtiden Byggutveckling AB:
Att godkanna Forsakringsprogram 2021 enligt bilaga

Sammanfattning
Forsakringsprogrammet ar en oversiktlig sammanstallning 6ver de forsakringar Framtiden

Byggutveckling AB har via Forsakringsbolaget Forsakrings AB Gota Lejon samt vad de tacker.

| forsakringsprogrammet star ocksa beskrivet hur Forsakrings AB Gota Lejon arbetar med
skador och férebyggande insatser.

Beddmning ur ekonomisk dimension

Beslutet &r av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Beddmning ur ekologisk dimension

Beslutet dr av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Beddmning ur social dimension

Beslutet ar av administrativ karaktar och bolaget har inte funnit nagra sarskilda aspekter
utifran denna dimension.

Samverkan
Beslutet har inte varit foremal for samverkan

Bilagor
1. Oversikt férsakringar 2021
2. Forsakringsprogram 2021

Framtiden Byggutveckling AB, beslutsarende
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Framtiden .
Framtiden Byggutveckling AB % Byggutveckllng

Vi bygger det hallbara samhallet for framtiden

Arendet

Styrelsen for Framtiden Byggutveckling AB skall besluta om Férsakringsprogram for
2021

Beskrivning av arendet

Beslut om foérsakringsprogram tas arligen av styrelsen

Bolagets bedomning

Bolaget bedomer att forsakringsprogrammet ska antas

Datum 2021-09-22

Martin Blixt

Undertecknas av behorig foretradare
Signeras digitalt, se bifogat verifikat

Framtiden Byggutveckling AB, beslutsarende
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[ {
  "agreementId" : "2c50c390-1b8a-11ec-bc61-51961173bd66",
  "agreementName" : "Beslutsärende Försäkringsprogram",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "FBU Styrelsehandling nr 12 Försäkringsprogram missiv.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "146418",
    "fileHash" : "1a35de1541a71f39aa73b470887af93ecd4181afeccdf21c30dd5723c506bf04",
    "fileId" : "34307330-1b8a-11ec-ad9f-671c6e038934"
  } ],
  "signees" : [ {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  } ],
  "time" : "2021-09-22T11:49:12.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Jenny-Maria Ericsson Deogan",
    "orgName" : "Framtiden Byggutveckling AB",
    "ipAddress" : "193.234.87.234",
    "orgNr" : "5567315170",
    "email" : "jenny-maria.ericsson@framtiden.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "57670990-1b8a-11ec-9df9-e918e37dbfe7"
}, {
  "id" : "5dd1a560-1b8a-11ec-9df9-e918e37dbfe7",
  "time" : "2021-09-22T11:49:23.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "jenny-maria.ericsson@framtiden.se"
  }, {
    "email" : "martin.blixt@framtiden.se"
  } ]
}, {
  "id" : "d63d4b90-1b8e-11ec-8e4d-a933d1a4b2b6",
  "time" : "2021-09-22T12:21:23.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.234.87.234"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  },
  "signingMetadata" : {
    "personNr" : "196807014896",
    "personSurname" : "BLIXT",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e168a3c0-1b8e-11ec-ab02-c3927de00e00",
    "personGivenName" : "MARTIN",
    "startDate" : "2021-09-22T10:21:42.714+0000",
    "transactionId" : "335603c3b452c4e9"
  },
  "time" : "2021-09-22T12:21:56.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.234.87.234"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "ea0bf180-1b8e-11ec-8e4d-a933d1a4b2b6"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.
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o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA

11





"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

13
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more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs

14





o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

11





* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has

12





to keep the link secret.

Reference documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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