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Vi bygger det hallbara samhallet for framtiden

Styrelsehandling nr: 10 Handlaggare: Martin Blixt
Utfardat: 2021-02-10 Telefon: 031-773 83 42
Diarienummer: FBU 2021-0007 E-post: martin.blixt@framtiden.se

Samlad riskbild och internkontrollplan 2021

Forslag till beslut

Styrelsen for Framtiden Byggutveckling AB:

1. Godkanna forslag for samlad riskbild 2021
2. Godkéanna forslag for intern kontrollplan 2021

Arendet

Samlad riskbild och intern kontrollplan ska beslutas av styrelsen enligt stadens riktlinje for styrning, uppféljning
och kontroll. | samband med framtagandet av budget/affarsplan ska riskhanteringen for olika riskomraden
sammanstallas i en samlad riskbild for styrelsens verksamhetsomrade. Forslag till samlad riskbild och intern
kontrollplan har upprattats i samband med verksamhetsplan 2021 av ledningsgruppen.

Enligt stadens riktlinje fér styrning, uppféljning och kontroll ska riskhantering ska vara en integrerad del i
styrelsens styrning och vara en del i beslutsfattandet vid prioritering och val av olika handlingsalternativ for att
uppna verksamhetens mal eller sdkerstalla verksamhetens férmaga att utfora sitt uppdrag. Risken for
forekomst av oegentligheter ska alltid vara en del av styrelsens riskhantering.

Utifran den samlade riskbilden ska en intern kontrollplan upprattas. Den ska innehalla de omraden/processer
som sarskilt ska granskas under kommande verksamhetsar for att verifiera att redan inférda atgarder har fatt
avsedd effekt. Styrelse ska fatta beslut om den samlade riskbilden och intern kontrollplan senast i februari
manad.

Uppfdljning av samlad riskbild och intern kontrollplan forslas ske en gang per ar.

Beddmning ur ekonomisk, ekologisk och social dimension

Arendet dr av administrativ karaktir och bolaget inte har funnit ndgra sarskilda aspekter pa fragan
utifran dessa dimensioner.

Samverkan

Arendet har inte varit féremal fér samverkan.

Bilagor
1. Forslag samlad riskbild 2021
2. Forslag intern kontrollplan 2021
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Styrelsehandling nr 10
Bilaga 1
2020-02-10

Forslag samlad riskbild 2021 - Framtiden Byggutveckling AB

Utdrag fran stadens riktlinje for styrning, uppféljning och kontroll
25 § Uppfélining av verksamhetens riskbild och beslutade atgdrder ska ingd som en del av den I6pande uppféliningen.
Uppfoljning av samlad riskbild ska rapporteras arligen.

Risker Risk- och konsekvensbeskrivning Atgirder

Nyproduktion - Riskbeskrivning Hantera Pagaende
leverans pa mal i KFs Risk for att bolaget inte kan skapa, utveckla och genomféra (hyresrétter) projekt i risk | Okat fokus pa projektutveckling i tidigt skede
budget och tillrécklig omfattning for att koncernen ska na malet att producera 3000 bostédder samt fortsatt samverkan med staden
koncernens Affarsplan under perioden 2021-2023. Okade insatser i Tidigt skede &r nédvéndigt for att

kunna ha styra volymen pa lang sikt. Beskrivning
Till samlad riskbild? Utvecklingsavdelningen har forstarkt med resurser
Ja Risk att bolaget har svart att na mal da det ar resursbrist i de planerande som ska arbeta med projektutveckling for att na de

férvaltningarna leder till att nya planer inte tas fram i en takt som mdjliggor eft strategier och mal vi har fér nyproduktion.

fortsatt byggande pa malnivan. Samverkansavtalet riskerar ocksa att inte ger

effekt pa operativ eller strategisk niva. Samverkan med stad &r fortsatt viktig for framdrift i

laner.

Risk att vi inte tar oss an strategierna fér nyproduktion, utsatta omraden och P

ldgre produktionskostnad sa att vi uppnar mal med billiga hyror, lag Pagéaende

produktionskostnad och inga nedskrivningar annat &n i C-lagen. Det finns Implementering av strategier

malkonflikter som maste hanteras.
Beskrivning

Risk att vi inte bidrar till en blandad stad och samhéllsnytta. Nya strategier maste arbetas in i den man det gar
i pagaende projekt samt fullt ut i tidigt skede.

Konsekvensbeskrivning

Kan leda till att bolaget inte kan leverera pé grund av avsaknad av radighet 6ver

de begrdnsande férutséttningarna att fa nya detaljplaner.

Kan leda till att projekt férsenas, omfattar farre antal bostdder och ékar i kostnad
pga oenighet om gestaltning.

Kan leda till en portfélj i obalans, ex. ur ett ekonomiskt eller socialt perspektiv.
Existerande kontrollaktiviteter

Pagaende arbete inom ramen fér samverkansavtal och dess direktiv med de
planerande férvaltningarna.

Uppfélining av projekt och projektportféliens utveckling.

VD
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Risker Risk- och konsekvensbeskrivning Atgarder

Personal - attraktiv Riskbeskrivning Hantera Pagaende
arbetsgivare (behalla Risk for att inte kunna behalla och rekrytera medarbetare inom vissa risk | Individuella utvecklingsplaner och
och attrahera kompetensomraden sa att vi inte kan bemanna projekten och stérka uppdaterade rollbeskrivning.
medarbetare) projektutvecklingen.
Beskrivning
Till samlad riskbild? Risk att en kompetensférsérjningsplan inte tas fram vilket gér att vi far svart att Upprétta individuella utvecklingsplaner.
Ja bemanna bolaget pa bésta sétt framéver. Uppdatera rollbeskrivningar utifran nytt arbetssatt.
Risk om vi inte kommunicerar féréndrade mal och inriktningar pa ett tydligt sétt, Pagaende
sa upplevs det otydligt och frustrerande fé6r medarbetarna. Kommunicera dgarens mal och inriktning
Risk att medarbetare inte kdnner engagemang f6r bolaget, ytterligare Beskrivning
problematiskt under coronapandemin da det &r mycket distansarbete. Kommunicera agarens mal och inriktning sa att
medarbetaren kanner sig informerad och
Risk att arbete med nytt arbetssétt och processkartldggningar inte ger énskad involverad i bolagets utveckling. Viktigt att man
effekt med tydlighet i beslutsgang och mandat. forstar HUR férandringar ska ga till.
Konsekvensbeskrivning “UEjpabériad
Kan leda till att det saknas tillréckligt kapacitet med rétt kompetens fér att fér att Kompetensforsorjningsplan
n& mélen.

Beskrivning
Ta fram en plan som stdder framtida behov, ska

Kan leda till att 6kat fokus pé projektutveckling uteblir pga bristande resurser S ')
ses over [6pande

eller kompetenser.
Kan leda till att personalen inte kdnner sig engagerade och motiverade.

Kan leda till att bolaget har svart att na malséttningen att leverera bostéder till
alla Géteborgare.

Existerande kontrollaktiviteter
Starker Byggutvecklings namn/varumérke i branschen genom deltagande i olika
forum och samarbeten.

Kommunicerar och involverar medarbetarna i arbetet med processkartldggningar
for att det ska ge effekt pa arbetssétt och méluppfyllelse.

Pulsmétningar fér regelbunden uppféljning av medarbetarnas uppfattning om
nulédget.
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Risker Risk- och konsekvensbeskrivning Atgarder

VD
Ledning och styrning Riskbeskrivning Hantera Pagaende
av bolaget Risk fér att alla styrande dokument inte &r kdnda/uppréttade eller efterlevs och risk | Utveckla och etablera en lednings- och
féljs upp. styrningsmodell fér bolaget och
Till samlad riskbild? projektportfolj.
Ja Risk att manga strategier skapar malkonflikter som &r svara att navigera i.
Beskrivning
Risk fér otydlighet i bolagets uppdrag, medarbetares roller och ddrmed ansvar Félj upp hur organisationen och arbetssétt stodjer
och befogenheter. vara mal. Félj upp bolagets portféljer i olika
skeden.
Risk att medarbetarna inte kénner sig informerade och involverade i hur vi tar
0ss an de nya mélen och strategierna. Pagaende
Fortydliga roller och utveckla arbetssétt som
Risk att processer och rutiner inte féljs och att chefer inte féljer upp det. bidrag till att bolaget utvecklas och levererar

ratt kvalitet
Konsekvensbeskrivning

Kan leda till att beslut fattas pa fel grunder eller utanfér mandat, dvs Beskrivning
projektmodellen, processerna och delegationsordning féljs inte. Skapa en arbetsplats med tydliga roller, ansvar
Brister i avtal- och kontraktshantering har stora konsekvenser pa kostnaderna i och mandat med stor méjlighet att sjalv paverka
projektet, dessutom &r det viktigt att lagar och regler ska foljas. sin arbetssituation.
Brister i uppféljining av projekten kan medféra att vi sent uppmé&rksammar brister. o
Pagaende

Kan péverka medarbetarengagemanget negativt, leda till att medarbetare slutar, Fortsatt kartlaggningen av processer
péverka medarbetares psykosociala hélsa och paverka koncernens resultat L
negativt. Beskrivning

Processkartlaggning av alla skeden ska slutforas.
Existerande kontrollaktiviteter Tydlighet av projektmodell och beslutsmandat &r
Processkartlaggning och genomgéng av projektmodellen &r under genomlysning forvantat resultat.
for att tydliggéra arbetssétt, beslutspunkter och mandat. =Ej pabériad

Uppfélining av projekten gérs I6pande och lédmpliga atgérder genomférs utifran Handlingsplan EY

rapport EY. Beskrivning

Handlingsplan EY ska implementeras i lampliga

Omorganisation har genomforts for att for att férbéttra méaluppfyllandet och delar

tydliggdra ledning/styrning/uppféljning.

Rutiner for uppféljning av arbetssatt, féljsamhet till
projektmodellen och delegationsordning ska
inarbetas i manadsuppfoljningen av projekten.

Métesstruktur har inférts for att medarbetarna kédnna sig informerade och
involverade i verksamhetens utveckling. Avdelningarnas samarbete ska stédrkas
genom motesstrukturen.

Rutiner fér bestéllining av ATOr ska uppdateras
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Risker Risk- och konsekvensbeskrivning Atgarder

Genomgang av stadens styrande dokument som antecknas av styrelsen en och uppféljning ska forstarkas.
gang per ar. Ledningsgruppen férdelar ansvar fér respektive styrande dokument.

““Ej pabbriad
Dokumentcenter &r uppdaterat med styrande och stédjande dokument. Dokumentcenter
Aktualitetsprévning gérs en gang per &r. Beskrivning )
Rutiner for uppdatering ska sattas.
VD Information till bolagets medarbetare ska

genomféras under 2021

Leverantérsmarknaden Riskbeskrivning Acceptera Inga atgarder planeras utover existerande
Risk for fa/inga eller fér héga anbud om marknaden stérks. | dagsléget ar risk kontrollatgarder.

Till samlad riskbild? marknaden iom coronapandemin till var férdel.

Ja

Risk for att entreprendrer gar i konkurs. Coronapandemin har varit svar for vissa
bolag i branschen.

Risk med lag spridning da vi har ett fatal entreprendrer som driver manga av
vara projekt, och dér vi utgér en stor del av entreprendrens totala omséttning.

Risk att vi inte har tillrdcklig med kunskap eller arbetar tillrdckligt proaktivt med
bla. arbetsmiljé och kvalitet i entreprenader med utléndska entreprendrer.

Konsekvensbeskrivning

Kan innebdéra att kostnaden 6kar eller att nyproduktionen inte kan genomféras.
Kan leda till att projektet star utan leverantérer vilket kan leda till
kostnadsékningar och férseningar fér fardigstéllande av bostéder.

Kan leda till vdsentliga tillbud och olyckor pé arbetsplatsen.

Kan leda till sémre kvalitet (produktionstekniskt, material mm.)

Existerande kontrollaktiviteter

Lépande uppdatering av kravstéllande i mall for Administrativa féreskrifter (AF).
Lépande kontroll av krediter.

Inképsstrateg kvalitetssékrar AF och férfragningsunderlag.

Lépande utveckling av arbetssétt fér byggarbetsmiljé.

Strategisk planering av inkdp av entreprenader.

Utvecklingschef
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Risker Risk- och konsekvensbeskrivning Atgérder

. Oegentligheter Riskbeskrivning Hantera Till Intern Kontrollplan.
Risk for att styrande dokument inte f6ljs och risk for att anstéllda agerar fér egen risk
Till samlad riskbild? vinning istéllet f6r med bolagets och koncernens bésta i fokus. Risk foér
Ja férekomst av bedrégerier, mutor och korruption. Risken kan éka i och med fler

utldndska entreprenérer med annan kultur.

Konsekvensbeskrivning

Kan leda till fértroende- och varuméarkesskada och minskad tillit fér koncernen,
verksamheten och vara medarbetare. Konsekvensen blir ockséa férdyringar,
férseningar och ineffektivitet i leveranserna.

Existerande kontrollaktiviteter

Styrelse antecknar arligen alla koncerngemensamma styrande dokument
(koncerngemensamma och stadengemensamma). G6teborgs stads nya och
reviderade styrande dokument far bolaget via moderbolaget och implementeras
I6pande for vidare information i bolaget.

Investeringsbeslut ar kvalitetssdkrade och beslutade enligt géllande riktlinjer

Inkép och upphandling féljer upparbetade rutiner och uppféljning av dessa
dokumenteras.

Under projektets gang sker projektuppféljiningar enligt beslutade rutiner.
Avvikelser rapporteras enligt de riktlinjer som géller.

VD

5(5)



©) |D:f26e5870-65al-11eb-89f4-e947fcald9ea Status: Signerat av alla

Styrelsehandling nr 10
Bilaga 2
2020-02-10

Forslag intern kontrollplan 2021 - Framtiden Byggutveckling AB

Utdrag fran stadens riktlinje fér styrning, uppféljning och kontroll
26 § Uppfélining av intern kontrollplanen ska ske i den omfattning som faststdills av respektive némnd/bolagsstyrelse.

Forslag: Uppfoljning sker i samband med samlad riskbild. Det vill sdga att uppfdljning av intern kontrollplan rapporteras arligen.

Status och Kontrollaktiviteter (Intern Avstamnings-

Startdatum kontrollplan) och
Slutdatum

Oegentligheter “Ej Sakerstall efterlevnad av

pabérjad inkopsregler
Riskbeskrivning Slutdatum
Risk for att styrande dokument inte féljs och risk for att anstéllda agerar fér egen vinning istéllet fér med Startdatum Kontrolimetod 2021-12-31
bolagets och koncernens bésta i fokus. Risk for férekomst av bedrdgerier, mutor och korruption. Risken 2021-01-01 Stickprov pa 5 upphandlingar

kan 6ka i och med fler utlédndska entreprenérer med annan kultur.

Konsekvensbeskrivning

Kan leda till fértroende- och varumérkesskada och minskad tillit fér koncernen, verksamheten och vara “TEj Sakerstall efterlevnad av
medarbetare. Konsekvensen blir ocksa férdyringar, férseningar och ineffektivitet i leveranserna. paborjad fortroende kansliga poster Siutdatum
Existerande kontrollaktiviteter Startdatum  Kontrollmetod 2021-12-31

2021-01-01 Stickprovskontroll av resor,
representation och
konsulttjignster

Styrelse antecknar éarligen alla koncerngemensamma styrande dokument (koncerngemensamma och
stadengemensamma). G6teborgs stads nya och reviderade styrande dokument far bolaget via
moderbolaget och implementeras I6pande fér vidare information i bolaget.

Investeringsbeslut &r kvalitetssékrade och beslutade enligt géllande riktlinjer

Inkép och upphandling féljer upparbetade rutiner och uppféljning av dessa dokumenteras.

Under projektets géng sker projektuppféljiningar enligt beslutade rutiner. Avvikelser rapporteras enligt de
riktlinjer som géller.

Ansvarig chef
VD
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Diarienummer: FBU 2021-0007 E-post: martin.blixt@framtiden.se

Samlad riskbild och internkontrollplan 2021

Forslag till beslut

Styrelsen for Framtiden Byggutveckling AB:

1. Godkanna forslag for samlad riskbild 2021
2. Godkéanna forslag for intern kontrollplan 2021

Arendet

Samlad riskbild och intern kontrollplan ska beslutas av styrelsen enligt stadens riktlinje for styrning, uppféljning
och kontroll. | samband med framtagandet av budget/affarsplan ska riskhanteringen for olika riskomraden
sammanstallas i en samlad riskbild for styrelsens verksamhetsomrade. Forslag till samlad riskbild och intern
kontrollplan har upprattats i samband med verksamhetsplan 2021 av ledningsgruppen.

Enligt stadens riktlinje fér styrning, uppféljning och kontroll ska riskhantering ska vara en integrerad del i
styrelsens styrning och vara en del i beslutsfattandet vid prioritering och val av olika handlingsalternativ for att
uppna verksamhetens mal eller sdkerstalla verksamhetens férmaga att utfora sitt uppdrag. Risken for
forekomst av oegentligheter ska alltid vara en del av styrelsens riskhantering.

Utifran den samlade riskbilden ska en intern kontrollplan upprattas. Den ska innehalla de omraden/processer
som sarskilt ska granskas under kommande verksamhetsar for att verifiera att redan inférda atgarder har fatt
avsedd effekt. Styrelse ska fatta beslut om den samlade riskbilden och intern kontrollplan senast i februari
manad.

Uppfdljning av samlad riskbild och intern kontrollplan forslas ske en gang per ar.

Beddmning ur ekonomisk, ekologisk och social dimension

Arendet dr av administrativ karaktir och bolaget inte har funnit ndgra sarskilda aspekter pa fragan
utifran dessa dimensioner.

Samverkan

Arendet har inte varit féremal fér samverkan.

Bilagor
1. Forslag samlad riskbild 2021
2. Forslag intern kontrollplan 2021
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Styrelsehandling nr 10
Bilaga 1
2020-02-10

Forslag samlad riskbild 2021 - Framtiden Byggutveckling AB

Utdrag fran stadens riktlinje for styrning, uppféljning och kontroll
25 § Uppfélining av verksamhetens riskbild och beslutade atgdrder ska ingd som en del av den I6pande uppféliningen.
Uppfoljning av samlad riskbild ska rapporteras arligen.

Risker Risk- och konsekvensbeskrivning Atgirder

Nyproduktion - Riskbeskrivning Hantera Pagaende
leverans pa mal i KFs Risk for att bolaget inte kan skapa, utveckla och genomféra (hyresrétter) projekt i risk | Okat fokus pa projektutveckling i tidigt skede
budget och tillrécklig omfattning for att koncernen ska na malet att producera 3000 bostédder samt fortsatt samverkan med staden
koncernens Affarsplan under perioden 2021-2023. Okade insatser i Tidigt skede &r nédvéndigt for att

kunna ha styra volymen pa lang sikt. Beskrivning
Till samlad riskbild? Utvecklingsavdelningen har forstarkt med resurser
Ja Risk att bolaget har svart att na mal da det ar resursbrist i de planerande som ska arbeta med projektutveckling for att na de

férvaltningarna leder till att nya planer inte tas fram i en takt som mdjliggor eft strategier och mal vi har fér nyproduktion.

fortsatt byggande pa malnivan. Samverkansavtalet riskerar ocksa att inte ger

effekt pa operativ eller strategisk niva. Samverkan med stad &r fortsatt viktig for framdrift i

laner.

Risk att vi inte tar oss an strategierna fér nyproduktion, utsatta omraden och P

ldgre produktionskostnad sa att vi uppnar mal med billiga hyror, lag Pagéaende

produktionskostnad och inga nedskrivningar annat &n i C-lagen. Det finns Implementering av strategier

malkonflikter som maste hanteras.
Beskrivning

Risk att vi inte bidrar till en blandad stad och samhéllsnytta. Nya strategier maste arbetas in i den man det gar
i pagaende projekt samt fullt ut i tidigt skede.

Konsekvensbeskrivning

Kan leda till att bolaget inte kan leverera pé grund av avsaknad av radighet 6ver

de begrdnsande férutséttningarna att fa nya detaljplaner.

Kan leda till att projekt férsenas, omfattar farre antal bostdder och ékar i kostnad
pga oenighet om gestaltning.

Kan leda till en portfélj i obalans, ex. ur ett ekonomiskt eller socialt perspektiv.
Existerande kontrollaktiviteter

Pagaende arbete inom ramen fér samverkansavtal och dess direktiv med de
planerande férvaltningarna.

Uppfélining av projekt och projektportféliens utveckling.

VD
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Risker Risk- och konsekvensbeskrivning Atgarder

Personal - attraktiv Riskbeskrivning Hantera Pagaende
arbetsgivare (behalla Risk for att inte kunna behalla och rekrytera medarbetare inom vissa risk | Individuella utvecklingsplaner och
och attrahera kompetensomraden sa att vi inte kan bemanna projekten och stérka uppdaterade rollbeskrivning.
medarbetare) projektutvecklingen.
Beskrivning
Till samlad riskbild? Risk att en kompetensférsérjningsplan inte tas fram vilket gér att vi far svart att Upprétta individuella utvecklingsplaner.
Ja bemanna bolaget pa bésta sétt framéver. Uppdatera rollbeskrivningar utifran nytt arbetssatt.
Risk om vi inte kommunicerar féréndrade mal och inriktningar pa ett tydligt sétt, Pagaende
sa upplevs det otydligt och frustrerande fé6r medarbetarna. Kommunicera dgarens mal och inriktning
Risk att medarbetare inte kdnner engagemang f6r bolaget, ytterligare Beskrivning
problematiskt under coronapandemin da det &r mycket distansarbete. Kommunicera agarens mal och inriktning sa att
medarbetaren kanner sig informerad och
Risk att arbete med nytt arbetssétt och processkartldggningar inte ger énskad involverad i bolagets utveckling. Viktigt att man
effekt med tydlighet i beslutsgang och mandat. forstar HUR férandringar ska ga till.
Konsekvensbeskrivning “UEjpabériad
Kan leda till att det saknas tillréckligt kapacitet med rétt kompetens fér att fér att Kompetensforsorjningsplan
n& mélen.

Beskrivning
Ta fram en plan som stdder framtida behov, ska

Kan leda till att 6kat fokus pé projektutveckling uteblir pga bristande resurser S ')
ses over [6pande

eller kompetenser.
Kan leda till att personalen inte kdnner sig engagerade och motiverade.

Kan leda till att bolaget har svart att na malséttningen att leverera bostéder till
alla Géteborgare.

Existerande kontrollaktiviteter
Starker Byggutvecklings namn/varumérke i branschen genom deltagande i olika
forum och samarbeten.

Kommunicerar och involverar medarbetarna i arbetet med processkartldggningar
for att det ska ge effekt pa arbetssétt och méluppfyllelse.

Pulsmétningar fér regelbunden uppféljning av medarbetarnas uppfattning om
nulédget.
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Risker Risk- och konsekvensbeskrivning Atgérder

VD
Ledning och styrning Riskbeskrivning Hantera Pagaende
av bolaget Risk fér att alla styrande dokument inte &r kdnda/uppréttade eller efterlevs och risk | Utveckla och etablera en lednings- och
féljs upp. styrningsmodell fér bolaget och
Till samlad riskbild? projektportfolj.
Ja Risk att manga strategier skapar malkonflikter som &r svara att navigera i.
Beskrivning
Risk fér otydlighet i bolagets uppdrag, medarbetares roller och ddrmed ansvar Félj upp hur organisationen och arbetssétt stodjer
och befogenheter. vara mal. Félj upp bolagets portféljer i olika
skeden.
Risk att medarbetarna inte kénner sig informerade och involverade i hur vi tar
0ss an de nya mélen och strategierna. Pagaende
Fortydliga roller och utveckla arbetssétt som
Risk att processer och rutiner inte féljs och att chefer inte féljer upp det. bidrag till att bolaget utvecklas och levererar

ratt kvalitet
Konsekvensbeskrivning

Kan leda till att beslut fattas pa fel grunder eller utanfér mandat, dvs Beskrivning
projektmodellen, processerna och delegationsordning féljs inte. Skapa en arbetsplats med tydliga roller, ansvar
Brister i avtal- och kontraktshantering har stora konsekvenser pa kostnaderna i och mandat med stor méjlighet att sjalv paverka
projektet, dessutom &r det viktigt att lagar och regler ska foljas. sin arbetssituation.
Brister i uppféljining av projekten kan medféra att vi sent uppmé&rksammar brister. o
Pagaende

Kan péverka medarbetarengagemanget negativt, leda till att medarbetare slutar, Fortsatt kartlaggningen av processer
péverka medarbetares psykosociala hélsa och paverka koncernens resultat L
negativt. Beskrivning

Processkartlaggning av alla skeden ska slutforas.
Existerande kontrollaktiviteter Tydlighet av projektmodell och beslutsmandat &r
Processkartlaggning och genomgéng av projektmodellen &r under genomlysning forvantat resultat.
for att tydliggéra arbetssétt, beslutspunkter och mandat. =Ej pabériad

Uppfélining av projekten gérs I6pande och lédmpliga atgérder genomférs utifran Handlingsplan EY

rapport EY. Beskrivning

Handlingsplan EY ska implementeras i lampliga

Omorganisation har genomforts for att for att férbéttra méaluppfyllandet och delar

tydliggdra ledning/styrning/uppféljning.

Rutiner for uppféljning av arbetssatt, féljsamhet till
projektmodellen och delegationsordning ska
inarbetas i manadsuppfoljningen av projekten.

Métesstruktur har inférts for att medarbetarna kédnna sig informerade och
involverade i verksamhetens utveckling. Avdelningarnas samarbete ska stédrkas
genom motesstrukturen.

Rutiner fér bestéllining av ATOr ska uppdateras

3(5)





Risker Risk- och konsekvensbeskrivning Atgarder

Genomgang av stadens styrande dokument som antecknas av styrelsen en och uppféljning ska forstarkas.
géng per ar. Ledningsgruppen férdelar ansvar for respektive styrande dokument.

““Ej pabérjad
Dokumentcenter &r uppdaterat med styrande och stédjande dokument. Dokumentcenter
Aktualitetsprévning gérs en géng per ar. Beskrivning )
Rutiner for uppdatering ska sattas.
VD Information till bolagets medarbetare ska

genomféras under 2021

Leverantérsmarknaden Riskbeskrivning Acceptera Inga atgarder planeras utover existerande
Risk for fa/inga eller fér héga anbud om marknaden stérks. | dagsléget ar risk kontrollatgarder.

Till samlad riskbild? marknaden iom coronapandemin till var férdel.

Ja

Risk for att entreprendrer gar i konkurs. Coronapandemin har varit svar for vissa
bolag i branschen.

Risk med lag spridning da vi har ett fatal entreprendrer som driver manga av
vara projekt, och dér vi utgér en stor del av entreprenérens totala omséttning.

Risk att vi inte har tillrécklig med kunskap eller arbetar tillréckligt proaktivt med
bla. arbetsmiljé och kvalitet i entreprenader med utléndska entreprendrer.

Konsekvensbeskrivning

Kan innebdéra att kostnaden 6kar eller att nyproduktionen inte kan genomféras.
Kan leda till att projektet star utan leverantérer vilket kan leda till
kostnadsékningar och férseningar fér fardigstéllande av bostéder.

Kan leda till vdsentliga tillbud och olyckor pé arbetsplatsen.

Kan leda till sémre kvalitet (produktionstekniskt, material mm.)

Existerande kontrollaktiviteter

Lépande uppdatering av kravstéllande i mall for Administrativa féreskrifter (AF).
Lépande kontroll av krediter.

Inképsstrateg kvalitetssékrar AF och férfragningsunderlag.

Lépande utveckling av arbetssétt fér byggarbetsmiljé.

Strategisk planering av inkdp av entreprenader.

Utvecklingschef
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Risker Risk- och konsekvensbeskrivning Atgarder

. Oegentligheter Riskbeskrivning Hantera Till Intern Kontrollplan.
Risk for att styrande dokument inte f6ljs och risk for att anstéllda agerar fér egen risk
Till samlad riskbild? vinning istéllet f6r med bolagets och koncernens bésta i fokus. Risk foér
Ja férekomst av bedrégerier, mutor och korruption. Risken kan éka i och med fler

utldndska entreprenérer med annan kultur.

Konsekvensbeskrivning

Kan leda till fértroende- och varuméarkesskada och minskad tillit fér koncernen,
verksamheten och vara medarbetare. Konsekvensen blir ockséa férdyringar,
férseningar och ineffektivitet i leveranserna.

Existerande kontrollaktiviteter

Styrelse antecknar arligen alla koncerngemensamma styrande dokument
(koncerngemensamma och stadengemensamma). G6teborgs stads nya och
reviderade styrande dokument far bolaget via moderbolaget och implementeras
I6pande for vidare information i bolaget.

Investeringsbeslut ar kvalitetssdkrade och beslutade enligt géllande riktlinjer

Inkép och upphandling féljer upparbetade rutiner och uppféljning av dessa
dokumenteras.

Under projektets gang sker projektuppféljiningar enligt beslutade rutiner.
Avvikelser rapporteras enligt de riktlinjer som géller.

VD
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Styrelsehandling nr 10
Bilaga 2
2020-02-10

Forslag intern kontrollplan 2021 - Framtiden Byggutveckling AB

Utdrag fran stadens riktlinje fér styrning, uppféljning och kontroll
26 § Uppfélining av intern kontrollplanen ska ske i den omfattning som faststdills av respektive némnd/bolagsstyrelse.

Forslag: Uppfoljning sker i samband med samlad riskbild. Det vill sdga att uppfdljning av intern kontrollplan rapporteras arligen.

Status och Kontrollaktiviteter (Intern Avstamnings-

Startdatum kontrollplan) och
Slutdatum

Oegentligheter “Ej Sakerstall efterlevnad av

pabérjad inkopsregler
Riskbeskrivning Slutdatum
Risk for att styrande dokument inte féljs och risk for att anstéllda agerar fér egen vinning istéllet fér med Startdatum Kontrolimetod 2021-12-31
bolagets och koncernens bésta i fokus. Risk for férekomst av bedrdgerier, mutor och korruption. Risken 2021-01-01 Stickprov pa 5 upphandlingar

kan 6ka i och med fler utlédndska entreprenérer med annan kultur.

Konsekvensbeskrivning

Kan leda till fértroende- och varumérkesskada och minskad tillit fér koncernen, verksamheten och vara “TEj Sakerstall efterlevnad av
medarbetare. Konsekvensen blir ocksa férdyringar, férseningar och ineffektivitet i leveranserna. paborjad fortroende kansliga poster Siutdatum
Existerande kontrollaktiviteter Startdatum  Kontrollmetod 2021-12-31

2021-01-01 Stickprovskontroll av resor,
representation och
konsulttjignster

Styrelse antecknar éarligen alla koncerngemensamma styrande dokument (koncerngemensamma och
stadengemensamma). Géteborgs stads nya och reviderade styrande dokument far bolaget via
moderbolaget och implementeras I6pande fér vidare information i bolaget.

Investeringsbeslut &r kvalitetssékrade och beslutade enligt géllande riktlinjer

Inkép och upphandling féljer upparbetade rutiner och uppféljning av dessa dokumenteras.

Under projektets géng sker projektuppféljiningar enligt beslutade rutiner. Avvikelser rapporteras enligt de
riktlinjer som géller.

Ansvarig chef
VD
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[ {
  "agreementId" : "f26e5870-65a1-11eb-89f4-e947fca1d9ea",
  "agreementName" : "Styrelsehandling nr 10 Samlad riskbild och intern kontrollplan 2021",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "FBU nr 10 Samlad riskbild och internkontrollplan 2021.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "486786",
    "fileHash" : "3d9d5568dd787fba6f103b5d0a1f236a3255e93714f62f160ddeb4aa05117efc",
    "fileId" : "f842f5d0-65a1-11eb-b89a-37f0760600fb"
  } ],
  "signees" : [ {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  } ],
  "time" : "2021-02-02T23:00:22.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Anna-Karin Olsson",
    "orgName" : "Framtiden Byggutveckling AB",
    "ipAddress" : "193.234.87.234",
    "orgNr" : "5567315170",
    "email" : "anna-karin.olsson@framtiden.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "0c098570-65a2-11eb-89f4-e947fca1d9ea"
}, {
  "id" : "1a569000-65a2-11eb-89f4-e947fca1d9ea",
  "time" : "2021-02-02T23:00:46.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "anna-karin.olsson@framtiden.se"
  }, {
    "email" : "martin.blixt@framtiden.se"
  } ]
}, {
  "id" : "6f7ff1f0-65a4-11eb-aea9-8b2ea2b33a94",
  "time" : "2021-02-02T23:17:28.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.234.87.234"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  }
}, {
  "id" : "7749f6b0-65a4-11eb-a125-c595c8225ab8",
  "time" : "2021-02-02T23:17:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.96.78"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Martin Blixt",
    "country" : "SE",
    "orgName" : "Framtiden Byggutveckling AB",
    "personSurname" : "Blixt",
    "orgNr" : "5567315170",
    "personGivenName" : "Martin",
    "email" : "martin.blixt@framtiden.se"
  },
  "signingMetadata" : {
    "personNr" : "196807014896",
    "personSurname" : "BLIXT",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "MARTIN",
    "transactionId" : "7bfea9bd6a17a351",
    "startDate" : "2021-02-02T22:17:37.718+0000"
  },
  "time" : "2021-02-02T23:17:48.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.234.87.234"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "7b2bc4c0-65a4-11eb-aea9-8b2ea2b33a94"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.
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o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA
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"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

13



https://www.ietf.org/rfc/rfc2630



more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs
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o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630

17



https://www.ietf.org/rfc/rfc2630



		ContainerFormat

		Table of Contents

		Purpose

		Overview

		Generic Container Structure

		PDF Container

		How to Validate



		Container Content

		Agreement File

		Agreement Files Possible to Visualize

		Agreement Files Non-Possible to Visualize

		How to Validate



		Audit Log

		Common Structures

		UserInfo

		AgreementFileInfo



		How to Validate

		Agreement Created

		How to Validate



		Agreement Viewed

		How to Validate



		Agreement Signed

		How to Validate



		Agreement Rejected

		How to Validate



		Agreement ExpireOn Changed

		How to Validate



		Message Sent

		How to Validate



		Format



		Reference Documentation

		Verification

		Basic Information

		Agreement Files

		Signees

		Audit Log Extract





		Change Log

		Agreement Version : 1.1

		Agreement Version : 1.2

		Agreement Version : 1.3

		Agreement Version : 1.4

		Agreement Version : 1.5

		Agreement Version : 1.6

		Agreement Version : 1.7

		Agreement Version : 1.8

		Agreement Version : 1.9

		Agreement Version : 1.10

		Agreement Version : 1.11

		Agreement Version : 1.12

		Agreement Version : 1.13



		Reference Documentation




Signing
Egreement AB

Version 3.0.110, 2021-01-05





Table of Contents

PULPOS . . o e

(k7<) 72 175

EleCtrOniC SIgNatures. . . ..ottt ettt ettt e e et e e e e e e e e e
L0374 1103 = 0] 1 200 PP
Cryptographic Hash FUNCHONS . . . ... ..ottt e et et
ASymmEetriC ENCIYPUION . . . oottt ettt e e e e e e e
DiIgital SIgMaAtUTES . . . oottt ettt e et e e e e

B3} 14 U0 PP
Create teXt FePreSeNTAtION . . ..ot vttt ettt e ettt ettt ettt
VSTl TS . . e
FOrat . e e e e e
HIdden TBS ..o e e
FOrmat . e e e e e e

Create Digital SIgnature . .. ... ...ttt ettt
Signature Methods ... ...t e e e
Swedish BanKID . . ... e
SIgNAtUTre fOTMAL . . ..ttt e
AUt IO . . ottt
HOW tO ValIdAte . . ..o e
Norweglan BankID . ... ...t e e
SIgNAtUTe fOTIMAL . . ..ttt e e
AUt IO, . et e
HOW tO ValIdAte . . ... e
Finnish strong identification. . ....... ..ot e e e e
Identity fOrmat. . . ...t e
AUt IO, . et e

HOW t0 Valldate . .ottt et et e e e e e e e e e e e e e e e e

SIgNAtUTe fOTIMAL . . ..ttt e e e e
AUt IO, . et e
HOW to ValIdate . . ..o e
DraW SIgNaAtUTE. . ..ttt ettt ettt et e e et e e e et e e e e

SIgNAtUTe fOTIMAL . . ..ttt et e e





AUt IO, . ettt e 9

HOW t0o Valldate . . ..ot et e e ettt e e 10
AP SIgNATUTE .ottt e e e e e e e e 10
AUt L0 oot e e 10
HOW t0o Valldate . . ..ot et e e ettt e e 10
SMS SIGNATUTE. . . o ettt ettt ettt e et e ettt e e e e e e et e e e e e e 10
AUt L0 oot e e 11
HOW t0o Valldate . . ..ot et e e ettt e e 11
Email Signature with OneTimePassWword .. ..........uiiitrine ettt 11
AUt L0 oot e e 11
HOW t0o Valldate . . ..ot et e e ettt e e 12
CLICK SIgNAtUTE . . oottt ettt ettt e e e et e e e et e e ittt 12
AUt L0 oottt e e e 12
HOW t0 ValIdate . ...t et e e e e e e e e 12

Reference doCUIMENtAtION . ..o vttt et e et e e e e e e e e e et e e e 13





Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has

12





to keep the link secret.

Reference documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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