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f&rsredovisning for rikenskapsaret 2020

Styrelsen och verkstillande direktoren avger foljande arsredovisning.
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Forvaltningsberittelse

Information om verksamheten

Goteborgs Hamn AB har till uppgift att skapa forutséttningar for ett starkt, effektivt och héllbart skandinaviskt
godsnav i Goteborg. Detta innebir att Goteborgs Hamn AB ansvarar for att forvalta och utveckla hamnens mark,
fastigheter och vattenomraden sa att dessa anvénds pa ett optimalt sitt utifran ett tillvéixt- och 1onsamhets-
perspektiv.

Goteborgs Hamn AB upplater, via koncessions- och arrendeavtal, en del av sin mark och sina anldggningar for
hamnoperation till externa operatrer. Goteborgs Hamn AB utovar tillsyn och trafikledning inom hamnomradet
samt svarar for 6vergripande sikerhetsfragor i hamnomradet i ndra samarbete med ber6rda myndigheter.

Goteborgs Hamn AB samordnar och marknadsfor godsnavet Goteborg, vardar varumirket Goteborgs hamn och
verkar for ritta forutséttningar for en langsiktig och hallbar tillvéxt av godsnavet. Bolaget dr moderforetag i en
koncern omfattande tre dotterbolag varav tva dr vilande. Goteborgs Hamn AB och dotterbolaget Scandinavian

Distripoint AB utvecklar logistikmarken nidra hamnen f6r kommande nya lager- och logistikbyggnader.

Goteborgs Hamn AB har sitt séte 1 Goteborg.

Styrelsen och den verkstillande direktoren bedomer att verksamheten ar i linje med kommunens dndamal med
sitt igande av bolaget och att bolaget har f6ljt de principer som framgéar av 3 § i Bolagsordningen.

Flerarsjamforelse

Bolagets ekonomiska utveckling i sammandrag.

2020 2019 2018 2017 2016
Nettoomsittning Mkr 790 763 755 751 742
Rorelseresultat (1) Mkr 265 217 276 248 255
Resultat efter finansiella poster (1) Mkr 239 189 245 214 218
Balansomslutning Mkr 3469 3246 3167 3221 3016
Medelantal anstillda st 135 123 116 120 114
Soliditet (1) % 55 55 53 49 49
Avkastning pa eget kapital (1) % 13 11 15 14 15
Avkastning pa totalt kapital (1) % 8 7 9 8 9

Nyckeltalsdefinitioner framgéar av not 1.
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Viktiga férhallanden och visentliga hiindelser

Agarforhallanden
Goteborgs Hamn AB ér ett heldgt dotterforetag till Goteborgs Stadshus AB, org nr 556537-0888 som égs till
100 % av Goteborgs kommun.

Offentligt édgt bolag och dgarstyrning
Goteborgs Hamn AB paverkas pa flera omraden av att vara ett offentligt dgt bolag.

Som offentligt &gt bolag finns specifik lagstiftning att folja sasom till exempel kommunallagen, lagen om
offentlig upphandling och lagen om offentlighet och sekretess. Utover dessa lagstiftningar sa har dgaren
Goteborgs stad upprittat ett antal policies som omfattar alla stadens bolag och nimnder. Exempel pa policies ar
inkopspolicy, forsdkringspolicy, sikerhetspolicy, representationspolicy och kommunikationspolicy.

Goteborgs Stads syfte med att bedriva hamnverksamhet beskrivs i bolagsordningen och fortydligas i
dgardirektivet. Goteborgs hamn ska utgora det sjdlvklara godsnavet for sjdtransporter i Skandinavien och
dérigenom skapa forutsittningar for tillviaxt, handel, sysselsittning och hallbar utveckling.

Under 2020 har Stadshus AB reviderat bolagets dgardirektiv efter nya riktlinjer for dgarstyrning. Utgangpunkten
har varit tydlighet och struktur vilken innebir att det finns nagra generella kapitel som giller alla kommunala
bolag och en specifik del som avser Goteborgs Hamn AB. I den generella delen har en skrivning om mal- och
inriktningsdokument i stillet ersatts med generell skrivning i enlighet med KF:s beslut. Ddrmed utgar styrelsens
mal- och inriktningsdokument. Den specifika delen av dgardirektivet innehaller ett avkastningskrav. Den
ekonomiska styrningen inriktas mot en soliditet lika med eller 6verstigande 30 procent och en avkastning pa
totalt kapital i intervallet 4,0 — 7,0 procent. Bolagets ekonomiska avkastningskrav skall aterkommande vérderas
och foljas s att kraven star i paritet med branschens 16nsamhet.

Volymutveckling i godsnavet Goteborgs hamn

Hamnens totala godshantering 2020 miitt i ton uppgick till 37,9 miljoner ton. Antal anlép var 5 300 st med en
sammanlagd bruttovikt uppgaende till 127 miljoner ton. Hanterad godsmingd minskar ca 3 %, antalet anlop med
16% och fartygens sammanlagda bruttovikt med 14%.

Paverkan av pandemin 2020

Goteborgs Hamn AB har haft ett titt samarbete med smittskyddslikare och inférde obligatoriska
hilsodeklarationen for fartyg redan i februari, vilket skapade stor trygghet och minskad smittspridning. Bolaget
var tidigt ute med att infora personalrotation med fokus pa medarbetares sidkerhet och pa att halla Godsnavet

oppet.

Pandemin har under aret inneburit stor paverkan pa nigra av Goteborgs Hamn AB verksamhetsomraden sdsom
Kryssning, RoRo, Biltransporter och Passagerartrafik. Segmentet Container har haft en stabil utveckling under
hela dret liksom segmentet Energis utveckling som har bidragit till det stirkta resultatet. Utover nimnda segment
har bolagets fastighetsdel ocksa klarat sig stabilt genom pandemin hittills. Bolaget fortsitter att noga f6lja
utvecklingen i Godsnavet vad avser pandemins paverkan.

Investeringar

Totalt uppgar arets investeringsutgifter till 380 mkr (varav 12 i Scandinavian Distripoint) att jimfora med

275 mkr (varav 28 i Scandinavian Distripoint) féregaende ar. Visentliga investeringar under 2020 var fortsatta
anldggningsarbeten for ny hamnterminal i Arendal, fardigstillandet av ny omlastningsterminal, nya
betongkonstruktioner och reparationer vid tre kajplatser i Skandiahamnen samt ombyggnation av nya verkstaden.

Andra visentliga hiindelser
Farledsférdjupning - Under 2020 har, i samverkan med Sjofartsverket, forstudien avslutats. Resultatet av
forstudien ledde till att kostnadskalkylen for projektet kunde uppdateras med en besparing pa 1,3 miljarder. Det

innebar ocksa att fordjupningens utformning har kunnat faststillas, med 6kad precision kring muddervolymer
och ny bedomning av forstirkningsatgiarderna for kaj och terminalomraden. Avtal for totalentreprenaden slots,
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efter upphandling, med NCC i juli och tillstandsansokan enligt miljobalken limnades in i december. Arets
kostnader som belastat resultatet uppgar till 7,5 mkr.

Sveaterminalen - Omlastningsterminalen, Sveaterminalen, driftsattes under hosten 2020 och kommer ytterligare
oka jarnvdgsvolymerna i hamnen tack vare de nya ytorna och omlastningsmojligheterna. Terminalytan rymmer
virldens storsta lagertilt vilket innebir att omlastning kan ske viderskyddat.

Byggnation av ny hamnterminal i Arendal — For att skapa utrymme for framtida godsvolymer byggs nu en helt
ny hamnterminal. Nya Arendal utgor det storsta hamnutvecklingsprojektet pa 40 ar i hamnen. Byggnationen av
terminalen #r indelad i flera delar och &r planerade att paga mellan 2016 och 2023. Under 2020 har byggnationen
av nya hamndelen, vars yta blir 140 000 kvadratmeter, fortlopt. Arbetet med att fylla det invallade omradet med
muddermassor frén underhillsmuddringen i hamnomradet paborjades. Arets investeringskostnad har uppgatt till
169 mkr.

Logistikfastigheter — Scandinavian Distripoint AB

Att dga och drifta logistikfastigheter dr sedan 2019 inskrivet i bolagets dgardirektiv och stirker godsnavet
Goteborg genom att komplettera och skapa synergier med torrlastsegmenten samt leder till 6kad konkurrenskraft
i godsnavet. Agande av den detaljplanerad marken pa Halvorsing som avses for logistiketablering ligger i
dotterbolaget Scandinavian Distripoint AB. Arbetet med att fullf6lja logistiketableringen fortsitter under 2021.

Goteborgs Hamn foreslog under varen 2020 att de fem tomterna pa Halvorséing utvecklas i den for var tomt mest
passande formen (arrende, dga & forvalta, joint venture). Genom ett beslut i Stadshus AB i april 2020 fick
Goteborgs Hamn i uppdrag att gora fordjupade utredningar for respektive tomt for att utréna hur utvecklingen
bist ska genomforas. Utredningen kommer presenteras under varen 2021.

Forvintad framtida utveckling och visentliga riskfaktorer

Goteborgs Hamn AB har arbetat strukturerat med riskhantering och intern kontroll i flera ar och omradet
utvecklas kontinuerligt. Riskhantering utgor en integrerad del i styrningen och ledningen av bolaget och &r en
naturlig del i beslutsfattandet pa olika nivaer i bolaget vid prioritering och val av olika handlingsalternativ for att
uppna verksamhetens mal eller sikerstélla verksamhetens formaga att utfora sitt uppdrag.

I samband med framtagande av budget/affirsplan faststills riskhanteringen for olika riskomraden till en samlad
riskbild for bolagets som helhet. Den samlade riskbilden beskriver vilka riskreducerande atgiarder/kontroller som
har inforts for att minska risken och vilka atgédrder som kommer att vidtas (atgédrdsplan). Utifran den samlade
riskbilden och som en del av arbetet med att forbittra verksamheten viljs ett antal omraden/processer ut som
sirskilt ska granskas under kommande verksamhetsar for att verifiera att de riskreducerande
atgirderna/kontrollaktiviteterna fungerar pa ett tillfredsstillande sitt (intern kontrollplan).

Arbetet med riskatgirder har medfort en betydande minskning av bolagets riskvirden och dirmed minskat
antalet visentliga risker. Detta dr effekten av ndra samverkan och styrning internt och externt.

Stadsutvecklingen och expansion hos kunder samt nya behov har medfort risk for brist pa kajlagen. Plan
for Firjelokalisering ar viktig samt att fa radighet 6ver fler kajligen. Det pagar arbete med att koordinera och
sikerstilla att bolaget ticker s manga behov som maojligt.

Hotbilden vad géller IT sékerhet i samhillet har 6kat och cyberattacker har intriffat i bolagets nérhet och forsok
till intrng i IT-milj6 har avstyrts. Okad digitalisering och digital exponering har medfort ckad beredskap och
forebyggande arbete inom dessa omraden pa foretaget. Bolaget ldgger stor vikt pa att férhindra avbrott i

hamnverksamheten.

Pandemin har lett till snabba forandringar av logistikfloden och minskade volymer. Nedstingd produktion,
stingda grinser och svarigheter att bemanna kan forhindra floden av import och export och i forlingningen leda
till att Godsnavet inte kan hallas 6ppet eller ge kraftigt forsimrad service, frekvens och tillgéinglighet for
intressenter i hamnomradet. Snabb omstillning och samverkan med godsnavets aktorer har hittills begriansat
paverkan i G6teborgs hamn.

Miljolagstiftningen och forvintningarna pa att bolaget ska agera proaktivt och kraftfullt 6kar. Géteborgs Hamn
AB arbetar langsiktigt och aktivt for att minimera miljopaverkan fran den egna verksamheten samt sj6-och
landtransporter. Bolaget planerar miljdinvesteringar i storre utstrdckning 4n tidigare i samband med
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vidareutveckling av hamnen. Bolaget verkar for en effektiv miljorabatt for fartyg samt fler elanslutningar. Dartill
arbetar bolaget tillsammans med kunder for att tillhandahalla alternativa brinslen med mindre miljopaverkan,
exempelvis deltar bolaget i en innovativ forstudie med syfte att undersoka mojligheten att, pa sikt, mellanlagra
och transportera tva miljoner ton infangad koldioxid per ar fran anldggning till kajkant.

For att utveckla hamnen och skapa tillvixt dr samarbetet med terminaloperatdrerna av storsta betydelse. I
koncessionsavtalen regleras samarbetet inom omradena miljo, sikerhet, jarnviag och teknik genom sa kallade
Consulting Boards.

Risker for storre katastrofer hanteras genom att riskanalyser och 6vningar genomférs. Kontinuitetsplan finns for
hantering av raolja i Torshamnen och dven for hantering i Skarvikshamnen.

Anvindning av finansiella instrument

Finansiella risker sdsom rénterisk och valutarisk hanteras utifran Géteborgs Stads finanspolicy och innebir att
nettoexponering i rintebérande tillgangar och skulder dr begrinsad genom avtal om réntederivat och valuta-
sdkring. Bolagets dgare Goteborgs Stad har dvertagit rollen att finansiera stadens alla bolag vilket innebér att nér
extern finansiering 16per ut sé ersitts den med koncernintern.

Ovriga upplysningar om finansiella instrument limnas i not 1 Redovisningsprinciper samt not 12 Finansiella
instrument.

Visentliga hiindelser efter riikenskapsarets slut
Inga visentliga hiindelser har dgt rum efter rikenskapsarets utgang.

Hallbarhetsrapport

I enlighet med ARL 6 kap 11§ har Goteborgs Hamn AB valt att uppriitta den lagstadgade hillbarhetsrapporten
som en fran arsredovisningen avskild rapport. Hallbarhetsrapporten har 6verldmnats till revisor samtidigt som
arsredovisningen. Hallbarhetsrapporten finns tillginglig pa bolagets hemsida www.goteborgshamn.se/dokument.

Tillstands- eller anmilningspliktig verksamhet enligt miljobalken

Verksamhetens paverkan pa den yttre miljon

Goteborgs Hamn AB arbetar aktivt och langsiktigt for att minimera verksamhetens miljopaverkan och for att
bidra till hallbara transporter. Bolagets stora utmaning framover &r att na vara tillvixtambitioner med sa liten
miljopaverkan som mdjligt. Hamnens miljoarbete baseras pa Goteborgs Stads miljoprogram och detta utgor
grunden till bolagets interna miljo-och klimatstrategi. Bolagets mal ar att minska klimatpaverkan med 70 % till
2030, dér sjofarten, terminaler, vdag- och tagtrafik till och fran hamnen inkluderas. Flera nyckeltal foljer
miljoprestandan kopplat till vatten, buller, utslépp till luft, energi, biologisk mangfald och avfall.

En stor del av verksamhetens miljopaverkan utgors av fartygens utslipp till luft. For att hjdlpa kunderna att
minska sin miljopaverkan arbetar bolaget med en rad olika verktyg, ddribland rabatt pa hamntaxan till
miljoklassade fartyg och extra rabatt till de som anviénder sig av LNG (flytande naturgas) och LBG (flytande
biogas) som brénsle. Goteborgs Hamn AB samarbetar ocksd med hamnens terminaloperatorer i miljéfragor och
dr dven aktiva internationellt.

Tillstand

Enligt de upprittade koncessionsavtalen mellan Goteborgs Hamn AB och terminaloperatdrerna klargors att
operatorerna har fullt ansvar for efterlevnad enligt tillimpliga lagar och villkor. I dessa avtal aldggs dven
terminalerna att sikerstélla att verksamheterna bedrivs med strdvan att frimja en hallbar utveckling med hoga
miljoambitioner. Tillstdnd att bedriva verksamhet i Skandia-, Alvsborgs- och Arendalshamnen erh6lls 2010 och
2013 erholls de slutliga villkoren for buller. Tillstandet har dérefter delats upp mellan de fyra bolagen APM
Terminals Gothenburg AB, Gothenburg Ro/Ro Terminal AB, Logent Ports & Terminals AB och Géteborgs
Hamn AB.

Tillstdnd for att bedriva verksamhet i Energihamnen erholls 2011 vilket medger verksamhet i Torshamnen,
Skandiahamnen och i Skarviks- och Ryahamnarna. Tillstandet anger inga volymbegrinsningar, och 2014 erh6lls
kompletterande #dndring i befintligt tillstand for etablering for LNG-hantering i Skarvik.
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Tillstdnd att transitlagra atta miljoner ton raolja per ar i bergrum 3 i Syrhéla erholls 2008, och Scandinavian Tank
Storage AB bedriver lagringsverksamheten inom ramen for detta tillstand. Tillstand for raoljelagring i bergrum 1
i Syrhéla erholls 2013.

Tillstand for att bedriva verksamhet vid vissa mindre kajer inom innerhamnomradet (Stigbergskajen, Stenpiren,
Marieholm, Eriksberg, Lindholmen, Skeppsbrokajen samt Packhuskajen) erholls 2011.

2013 erholls dispens fran det generella forbudet mot dumpning att tippa muddermassor i ett allméant
vattenomrade SSV Vinga och 2015 fastslogs slutligen villkoren i dispensen. 2015 gavs slutligt tillstand att utféra
sluttdckning av deponin i sodra bassidngen i Torsviken, med syfte att skapa ett vadhav. Bolaget har dven tillstdnd
fran 2009 att ligga upp fororenade muddermassor i Lundbyhamnen.

Tillstdnd erholls 2015 for utbyggnad av hamnomradet vid Arendal vilket inkluderar uppldggning av
muddermassor, vattenverksamhet samt tillstand for hamnverksambhet.

Dispens enligt artskyddsférordningen for att genomfora detaljplan for industri-och logistikverksamhet pa
Halvorsing meddelades 2015.

Inga tillstand eller dispenser kommer att forfalla eller omprévas under 2021.
Miljocertifiering
Hela bolagets verksamhet var certifierad enligt ISO 14001 fram till 31 maj 2020. Bolagets ledningssystem &r

fortsatt ISO baserat, enligt ISO 14001, men ir inte certifierat. Fran och med 2021 kommer bolaget inga i
Goteborgs stads miljoledningssystem.

Forslag till Vinstdisposition

Till arsstimmans forfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel 1328 927 368
Arets vinst 37 684 389
Kronor 1366 611 757

Styrelsen foreslar att vinstmedlen disponeras sa att

till aktiedigarna utdelas 0
i ny riakning 6verfors 1366 611 757
Kronor 1366 611 757

Styrelsens yttrande over den foreslagna vinstutdelningen

Enligt arsredovisningen framgar att koncernbidrag, under forutsittning av arsstimmans godkénnande, har
lamnats till Goteborgs Stadshus AB, org nr 556537-0888 med 190 200 tkr samt erhallits fran Scandinavian
Distripoint AB, org 556206-1645 med 794 tkr.

Styrelsens uppfattning &r att det foreslagna koncernbidraget, i kombination med det aviserade aktiedgartillskottet
péa 70 500 tkr, ej hindrar bolaget fran att fullgora sina forpliktelser pa kort och lang sikt, ej heller att fullgéra

erforderliga investeringar. Det foreslagna koncernbidraget kan ddrmed forsvaras med hénsyn till vad som anfors
1 ABL. 17 kap 3 § 2-3 st. (forsiktighetsregeln).
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Resultatriakning Not 2020 2019
Nettoomsittning 3,6 789 656 763 477
Aktiverat arbete for egen rikning 6 049 4084
Ovriga rorelseintikter 3 3951 489

799 656 768 050

Rorelsens kostnader

Ovriga externa kostnader 5,6 -259 766 -256 219
Personalkostnader 7 -135513 -146 040
Av: och.neds.krlymngar av materiella och immateriella 1 139725 _148 593
anldggningstillgangar

Summa rorelsens kostnader -535 004 -550 852
Rorelseresultat 264 652 217 198
Resultat fran finansiella poster

Ovriga rinteintikter och liknande resultatposter 8 1628 1223
Réntekostnader och liknande resultatposter 9 -26 890 -29 217
Summa resultat fran finansiella poster -25 262 -27 994
Resultat efter finansiella poster 239 390 189 204
Bokslutsdispositioner 10 -191 113 -129 903
Skatt pa arets resultat 11 -10 593 -12 456
Arets vinst 37 684 46 845
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Balansrikning Not 2020-12-31 2019-12-31

Tillgangar 12
Anliggningstillgangar

Immateriella anliggningstillgangar
Hyresritter och liknande rittigheter 13 19271 20 352
19 271 20352

Materiella anliggningstillgangar

Rorelsefastigheter 14 105 079 125 186
Forvaltningsfastigheter 14 112 364 124 546
Mark 14 420 130 422 455
Markanldggningar 15 1390 645 1423 355
Maskiner och andra tekniska anliggningar 16 8 16
Inventarier, verktyg och installationer 17 448 612 455 861
Pagaende nyanldggningar och forskott avseende materiella
anlaggningstillgangar 18 696 624 396 844
3173 462 2948 263

Finansiella anldggningstillgangar

Andelar i koncernforetag 20 109 460 109 460
Uppskjutna skattefordringar 19 3105 13 681
Andra langfristiga fordringar 420 420

112 985 123 561
Summa anléiggningstillgangar 3305718 3092176

Omsiittningstillgangar

Varulager m m
Material och reservdelar 309 339
309 339

Kortfristiga fordringar

Kundfordringar 79 933 76 829
Fordringar hos koncernforetag 1692 3972
Aktuella skattefordringar 8298 6212
Ovriga kortfristiga fordringar 36518 40 706
Forutbetalda kostnader och upplupna intédkter 21 36 290 25312

162 731 153 031
Kassa och bank 25 0 0
Summa omsiittningstillgangar 163 040 153 370
Summa tillgangar 3468 758 3245546
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Balansrikning

Eget kapital och skulder
Eget kapital

Bundet eget kapital
Aktiekapital

Reservfond

Fritt eget kapital
Balanserad vinst eller forlust

Arets vinst

Summa eget kapital

Obeskattade reserver

Avsittningar

Avsittning for pensioner och liknande forpliktelser

Ovriga avsittningar

Summa avsittningar

Langfristiga skulder
Skulder till Goteborgs Stad
Skulder till koncernforetag

Summa langfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut

Skulder till Goteborgs Stad
Leverantorsskulder

Skulder till koncernforetag

Ovriga skulder

Upplupna kostnader och forutbetalda intidkter

Summa kortfristiga skulder

Summa eget kapital och skulder

Transaktion 09222115557441960230

Not 2020-12-31 2019-12-31
224000 224000
48 944 48 944
272 944 272944
1328928 1211582
37 684 46 845
1366 612 1258 427
1639 556 1531371
22 334192 332485
23 392 588 399 625
24 7391 10 681
399 979 410 306
25
685 241 710 238
831 831
686 072 711 069
- 25 000
25 50 000 -
107 307 70 472
126 415 71 484
2325 2151
26 122912 91 208
408 959 260 315
3468758 3245 546
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Forandringar i eget kapital

Eget kapital 2019-01-01

Arets resultat

Lamnad utdelning

Mottagna ovillkorade tillskott
Eget kapital 2019-12-31

Eget kapital 2020-01-01

Arets resultat

Lamnad utdelning

Mottagna ovillkorade tillskott
Eget kapital 2020-12-31

Not Aktie-
kapital

224 000

224 000

224 000

27 224 000

Aktiekapitalet bestar av 2 240 000 aktier med kvotvirde 100

kronor.

Transaktion 09222115557441960230

Reserv-
fond

48 944

48 944

48 944

48 944

Ovrigt fritt
eget

kapital
1172 682

46 845
-6 500
45 400
1258 427

1258 427

37 684

70 500
1366 612

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED, AL, EF, BH

Summa eget

kapital
1 445 626

46 845
-6 500
45 400
1531371

1531371
37 684

70 500
1639 556
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Kassaflodesanalys Not 2020 2019

Den lopande verksamheten

Rorelseresultat fore finansiella poster 264 652 217 197
Justering for poster som inte ingar i kassaflodet, mm 28 130 813 150 874
Erhallen rinta 1628 1223
Erlagd rinta -26 890 -29 042
Betald inkomstskatt -16 324 -1 694

353 879 338 558
Okning/minskning varulager 30 -43
Okning/minskning av fordringar 7 420 3607
Okning/minskning av skulder 65 288 -10 236
Kassaflode fran den lopande verksamheten 426 617 331 886

Investeringsverksamheten

Investeringar i materiella anléggningstillgangar -375 794 -245 674
Ersittning salda materiella anlidggningstillgangar 1433 5834
Erhallet bidrag 12 640 -
Kassaflode fran investeringsverksamheten -361 721 -239 840

Finansieringsverksamheten

Utbetalt koncernbidrag -110 300 -103 826
Erhallet aktiedgartillskott 45 400 -
Utbetald Utdelning - -6 500
Minskning/6kning av kortfristiga finansiella skulder -25 000 -25 000
Minskning/6kning av langfristiga finansiella skulder 25 25 004 41 906
Kassaflode fran finansieringsverksamheten -64 896 -93 420
Arets kassaflode 0 -1374
Likvida medel vid arets borjan 0 1374
Likvida medel vid arets slut 25 0 0
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Noter

Not 1 Redovisnings- och virderingsprinciper

Foretagets arsredovisning har upprittats enligt arsredovisningslagen och Bokforingsndmndens allménna rad
BFNAR 2012:1 Ars- och koncernredovisning (K3). Redovisningsprinciperna dr ofériandrade i jamforelse med
foregaende ar.

Moderforetag i den koncernen dédr Goteborgs Hamn AB ir dotterforetag till dr det av Géteborgs kommun
heldgda bolaget Goteborgs Stadshus AB, org.nr. 556537-0888, med site i Goteborg i vilket koncernredovisning
upprittas. Ingen koncernredovisning har upprittats av Goéteborgs Hamn AB med stdd av Arsredovisningslagen 7
kap. 2§ punkt 1.

Intéiktsredovisning

Goteborgs Hamn ABs intikter bestar huvudsakligen av fartygshamnsavgifter, varuhamnsavgifter,
koncessionsavgifter samt hyror och arrenden. Intiikter redovisas till det verkliga virdet av den ersittning som
erhallits eller kommer att erhallas, med avdrag for mervirdesskatt, rabatter, returer och liknande avdrag.

Utdelningsintikter redovisas nér dgarens ritt att erhélla betalning har faststillts. Réinteintikter redovisas fordelat
over 1optiden med tillaimpning av effektivrintemetoden. Effektiv-ridntan &r den rinta som gor att nuvirdet av alla
framtida in- och utbetalningar under rdntebindnings-tiden blir lika med det redovisade virdet av fordran.

Koncernbidrag och aktiesagartillskott
Lamnade respektive erhdllna koncernbidrag redovisas som bokslutsdispositioner i resultatrikningen. Erhéllna
aktiedgartillskott och lamnade utdelningar redovisas direkt mot eget kapital.

Inkomstskatter
Skattekostnaden utgors av summan av aktuell skatt och uppskjuten skatt.

Aktuell skatt - Aktuell skatt berdknas pa det skattepliktiga resultatet for perioden. Skattepliktigt resultat skiljer
sig fran det redovisade resultatet i resultatrikningen da det har justerats for ej skattepliktiga intikter och ej
avdragsgilla kostnader samt for intdkter och kostnader som ir skattepliktiga eller avdragsgilla i andra perioder.
Aktuell skatteskuld berdknas enligt de skattesatser som géller per balansdagen.

Uppskjuten skatt - Uppskjuten skatt redovisas pa temporira skillnader mellan det redovisade vérdet pa tillgangar
och skulder i de finansiella rapporterna och det skatteméssiga virdet som anvinds vid berdkning av skattepliktigt
resultat. Uppskjuten skatt redovisas enligt den s k balansrdkningsmetoden. Uppskjutna skatteskulder redovisas
for i princip alla skattepliktiga temporéra skillnader, och uppskjutna skattefordringar redovisas i princip for alla
avdragsgilla temporira skillnader i den omfattning det dr sannolikt att beloppen kan utnyttjas mot framtida
skattepliktiga overskott. Obeskattade reserver redovisas inklusive uppskjuten skatteskuld.

Det redovisade virdet pa uppskjutna skattefordringar omprovas varje balansdag och reduceras till den del det
inte ldngre dr sannolikt att tillrdckliga skattepliktiga resultat kommer att finnas tillgéngliga for att utnyttjas, helt
eller delvis, mot den uppskjutna skattefordran. Virderingen av uppskjuten skatt baseras pa hur foretaget, per
balansdagen, forvintar sig att atervinna det redovisade vérdet for motsvarande tillgéng eller reglera det
redovisade virdet for motsvarande skuld. Uppskjuten skatt beridknas baserat pa de skattesatser och skatteregler
som har beslutats fore balansdagen.

Aktuell och uppskjuten skatt for perioden - Aktuell och uppskjuten skatt redovisas som en kostnad eller intdkt i
resultatrikningen, utom nér skatten dr hinforlig till transaktioner som redovisats direkt mot eget kapital. I sadana
fall ska dven skatten redovisas direkt mot eget kapital.
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Fordringar
Fordringar upptas till det belopp som efter beddmning beréknas bli betalt.

Utléindska valutor
Foretagets redovisningsvaluta dr svenska kronor (SEK).

Omvrikning av poster i utldndsk valuta - Vid varje balansdag riknas monetira poster i utlindsk valuta om till
balansdagens kurs. Icke-monetira poster, som vérderas till historiskt anskaffningsvérde i en utlandsk valuta,
riknas inte om. Valutakursdifferenser redovisas i rorelseresultatet eller som finansiell post utifran den
underliggande afférshindelsen, i den period de uppstar, med undantag for transaktioner som utgér sikring och
som uppfyller villkoren for sidkringsredovisning av kassafloden eller av nettoinvesteringar.

Immateriella tillgangar

Immateriella tillgangar bestar framf6rallt av nyttjanderétt av tva st. bergrum men dven mindre tomtritter.
Nyttjanderitterna skrivs av pa 20 ar fran och med att bergrummen tas i bruk och tomtritterna skrivs av pa en 5
ars period. For nirvarande anvinds enbart det ena bergrummet. Bada bergrummen kommer att kunna nyttjas for
uppldaggning av fororenade muddermassor i framtiden och kommer att skrivas av under den period som
bergrummen kan nyttjas for det indamalet.

Forvirvade immateriella tillgangar redovisas till anskaffningsvérde. Efter forsta redovisningstillfillet redovisas
immateriella anldggningstillgangar till anskaffningsvirde efter avdrag for ackumulerade avskrivningar och
eventuella ackumulerade nedskrivningar. Avskrivning paborjas nir tillgangen kan anvéndas. En immateriell
anldggningstillgang tas bort fran balansrdkningen vid utrangering eller avyttring eller nir inte nagra framtida
ekonomiska fordelar vintas fran anvindning eller utrangering/avyttring av tillgangen. Den vinst eller férlust som
uppkommer nér en immateriell anliggningstillgang tas bort fran balansrikningen ir skillnaden mellan vad som
eventuellt erhdlls, efter avdrag for direkta forsiljningskostnader, och tillgdngens redovisade virde. Detta
redovisas i resultatrikningen som en dvrig rorelseintikt eller ovrig rorelsekostnad.

Materiella anléiggningstillgangar
Materiella anldggningstillgangar redovisas till anskaffningsvérde efter avdrag for ackumulerade avskrivningar
och eventuella nedskrivningar.

Anskaffningsvirdet bestar av inkopspriset och utgifter som ir direkt hinforliga till forvirvet for att bringa den pa
plats och i skick att anvéndas. Tillkommande utgifter inkluderas endast i tillgangen eller redovisas som en
separat tillgang, nir det dr sannolikt att framtida ekonomiska fordelar som dr forknippade med posten kommer
att tillfalla foretaget och att anskaffningsvirdet for densamma kan mitas pa ett tillforlitligt sitt. Alla 6vriga
kostnader for reparationer och underhall samt tillkommande utgifter redovisas i resultatrikningen i den period da
de uppkommer.

Da skillnaden i forbrukningen av en materiell anldggningstillgangs betydande komponenter bedoms vara
visentlig, delas tillgdngen upp pa dessa komponenter. Avskrivningar pa materiella anldggningstillgangar
kostnadsfors sa att tillgangens anskaffningsvirde, eventuellt minskat med beriknat restvérde vid
nyttjandeperiodens slut, skrivs av linjért 6ver dess bedomda nyttjandeperiod. Om en tillgang har delats upp pa
olika komponenter skrivs respektive komponent av separat 6ver dess nyttjandeperiod. Avskrivning paborjas nir
den materiella anlidggningstillgangen kan tas i bruk. Materiella anldggningstillgangars nyttjandeperioder
uppskattas till:

Byggnader och dess komponenter 20-35 ar
Markanldggningar (inkl. kajanldggningar och dess komponenter) 10-70 ar
Drifts-/Byggnadsinventarier 5-20 ar
Maskiner och andra tekniska anlidggningar 5-7 ar
Motorfordon 5 ar
Batar och flytande redskap 17 ar
Kontorsinventarier 5 ar
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Bedomda nyttjandeperioder och avskrivningsmetoder omprovas om det finns indikationer pa att forvintad
forbrukning har fordndrats visentligt jimfort med uppskattningen vid féregaende balansdag. Da foretaget dndrar
bedomning av nyttjandeperioder, omprovas dven tillgangens eventuella restvirde. Effekten av dessa #ndringar
redovisas framatriktat.

Det redovisade vérdet for en materiell anldggningstillgang tas bort fran balansrikningen vid utrangering eller
avyttring, eller nir inte nigra framtida ekonomiska fordelar vintas fran anvindning eller utrangering/avyttring av
tillgangen eller komponenten. Den vinst eller forlust som uppkommer nir en materiell anldggningstillgang eller
en komponent tas bort fran balansrikningen ir skillnaden mellan vad som eventuellt erhalls, efter avdrag for
direkta forsiljningskostnader, och tillgdngens redovisade virde. Den realisationsvinst eller realisationsforlust
som uppkommer nir en materiell anliggningstillgang eller en komponent tas bort fran balansrikningen redovisas
i resultatrdkningen som en 6vrig rorelseintikt eller ovrig rorelsekostnad.

Forvaltningsfastigheter

Forvaltningsfastigheter bestar av fastigheter (mark eller en byggnad) som innehas i syfte att erhélla
hyresinkomster eller virdestegring eller en kombination av dessa. Forvaltningsfastigheter redovisas vid forvirvet
till anskaffningsvirde, inkluderat direkt hinforbara transaktionskostnader. Tillkommande utgifter lidggs till det
redovisade virdet for fastigheten om det dr sannolikt att den ekonomiska nyttan som &r férknippad med
fastigheten forbittras i férhallande till den niva som gillde da den ursprungligen anskaffades. Alla andra
tillkommande utgifter redovisas som kostnad i den period de uppkommer. Efter anskaffningstillfillet redovisas
forvaltningsfastigheten till anskaffningsvirde med avdrag for ackumulerade avskrivningar och eventuell
nedskrivning samt med tilldgg for eventuell uppskrivning. Utgifter for reparationer och l6pande underhall
kostnadsfors i den period de uppkommer.

Redovisning av bidrag till infrastrukturella investeringar

Goteborgs Hamn AB tecknar ibland avtal om att delfinansiera investeringar som gynnar utvecklingen av
hamnens verksamhet, men den uppkomna tillgangen 4gs och forvaltas av den som gor investeringen. Den
tillgdng som bidraget avser att finansiera kontrolleras ddrmed inte av G6teborgs Hamn AB, varfor den inte
uppfyller kriterierna for tillgang som ska redovisas i balansrikningen. Bidraget kostnadsfors i resultatrdkningen i
den period som avtal tecknas och atagandet uppstar.

Statliga stod och erhallna bidrag

Statliga stod som hinfor sig till férvintade kostnader redovisas som forutbetalda intékter, stodet intiktsfors i den
period da de kostnader uppkommer som det statliga stodet avser att kompensera. Statliga stéd for anskaffning av
materiella anldggningstillgangar reducerar tillgangens redovisade vérde.

Nedskrivningar av materiella anléiggningstillgangar och immateriella tillgangar

Foretaget analyserar regelbundet de redovisade virdena for materiella anldggningstillgangar och immateriella
tillgangar for att faststéilla om det finns nagon indikation pa att dessa tillgangar har minskat i virde. Om sa ir
fallet, beriknas tillgangens atervinningsvirde for att kunna faststilla virdet av en eventuell nedskrivning. Dér det
inte dr mojligt att berdkna atervinningsvirdet for en enskild tillgang, beriiknas atervinningsvirdet for den
kassagenererande enhet till vilken tillgangen hor.

Atervinningsvirdet ir det hogsta av verkligt virde med avdrag for forsiljningskostnader och nyttjandevirdet.
Verkligt virde med avdrag for forsiljningskostnader &r det pris som foretaget beriiknar kunna erhalla vid en
forsdljning mellan kunniga, av varandra oberoende parter, och som har ett intresse av att transaktionen
genomfors, med avdrag for sadana kostnader som ir direkt hénforliga till forséljningen. Vid berdkning av
nyttjandevirde diskonteras uppskattat framtida kassaflode till nuvirde med en diskonteringsrénta fore skatt som
aterspeglar aktuell marknadsbedomning av pengars tidsvirde och de risker som férknippas med tillgangen. For
att beridkna de framtida kassaflodena har foretaget anvént budget och prognoser for de kommande fem aren.

Om atervinningsvirdet for en tillgang (eller kassagenererande enhet) faststills till ett lidgre vérde 4dn det
redovisade virdet, skrivs det redovisade virdet pa tillgangen (eller den kassagenererande enheten) ned till
atervinningsvirdet. En nedskrivning redovisas direkt i resultatrikningen.
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Vid varje balansdag gor foretaget en bedomning om den tidigare nedskrivningen inte lingre dr motiverad. Om sa
ar fallet aterfors nedskrivningen delvis eller helt. Da en nedskrivning aterfors, okar tillgangens (den kassa-
genererande enhetens) redovisade virde. Det redovisade virdet efter aterforing av nedskrivning far inte
Overskrida det redovisade virde som skulle faststillts om ingen nedskrivning gjorts av tillgangen (den
kassagenererande enheten) under tidigare ar. En aterforing av en nedskrivning redovisas direkt i
resultatrakningen.

Leasingavtal

Ett finansiellt leasingavtal dr ett avtal enligt vilket de ekonomiska risker och fordelar som férknippas med
dgandet av en tillgdng i allt visentligt Sverfors frin leasegivaren till leasetagaren. Ovriga leasingavtal
klassificeras som operationella leasingavtal. Samtliga leasingavtal redovisas enligt reglerna for operationell
leasing.

Leasetagare - Leasingavgifter vid operationella leasingavtal kostnadsfors linjirt 6ver leasingperioden, savida
inte ett annat systematiskt sitt bittre aterspeglar anvindarens ekonomiska nytta Gver tiden.

Leasegivare - Leasingintikter vid operationella leasingavtal intdktsfors linjirt Gver leasingperioden, savida inte
ett annat systematiskt sitt bittre aterspeglar hur de ekonomiska férdelar som hinfors till objektet minskar 6ver
tiden.

Finansiella instrument
Finansiella instrument redovisas i enlighet med reglerna i K3 kapitel 11, vilket innebér att virdering sker utifran
anskaffningsvérde.

En finansiell tillgang eller finansiell skuld redovisas i balansrdkningen nir foretaget blir part till instrumentets
avtalsenliga villkor. En finansiell tillgang bokas bort fran balansrikningen nir den avtalsenliga ritten till
kassaflodet fran tillgangen upphor, regleras eller nir foretaget forlorar kontrollen 6ver den. En finansiell skuld,
eller del av finansiell skuld, bokas bort fran balansridkningen nér den avtalade forpliktelsen fullgors eller pa annat
sitt upphor. Vid det forsta redovisningstillfillet virderas omsittningstillgangar och kortfristiga skulder till
anskaffningsvirde. Langfristiga fordringar samt langfristiga skulder virderas vid det forsta redovisningstillfillet
till upplupet anskaffningsvirde. Laneutgifter periodiseras som en del i lanets ridntekostnad enligt
effektivrintemetoden (se nedan).

Vid virdering efter det forsta redovisningstillfillet virderas omsittningstillgangar enligt ldgsta virdets princip,
dvs. det ldgsta av anskaffningsvirdet och nettoforséljningsvirdet pa balansdagen. Kortfristiga skulder virderas
till nominellt belopp. Langfristiga fordringar och langfristiga skulder vérderas efter det forsta
redovisningstillfillet till upplupet anskaffningsvérde. Med upplupet anskaffningsvirde avses det belopp till
vilket tillgangen eller skulden initialt redovisades med avdrag fér amorteringar, tilligg eller avdrag for
ackumulerad periodisering enligt effektivriantemetoden av den initiala skillnaden mellan erhallet/betalat belopp
och belopp att betala/erhalla pa forfallodagen samt med avdrag for nedskrivningar. Effektivrintan &r den rinta
som vid en diskontering av samtliga framtida forvintade kassafloden 6ver den forvintade 16ptiden resulterar i
det initialt redovisade vérdet for den finansiella tillgdngen eller den finansiella skulden.

Derivatinstrument - Foretaget ingar derivattransaktioner med syfte att hantera valuta- och rénterisker.
Derivatinstrument redovisas enligt ldgsta virdets princip. Virdeforidndringar i den sidkrade transaktionen ska
motverkas av sdkringsinstrumentet. Derivatinstrument med negativt virde vérderas till det belopp som for
foretaget dr mest formanligt om forpliktelsen regleras eller Gverlats pa balansdagen. Skulden redovisas pa raden
"Ovriga kortfristiga skulder" Valutaterminskontrakt skyddar koncernen mot forindringar i valutakurser genom
att faststélla den kurs till vilken en tillgang eller skuld i utlindsk valuta kommer att realiseras. En okning eller
minskning av det belopp som krivs for att reglera tillgdngen eller skulden kompenseras av motsvarande
virdefordndring av terminskontraktet. Dessa vinster och forluster kvittas darfor och redovisas inte i de finansiella
rapporterna.

Avtal avseende rianteswap skyddar koncernen mot rinteindringar. Rinteskillnader som erhalls eller erldggs pa
grund av dessa redovisas sasom kostnadsrinta. Resultateffekter fran derivat redovisas i samma period som de
underliggande avtalen 16per ut. Derivatinstrumenten redovisas inte i balansrikningen. Foretaget tillimpar
sdkringsredovisning i syfte att minska fluktuationer i resultatet som en f6ljd av sikring av rinte- och valutarisker.
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Omvirdering sker ej av den sikrade posten om det finns en motsatt virdeférindring pa sikringsinstrumentet. For
sdkring av fordran eller skuld i utldndsk valuta anvidnds valutaterminer. Den siékrade posten virderas till
terminskurs. I de fall dér skillnaden mellan terminskurs och avistakurs dr vidsentlig virderas fordran eller skulden
till avistakurs och terminspremien periodiseras 6ver terminskontraktets 16ptid. Foretaget innehar rianteswappar
for att sikra kassafloden hinforligt till 1an som 16per med rorlig rinta. Vid kassaflodessikring redovisas erlagd
respektive erhéllen rénta pa sékringsinstrumentet i samma period som rintan pa sikrade posten redovisas.

Varulager

Varulager virderas till det ldgsta av anskaffningsvirdet och nettoforsiljningsvirdet pa balansdagen.
Anskaffningsvérdet beridknas genom tillimpning av forst- in-forst-ut-metoden (FIFU). Nettoforséljningsvirde &r
forsdljningsvérdet efter avdrag for berdknade kostnader som direkt kan hénforas till forsédljningstransaktionen. I
anskaffningsvirdet ingar utgifter for inkop och andra utgifter for att bringa varorna till deras aktuella plats och
skick.

Avsittningar

Avsittningar redovisas nér foretaget har en befintlig forpliktelse (legal eller informell) som en f6ljd av en
intriffad hiindelse, det dr sannolikt att ett utflode av resurser kommer att krivas for att reglera forpliktelsen och
en tillforlitlig uppskattning av beloppet kan goras.

En avsittning omprovas varje balansdag och justeras sa att den aterspeglar den bésta uppskattningen av det
belopp som krévs for att reglera den befintliga forpliktelsen pa balansdagen, med hénsyn tagen till risker och
osidkerheter forknippade med forpliktelsen. Nir en avséttning berdknas genom att uppskatta de utbetalningar som
forvintas krivas for att reglera forpliktelsen, motsvarar det redovisade virdet nuvirdet av dessa utbetalningar.
Dir en del av eller hela det belopp som krévs for att reglera en avsittning forvéntas bli ersatt av en tredje part,
ska gottgorelsen sédrredovisas som en tillgdng i balansrikningen nir det dr sa gott som sidkert att den kommer att
erhallas om foretaget reglerar forpliktelsen och beloppet kan beriknas tillforlitligt.

Forlustkontrakt - En avsittning for forlustkontrakt redovisas da de oundvikliga utgifterna for att uppfylla
kontraktet 6verstiger de forvintade ekonomiska fordelarna.

Ersittningar till anstéllda

Ersittningar till anstéllda i form av 16ner, bonus, betald semester, betald sjukfranvaro m m samt pensioner
redovisas i takt med intjdnandet. Betridffande pensioner och andra ersittningar efter avslutad anstéllning
klassificeras dessa som avgiftsbestimda eller formansbestimda pensionsplaner. Foretaget har bade
avgiftsbestimda och formansbestdmda pensionsplaner. Pensionsplanerna redovisas enligt forenklingsreglerna i
K3 kap 28 punkt 18-22. Det finns inga dvriga langfristiga ersittningar till anstillda.

Avgiftsbestimda planer - For avgiftsbestimda planer betalar foretaget faststillda avgifter till en separat
oberoende juridisk enhet och har ingen forpliktelse att betala ytterligare avgifter. Foretagets resultat belastas for
kostnader i takt med att formanerna intjdnas vilket normalt sammanfaller med tidpunkten for nér premier
erldggs.

Formansbestimda planer - Goteborgs Hamn AB har féormansbestimda pensionsplaner hos PRI och KPA som
finansieras i egen regi. Pensionsskulderna redovisas som skuld utifran erhallen berékning fran PRI och KPA.

Kassaflodesanalys

Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast transaktioner
som medfort in- eller utbetalningar. Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla
tillgodohavanden hos banker och andra kreditinstitut samt kortfristiga likvida placeringar som 4r noterade pa en
marknadsplats och har en kortare 16ptid dn tre manader fran anskaffningstidpunkten. Foréindringar i sparrade
medel redovisas i investeringsverksamheten.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrikningen, inklusive den uppskjutna skatteskuld som &r
hinforlig till reserverna.
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Bokslutsdispositioner
Forandringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrikningen. Koncernbidrag
redovisas som bokslutsdispositioner.

Aktier och andelar i dotterforetag

Aktier och andelar i dotterforetag redovisas till anskaffningsvirde efter avdrag for eventuella nedskrivningar. 1
anskaffningsvérdet ingar kopeskillingen som erlagts for aktierna samt forvirvskostnader. Utdelning fran
dotterforetag redovisas som intékt.

Likvida medel

Likvida medel inkluderar kassamedel och disponibla tillgodohavanden hos banker och andra kreditinstitut samt
andra kortfristiga likvida placeringar som l4tt kan omvandlas till kontanter och dr féremal for en obetydlig risk
for vardefluktuationer. For att klassificeras som likvida medel far 16ptiden inte Gverskrida tre manader fran
tidpunkten for forvirvet.

Foretaget ingar i Goteborgs Stads kommunkontosystem och har en oaterkallelig ritt att inom befintlig kreditlimit
refinansiera eller forlinga den forpliktelsen i form av utnyttjad kredit i minst 12 manader efter balansdagen.
Posten klassificeras som langfristig skuld om bolaget inte planerar att reglera/amortera skulden inom de
kommande tolv manaderna

Nyckeltalsdefinitioner

Soliditet
Eget kapital och obeskattade reserver (med avdrag for uppskjuten skatt) i forhallande till balansomslutningen.

Avkastning pa eget kapital
Resultat efter finansiella poster (justerat for jamforelsestorande poster) i férhéllande till genomsnittligt eget

kapital och obeskattade reserver (med avdrag for uppskjuten skatt).

Avkastning pa totalt kapital
Resultat fore avdrag for rantekostnader (justerat for jamforelsestorande poster) i forhallande till

balansomslutningen.

Not 2 Uppskattningar och bedomningar

Nedan redogors for de viktigaste antagandena om framtiden, och andra viktiga kéllor till osékerhet i
uppskattningar per balansdagen, som innebir en betydande risk for vésentliga justeringar i redovisade virden for
tillgangar och skulder under nista rikenskapsar.

- Nyttjandeperioder materiella anldggningstillgangar

- Nedskrivningsprévning av anldggningstillgangar

- Aktivering eller kostnadsforing av underhéllsprojekt, det vill séiga virdehtjande forbittring eller ej
- Antaganden avseende rédnta och livsldngd vid berdkning av pensionsskulderna

Not 3 Intiikternas fordelning

2020 2019
Nettoomsittningen fordelar sig pa verksamhetsgrenar enligt
foljande:
Koncession 299 584 289 542
Fartygshamn 191 186 214 155
Varuhamn 97 979 100 465
Hyror och arrenden 141 733 105 434
Ovrig forsiljning 59 174 53 881
Summa 789 656 763 477
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I 6vriga rorelseintikter ingar intédkter fran:
Erhallna skadestand
Forsdkringsersittning

Ovrigt

Summa

Not 4 Transaktioner med nirstaende

Nedan anges andelen av arets inkop och forsiljning avseende

koncernforetag.

Inkop

Forsiljning

Transaktioner mellan foretaget och dess nérstdende har skett pa marknadsméssiga grunder.

Nagra transaktioner med ledande befattningshavare eller nyckelpersoner utdver 16n och ersittningar (se not 7)

har inte forekommit.

Not 5 Ersittning till revisorerna

Ernst & Young AB

Revisionsuppdraget

Revisionsverksamhet utdver revisionsuppdraget
Skatteradgivning

Ovriga tjinster

Summa

Goteborgs Stad Lekmannarevisorer
Revisionsuppdraget
Summa

Med revisionsuppdrag avses revisorernas ersittning for den lagstadgade revisionen. Arbetet innefattar

granskningen av arsredovisningen och bokforingen, styrelsens och verkstillande direktorens forvaltning samt

arvode for revisionsradgivning som limnas i samband med revisionsuppdraget.

Transaktion 09222115557441960230

3315 92
182 ;
454 397
3951 489
2020 2019
(%) 45 4.8
(%) 0,4 0,3
2020 2019
283 479
33 26
32 8
70 53
418 566
153 470
153 470
Sida 18 av 29

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED, AL, EF, BH



Goteborgs Hamn AB
Org nr 556008 - 2553

Not 6 Operationella Leasingavtal

Leasegivare:
Framtida intdkter avseende icke uppsidgningsbara koncessionsavtal:
Forfaller till betalning inom ett ar

Forfaller till betalning senare 4n ett men inom 5 ar
Forfaller till betalning senare dn fem ar

Variabla avgifter for leasingavtalen uppgar 2020 till 93 990 tkr (89 752 tkr).

Leasetagare:

Framtida minimileaseavgifter, som ska erlidggas avseende icke uppsdgningsbara leasingavtal:

Forfaller till betalning inom ett ar
Forfaller till betalning senare 4n ett men inom 5 ar
Forfaller till betalning senare dn fem ar

2020 2019

207 432 205 480
850 680 842 258
2311561 2527416
3369 673 3575154
2020 2019
8271 9128

11 107 16 047
1395 2675
20773 27 850

Foretaget ar leasetagare genom operationella leasingavtal avseende IT tjdnster och utrustning, bilar, samt
mindre kontorsutrustning. Summan av arets kostnadsférda leasingavgifter avseende operationella leasingavtal

uppgar till 17 568 tkr (16 062 tkr).

Not 7 Loner, andra ersittningar och sociala kostnader

Medelantalet anstéllda
Kvinnor

Min

Totalt

Loner, ersiittningar, sociala avgifter och pensionskostnader
Loner och ersittningar till styrelsen och verkstillande direktoren
Loner och ersittningar till ovriga anstédllda

Sociala avgifter enligt lag och avtal
Pensionskostnader for styrelsen och verkstillande direktoren
Pensionskostnader for 6vriga anstillda

Totalt

Utover i ovanstdende tabell redovisade kostnader ingér i bolagets totala
personalkostnader, kostnader for utbildning, hidlsovard, rekrytering samt
diverse personalkostnader med:
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2020 2019
45 39
90 84
135 123
2051 2307
84 512 77930
86 563 80 237
26 880 25579
615 620
16 910 33210
44 405 59 409
130 968 139 646
4545 6393
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Pensioner
Foretagets kostnad for avgiftsbestimda pensionsplaner uppgar till: 5 645 5294

Skillnad i pensionskostnader for 6vriga anstillda beror framst pa skillnader i hur pensionsskulderna som bolaget
har balanserade har utvecklats.

Verkstillande direktorens anstillning kan avslutas med en dmsesidig uppsigningstid av tre (3) manader, vid
anstillning mer dn 12 manader dr uppsigningstiden sex (6) manader. Styrelsen kan besluta att hela eller delar av
uppségningstiden ska innebira arbetsbefrielse. Om styrelsen sidger upp befattningshavaren fran anstillningen av
annan anledning dn sddan som utgor grund for omedelbart avbrytande av anstéllningsavtalet utgar fran
anstillningens upphdrande ett avgangsvederlag motsvarande sex (6) manader vid upp till 12 manaders
anstillning som VD. Vid mer dn 12 méanaders anstillning som VD &r avgangsvederlaget 12 méanader.
Avgangsvederlaget utgér fran aktuell manadslon vid uppsigningstillfillet och &r inte tjdnstepensions eller
semesterlonegrundande.

Mellan foretaget och andra ledande befattningshavare giller en 6msesidig uppsédgningstid om tre manader. Vid
uppségning fran foretagets sida finns ingen ritt till avgangsvederlag. Vid uppsédgning fran ledande
befattningshavarens sida utgar inget avgangsvederlag.

2020 2019
Styrelseledaméter och ledande befattningshavare
Antal styrelseledamoter pa balansdagen
Kvinnor 3 3
Min 6 6
Totalt 9 9
Antal verkstidllande direktorer och andra ledande befattningshavare
Kvinnor 2 2
Min 5 5
Totalt 7 7

Not 8 Ovriga rinteintikter och liknande resultatposter

2020 2019
Rénteintéakter 55 94
Rinteintdkter koncernforetag 1573 1129
Summa 1628 1223

Not 9 Réntekostnader och liknande resultatposter

2020 2019
Réntekostnader -16 875 -17 799
Réntekostnader Goteborgs Stad -9 889 -11 136
Ovriga rintekostnader och liknande resultatposter -126 -282
Summa -26 890 -29 217
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Not 10 Bokslutsdispositioner

Lamnat koncernbidrag

Erhallet koncernbidrag
Foriandringar av 6veravskrivningar
Summa

Not 11 Skatt pa arets resultat

Aktuell skatt
Uppskjuten skatt
Skatt pa arets resultat

Redovisat resultat fore skatt

Skatt berdknad enligt gidllande skattesats (21,4%)
Skatteeffekt av ej skattepliktiga intidkter

Skatteeffekt av ej avdragsgilla kostnader

Effekt omrikning uppskjuten skatt till nya skattesatser
Redovisad skattekostnad

2020 2019
-190 200 -110 300
794 -
-1707 -19 603
-191 113 -129 903
2020 2019
-17 30
-10 576 -12 486
-10 593 -12 456
48 277 59 301
-10 331 -12 690
0 4
-1000 -578
738 808
-10 593 -12 456

Aktuell skatt som redovisas direkt mot eget kapital uppgar till O Tkr.

Not 12 Finansiella instrument

Valutarisk

Med valutarisk avses risken att verkligt virde eller framtida kassafloden fluktuerar till f6ljd av dndrade

valutakurser. De finansiella anvisningarna anger att all valutarisk i samband med finansiering i utlindsk valuta
skall sdkras, med undantag av betalningsfloden understigande 100 tkr. Betalningsfloden valutasdkras med hjilp
av valutaterminer. Valutaoption (kop) far forvirvas for att ticka underliggande valutarisk i beslutad investering.

Foretagets utfloden bestar huvudsakligen av svenska kronor samtidigt som foretagets infloden huvudsakligen
bestéar av svenska kronor. Foretaget dr ddrmed i begrinsad omfattning paverkad av fordndringar i valutakurser.

Foretagets policy dr att 1dpande sékra 100 % av prognostiserade kassafloden i utldndsk valuta som Sverstiger 100
tkr. Enligt foretagets finanspolicy ska transaktionsexponeringen reduceras genom att anvinda derivatinstrument.
Foretaget anvidnder huvudsakligen terminskontrakt, men har enligt finanspolicyn dven mojlighet att anvédnda
valutaoptioner. Per balansdagens datum hade Géteborgs Hamn AB valutaterminer for ett nominellt belopp av

6 634 tkr (0 tkr) och ett verkligt virde pa 6 552 tkr (O tkr).

Rinterisk

Med rénterisk avses risken att verkligt virde eller framtida kassafloden fluktuerar till foljd av édndrade

marknadsréntor. Foretaget dr huvudsakligen exponerad for rénterisk genom dess lanefinansiering. Lanen 16per
med delvis fast men ocksa rorlig rinta, vilket innebdr att foretagets framtida finansiella kostnader paverkas vid

dndrade marknadsréntor. Foretaget paverkas ocksa av dndrade marknadsrintor som en foljd av de

derivatinstrument som innehas for att sikra transaktionsexponeringen (se ovan).

Foretagets samtliga rinteswappar som innebir att rorlig rianta swappas till fast rinta dr identifierade som
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kassaflodessikringar, innebdrande sikring av foretagets kassaflode hianforligt till 1an som 16per med rorlig rénta.
Rénteswappar innebirande att fast rinta swappas till rorlig rinta dr identifierade som verkligt vardesikringar,
innebidrande sikring av rinterisken i lan som I6per med fast rinta. Foretaget har ingen langfristig
overskottslikviditet. Eventuell kortfristig 6verskottslikviditet placeras enbart i kortfristig inlaning i Goteborgs
Stad kortfristiga penningmarknadsinstrument. Goteborgs Hamn AB:s finansiella anvisningar reglerar att
kortfristigt overskott av likvida medel skall placeras hos koncernbanken.

Sakringsredovisning

Det sammanlagda virdet av derivaten pa balansdagen uppgick till 55 759 tkr (47 538 tkr). Det nominella virdet
uppgick till 56 634 tkr (50 000 tkr). Skillnaden mellan nominellt och verkligt virde pa balansdagen uppgick till
- 875 tkr (-2 462 tkr). Pa balansdagen fanns inga derivatinstrument redovisade i balansrikningen. Verkligt
virde pa derivaten har beriknats med de kostnader och intikter som hade orsakats om kontrakten stingts pa
balansdagen.

Not 13 Hyresritter och liknande rittigheter

Hyresritterna bestar av tva bergrum i Syrhala som utgor en framtida resurs for uppldggning av fororenade
muddermassor och delvis aktiverade utgifter avseende tomtritter. Det ena bergrummet utnyttjas for lagring av
raolja och togs i bruk under 2011 och skrivs av under 20 ar. Bada bergrummen kommer kunna utnyttjas for
uppldggning av férorenade muddermassor i framtiden och kvarstdende bokfort virde kommer att skrivas av
under den period som bergrummen kan utnyttjas for detta indamal. Tomtritterna skrivs av pa en 5 ars period.

2020 2019

Ingdende anskaffningsvérden 27 486 27 486

Utgaende ackumulerade anskaffningsvirden 27 486 27 486

Ingaende avskrivningar -7 134 -6 012

Arets avskrivningar -1 081 -1122

Utgaende ackumulerade avskrivningar -8 215 -7 134

Utgaende restvirde enligt plan 19 271 20 352

Not 14 Byggnader och mark
2020 2019
Rorelsefastigheter
Ingaende anskaffningsvirden byggnader 496 989 497 877
Inkop - -
Allokerade offentliga bidrag till under aret slutforda projekt -361 -
Forsiljningar och utrangeringar -1 266 -888
Utgaende ackumulerade anskaffningsvirden 495 362 496 989
I
Ingéende avskrivningar -357 035 -335 217
Arets avskrivningar -19 746 -22700
Utrangeringar 1266 882
Utgaende ackumulerade avskrivningar -375 515 -357 035
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Ingaende och utgaende nedskrivningar

Utgaende restvirde enligt plan
Forvaltningsfastigheter

Ingaende anskaffningsvirden byggnader

Inkop

Forsdljningar och utrangeringar

Utgaende ackumulerade anskaffningsvirden

Ingéende avskrivningar

Arets avskrivningar

Utrangeringar

Utgaende ackumulerade avskrivningar

Utgaende restvirde enligt plan

-14 768 -14 768
105 079 125 186
324 488 313 840
; 10 648

~14 408 :
310 080 324 488
-199 942 -185 336
12182 ~14 606
14 408 :
-197 716 -199 942
112 364 124 546

Det verkliga virdet pa forvaltningsfastigheter som baseras pa externa marknadsvérderingar uppgar till 687 480 tkr
(674 000 tkr). For rakenskapsaret 2019 virderades bolagets forvaltningsfastigheter av en extern part. For 2020 ars
vérdering har man rimligt bedomt av fastigheternas virde som bestdende och en viardedkning pa 2 % av 2019 ars

virde antagits.

Mark

Ingéende anskaffningsvirden mark 422 455 426 286
Inkdp 375 -
Forsdljningar -2 700 -3 831
Utgaende ackumulerade anskaffningsvirden 420 130 422 455
Not 15 Markanliggningar 2020 2019
Ingaende anskaffningsvirden 2 127 438 2 027934
Inkop 27 194 99 572
Allokerade offentliga bidrag till under aret slutférda projekt -4 958 -
Forsdljningar och utrangeringar -3 363 -68
Utgaende ackumulerade anskaffningsvirden 2 146 311 2127 438
Ingéende avskrivningar =704 083 -643 585
Arets avskrivningar -54 137 -60 509
Forsdljningar och utrangeringar 2 554 11
Utgaende ackumulerade avskrivningar -755 666 -704 083
Utgaende restvirde enligt plan 1 390 645 1423 355
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Not 16 Maskiner och andra tekniska anlidggningar
2020 2019
Ingaende anskaffningsvirden 469 469
Forsdljningar och utrangeringar - -
Utgaende ackumulerade anskaffningsvirden 469 469
Ingéende avskrivningar -453 -444
Arets avskrivningar -8 -9
Forsdljningar och utrangeringar - -
Utgaende ackumulerade avskrivningar -461 -453
Utgaende restvirde enligt plan 8 16
Not 17 Inventarier, verktyg och installationer
2020 2019
Ingaende anskaffningsvirden 1116842 1073775
Inkop 52939 47763
Allokerade offentliga bidrag till under aret slutforda projekt -7321 -
Forsaljningar och utrangeringar -3741 -4 696
Utgaende ackumulerade anskaffningsvirden 1158719 1116 842
Ingaende avskrivningar -660 981 -616 029
Arets avskrivningar 52570 -49 648
Forsdljningar och utrangeringar 3444 4 696
Utgaende ackumulerade avskrivningar =710 107 -660 981
Utgaende restvirde enligt plan 448 612 455 861
Not 18 Pagaende nyanliggningar materiella
2020 2019
Ingdende nedlagda kostnader 396 844 308 247
Omklassificeringar -67 868 -157 981
Under aret salda pagaende anldggningstillgangar -1433 -2 003
Under aret nedlagda kostnader 369 081 248 581
Utgaende nedlagda kostnader 696 624 396 844

Omklassificeringar avser pagdende investeringar i anldggningstillgangar som har aktiverats i
anldggningstillgangar, se not 14, 15 och 17 under Inkdp och Allokerade offentliga bidrag.
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Not 19 Uppskjuten skatt

Skillnaden mellan a ena sidan den inkomstskatt som har redovisats i resultatrikningen samt a andra sidan den
inkomstskatt som beloper sig pa verksamheten utgors av;

2020 2019
Skillnad planméssiga och skatteméssiga avskrivningar 1543 11312
Avsiittningar 1522 2286
Ovrigt 40 83
Total uppskjuten skatt 3105 13 681
Uppskjutna skattefordringar virderas hogst till det belopp som sannolikt kommer att atervinnas baserat pa
innevarande och framtida skattemissiga resultat.
Not 20 Andelar i koncernforetag
2020 2019
Ingdende och utgdende anskaffningsvirde 109 460 109 460
Utgaende redovisat viirde 109 460 109 460
Foretagets namn Org nr Siite
Goteborgs Stuveri AB 556284-3614 Goteborg
Scandinavian Distripoint AB 556206-1645 Goteborg
Arendal Holding AB (indirekt dgt) 556711-0365 Goteborg
Bokfort Bokfort
Kapital- Rostritts- virde virde
Moderbolaget andel % andel % Antal aktier  2020-12-31 2019-12-31
Goteborgs Stuveri AB 100 100 1 000 831 831
Scandinavian Distripoint AB 100 100 10 000 108 629 108 629
Arendal Holding AB (indirekt dgt) 100 100 1 000
Summa 109 460 109 460
Not 21 Forutbetalda kostnader och upplupna intiikter
2020 2019
Ovriga forutbetalda kostnader 5952 2 168
Upplupna intékter fastigheter 2738 -
Ovriga upplupna intikter 27 600 23 144
36 290 25312
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Not 22 Obeskattade reserver
2020 2019
Ackumulerad skillnad mellan bokférda avskrivningar och avskrivningar
enligt plan 334 192 332485
Summa 334192 332485
Not 23 Avsittningar for pensioner och liknande forpliktelser
2020 2019
Avsittningar enligt tryggandelagen 322 475 327353
ITP2 i egen regi 70113 72272
Summa 392 588 399 625
Not 24 Ovriga avsittningar
2020 2019
Avsiittningar for aterstillningskostnader Mudderupplag
Avsittning vid periodens ingang 10 681 6391
Periodens avsittningar - 15090
Iansprakstaget under perioden -3290 -10 800
7 391 10 681
Avsittning for framtida personalrelaterade utfistelser
Avsittning vid periodens ingang 0 2 054
Periodens avsittningar - -
Ianspraktaget under perioden, gottgorelse fran stiftelse - -2 054
0 0
Avsittning for forsikringstekniska ataganden
Avsittning vid periodens ingang 0 5790
Periodens avsittningar - -
Tanspraktaget under perioden - -4 230
Periodens aterforingar av outnyttjat belopp - -1 560
0 0
Summa dvriga avsiattningar 7 391 10 681

Arbetet med aterstillning av mudderupplag Torsviken planeras att slutforas under 2022. De avsittningar som
gjorts under 2018 for framtida personalrelaterade pensionsutfistelser reglerades under 2019. Inga ataganden
kvarstar for bolaget. Forsikringstekniska atgérder avser bolagets bedomning av kostnader relaterade till
skadedrenden som avslutades under 2019 varvid aterstaende avsittning aterfordes.
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Not 25 Upplaning

2020 2019
Den del av langfristiga skulder som forfaller till betalning senare 4n fem ar efter balansdagen
Skulder till Géteborgs Stad 685 241 710 238
Skulder till koncernforetag 831 831
Summa 686 072 711 069

Foretagets utnyttjade kredit uppgar till 685 241 tkr (660 238 tkr). Posten klassificeras som langfristig da bolaget
inte planerar att reglera/amortera skulden inom de kommande tolv manaderna. Kreditlimit i Stadens
kommunkontoldsning uppgér till 900 000 tkr (900 000 tkr). I arsredovisningen for 2019 klassificerades krediten
som kortfristig och har pa grund av ovanstdende omklassificerats som langfristig.

I skuld till Goteborgs Stad ingick 2019 ett 1an pa 50 000 tkr som under 2020 klassificerats om till kortfristig
skuld da det forfaller till betalning inom 12 méanader efter balansdagen.

Not 26 Upplupna kostnader och forutbetalda intikter
2020 2019
Upplupna loner 1291 90
Upplupna semesterloner 13 591 12 857
Upplupna sociala avgifter 7147 6 099
Upplupna riantekostnader -108 -321
Upplupna kostnader for planerat underhall och investeringar 18 120 3392
Upplupna IT kostnader 2024 1 067
Forutbetalda intikter 47 640 36 765
Forskottsfakturerade hyror 29 176 28 931
Ovriga poster 4031 2328
Summa 122 912 91 208
Not 27 Aktiekapital
Aktiekapitalet bestar av 2 240 000 st aktier med kvotvirde 100 tkr
Not 28 Justering av poster som inte ingar i kassaflodet
2020 2019
Avskrivningar och resultat utrangeringar 143 532 150 405
Avsittningar for pensioner -7 037 7 985
Ovriga avsittningar - -3554
Eget arbete -5 681 -3 962
Summa 130 814 150 874
Sida 27 av 29
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Goteborgs Hamn AB
Org nr 556008 - 2553

Not 29 Eventualforpliktelser
2020 2019
Garantiataganden PRI - 11
Garantiataganden SPP 6 404 6499
Pensionsutfistelser tickta av kapitalfoérsikringar 10 222
Summa ansvarsforbindelser 6414 6732

Goteborgs Hamn AB har stillt ut ansvarsforbindelser i form av garantiatagande till férman for flertal
pensionsforsikringsbolag. Goteborgs Hamn AB:s garantiatagande bestar av maximalt 2 % av respektive
pensionsskuld. Garantiatagande forandras 6ver tiden da det baseras pa nuvarande pensionsskuld.

Not 30 Stillda sikerheter

Foretaget har inga stéllda sidkerheter. Bolagets lan &r upptagna i kommunens koncernbank. For vriga lan har
Goteborgs Stad stillt ut en kommunborgen.

Not 31 Visentliga hiindelser efter rikenskapsarets slut

Inga visentliga hindelser har dgt rum efter rikenskapsarets utgang.

Sida 28 av 29
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Goteborgs Hamn AB
Org nr 556008 - 2553

Not 32 Forslag till vinstdisposition

Till arsstimmans férfogande star foljande vinstmedel i kronor:

Balanserade vinstmedel 1328 927 368
Arets vinst 37 684 389
Kronor 1366 611 757

Styrelsen foreslar att vinstmedlen disponeras sa att

till aktiedgarna utdelas 0
i ny riakning overfors 1366611 757
Kronor 1366 611 757

Resultat- och balansrikningen kommer att foreliggas arsstimman den 12 mars 2021 for faststillelse.

Goteborg den - -

Cecilia Magnusson Birgitta Ling Fransson
Styrelsens ordforande Vice ordforande
Ronnie Ljungh Lars Johansson

Vice ordforande

Jan Annerback Peter Danielsson
Eva Olofsson David Josefsson
Kristofer Andrén Elvir Dzanic

Verkstillande direktor

Vir revisionsberittelse har limnats - -

Ernst & Young AB

Anders Linusson
Auktoriserad revisor

Bernt Helin Erik Fristedt
Av kommunfullmdktige utsedd lekmannarevisor Av kommunfullmdktige utsedd lekmannarevisor

Sida 29 av 29
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Hillbarbetsredovisningen beskriver Goteborgs Hamn AB:s
arbete med hallbarhet ur begreppets samtliga tre dimensioner:
social, miljomdssig och ekonomisk. Utgangspunkten dr bolagets

uppdrag och i drets redovisning har vi valt att presentera

olika nedslag 1 verksambeten som beskriver hur vi arbetar

med vdra visentliga hillbarbetsfragor i det dagliga arbetet.

Diartill yfts sarskilt fokus pa tre intressentgrupper:
medarbetare, leverantir och varudgare.

Var med och bidra till att gora Goteborgs hamn mer hallbart

Du som laser och tar del av var hallbarhetsredovisning har kanske idéer och synpunkter
pa vad vi skulle kunna forbattra, bade nar det galler vart hallbarhetsarbete och innehallet i var
redovisning. Hor garna av dig till var hallbarhetsstrateg Daniela Fjellman och berétta.
Du nar henne pa daniela.fijellman@portgot.se. Trevlig lasning!

| dret hallbarhetsredovisning forekommer QR-koder.
Du kan skanna dessa med din mobiltelefon och ta del av digitalt material.



mailto:daniela.fjellman@portgot.se
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VD HAR ORDET

Oppen hamn

— var styrka under 2020

HAMNEN FIRAR 400 AR

Goteborgs hamn grundades 1620, vilket innebar att vii ar firar
400 ar! Nar stora hamnkanalen i Brunnsparken borjade gravas
ut ar 1620 var det knappast ndgon som trodde att det har var
bérjan pa det som skulle bli Skandinaviens stérsta hamn. Vara
planer for 400-arsjubileet var storslagna och tanken var att
kunna fira tillsammans med godsnavet och alla goteborgare.
Till foljd av pandemin fick detta revideras men lite guldkant
har vi lyckats skapa under aret. Ett digitalt fodelsedagskalas
holls 17 juni och en sarskild jubileumsbok har tagits fram som
skildrar var historia. Var 400-arsflagga har vajat i staden och
budskapet om var milstolpe har pa sa vis spridits.

NYA STRATEGISKA MAL

- FOR ATT STARKA HAMNENS IDENTITET

For att kunna finnas kvar som hamn i minst 400 ar till kravs
det att vi utvecklar godsnavet och vara affarsmodeller. | denna
forflyttning framat ser vi hela logistik- och transportsektorn
som var arena. For att starka bolagets utveckling och arbetet
mot var mission och vision lanserades fem nya strategiska
mal under 2020; Okad tillvaxt, Smart Hamn, Ekonomisk
effektivitet, Motiverade medarbetare och Miljo — reducera
CO,-utslappen. Dessa ska sakerstalla att vi utvecklas till ett
starkt, effektivt och hallbart godsnav med god balans mellan
ekonomiskt, socialt och miljomassigt ansvar och med kunden
i fokus. Under aret har kraftfulla satsningar lanserats, framfor-
allt inom digitalisering och klimat, for att kunna forverkliga
atgarder som bidrar till att vi nar malen. Vi kan inte ta oss dit pa
egen hand utan samarbetet med vara partners i godsnavet och
globalt inom logistik och sjofart ar centralt for att vi ska na dit.

SHIP - VAR VARDEGRUND

For att vara en god samarbetspartner och kunna ha motiverade
medarbetare kravs en stark vardegrund. Vi ar ett varderings-
styrt foretag dar vara karnvarden samverkan, hallbarhet,
innovation och palitlighet ar levande. Var arbetsplats ar inklu-
derande dar ska ingen diskrimineras eller krankas. Alla ska
kanna sig trygga och bli behandlade pa lika villkor oavsett kon,
sexuell laggning, etnisk tillhérighet eller nagon av de andra
diskrimineringsgrunderna. Att vara en attraktiv, saker och
ansvarsfull arbetsplats med ndjda och motiverade medarbetare
ar en forutsattning for att lyckas med vara ambitioner att vaxa
och vara varldens mest konkurrenskraftiga hamn.

INVESTERINGAR FOR FRAMTIDEN

Under aret har hamnen tagit stora och beslutsamma kliv framat
inom en rad viktiga strategiska utvecklingsomraden, trots att
pandemin har paverkat hela godsnavet. Skandiaporten och
dess farledsfordjupning har godkants av var dgare och finansie-
ringen ar pa plats. Detaljprojekteringen har kunnat reducera

kostnaderna med 1,3 miljarder, vilket visar pa vart gemen-
samma atagande att forvalta vara ekonomiska resurser
effektivt. Sveaterminalen ar i drift och mojliggor okade
godsvolymer som hanteras via jarnvag.

Vi har inlett ett samarbete med naringslivet for att reducera
utsldppen fran transporter till och fran hamnen och har ocksa
en plan for okad elektrifiering i ytterhamnarna dar arbetet
nu ar igang med installationer for landelanslutning i bade
Alvsborgshamnen och Energihamnen. En satsning pa digitala
losningar har inneburit uppstarten av arbetet med en digital
plattform. Plattformen ska visualisera godsflodet och majlig-
gora for kunderna att félja leveransen fran barjan till slut.
Detta blir inledningen pa en digital inriktning dar hamnbolaget
kommer vara initiativtagaren for losningar som involverar
och ar till nytta for hela godsnavet.

OPPEN HAMN - TROTS UTMANINGAR MED PANDEMIN
Nar pandemin drabbade Sverige var vi ute tidigt och kravde
halsodeklarationer fran fartygen som anlopte hamnen. Vi har
l6pande vidtagit atgarder tillsammans med alla 6vriga aktorer
i godsnavet med det gemensamma syftet att halla hamnen
oppen. Det har vi lyckats med! Det har funnits utmaningar och
vi har fatt stalla om delar av verksamhet samt anpassa vara
arbetssatt for att nd varandra och vara kunder. Jag ar stolt
over att inte ha behdvt permittera nagra av hamnbolagets
medarbetare, vi har kunnat anstalla under aret och satsa pa
kompetensutveckling. Vi har samtidigt stottat naringslivet
i deras affarer vilket resulterat i stabila volymer samt nya
fartygslinjer inom roro- och containersegmenten. Under delar
av aret har dock godsvolymerna inom flera segment, exempelvis
bil och passagerare, rasat. Vi har dock sett aterhamtnings-
perioder och till och med 6kningar. Hamnen har fortsatt att
ta marknadsandelar inom containersegmentet, i jamforelse
andra svenska hamnar. Tillsammans med vara samarbets-
partners inom godsnavet ar jag overtygad om att vi framadver
kommer att fortsatta att generera en mangd nya affarer och
att fler varuagare kommer att vdlja Goteborg som bashamn.
Jag ar 6dmijuk infor att pandemin och dess kris inte ar 6ver
och att flera av vara partners har drabbats hart. Men vi har
tillsammans ocksa visat att vi klarar att leva upp till var viktiga
roll i att sakra varuforsorjningen for Sverige. Godsnavets styrka
under 2020 visar att vi ska ha fortsatt tilltro framat och leverera
pa vart gemensamma uppdrag om att halla hamnen 6ppen.

Elvir Dzanic, VD Géteborgs Hamn AB
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V1 tar pa oss ledartrijan och vill
tillsammans med vdra partners
uppnd vdr vision om att vara
vdrldens mest konkurrenskraftiga
hamn. Hallbarhetsfrigorna dr

en viktig del for att nd dit.”

T
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Porten .-~
till varlden

Godsnawvet ér var sz‘yréa. Géz‘eborgs hamn

dar mycket mer dn bara en hamn. Det dr
Skandinaviens storsta godsnav med ett unikt
geografiskt lige vid utloppet av Gita Al ut
mot visterhavet. Goteborgsregionen utnimndes
2020 t1l] Sveriges bista logistiklige — for 19:e dret
i rad.” Hamnen dr litt att nd via vdg, jirnvig
och sjilvklart sjovigen, eftersom ndstan all svensk
utrikeshandel transporteras med hjilp av sjofart.
Nira 30 procent passerar kajerna i Goteborgs
hamn, som ocksd stdr for hilften av landets totala
containerhandel. Inom en radie av 50 mil finns
dessutom tre huvudstider och 70 procent av
Skandinaviens befolkning och industri.

* Enligt tidningen Intelligent Logistiks undersokning.

37,9

Via hamnens optimala lage far svensk industri access
till destinationer runt om i varlden genom ett hundratal
direktlinjer. Dessutom finns frekventa avgangar till de
stora omlastningsnaven pa kontinenten och daglig

091 trafik till flera europeiska storhamnar. Darmed spelar
mlljoner Goteborgs hamn en avgorande roll for svensk import
och export och ar en viktig aktor nar det galler att starka
ton gods per ar gar via Goteborgs hamn Sveriges konkurrenskraft.
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TERMINALER OCH TJANSTER FOR ALLA BEHOV

| Goteborgs hamn hanteras alla typer av gods. Har finns
terminaler och operatorer som ar specialiserade pa olika
omraden for att kunna erbjuda basta mojliga service, dygnet
runt, aret runt. Det galler allt fran lagring, beredning och
omlastning till lossning och lastning, passagerartrafik och
hantering av energiprodukter. Se mer om verksamheternas
geografiska placering i godsnavet pa nasta sida.

Transaktion 09222115557441960039
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LI 1620-2020

Goteborgs

rlo,Hamn

Gateborgs hamn grundades
1620 sd under 2020 firade vi 4oo dr!
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Detta ar godsnavet
Goteborgs hamn

Godsnavet Goteborgs hamn bestar av en stor mangd aktorer
och foretag, totalt cirka 320 stycken. Tillsammans utgor de
den logistiktata yta som mojliggor for svensk industri att
nyttja fordelarna med hamnnara logistiklosningar. Flera av
dem &ar sparanslutna. Hamnbolaget ar en del av detta kluster.

. Goteborgs Stads mark som Géteborgs Hamn AB ansvarar for.

Hamnbolaget skdter dven driften av energihamnen samt
kryssningsverksamhet. Sjalva godshanteringen skots av
specialiserade terminaloperatorer som skoter lossning och
lastning av gods.

APM Terminals Gothenburg. Skandinaviens storsta container-
hamn. Har hanteras cirka halften av Sveriges containerhandel,
jamnt fordelat mellan export och import och terminalen
trafikeras av over 40 containerrederier.

Gothenburg Ro/Ro Terminal hanterar alla typer av enhetsberett
rullande gods - trailers, bilar samt dven containrar och gods
pa kassetter.

Logent Ports & Terminals ar en stor import- och exporthamn
for fordon.

Stena Line har tva centralt beldgna terminaler med farjetrafik
av ropax-typ (rullande gods kombinerat med passagerartrafik).

Logistikomraden. | Goteborgs hamn finns ett rikt utbud av lager-
och logistiktjanster. Har forbereds godset infor sjotransporten
—till exempel genom att stuffas i containrar eller byta lastbarare.
Och kommer godset in via hamnens kajer finns flera importlager
att nyttja.

Raffinaderier. Tre raffinaderier finns i hamnens absoluta narhet,
vilket innebar att energihamnen i Goteborg ar Sveriges storsta
allmanna energihamn och viktig for energiforsorjningen i

hela landet.

Bilkluster. Med Volvo som en stor och viktig del i godsnavet
far hamnen en naturlig roll som Sveriges storsta utskeppnings-
hamn av fordon.

Bergtdkter. Verksamheten bedrivs av Swerock och Skanska.

Naturomraden. Omraden med skyddad natur dar Rya skog i 6st
ar ett naturreservat och Torsviken i vast ar Natura 2000-omrade,
skyddat enligt EU-lagstiftning.

Goteborgs
Hamn AB /
_Kryssningskaj

Energi- ——
hamnen ==l
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Hamnbolaget
— en del av godsnavet

Goteborgs Hamn AB ar ett kommunalt bolag som bedriver en bred verksambet och har
oltka affirer. Vi sammanfattar det 1 fyra punkter for att tydliggora vir komplexa affir

och de roller vi har 1 olika sammanhang: vara landlord, marknadsfora hamnen, hantera
anlép och logistikfastigheter. Vi dr en naturhg del av Sveriges logistikkedja. Hlamnbolaget
dager hamnomridet, uppliter yta till olika aktorer och forvaltar platsen — godsnavet
Goteborgs hamn. Sjilva godshanteringen, det vill siga lastning och lossning av fartygen,
skots av specialiserade terminaloperatorer. Goteborgs Hamn AB har ett aktivt dotterbolag,
Scandinavian Distripoint AB, med begrinsad verksambet inriktad pa logistiketableringar.

VART UPPDRAG
Pa hamnbolaget arbetar vi med att underhalla och V'&ise ntliga hé“barhets_

forvalta infrastruktur, mark och fastigheter utifran f 8 k |. “ @
kundernas och samhallets behov. Vi utvecklar hamnen ragor Opp at ti Vart

langsiktigt, bygger nytt och jobbar konstant med olika u ppd r‘ag:

satsningar for att utveckla hamnen. Syftet ar att fortsatta

bidra positivt till smarta och effektiva transporter for

industrins varor. Vi marknadsfér godsnavet och driver + Utveckling av godsnavet
hamnfragor pa en regional, nationell och internationell « Stabil ekonomi

arena. Vi ansvarar for driften av energihamnen och for .

att alla fartygsanlop till hela hamnen ska vara sa sakra, * Klimat

effektiva och miljgsmarta som mojligt. Arbetet med att Resurseffektivitet
utveckla Goteborgs hamn ar en komplex verksamhet . Energi

som kraver ratt kompetenser, nytankande och fokus
pa hallbara perspektiv.

Lis mer hur dessa dr identifierade pa sid 49.

Lds mer om vdr styrning, affirsplan och mal pa sid 32—34.

For att kunna leverera pd vart uppdrag har bolaget
en mission, vision samt varderingar:

asn
0"
K ~ -
: : - ~
3

s

Vi ar garant Vi skall vara Samverkan
for naringslivets varldens mest Hallbarhet

access till konkurrens- Innovation
hela varlden kraftiga hamn Palitlighet

VAR MISSION VAR VISION VISAR 0SS VARA VARDERINGAR
VAGLEDER 0SS RIKTNINGEN AR GRUNDEN
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Godsnavet 1 korthet

: : [EEEDXEEE WEEEI<EEE W EEEIXEEE]
Fyra terminal- : W o w W .

operatorer skoter godstag till och fran
lossning och lastning : hamnen varje dag

70 0/0 ,-lA_A/I, Totalt finns 6ver

av Nordens industri finns inom
en radie av 500 km

Hilften av
landets totala
containerbandel
géir over Gb'teborg Tre av fem raffinaderier

i landet finns i godsnavet

Hamnbolaget 1 korthet

1007% '

egenfinansierat bolag, dgda

av Goteborgs Stad

INVESTERINGAR 2020:

s 3 8 O Mkr

T :
Vg . Materiella 3
ANTAL ANSTALLDA: : 3;Laggé?rn;ir:€§|l‘llg§n§ar | KR
Omsiittning: PN o
Inom hamnbolaget arbetar:

33 % kvinnor
67 % man Q d
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VARDEKEDJAN

Hamnen ar nyckeln

till en hallbar transportkedia

Viirdekedjan beskriver godsflodet och fragor som dr centrala for att kedjan ska fungera.
Goteborgs Hamn AB:s roll handlar om att skapa forutsittningar for verksambeten

och ett virde for samtliga aktorer som verkar i den. Bolagets lingsiktiga investeringar,
affarsmodell och mal syftar till att skapa virde for transportkedjan, med en stabilitet och
trygghet dver tid. Detta ger stora mojligheter att paverka och innebar ett viktigt ansvar
1 arbetet med att sikerstilla en hallbar utveckling av val fungerande transporter.

VAL AV EXPORTHAMN

Varuagare, speditorer och
rederier valjer hamn

Nyckelfragor i vardekedjan:
e Totalpris

Totalkvalitet

Farledsdjup
Linjeutbud/frekvens

e Miljo

Goteborgs Hamn AB:s roll:

e Marknadsfora hamnen
nationellt och internationellt

e Utveckla nya affarer

e Bidra till en konkurrens-
kraftig prisbild i vardekedjan

e Erbjuda digitala verktyg for
godsflodet i hela vardekedjan

12 | GOFEBORESHAMNAB—HALEBARHE TSREDOMISNING 2020 5557441960039

LANDINFRASTRUKTUR

Godset transporteras pa
vag, jarnvag eller pipeline

o Kapacitet
o Palitlighet

e Planera hamnutveckling

e Paverka politiskt samt
inom logistikbranschen,
i viktiga miljo-, hamn- och
infrastrukturfragor

e Utveckla jarnvagspendlar

LAGER/OMLASTNING

Gods lagras innan det ska
exporteras/importeras

Narhet till hamnen
Infrastruktur
Utbud av kringtjanster

Planera hamnutveckling
Bygga och hyra ut lager
och logistikomraden

Driva detaljplaner och bista
aktorer till att investera

i hamnens narhet

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED



Hamnen blir ofta den naturliga samlingspunkten for
utvecklingen av nya hallbara transporter och innovativa
koncept, vilket bidrar till vagen mot en hallbar omstéllning.
Det ar darfor naturligt att Goteborgs Hamn AB tar en tydlig
och ledande roll for att ligga i framkant och etablera en
ambitionsniva for hela vardekedjan. Det inkluderar att vara
sammankallande for olika grupper, delta i referensgrupper
och samarbetsprojekt, samt att vara radgivare. Var styrka
som stabil aktor medfor att vi har goda forutsattningar att
ga fore och vaga prova nya lésningar.

Inom godsnavet finns ett ansvar att sakerstalla ett

VARDEKEDJAN

effektivt och valfungerande flode av gods mellan olika
aktorer och transportslag. Sjalva effektiviteten i varde-
kedjan ar den viktigaste vagen till hallbarhet, eftersom
vinsten for miljon och samhallet ligger i ett effektivt flode
av gods. Det minimerar lokal paverkan och hamnen kan
framja valet av de mest skonsamma transportslagen for
varje enskild transport. Genom att bidra till att skapa
effektiva floden genom hela transportkedjan sakerstaller
vi forutsattningarna for en nationell import och export av
varor. Det ger i sin tur en ekonomisk och social trygghet
for bade naringsliv och samhalle, i hela landet.

EXPORT FRAN SVERIGE

HAMNTERMINAL

Terminalerna tar emot godset
och lastar/lossar fartyg

Samverkan sker av manga
aktorer i hamnklustret

VAL AV IMPORTHAMN

Varuagare, speditorer och
rederier valjer hamn

o Palitlighet o Effektivitet e Totalpris

o Effektivitet e Sakerhet o Totalkvalitet

e Prisvardhet o Miljo e Farledsdjup

e Miljo e Maritima tjanster e Linjeutbud/frekvens
* Miljo

e Planera hamnutveckling e Skapa forutsattningar for effektiva e Marknadsfora hamnen

e Vara landlord for terminal-
operatorer och arrendatorer

o Erbjuda effektiv och hallbar o
infrastruktur — underhall
och nybyggnation

e Skota driften av en effektiv o
och hallbar energihamn

e Utova insyn, kontroll och
strategisk styrning

ansvar och kajplanering

Hamnordningen

Transaktion 09222115557441960039

och hallbara anlép — samordnings-

Inneha myndighetsansvar for .
hamnomradet i enlighet med .

Paverka politiskt samt inom
sjofartsbranschen, i viktiga miljo-,
hamn- och infrastrukturfragor

nationellt och internationellt
o Utveckla nya affarer
Bidra till en konkurrens-
kraftig prisbild i vardekedjan
o Erbjuda digitala verktyg for
godsflodet i hela vardekedjan
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HALLBARHET | VAR OMVARLD

Hallbarhet i var omvarld

Sverige dr en exportinriktad ekonomi vars framgingar har legat 1 att effektivt tillverka varor

for marknader utanfor landets grinser. Svenska industriforetag har vuxit till globala betydelserika

bolag genom en god access till omvirlden. Godsstriket till och igenom Géteborgs hamn dr starkt
fo"rknippm‘ med framgiangarna for svensk industri. Dérfor pdverkas savil hamnen som mdustrin av
vad som hander 1 omviriden och vilka forutsittningar som det ger. Under 2020 ser hamnbolaget

att klimatfragan har kommat att bli en sjalvklarbet for marknaden och hela transportsektorn.

EN NY SLAGS MARKNAD

Marknaden for att transportera gods i nagon form har
alltid varit konkurrensutsatt och kravt kostnadseffektivitet,
men nu stalls dven krav pa hallbarhet som en sjalvklar
del av affaren. Trenden mot allt storre fartyg och samlade
transporter ar fortsatt stark, men kopplas nu alltmer

till en omstallning mot hallbara transporter. Det handlar
inte langre enbart om kostnaden. For att kunna sakra
godsfloden och darmed samhallstrygghet pa ett hallbart
och langsiktigt satt, ar det idag absolut nodvandigt att
aven verka for en minskad miljo- och klimatpaverkan och
acceptabla sociala forhallanden inom branschen.

KLIMAT - TRANSPORTSEKTORNS

STORSTA UTMANING

Transportsektorns klimatutslapp utgor fortfarande en
betydande andel av landets och varldens totala utslapp.
Samtidigt som mangden transporterat gods okar har
sektorn inte har lyckats minska sina utslapp i samma takt
som andra sektorer. Energiomstallningen av samhallet

i stort, och av sjofarten i synnerhet, har gatt alldeles for
langsamt fram till idag. Vi har nu en mycket kort tid kvar
for en allt brantare och mer kraftfull energiomstallning.
Energieffektiviserande atgarder och optimering kommer
inte att racka for att nd samhallets mal om att minska
klimatutslappen enligt Parisavtalet. Sjofarten maste
stalla om till nya branslen och alternativa energikallor och
omstéllningen maste vara snabb. Under det kommande
decenniet kommer detta att fortsatta vara den storsta
och svaraste utmaningen for sjofarten, vilket kommer att

pragla hur hamnarna och hela transportkedjan kan arbeta.

Ansvaret for att hitta de nya energibararna och att vaga
investera i dessa ligger till stor del pa sjéfarten. Dock kan
hamnar bidra bade genom att stétta de som vagar ga fore
och genom att underlatta tillgangen pa samt nyttjandet
av nya alternativa och mer hallbara brénslen.

GOTEBORGS HAMN TAR TATEN

Goteborgs Hamn AB har valt att ta taten i omstallningen
och har under 2020 borjat arbeta efter ett nytt ambitiost
klimatmal. Har tar vi ansvar for bolagets egna utslapp
men vi kliver dven fram for att hjalpa vara kunder och
transportkedjan som helhet att stalla om. Samverkan med
ovriga aktorer inom sektorn blir darfor en viktig del av

vart milj6- och klimatarbete. Vi arbetar inom flera olika
organisationer och samverkansorgan med det gemen-
samma malet att snabba pa omstallningen. Detta sker
dock samtidigt som samhallet i stort aven fortsatt for-
vantar sig att ha en kontinuerlig tillgang till billiga, effektiva
och sakra transporter i samma utstrackning som idag.
Detta gor det svart att balansera utvecklingen av hallbara
transporter med bibehallen effektivitet och minskad
miljopaverkan. Det blir hamnbolagets stora utmaning
2020-2030, med fokus pa att fa med oss dvriga aktorer
i godsnavet. | linje med detta har hamnbolaget ocksa
signerat flera klimat- och miljooverenskommelser med
andra hamnar. Tillsammans maste aktérerna i godsnavet
ta sig an denna utmaning, aven om vi i dagslaget inte har
alla losningar annu.

Isabelle Ryckbost

Ay
GENERAL SECRETARY, L :
EUROPEAN SEA PORTS u ‘Lf .
ORGANISATION (ESPO) e ¥

"Gaiteborgs hamn har sedan v & ,i
ling tid prioriterat hillbarhets- och
klimatfragor och har genomgdende forordat ambitidsa
dtgirder pd europeisk nivd sami foregdtt med gott
exempel genom egna dtgirder. Under de senaste
Jfyra dren har Goteborgs Hamn AB varit drivande
under sitt ordférandeskap for European Sea Ports
Organisations (ESPOs) hillbarhetsutskott. Det har
inneburit hjalp till europeiska hamnar i framtagandet
av gemensamma hillningar kring smarta och
effektiva dtgirder. Giteborgs hamn har dven visat
handlingskraft pd lokal nivd genom att siitta ett mal
Jfor 70 procent minskade utslipp av vixthusgaser
till 2030, investera i elanslutningar for fartyg, och
genom att ha fossilfria terminaler vid drets slut. Det
dr tydligt att Goteborgs hamn dr en av de ledande
hamnarna i Europa nér det giller hallbarbetsfragor,
och kommer dérfor fortsitta vara en véirdefull och

viktig medlem 1 ESPO.”
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VOLYMUTVECKLING | GODSNAVET

Volymutveckling godsnavet

2020 dr ett dr dir Giteborgs hamn och hela godsnavet stillts infor oltka utmaningar till foljd av

pandemin. Det har medfort forindringar under dret, vilket paverkat s val godsnavets aktorer
som volymutvecklingen. Lis mer om pandemins effekter pa sid 24—25 och 39. Vid summering av
volymerna for 2020 konstateras att pandemins paverkan, totalt sett, varit begrinsad. Hamnen
har l6pande under dret fortsatt att attrahera nya kunder och linjer, bide pa land och sjosidan,
inom samtliga segment. Utvecklingen inom containersegmentet visar en uppgang och hamnen
tar fortsatt marknadsandelar. Roro, nya bilar och hanteringen av energiprodukter har klarat

sig relativt bra, Gven om en mindre nedging syns 1 alla segmenten.

HOGRE MARKNADSANDELAR INOM CONTAINER

Nar det galler handel med lander utanfor Europa ar

det vanligast att varorna fraktas pa containerfartyg.

| Goteborgs hamn hanterades 776 000 containrar (TEU)
under 2020. Containervolymerna till och fran Sverige har
klarat sig relativt bra 2020 och endast minskat med nagra
procent. Goteborgs hamn tar fortsatt marknadsandelar
jamfort med foregaende ar, vilket innebar en 6kning fran
47 procent 2019 till 48 procent 2020. Andelen containers som
transporterades via jarnvag minskade nagot under gangna
aret, fran 66 procent under 2019 till 63 procent under 2020.
Jarnvagsvolymerna mats i antal fraktade containers, vilket
inkluderar gods som omlastats till containers i hamnens
narhet och jamfors med containers som lastas pa fartyg.

PAVERKADE VOLYMER FOR RORO, FARJA OCH BILAR
Roro-enheter bestar framst av trailers for den intraeuro-
peiska handeln. Roro-volymerna har varit paverkade av
pandemin under aret, men under andra halften borjade en
kraftig aterhamtning. Antalet hanterade roro-enheter pa
roro-fartyg och farjor minskade nagot jamfort med fore-
gaende ar till 514 000 enheter under 2020. Hanteringen

av nya bilar minskade ocksa under 2020 till 234 000. Detta
ar en direkt effekt av pandemin.

VOLYMUTVECKLING | GOTEBORGS HAMN

STABILA VOLYMER INOM ENERGI

Halften av all rdolja som tas in till Sverige kommer

via Goteborgs hamn. Har finns ocksa Sveriges storsta
depaverksamhet som forsorjer hela Vastsverige med
bland annat diesel och bensin. Arets resultat innebar
21,6 miljoner ton, vilket kan jamforas med 22,2 miljoner
ton 2019. Under langre perioder under aret har volymerna
legat dver foregaende ar, till foljd av hdg grad av inlagring
av produkter. Under hosten gick volymerna ner, vilket har
haft inverkan pa arets summering. Fokus for 2021 ar att
fortsatta stotta vara raffinaderikunder i deras satsningar
pa fornyelsebara branslen.

KRYSSNINGSANLOP TROTS PANDEMI
Kryssningssasongen i Goteborg stracker sig over hela
aret med ett fokus pd sommarmanaderna. Turism- och
kryssningsindustrin har drabbats mycket hart av pande-
min. Som en foljd av det tog hamnen emot mycket farre
kryssningsanlop an planerat under 2020. Darmed uteblev
arets planerade rekordantal av anlép nar enbart elva
kryssningsfartyg togs emot. Denna siffra tillhor dock
toppen bland hamnarna i norra Europa, eftersom fa
hamnar har kunnat ta emot anlop overhuvudtaget.

Container, antal TEU 776000 772000
Container pa jarnvag, antal TEU 441000 456000
Roroenheter, antal 515000 551000
Nya bilar, antal 234000 276000
Energiprodukter, miljoner ton 21,6 22,2
Passagerare, totalt 590000 1784000
Kryssningsanlop, antal 1 59
Gods totalt, miljoner ton 37,9 38,9

Transaktion 09222115557441960039

753000 644000 0,5%
398000 351000 -3%
584000 593000 -6 %
290000 295000 -15 %
23,4 23,5 -3%
1680000 1733000 -66 %
43 40 -81 %
40,5 40,8 -3%
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HANDELSER UNDER ARET

Nedslag under 2020

Goteborgs Hamn AB och NCC tecknade avtal i juli 2020.

SAKRAD FINANSIERING TILL SKANDIAPORTEN
Skandiaporten ar namnet pa projektet som arbetar

med fordjupning av farleden in till Goteborgs hamn.
Samverkansprojektet mellan Trafikverket, Sjofartsverket
och Goteborgs Hamn AB har under aret tagit flera viktiga
steg framat. Malet ar att senast under inledningen av
2026 kunna oppna ett forsta kajlage for anlop av container-
fartyg med ett djupgdende upp mot 17,5 meter, att jamfora
med dagens 13,5 meter.

Ett steg handlar om att sakra finansiering kopplat till
olika delar av projektet. Trafikverket star for den statliga
farledsfinansieringen som en del av den nationella infra-
strukturplanen och Sjofartsverket for design och muddring
av farleden. Goteborgs Hamn AB finansierar och genomfor
forstarkning av de befintliga kajerna som en foljd av fordjup-
ingen. Skandiaportens kostnadsbild har ocksa uppdaterats
och forandrats. Fran en tidig bedomning pa 3,8 miljarder
kronor for 16,5 meter djupgaende, till 17,5 meter djupgaende
med en kostnad av 2,5 miljarder kronor. Detta ar ett resultat
av den avslutade forstudien. Efter beslut inom kommunen
under hosten har en avsiktsforklaring tecknats mellan
parterna, dar varje part atar sig att finansiera sina delar.

Goteborgs
- hamn fyllde
. 400 arden

. Lansering av
- hamnbolagets
. nya mission,

02

. vision, virde- . 3april.
: ringar och mal. . Las mer pa
« Lis mer pd sid 1o . sid 18-19.

2 och 33-34.

FORSTUDIE, UPPHANDLING OCH TILLSTANDS-
ANSOKAN - MILSTOLPAR UNDER 2020

Genom den avslutade forstudien kunde farledens utform-
ning, fran Mavholmskroken till Skandiahamnens kajer,
slutligen faststallas. Optimering har skett via simuleringar,
kompletterande berakningar och tekniska utredningar.
Det har inneburit okad precision kring muddervolymerna
men ocksa en ny bedomning av forstarkningsatgarderna
for kaj och terminalomraden.

For att halla tidplanen sa har en upphandling av en
totalentreprenad genomfarts. Efter forkvalificering av
entreprendrer och darefter upphandling, kunde Goteborgs
Hamn AB och NCC teckna ett avtal i juli 2020. Darmed
kunde detaljprojekteringen som ska pdgar under hela
2021, starta i september. Genomforandet ska ske i sam-
verkan/partnering och ar planerat att paborjas under
inledningen av 2022.

Under aret har process med tillstandsansdkan enligt
miljobalken pabarjats. Samrad har genomférts och
ansokan med tillhorande miljokonsekvensbeskrivning
lamnades in i slutet av aret. Projektet ansoker bland annat
om att fa tippa 11 miljoner kubikmeter lera ute vid Vinga,
en hantering som ar identiskt med den forra fordjupningen
som genomfordes 2003-2005.

. Pandemianpassad
storre hamnskydds-
. dvning genomfors

. med 6ver 32 stycken
Port Facility Security
. Officers fran aktorer
. inom hela hamn-

. Besluti

: Stadshus AB att
. fortsatt arbeta
. vidare med

* utveckling av

. Halvorsang.
Lis mer pa sid 27.

- omradet.

JANUARI
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. CinFraCap
lanseras - ska

. utreda infangning
. av koldioxid och
dess transport

. via hamnen.

Lis mer pad sid 26—27.



HANDELSER UNDER ARET

Hamnbolaget tar plats som vice
ordférande i International N I Fartyg som drivs pa
Association Ports and Harbours'  SeierN P4l BIOGAS har kunnat fa

committee on Climate and Energy N rabatt p& hamntaxan

Stena Line har gjort
bullerdampande VID KAJ-

atgarder pa fartyg INSPEKTION

och andra ytor for att

minska storning till OCH TILLSYN TESTAS
narboende UNDERVATTENSDRONARE

Logent har frin 1 januari

Ny tagforblndelse 2020 anvint HVO
mellan Oslo och for arbetsmaskinerna
#— Goteborgs hamn T
| linje med sitt koncept Sista etappen
Gothenburg Green Gateway har for Trafikverkets
APM Terminals Gothenburg kraftigt utbyggnad av
minskat 5|8a utslapp, genom att hamnbanan har
anvanda HVO till arbetsmaskinerna .
. fortlopt under
under hela aret .
hela aret
: Storskalig : Sveaterminalen  : Beslutom : Foérbud for fartyg : Nya lokaler fér
: plantering av . tasidrift. . finansiering - attanvanda open . hamnbolagets
. 3lgrés pdbérjas. . Lasmerpi:www. . avfarledsfordjup- . loop scrubberinom . verkstader
Lds mer pd sid goteborgshamn.se/ ningen i Géteborgs hamnomradet. oppnas.
. 22723 * hamnens-projekt/ : Stads kommun-
. sveaterminalen fullmdktige. o o
. : s Lis mer pd sid 16. . :

DECEMBER
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400 ARS RESA MOT HALLBARHET

400 ARS RESA MOT HALLBARHET

Goteborgs hamn firar 400 dr och hir summeras historien ur ett hillbarhetsperspektiv, dir viktiga
hindelser kopplat till ekonomi, miljo och social hallbarhet lyfts fram. Tillsammans berittar de

Goteborgs forsta anlagda
hamn var Stora Hamnkanalen,
som gravdes ut pa 1620-talet
pa order fran Gustav Il Adolf.

1700-talet

Under 1700-talet blev Goteborg ett
viktigt centrum for handelsvagarna
till norra Europa och resten av
varlden. Genom svenska Ostindiska
Kompaniets 132 expeditioner till Kina
fick svenskarna bekanta sig med varor
sa som te, siden, porslin och kryddor.
For manga blev det en forsta inblick

i andra samhallen och kulturer, nagot
som vi idag, via globaliseringen,

ser som sjalvklart.

Angdrift av fartyg gor entré inom
sjofarten under 1800-talet, vilket
skapar mojligheter for snabbare
forflyttning och 6kade volymer.
Detta bidrar till att branschen tar
fart och hantering av gods och
passagerare kan ske mer effektivt.
Tekniken forutsatter dock av
eldning av kol, vilket medfor
forsamrad luftmiljo i och kring
hamnen. Numera har vi ocksa
kunskap om dess paverkan pa
klimatet.

1880-talet

Emigrantstrommen fran hela Sverige
var som mest strid pa 1880-talet,
vilket innebar fler och stdrre batar.
Vagen ut ur fattigdom och mot nya
maojligheter gick via Goteborgs hamn
som kunde hantera de storre fartygen.
Ar 1904 sattes

till exempel
Calypso, sin tids
storsta passa-
gerarangare pa
Nordsjon, in
mellan Géteborg
och Hulli England.

1914 6ppnas kommunala
jarnvagen Goteborg — Tingstad —
Sannegarden for enbart gods-
trafik. Da lades grunden for
dagens hamnbana, som ar
nastan tio kilometer lang och

en av Sveriges viktigaste
jarnvagslankar.

LAS MER OM GOTEBORGS
HAMNS HISTORIA PA:
www.goteborgshamn.se/
om-hamnen/hamnenshistoria

1620-2020
Goteborgs
Hamn

18 |
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I juni 1752 antogs Goteborgs forsta
hamnordning, “till forekommande
af hamnens uppgrundning och i
ofrigt till bibehallande af ordning”.
Har lades grunden for dagens
hamnordning som skapar sakerhet
i och omkring hamnomradet for sa
val trafik och manniskor som natur.

Under 1800-talet tar varvsindustrin
fart i Goteborg med tiden etableras
nagra av Sveriges storsta varv. Okad
efterfragan och industrins utveckling
forser géteborgarna med arbetstill-
féllen. Arbetsforhallandena ar dock
tuffa och for den enskilde arbetaren
har ofta arbetsmiljon direkt inverkan
pa halsan. Riskfyllda arbetsmoment,
luftutslapp och kontakt med farliga
amnen var vardag fér manga och
innebdr aven paverkan pa omliggande
natur. Har lades ocksa grunden for
de fororeningar som forvarrades
under 1900-talet och som det @n i dag

arbetas med att rensa bort sparen av.

5

Rya skog blir lanets forsta
naturreservat, vilket skyddar
den grona oasen som ligger
inklamd emellan de vixande
industrihamnarna. Rya skog ar
en gammal urskog med stort
ekbestand och runt ar 1900 var
omradet mot dlven ett populart
utflyktsmal.
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historien om hur Goteborgs hamn véxt fram och utvecklats i takt med tiden.

Resan mot den hallbara hamnen har varit lang och in dr vi inte klara.
Nu blickar v1 fmmﬁt med stktet instillt Ppad att vara virldens mest konkurrens-

kraftiga hamn, med hillbarhet som grundsten, 1 minst 4oo dr till.

| bérjan av 1930-talet byggdes
Ryahamnen, froet till kommande
oljehamn och dagens Energihamn.
Har utvidgade de stora oljebolagen
snabbt sina tankanlaggningar och

i borjan av femtiotalet paborjades
bygget av Skarvikshamnen for att
tacka upp behovet. 1959 tillkom
aven Torshamnen som byggdes vid
Hjartholmen och kunde tio ar senare

ta emot fartyg pa upp till 225 000 ton.

Hamnen kunde tillgodose stora delar
av industrins och hela Sveriges
behov av olja, vilket kvarstar an i dag.
Numera arbetar manga av aktérerna
med fornyelsebara produkter,

som en barjan till

omstallning av
energihamnen
utifran
Sveriges
behov.

Sveriges ekonomi gick pa hogvarv
under artiondena efter andra
varldskrigets slut. Bade export
och import 6kade och vad galler
sjofarten sa blomstrade Goteborgs
varvsindustri och skeppen hade
blivit storre. Containern gjorde
intag som viktig lastbarare.

Detta krdvde nya och storre kajer
i Goteborgs hamn och 1966
oppnade Skandiaterminalen,
beldgen pa Hisingssidan mitt
emot Karingberget.

1980 intraffade den stora avtals-
strejken i Sverige och konflikten
varade i svenska hamnar i 6ver
sex veckor. De efterféljande aren
fick hamnarbetarna battre villkor
och mer inflytande pa sina arbets-
platser. Fran 1950-talet och

fram till 2010-talet har hamnen
paverkats av olika konflikter med
strejk som fdljd och de har ofta
handlat om arbetsforhallanden
eller kollektivavtal.

400 ARS RESA MOT HALLBARHET

Skanna koden
och se bolagets
jubileumsfilm!

1998 ar ett framgangsar for
tva viktiga verktyg for att
minska hamnens miljo-
paverkan. Forsta tagpendeln
for containergods gar till
Karlstad och farre lastbilar
kor sedan dess pa vagarna.
En miljodifferentierad
hamntaxa infors ocksa och
det innebar en premiering
av fartyg med god miljo-
prestanda.

Under 1940-talet borjar fartyg
drivna med angteknik fasas ut
till forman for oljemotorer. Det
mojliggor att fartygen kan bli
storre och lastas med mer gods.
Det leder i sin tur till 6kad miljo-
paverkan med mer luftutslapp,
vilket ocksa paverkar arbets-
miljon for personal ombord

och vid kaj.

Sjuttiotalets varvkris slog hart
emot Goteborg och det ledde
till arbetsléshet for manga
varvsarbetare. Eriksberg, som
tidigare var Sveriges mest
lonsamma varv, dvertogs 1975
av staten. Darefter blev det
ett dotterbolag till Gotaverken
innan nedlaggningen 1979

var ett faktum.
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1980-1990

Godshanteringen fortsatter att
overga fran manuell till maskinell
hantering. Overgangen medfor stora
forandringar for hamnarbetarna.
Arbetsmiljon forbattras avsevart
—aven om arbetarna blir farre till
antalet. | hamnen gors ocksa insatser
for att forbattra sociala forhallanden,
exempelvis sa satsar man pa att
hantera alkoholproblematik genom
att vara en av stiftarna till Alefors-
stiftelsen samt egna verksamheten
Bojen. Dar man kunde uppsodka stod
for att fa hjalp med ett eventuellt
missbruk. Denna satsning gjorde
hamnen till en tryggare
arbetsplats.

2000 byggs en varldsunik
elanslutning for kommersiell
sjofart i hamnen. Stora Enso var
den padrivande kunden och genom
ny teknik kunde det forsta fartyget
elansluta sig med hégspanning
vid kaj. Stena Line var forst med
fartyg som anslot till landel med
lagspanning ar 1989.

Regelverket “gron bunkring”
inférs ar 2000 for att minska
risken for spill nar fartygen ska
bunkras med bransle i hamnen
och i omgivande omraden.

Signerat CM, BLBGTEBORGS, PAMN ED- HAL L BARHETSREBOVSNING2020 | 19



Nysatsningar for elanslutning 1 hamnen

Gateborgs Hamn AB har linge arbetat med att fa anlopande fartyg att ansluta till
landstrom, ndr de ligger vid kaj, istillet for att ha motorerna 1gang. Genom att elansluta
fartyg vid kaj minskar koldioxidutslippen kraftigt och utslippen av svaveldioxid och
kvdveoxid reduceras till ett minimum. Dessutom ger losningen en tystare hamnmiljo och
en battre arbetsmiljo ombord pd fartyget. Hamnbolaget samverkar med andra hamnar
via World Ports Climate Action Program, for att driva utvecklingen si att fler hamnar
satsar pd elanslutning. Dirtill sker satsningar pa okad elektrifiering for andra fordon

1 hamnomridet, exempelvis bilar, arbetsmaskiner och lastbilar.

NY STATION FOR ELANSLUTNING AR

BYGGD | RORO-TERMINALEN

Under aret har hamnbolaget byggt en ny station for
elanslutning, anpassad for DFDS Seaways nya fartyg,
pa kajplats 712 i Alvsborgshamnen. Ndra samarbete med
terminaloperatoren Gothenburg Ro/Ro Terminal, DFDS,
Goteborg Energi och involverade entreprendrer var en
forutsattning for projektets genomforande. Uppkopp-
lingen mellan fartyg och station sker via en radiostyrd
l6sning dar ingen personal pa kajen kravs. Kranen ar

14 meter hog och anges vara den hogsta som leverantoren

har byggt. Stationen stod klar for tester med inkoppling av

fartyg mot slutet av aret och full drift beraknas fran 2021.

Arlig reduktion av fartygens koldioxidutslapp till foljd av

elanslutningen beraknas av terminaloperatoren till 650 ton.

FINANSIERING VIA KLIMATKLIVET

Den nya elanslutningen vid kaj 712 ar delvis finansierad
med ekonomiskt stdd fran Klimatklivet till bade Goteborgs
Hamn AB och DFDS. Klimatklivet ar en satsning for att
starka lokalt och regionalt klimatarbete och stodet
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fordelas av Naturvardsverket. Under 2018 beviljades
hamnbolaget ett klimatinvesteringsstod om cirka

4,4 miljoner kronor for att bygga stationen i Alvsborgs-
hamnen. Samma ar beviljades DFDS stod for att bygga
om fartygen och genomfora anpassningar for att kunna
ansluta till landel.

Fakta om laddstationen

Stationen for landanslutning levererar
hégspinning 10,7 kV och dr dimensionerad
tor att generera 1,5 MW med 50 Hz.
Stationen méter tillimpliga krav i
standarderna ISO/IEC/IEEE 80005-1 2019
och IEC 6213-2, 2016, typ J.
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NYTT PROJEKT KRING FRAMTIDA

ELANSLUTNING | ENERGIHAMNEN

Under gangna aret initierades projektet om att bygga
elanslutning i energihamnen. Projektet ar unikt eftersom
Goteborgs hamn skulle bli forst i varlden med elanslutning
av tankfartyg inom explosionsklassad miljo. Projektet
innebar en anslutningsstation som mojliggor elanslutning
vid kaj 519-521 med en spanningsniva om 6,6 kV, 50 Hz.
Under varen identifierades behovet tillsammans med ett

antal rederier och under hosten togs ett investeringsbeslut.

Beslutet var villkorat att bolaget soker investeringsbidrag
nationellt och internationellt. Projekteringen och genom-
forande planeras ske under 2021 och driftsattning forvantas
till 2022. ,&rlig reduktion av fartygens koldioxidutslapp till
foljd av elanslutningen beraknas till 2100 ton. Bolagets
forhoppning ar att kunna sprida konceptet till andra hamnar
och lagga grunden for en standard for elanslutning inom
explosionsklassad miljo.

Poul Woodall

SENIOR ADVISOR CLIMATE
& ENVIRONMENT,
DFDS

“For att minska klz’mm‘pd@er/ean
inom sjéfarten sd krivs att alla
aktorer bidrar.”

”Dessvirre finns det inga snabba losningar, men vi
mdste implementera olika verktyg for att nd framging
och diir ar elanslutning en viktig del. En 6kad andel
av vdra fartyg anpassas for att kunna elansluta och
det blir dérfor mer viktigt for oss att hamnarna kan
erbjuda anliggningar for elanslutning. Géoteborgs
hamn har sedan linge varit i framkant nér det giller
detta och DFDS ser positivt pd den utbyggnad som
nu sker. Forhoppningen dr att vira fartyg i nirtid
och framtid ska kunna elansiuta. Goteborgs hamn
och DFDS delar samma vision om minskad klimat-
paverkan och samarbetet som krivs for att nd dit.”
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av fartygsanlopen hade
majlighet att elansluta
vid kaj under 2020

ke

ELANSLUTNING AV ANDRA

FORDON | HAMNEN

Okad elektrifiering ar en viktig del i arbetet mot reduce-
rade klimatutslapp fran transportsektorn. Inom hamnen
genomfors arbete for att mojliggora och framja utveck-
lingen for elfordon av olika slag.

e Hamnbolaget har etablerat laddinfrastruktur for bilar,
vid olika platser inom hamnomradet. Detta genom-
fordes som en satsning under 2018-2019, med stod
fran Klimatklivet.

® Volvo Lastvagnars sjalvkorande elfordon, VERA,
har testats under 2020 i hamnomradet. DFDS och
APM Terminals Gothenburg har varit partners med
Volvo for genomforandet. VERA:s uppdrag har varit att
flytta containrar fran logistikcenter till terminal, enligt
onskad kapacitet. Initiativet har genomforts med stod
av Vinnova, Trafikverket och Energimyndigheten.

e Under 2020 har Stena Line inlett ett projekt till-
sammans med bland annat Goteborgs Hamn AB och
Stena-agda Batteryloop, for att undersoka mojligheten
att ateranvanda batterier fran fordonsindustrin som
energilager pa kajen. De kan anvandas for att snabb-
ladda framtidens fordon och eldrivna farjor.

® Gothenburg Ro/Ro Terminal driftsatte en eltruck i
terminalen i augusti 2020. Trucken har en kapacitet
pa 15 ton, vilket normalt kraver dieseldrift. Truckens
koldioxidutslapp under 21 dagars drift ar den samma
som en dags drift med en dieseltruck. Dartill minskar
bullernivaer och vibrationer. Satsningen ar ett steg
mot att minska miljopaverkan fran arbetsmaskiner
i terminalen.

e Under 2020 blev Goteborgs Hamn AB:s vd Elvir Dzanic
ledamot i regeringens nystartade elektrifierings-
kommission. Kommissionen leds av infrastrukturminister
Tomas Eneroth och ska identifiera atgarder for att oka
elektrifieringstakten i transportsektorn. Kommissonens
uppdrag stracker sig fram till och med december 2022.
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Den invallade viken dir delar av den
nya terminalen kommer att ligga.

En helt ny hamnterminal vixer fram

Dagens ytterhamnar byggdes pd 1960~ och 70~talen och sedan dess har volymtillvixten
varit mycket kraftig. For att skapa utrymme for framtida godsvolymer byggs nu en helt ny
hamnterminal. Nya Arendal utgor det storsta hamnutvecklingsprojektet pd 4o dr i hamnen.
Under 2020 gick byggnationen in i skarpt lige och flera kompensationsitgirder genomfordes.

BYGGNATION UNDER 2020

Byggnationen av terminalen ar indelad i flera delar och
ar planerade att paga mellan 2016 och 2023. | september
2019 avslutades delen som innefattade byggnation av
vallar for att stanga Arendalsviken, gora storre sprang-
ningsarbeten samt pala och bygga vallar.

Under 2020 paborjades arbetet att genom underhalls-
muddring i hamnomradet fylla det invallade omradet
med stabiliserade muddermassor. Totalt ar det cirka
180000 kubikmeter muddermassor som ska stabiliseras.
Hamnbolaget har en samordnande roll och har anlitat
PEAB som entreprenor for genomforandet. Las mer om
PEAB pa sid 45. Ansvaret kring miljopaverkan regleras i
projektets miljotillstand och kontrollprogram, vilket bolaget
har arbetat fram i samverkan med tillsynsmyndigheten.

FLYTT AV ALAR
En del av den blivande 140000 kvadratmeter stora terminal-
ytan utgors idag av en mindre vik. Viken vallades in och

fylls nu pa med sprarjgsten och ml{fjderm:?\ssor — material %ff /Jiffd 550 6;1617’ Sé‘i titt mpc‘i
som kommer att utgora grunden for terminalytan. -
En del i projektet handlade om att sakerstalla flytt av termmah)er/zsambeterna

faventuell fg‘rekomst av den skydd§varda Europiska alen, var ‘verkligen ovdintat. De ‘verkar
innan bassangen fylls med material. Under sommarens

raddningsexpedition hittades 550 alar som flyttades ut ]u inte }.761167" /961 storts namnvart

a oppet vatten igen. Resultatet visade att det fanns fler ; ”»
L eana av byggnationen.
instangda dlar an vad man hade trott i forvag.

Joakim Grenmarker, projektagare Goteborgs Hamn AB.
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FRAMGANGSRIKA ALGRASODLINGAR

Plantering av algrasangar gors i samband med upp-
forandet av den nya hamnterminalen. | miljotillstandet
for byggnationen ar Goteborgs Hamn AB alagt att tillskapa

1,7 hektar algréasangar som kompensation for det algras Kristina

som forsvinner i samband med byggnationen. Algrasangar Bernstén
fungerar som skydd och lekplats for flera fiskarter, MILJGINGENJOR,
samtidigt som det bidrar till att forbattra vattenkvaliteten GOTEBORGS HAMN AB

och skyddar strander mot erosion. Efter en rad tester
med stora utmaningar har Goteborgs Hamn AB nu lyckats
med att fa algrasplanteringar att vaxa och foroka sig. — A .
Under sommaren planterades ytterligare 40000 plantor ‘Nir Wlfj/ller ut med de stabiliserade
pa havsbotten. Med de goda resultaten och de nya ronen och solidiﬁemde muddermassorna

kring det outforskade omradet algras ska projektet nu S 1 . dan det £
skalas upp ytterligare. Kompensationen gors enligt en plan sa mnger Vi unaan aet varien

som hamnbolaget lagt upp i samrad med Lansstyrelsen somﬁnns 1 uzfyllningsbassdngen.”
och Havs- och vattenmyndigheten.

"Vattnet behover renas innan vi kan slippa det

1 havet. Det sker genom att tillsitta koldioxid

i vattnet i utfylinadsbassingen, vilket sinker
ph-vdrdet sd fororeningar kan fallas ut. Sedan
pumpas vattnet vidare till en sedimentations-
bassing och vidare till sista reningssteget som dr
ett aktivt kolfilter. Vi undersoker och skickar vatten
pd analys en ging i veckan for att se om vi klarar
miljokraven. Det roliga med det hir projektet ir att
vt kan bygga en stor terminal genom att nyttiggora
fororenade sediment, som egentligen dr ett avfall.
Jag kianner mig trygg med den hir reningsprocessen
. : som vi har och att vi slipper ut ett vatten som dr

i Al : Al helt acceptabelt for organismerna i haver.”

Buriojuop auliep ;004

ije_émkild dlgrisplanta |
plariteras for hand'av dykare. ~
~ 4 i

Skanna koden och se filmen
om muddringen!

RESULTAT ALGRASPLANTERING VID TUMMEN, 2019-2020

Andel skott/m? (%)

1400 4
12 man efter plantering F k N A d 1
1200 2,5-3 man efter plantering a ta ya ren a
M Plantering 2019
1000 ¢ Terminalyta: 140 0oo kvadratmeter
800 * Djupgiende vid kaj: 12 meter
* Mgjlig jirnvigsanslutning: Ja
600 . . .
* Forbereds f6r elanslutning vid kajlage: Ja
400 * Investeringsstorlek: Cirka en miljard kronor
200 * Finns majlighet att bygga etapp 2 enligt
gillande tillstand.
0 - - - - - -  Terminalen stir klar: 2023
4 skott per m? 16 skott per m? .
Trollvik S.Héné S.Hond Trollvik S.Honé  S.Hons * Delar av tefrmlnalen kommer eventucll‘t att
mix mix kunna tas i ansprak redan under byggtiden.

Redovisar andel skott per kvadratmeter pa planteringsplatsen Tummen,
uppdelat per donatorsing och behandlingsmetod (antal plantor och tithet).
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Pandemin — en ny utmaning

2020 dr dret som priglats av en virldsomfattande pandemi vilket sjilvklart satt sin prigel

dgven pd hamnens verksambet. Det b'fvergrz;bande mdlet har hela tiden varit att hilla Goteborgs
hamn Gppen for trafik for att sikra import och export till och frin Sverige. Nir en sidan
hér situation uppstdr mdste man kunna hantera bide utmaningar och krav pa omstillning.

8a hir har Goteborgs hamn paverkats vad giller volymer, samarbetsformer och rutiner ihop

med godsnavsaktorer samt personal 1mom bolaget.

OPPEN HAMN OCH PAVERKADE VOLYMER

Allt eftersom situationen har férandrats under aret har
losningar vuxit fram tillsammans med terminalerna och
andra transportaktérer, som gemensamt maste sakra
samhallsforsorjningen av gods for landet. Godsnavet har
darfor kunna fungera i stort och klarat sig hittills genom
krisen, dels servicemassigt mot kunderna, dels volym-
massigt. Hamnen har varit oppen! En fordel for svensk
industri ar att nedstangningarna inte varit sa drastiska
som i en del andra lander.

Goteborgs hamn har kunnat ta marknadsandelar i
containersegmentet. Men inom vissa segment har voly-
merna paverkats stort under perioder av aret. Exempelvis
minskade kryssningstrafiken avsevart men med anlop av
totalt elva kryssningsfartyg under aret har vi anda tillhort
toppen bland hamnarna i Norra Europa. Las mer om
volymerna under aret pa sid 15 samt hur vara terminal-
operatorer hanterat utmaningarna under aret pa sid 39.

STALLA OM OCH STALLA IN

| pandemins spar har hamnbolaget och godsnavet stallts
infor manga utmaningar. Men aven kreativa och positiva
losningar har vuxit fram i samarbete med vara intressenter.
Pandemin har paskyndat digitaliseringen inom manga om-
raden och inneburit ett forandrat arbetssatt som i langden
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sparar tid och resurser. Den digitala utvecklingen har
medfort stora vinster i form av enklare satt att kommuni-
cera, exempelvis via Microsoft Teams, bade internt och
externt. Nar olika kundevents och besok samt bransch-
massor har stallts in har digitala l6sningar fatt vara
lanken till vara kunder och samarbetspartners.

Sveriges restriktioner har varit langsiktiga och
konsekventa, vilket medfort att det har varit lattare att
planera hamnens verksamhet med en viss stabilitet.
Det har dock varit paverkan pa andra foretags formaga
att lamna anbud vid upphandlingar, aven om det har
varit av begransad omfattning. Hamnbolaget har kunnat
fortsatta med alla planerade investeringar for 2020 och
intdkterna for aret har lett till ett positivt ekonomiskt
resultat. Las mer om resultatet pa sid 35.

En intern krisledningsgrupp startades upp i bolaget
i borjan av mars med veckovisa moten som har lopt
under aret. Strategin var att fran borjan ha tat och tydlig
kommunikation med installningen att verksamheten ska
kunna paga som vanligt. Detta genomfordes samtidigt
med stor hansyn till personalens maende. Organisa-
tionen har fatt lopande information pa intranatet och
via sin chef. Folkhalsomyndigheten, smittskyddslakare
i Vastra Gotalandsregionen och Goteborgs Stads
rekommendationer, rad och riktlinjer har varit utgangs-
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punkt for de beslut och rutiner som hamnbolaget har for
att kunna halla verksamheten igang. Det har resulterat i
laga sjuktal och endast ett fatal fall med smittade med-
arbetare. Arbetsrotation infordes tidigt och en tredjedel
har jobbat hemifran pa tjanstemannasidan. Individuellt
anpassade arbetsrutiner har gjorts dar det kravts, med
hansyn till riskgrupper och for att skydda personalen
som ar central for att halla verksamheten igang.

Asa Karnebro

HAMNKAPTEN,
GOTEBORGS HAMN AB

"Gateborgs hamn dr
en karantinshamn och dérfor
dr samverkan vildigt viktigt for
att kunna hilla hamnen oppen.”

"Redan tidigt i pandemin tog vi ansvar for att
lopande inbimta information frin bide anlps-
och terminalsidan med alla aktirer i godsnavet.
Jag dr imponerad Gver hur bra samarbetet i
godsnavet har lopt pa. Vi har Gven kontakt med
andra hamnar i Europa genom medlemsskapet i
EHMC, European Harbour Masters' Committee.
Dar har man speciellt efterlyst efterlevnaden av
karantinsplanerna, alltsa rutiner for vem man ska
larma och nar, ifall samballsfarlig sjukdom uppticks.
Vi uppdaterade vir karantinsplan si sent som i
slutet pa forra dret, vilket har varit till var fordel.
Vi har haft ett antal fartyg dir det varit smittade
Jfall ombord, men allt har avlipt bra och vi har
arbetat enligt rutinerna och haft goda dialoger
med berérda instanser.”

Vad ir en hilsodeklaration?

Hilsodeklaration innebir att innan ett fartyg
anléper Géteborgs hamn ska befilhavaren pa
fartyget limna information om hilsotillstindet pa
sin besittning och om de uppvisar nigot symptom
som visar pa covid-19. Detta gors i samband med
den obligatoriska fartygsanmailan och granskas

av Port Control, hamnbolagets trafikcentral.
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ARET MED PANDEMIN

FEBRUARI

» Goteborgs hamn, som forsta hamn i Sverige,
begar 3 februari in halsodeklarationer fran samtliga
anlopande fartyg och har lopande kontakt med
smittskyddslakare.

* Hamnbolaget samordnar lopande avstamningar med
kunder och intressenter samt aterkopplar till bolags-
styrelsen och Goteborgs Stad.

MARS

* Bolaget startar upp en intern krisledningsgrupp som
darefter har regelbundna maéten under hela aret.
Digitala moten uppmuntras och arbetsrotation infors
for att hindra smittspridning.

* Hamnbolaget samordnar veckovisa avstamningar med
anlops- och terminalaktorer och andra intressenter
om volymer och respektive bolags maende.

APRIL

» Goteborgs hamns 400-arsfirande stalls in men
utvecklas och genomfdrs pa andra arenor och kanaler.

» De forsta karantansfartygen anloper Goteborg och
karantansplanens rutiner efterfoljs.

* Hamnbolaget tar en samordningsroll for att erbjuda
kunderna mellanlagring av containers och trailers
iinlandsterminaler via jarnvagssystemet Railport
Scandinavia samt aven i hamnen.

* Rutinerna for fartygsanlop forandrats och i energi-
hamnen satts det upp talt pa kajen for att personalen
ska kunna hantera dokumentation och undvika ga
ombord.

MAJ
» Det arliga kundeventet Energihamnsdagen stalls in.

SEPTEMBER
» Hamnbolagets arliga medarbetardag stalls in.

OKTOBER
* Det arliga kundeventet Hamndagen stalls in.

NOVEMBER

* Virtuella bes6ksrutiner pabdrjas som bland annat
mojliggor digitala rundturer i hamnen.

e Webinar om Brexit genomfors via lank med
150 deltagare.

* Hamnbolagsstyrelsens mote genomfaors digitalt, ett
av flera under aret dar deltagandet har skett via lank.

DECEMBER
e Kampanj gors ihop med aktorer i hamnklustret mot
rederier for att sakra tillgdng pa tomcontainers.
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En vision kommer till liv

Utveckling av Giteborgs hamn dr centralt for att kunna vara varldens mest

konkurrenskraftiga hamn, som bide tillgodoser industrin och vriga sambdillets
behov 6ver tid. Bolaget maste planera lingsiktigt och for att kunna hoja utvecklings-
takten krivs identifiering av kritiska omrdden for att utvecklas i réitt riktning.

Redan nu tas initiativ kring projekt som kan finna losningar for hur framtidens

hamn och nya transportvdigar ska se ut.

EN GENERALPLAN FOR FRAMTIDEN

Grunden for ett langsiktigt utvecklingsarbete finns lagd

i generalplanen. Dar finns analysen av hur transport-
systemet och Goteborgs hamn ser ut i ett 30-arsperspektiv.
Generalplanen innehaller riktningen for utvecklingen av
bolagets affairsomraden sa val som nyttjande av mark och
infrastruktur, baserat pa en omvarldsanalys. En viktig del
handlar om att pa ett resurseffektivt satt nyttja befintlig
mark for nya ytor, med hag tillforlitlighet och lag grad av
miljopaverkan. En annan viktig del handlar ocksa om att
sakra nyttjande av hamnomraden och mojliggdra stads-
utveckling, i takt med Goteborgs stads behov. Under 2020
har en revidering av generalplanen pabérjats dar de
storsta utmaningarna framat ar utvecklingen av energi-
hamnen samt omlokalisering av farjelage. Revideringen
beraknas vara klar under forsta halvan av 2021.

SATSNINGAR FOR EN DIGITAL HAMN

Okad digitalisering ar en forutsattning for att kunna
leverera utifran kundernas forvantningar och hamnbola-
gets egna mal. Digitaliseringsarbetet som ar uppstartat
under 2020 syftar till att etablera digitala losningar for
hela transportkedjan. Hamnbolagets roll ar att knyta
samman manniskor, teknik och information och darmed

vara initiativtagaren som driver utvecklingen i godsnavet.
Forsta steget ar att koppla samman aktorer, datafloden
och visualisera transportkedjan genom en digital platt-
form. Under aret har flera workshops hallits med aktérer
inom godsnavet och inspiration har hamtats fran andra
hamnar i varlden. Projektet ViAvi ar uppstartat och en
teknisk partner, Wabtec, ar upphandlad. Utvecklingen

av plattformen sker under forsta halvaret av 2021 och
malsattningen ar att godsnavet ska se resultat under
hosten 2021. Hamnbolagets nya digitala strategi innebar
fler digitala initiativ framover, under 2021/2022 planeras
genomfdorande av projekt kopplat till digitala anlop.
Effektiviseringar av denna typ forvantas ha goda effekter
for att minska sjofartens klimatpaverkan.

CINFRACAP UNDERSOKER NYA MOJLIGHETER

Under 2020 har hamnbolaget valt att ga med i samver-
kansprojektet CinfraCap. | projektet ingar Goteborg Energi,
Nordion Energi, Preem, St1 och Renova och handlar om att
skapa gemensam infrastruktur for transport av flytande
koldioxid som utvinns genom Carbon Capture Storage
teknik. Tekniken ar del i omstallningen av det globala
energisystemet och syftet med projektet ar att ta fram
en logistik- och infrastrukturlosning i industriell skala.
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Forstudien ar startad och undersoker mojligheten att,

pa sikt, mellanlagra och transportera tva miljoner ton
infangad koldioxid per ar fran industriernas anlaggningar
till kajkant. Energimyndighetens klimatsatsning Industri-
klivet finansierar halva kostnaden for forstudien, pa 1,4
miljoner kronor. Resultatet av forstudien vantas i borjan
av 2021. CinfraCap kompletterar flera pagaende forsk-
nings- och demonstrationsprojekt, som till exempel
Preem CCS, ZEROC, och aven Northern Lights, som ar ett
pagaende fullskaleprojekt for lagring av koldioxid utanfor
norska vastkusten. Sammantaget ar projektet en mojlig-
het att gemensamt arbeta for att minska klimatpaverkan
fran verksamheter i Vastsverige men forhoppningen ar
att losningen kring infrastrukturen ska sprida sig till
andra intressenter. Det har da potentialen att minska
klimatpaverkan i storre skala och ha effekt for uppfyllnad
av Sveriges klimatmal.

EN STUDIE KRING ENERGIHAMNENS UTVECKLING
Energihamnen ar Sveriges storsta allmanna energihamn
och viktig for energiforsorjningen i hela landet. En viktig
del i energihamnens framtida utveckling ar att ta hansyn
till samhallsutvecklingen och landets mal om en energi-
omstallning. Manga av kunderna i energihamnen genom-
for olika satsningar kopplat till fornyelsebara branslen
och nya lésningar for sjofarten, eftersom efterfragan

har okat. For att hamnbolaget ska kunna genomféra lang-
siktiga investeringar och vara forberedd pa de forandringar
som vantar sa har ett forskningsprojekt tillsammans

med Chalmers tekniska hogskola startats upp under 2020.
Syftet ar att bidra med kunskap och stod for beslut kring
investeringar i energihamnens infrastruktur. Projektet
inkluderar scenarier om den framtida utveckling av
globala energi- och logistikbranschen, men har sarskilt
fokus pa energihamnens kunder och utvecklingen i
Goteborg. Resultat presenteras under 2021 och blir viktig
kunskap i vagen mot framtidens hallbara energihamn.

Visionsbild 6ver Halvorsing.
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Arvid Guthed

HAMNUTVECKLINGSCHEF,
GOTEBORGS HAMN AB

"Ett higt resursutnyttjande
inom hamnen dr nyckeln for

att bli langsiktigt hillbar.”

”Generalplanen beskriver vir lingsiktiga utveckling
och darefter utvecklar vi strategier for att nd ett
Sforverkligande. Vi arbetar med en strategisk projekt-
portfol dir vi koordinerar projekten for att ni en
effektivitet med avseende pd tid, kostnad och kvalitet
i genomférandet. Malsittningen dr att de anligg-
ningar vi utvecklar skall bidra till att skapa losningar
pd véra lingsiktiga utmaningar, exempelvis kopplat
till klimatpdverkan. En avgérande faktor for att
gora detta dr att det gods som forflyttas fraktas i
system med higt resursutmyttjande med lig miljo-
paverkan. Olika innovationer och digitala losningar
blir verktyg for att forverkliga ett hogre resursut-
nyttjande och minskad klimatpdverkan, en viktig
Jfaktor for att nd véira hallbarbetsambitioner i
hamnen savil som for hela transportkedjan.”

HALVORSANG - UTVECKLING AV ETT
LOGISTIKOMRADE

Hamnar blir i allt storre utstrackning knutpunkter i ett
globalt logistiskt natverk. En del i det innebar att ha ett
fullserviceerbjudande, dar lagerverksamhet ingar.
Goteborgs Hamn AB:s arbete med att strategiskt sakra
markomraden for vidare logistikutveckling och lager-
verksamhet har pagatt sedan 2005, med fokus pa
Halvorsang. Processen har inneburit att ta fram en
detaljplan och genom olika insatser forbereda marken
for mojlig byggnation. Under varen 2020 fick hamnbola-
get slutgiltigt beslut fran agaren att fortsatt vidareut-
veckla Halvorsang och darefter har alternativ for
utvecklingsform tagits fram. Framat aterstar att ta
fram strategi for i vilken form utvecklingen ska drivas
samt genomfora etableringen av logistikbyggnader.
Malsattningen ar att inom fem ar ha ytor med fardiga
logistikbyggnader pa plats.

Skanna koden och se visionsfilmen,
Varldens mest konkurrenskraftiga hamn!

Signerat CM, Bl 6GTEBORGS, FPAMN @ B JHALLBARHEFSREBSHSNING2820
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Snart Sppnar var nya

sakerhetsparkermg' 4

En parkermg for en okad trygghet

Under vdren 2020 invigdes en inhignad uppstillningsyta for tung trafik 1

anslutning till logistikomridet Halvorsing, vid Gateborgs hamn. I anslutning
till den inhignade ytan etablerades en drivmedelsstation med tillging till olika
bekvamiligheter for chaufforer. Parkeringen och drivmedelsstationen drivs av

Circle K och dr ett viktigt tillskott for att oka tryggheten for chaufforer

1 anslutning till Goteborgs hamn.

UPPSTALLNINGSYTA

- ETT KRAV FRAN HAMNBOLAGET

Till foljd av stadsutvecklingsprojekten i centrala Goteborg,
kring E45, uppstod 2013 ett behov av att flytta en av

Circle K:s etableringar. Detta sammanfoll med planlagg-
ningen av markomradet Halvorsang och diskussioner om
en flytt till hamnomradet inleddes. For Circle K var det

en mojlighet att etablera sig i ett expansivt omrade nara
hamnen och hamnbolaget fick en aktor pa plats som hade
erfarenhet av liknande projekt.

Hamnbolagets krav for att mojliggora en omlokalisering
innebar att en saker uppstallningsyta skulle etableras i
anslutning till drivmedelstationen. Samtliga parter enades
i en samfinansiering och forde samtal med exempelvis
polis och hamnens sakerhetsavdelning, for att sakerstalla
att projektet skulle bidra till den 6kade trygghet som man

efterfragade.

PROJEKTETS GENOMFORANDE

Hamnbolagets del i projektet handlade om att plan-
spranga och markbereda ytan, medan Circle K byggde
stationsytan och parkeringsplatserna. Uppstallningsytan
ar 10000 kvadratmeter och dar finns cirka 40 parkerings-
platser. Circle K har ansvar for hela anlaggningen och
dess drift. Chaufforerna som valjer att nyttja ytan har mot
en mindre avgift tillgang till dusch och toalett, WiFi och
loungeomrade samt kan handla i butiken pa stationen.
Nyttjandegraden har hittills varit god. Fordonet och dess
gods kan sta tryggt medan chaufforen exempelvis har sin
dygnsvila. Syftet med hela projektet har varit att skapa
forutsattningar for en mer saker tillvaro.

”Detta dr ett resultat av ett
langsiktigt arbete och dntligen
dr anliggningen pad plats.
Det innebiir ett riktigt lyft och
bidrar till 6kad sikerbet.”

Thomas Fransson, Sakerhetschef, Géteborgs Hamn AB

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED
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BIDRAR TILL OKAD TRYGGHET
Planerna kring att fa till en sdker uppstallningsyta i
anslutning till hamnen har funnits lange eftersom det har
setts som en viktig pusselbit i ett hallbart godsnav, som
bidrar till 6kad sdkerhet och trygghet. Runt omkring Helena
hamnar finns ofta platser dar lastbilschaufforer tvingas Forslund
parkera i vdntan pa att hamta eller lamna gods. Forhallan- FASTIGHETSCHEF,
dena ar sallan goda och de har inte forutsattningar att GOTEBORGS HAMN AB
hantera exempelvis hygien och mat.

Denna losning innebar en social insats for chaufforerna rrrrrrenereneenenseneenes ’
men &r ocksa bra for varudgarna eftersom godset kan sta » . .
siikert. Det minimerar risken for stolder eller att nagon Genom vdra krav pd hur marken

gor averkan pa lasten. Godsstdolder som intraffar, sker ofta fdr anvandas har ot kbunnat bidra

pa vag, vilket gor att alla mojligheter till saker uppstall- ’ ll . ] . p
ning bidrar till ett sikrare godsflode. Dartill bidrar det UL en gemensam social insats,

till den generella sakerheten for hela hamnen eftersom med okad tryggbet somfb'ljd. 7
eventuell dverkan pa gods och fordon kan utgora stora
sakerhetsrisker utifran flera olika perspektiv. >Tankarna om att nyttja markytor for en siker

uppstallningsyta for lastbilar har lange funnits med
i bolagets planer. Nir diskussionerna med Traftk-
verket, Fastighetskontoret och Circle K inleddes si
fanns detta med som krav frin borjan. Alla parter
var positivt instillda och det fanns goda majligheter
att fi det pd plats. Nu ndr anliggningen ar i drift
har vi forboppningar om att det ska bidra till en
langsiktigt tryggare miljé for lastbilschaufforer i
anslutning till hamnomridet. Det dr inte ofta som
sociala frigor kopplat till denna yrkesgrupp prioriteras,
dirfor dr det extra roligt att vi har kunnat bidra
till att denna losning kom pa plats.”

Dan Petersson

SENIOR REAL

ESTATE DEVELOPER,
NETWORK DEVELOPMENT
& OPERATIONS,

CIRCLE K SVERIGE AB

Vi far dagligen kommentarer frin
kunderna att just kombinationen
med uppstillningsplatserna till-
sammans med majligheten att ita
och ta en paus passar utmdirkt.”

?Samarbetet med Giteborgs hamn har fungerat val
fran start, med snabb och effektiv dterkoppling i
alla frigor som uppkommit. Vi upplever Giteborgs
Hamn AB som en serids fastighetsigare och samarbets-
partner. Parkeringen for tung trafik tillsammans med
etablering av drivmedelsstation och butik, har hittills
tagits emot vil av den tunga trafiken. Eftersom
omridet kring Circle K:s etablering fortsitter att
utvecklas och byggas ut ser vi positivt pa tiden
[framéver nar omrddet stir klart. Med nirbeten till
hamnen och andra foretag i omridet ser vi mojligheten
till en stark utveckling for oss och 6kad nyttjandegrad
av parkeringen. Utmaningen ligger i att fortsitta
marknadsforingen si att fler uppticker fordelen
med en majlighet till siker parkering for tung trafik

1 omrddet.”

Circle K:s etablering i ytterhamnen.
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HALLBARHETS-

STYRNING

For Goteborgs Hamn AB handlar hallbarhet om att na en
balans mellan samtliga tre dimensioner av hallbarhet.

| samrad med var agare arbetar vi for en hallbar stad och i
samverkan med vara intressenter arbetar vi for en hallbar
bransch. Hamnbolaget har direkt paverkan inom omraden
som berdr samtliga tre hallbarhetsdimensioner. Vi bidrar
ocksa till paverkan genom var roll for hela godsnavet
och via relationerna till vara intressenter. Fem vasentliga
hallbarhetsfragor har identifierats for bolaget, se sid 49.
Vi arbetar med att styra samtliga. Inom flera omraden,
exempelvis miljo, utdvas styrning av saval direkt paverkan
som indirekt paverkan.

INOM EKONOMI balanseras marknadsmassiga
forutsattningar och behov av ett langsiktigt agerande.
Ett starkt kassaflode fran verksamheten ar avgorande
for att mojliggora bolagets investeringsprogram och
skapa forutsattningar for hallbar tillvaxt.

INOM MILJO sker styrning for att minimera miljopa-
verkan fran den egna verksamheten och 6vriga godsnavet.
Genom att proaktivt ta fram atgarder i samverkan med

HALLBARHETSREDOVISNING 2020

terminaler, rederier, arrendatorer och landtransportorer,
bidrar vi till mer hallbara transporter.

INOM SOCIALT ANSVAR agerar vi bade lokalt inom
Goteborgs Stad och utifran var roll i hamnklustret.
Bolaget ska fortsatta vara en attraktiv arbetsplats som
kannetecknas av en god, saker och utvecklande arbets-
miljo. Genom kompetenta och kreativa medarbetare
drivs utvecklingen och verksamheten framat.

Malen i affarsplanen ar kopplade till varje hallbarhets-
dimension och maste uppfyllas pa ett satt dar utfallen
starker varandra. Utmaningen for bolagets styrning ligger
i att sakerstalla att uppfyllelsen av ett mal inte stjalper
maojligheterna att na nagot av de andra. | detta avsnitt
beskrivs formerna for hallbarhetsstyrningen och dess
roda trad fran affarsplan till aktiviteter i verksamheten
och darefter granskning och uppfoljning. Det inkluderar
information om agarstyrning, samverkan med intressenter,
ledningssystem och sakerhetsarbete. Dartill redovisas
mal och utfall samt risker och djupdykning i arbetet med
specifika intressenter.
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Sa arbetar vi med S’

FN:s hallbarhetsmal GLOBALA AL

I Skandinaviens stirsta godsnav har hamnbolaget en viktig roll for att bidra till genom-
forandet av Agenda 2030, bide pa hemmaplan och internationellt. Agenda 2030 handlar
om att varldens linder har antagit 17 globala mal for hillbar utveckling som syftar till att
uppnad fyra saker till Gr 2030: avskaffa extrem fattigdom, minska ojimiikbeter och orittvisor
1 vdrlden, frimyja fred och rittvisa samt losa klimatkrisen. Géteborgs Hamn AB berirs av

15 av 17 mdl och 63 av 169 delmdl, vars grad av relevans varierar utifrdan bolagets uppdrag
och verksambetens paverkan. Lis mer om analysen pa sid 49 och 58—59.

Vi skapar varde...

...for vara kunder, naringslivet och samhallet genom att utveckla godsnavet
och skapa forutsattningar for hallbar tillvaxt. Det gor hamnbolaget genom
att vara garant for naringslivets access till hela varlden.

HALSAOCH
VALBEFINNANDE

ANSTANDIGA

ARBETSVILLKOR

0OCHEKONOMISK
RENTVATTEN TILLVAXT
OCHSANITET

BIOLOGISK
MAN

HALLBARINDUSTRI, 1 BEKAMPA KLIMAT-
P — e — INNOVATIONER 0CH FORANDRINGEN
1 RESURSER 1 KONSUMTION INFRASTRUKTUR

FREDLIGAOCH GENOMFORANDE
16 INKLUDERANDE OCHGLOBALT OCHPRODUKTION
SAMHALLEN PARTNERSKAP
W2
"

Generella Betydande Centrala

VI belastar...

...naturen genom att hamnverksamheten har paverkan pa klimat, vatten,
mark och resurser. Vi vidtar atgarder for att minska var och vara kunders
miljopaverkan. Det handlar exempelvis om att skapa incitament for omstallning
inom sjofarten genom miljorabatter, arbeta for att 6ka andel gods pa jarnvag
eller genomfdra kompensationsatgarder. Vi nyttjar var roll for att paverka

sa manga aktorer som majligt.

@ Mer information om FN:s hallbarhetsmal hittar du har: www.globalamalen.se
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HALLBARHETSSTYRNING

Bolagets styrning och affarsplan

Gateborgs Hamn AB dgs av Giteborgs Stad och styrningen av bolaget utgdr ifrin

kommunens kort- och lingsiktiga planer. Bolagets styrelse faststiller drligen ett mal-
och inriktningsdokument som anger hur kommunens budgetmal ska uppnds och vilka
fokusomrdden som Gr sdrskilt relevanta fb‘r bolaget att arbeta med. Uz‘zfn‘z’n inrib‘nings-

dokumentet ska ledningsgruppen 1 bolaget ta fram en affarsplan med konkreta mail

och beskrivning dver hur mdlen ska nds.

INTERN STYRNING

Bolaget har en generalplan for hamnens langsiktiga
utveckling, vars syfte ar att sakerstalla att Goteborgs
hamn star val rustad for att moéta marknadskraven dver
de kommande 30 aren. Dartill finns en strategisk tio-ars-
plan, affarsplan samt investerings- och underhallsplaner.
Bolaget har ocksa strategier och planer inom specifika
amnesomraden for att tydliggdra dess inriktning,
exempelvis public affairs, miljo- och klimat, arbetsmiljo,
kommunikation, sakerhet, digitalisering, innovation och
likabehandling. For att bibehalla en god ekonomi och
hantera handelser som kan paverka bolagets férmaga
att nd sina mal sa finns budget, prognoser och risk- och
kontrollplan. Samtliga dokument ovan tillhandahalls

i vart ledningssystem.

Fran agarstyrning till medarbetarens individuella plan
Bolagets planer, strategier och mal bryts ner per avdelning och till individnivé, i syfte att skapa en rad trid for den interna styrningen.

AGAR-

STYRNING
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SRR GENERALPLAN

VAR AGARES ROLL

Géteborgs Stadshus AB dr moderbolag f6r den
koncern som utgérs av alla kommunala bolag inom
Goteborgs Stad. Dir utdvas den formella dganderollen
dver hamnbolaget och utformning av virt uppdrag,
utifrin kommunfullmiktiges beslut. Bolaget ir egen-
finansierat och limnar koncernbidrag till staden om
det inte medfér begrinsningar av férmagan utfora
uppdraget.

Goteborg Stads kommunfullmiktige viljer styrelse-
ledaméter, lekmannarevisorer och revisorer f6r bolaget
och dess dotterbolag. Kommunfullmiktiges stillnings-
tagande himtas in innan beslut av stérre vikt eller
principiell betydelse fattas i verksamheten.

Bolagets uppdrag fastlas i ett dgardirektiv som reglerar
vilken typ av verksamhet som fir bedrivas. Ett nytt
dgardirektiv beslutades 2019 och mindre justeringar
beslutades under 2020. Arligen genomfors dgardialoger
mellan styrelserna i hamnbolaget och Géteborgs
Stadshus AB fér att f5lja upp hur bolaget arbetar
utifrin uppdraget och i enligt med Géteborgs Stads
styrdokument.

STRATEGISK

10-ARSPLAN

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED



AFFARSPLAN

Goteborgs Hamn AB:s affarsplan formas utifran dgar-
direktivet och inriktning fran styrelsen. Planen grundas
ocksa pa en omvarldsanalys, utvardering av prioriterade
omraden, risker samt befintliga arbetssatt. Vara intressen-
ters krav och behov beaktas saval som verksamhetens
behov och vara medarbetares utveckling. | planen anges
bolagets inriktning och ansvar kring hallbarhet, da det ar
en grund som genomsyrar hela planen och samtliga mal.
Syftet med ett integrerat arbete ar att bidra till FN:s
globala mal fér hallbar utveckling.

Affarsplanen gélleritre ar och endast mindre revide-
ringar sker varje ar. Det handlar exempelvis om upp-
datering av risker. | planen finns fem strategiska mal och
dessa beror tillvaxt, digitalisering, ekonomi, miljo och
medarbetare. Till varje mal finns KPl:er dar utfallet samt
dess aktiviteter foljs. Malen kopplas ocksa direkt till FN:s
globala mal for hallbar utveckling.

FRAN MAL TILL FORANDRING

Bolagets avdelningar utgar fran affarsplanen och bryter
ner malen i egna verksamhetsplaner med aktiviteter.
Aktiviteterna ar utvecklingsorienterade och kopplas till
relevant KPI, pa sa vis skapar bolaget framdrift i arbetet
mot malen. Varje medarbetare har ocksa en individuell
mal- och aktivitetsplan som kan héarledas till verksam-
hetsplanen och affarsplanen. | planen satts aktiviteter
pa individniva vilket skapar delaktighet och en réd trad
genom hela verksamheten.

ATT FOLJA FORANDRINGEN

Bolaget féljer framdriften i arbetet mot malen pa flera
olika nivaer. Arligen sammanstalls matetalen per KPl och
sammanstalls per mal, for en total uppféljning av hela
affarsplanen. Bolaget féljer ocksa upp aktiviteterna i varje
verksamhetsplan per kvartal och presenterar for hela
verksamheten. Bolagsstyrelsen tar del av uppfoljningen
fyra ganger per ar och Stadshus AB far aterkoppling kring
hur val leveransen sker enligt uppdraget. Varje avdelning
foljer upp sin plan manadsvis och de individuella utveck-
lingsplanerna fdljs kontinuerligt av medarbetare och chef.

HALLBARHETSSTYRNING

MAL 2022

Affarsplanens fem mal. Malens utfall for
2020 presenteras pa sid 34.

©
o
D

SMART HAMN

Digitaliseringsmognad 60%

EKONOMISK
EFFEKTIVITET

Avkastning pa vara
anlaggningstillgangar 7%

TILLVAXT

Okad tillvaxt Gver kaj 6%

MEDARBETARE

Koncernens mest motiverade
medarbetare, HME 90

MILJO

70% reducerat CO, till
och med 2030

VERKSAM- INDIVIDUELL

MAL- oCH

HETSPLAN PER
AVDELNING

AFFARSPLAN

KTIVITETSPLA
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Bolagets mal — hur gar det?

I tabellen nedan presenteras status for bolagets mail 1 affirsplan 2020-2022. Malen ska ndis
t1ll 2022 och utfallet samt framdriften av bolagets aktiviteter mits genom tio stycken KPI.
For detaljerad information, se kommentarsfiltet samt nyckeltalsavsnittet pa sid 51—57.

I T K

: : Resultatet for bolagets digitaliseringsmognad blev 63.
SMART HAMN : . : i En viktig bidragande orsak till 6kningen &r arbetet med
- Digitaliserings- / bolagets styrning och mal, dar digitalisering lyfts fram

som en egen del. Manga initiativ har startats inom ramen
: : : for malarbetet och mer om dessa kan du ldsa pa sid 26.

* Processmognad : ! wmm  Arbetet med 6kad processmognad inom bolaget har

: : i under aret paverkats av pandemin och flertal aktiviteter
har fatt pausas. Under 2021 planeras dessa att upptas
och ytterligare atgarder ska genomforas.

mognad 60 %

Resultatet visar en avkastning pa 7,7 procent, jamfort
EKONOMISK ‘ : med 6,7 procent 2019. Det beror pd en rad forbattringar
EFFEKTIVITET i ibolagets projektstyrning, exempelvis forbattrad

X / : precision i budget och prognos, 6versyn av avkastnings-

* Avkastning 7% i krav och arrenden samt utveckling av kalkylprocess.

— Framdriften i bolagets projekt har under aret varit god
och resulterat i forbattringar gallande styrning, kvalitet
samt koordinering av strategiska initiativ. Las mer om

arets ekonomiska resultat pa sid 35.

* Progress i projekt

. Preliminért resultat for tillvaxten visar en minskning pa
/g TILLVAXT : 0,3 procent, jamfort med 2019. Det beror bland annat

% « Okad tillvixt dver pa kraftig minskning av kryssningsanlop, da pandemin
kaj 6 %
« Nojda kunder

/ i har haft stor effekt pa turismen. Vid summering av aret
i konstateras att pandemins paverkan, totalt sett, varit
/ : begransad. Las mer om arets volymutvecklingen och
analysen per segment pa sid 15. Det gjordes ingen
NKI-matning under 2020, nasta planeras till 2021.

Resultatet for HME blev 80, vilket ar en markant héjning
MEDARBETARE . i fran 2019 da resultatet var 73. Under aret har flera
i viktiga aktiviteter for att fortydliga intern struktur

» Hallbart medarbetar- : : 3! ort :
engagemang (HME) / genoqurs och:e.t.t pl{lsmatnlpgsverktyg har implemen-
H H 1 terats, vilket mojliggor mer lopande arbete med HME.
— Lds mer pa sid 46-47. Tre stycken tillbud har under aret
beddmts som allvarliga och resultatet ar inte avvikande
fran tidigare ar. For 2021 planeras strategiska insatser
for att oka riskmedvetenheten och kunskap kring hur

hanteringen ska ske.

* Inga allvarliga tillbud

. : : ¢ Klimatutslappen minskade till 188000 ton, 21 procent
MILJO ldgre &n basar 2010. Terminalerna minskade mest, med
: : : 72 procent lagre &n basar 2010. Det beror framst pa byte

/ av bransle for arbetsmaskinerna. Minskningen av sjo-

* Reducerat CO,-utslapp
70 % till 2030

: fartens utslapp ar sannolikt en effekt av farre fartygs-
* Progress miljoaspekter :

anlop. Miljopaverkan minskade ocksa inom avfall, energi
och utslapp till luft. Detta ar troligen en effekt av bade
pandemin och vidtagna atgarder i verksamheten.

© Pi god vig att nd malsittningen N Hiir sker utveckling i riitt rikining
Krivs mer for att ni malsittningen =) Hiir har utvecklingen stannat av
©® Kommer inte att ni mdlsittningen S Hir sker utvecklingen i fel riktning
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Vart ekonomiska ansvar
— en stabil ekonomi

En stabil ekonomi och god lonsambet ger Gioteborgs Hamn AB majligheter att underbilla och
utveckla hamnens anliggningar till nytta for kunder, dgare och svensk industri. Hamnbolaget
verkar pd en internationell konkurrensutsatt marknad och att leverera prisvirda och
konkurrenskraftiga tiinster dr avgirande for fortsatt utveckling av godsnavet Géoteborg.

ARETS RESULTAT

Resultatet for Goteborgs Hamn AB uppgick 2020 till

239 miljoner kronor att jamféra med 189 miljoner kronor
for 2019. Nettoomsattningen 6kar med tre procent till
790 miljoner kronor vilket till stor del forklaras av storre
positiva engangseffekter under 2020. Bolagets vasentliga
kostnader ar drift och underhall av hamninfrastrukturen,
personalkostnader och avskrivningar. Efter tre ar av en
hamntaxa utan hojning, justerades taxan for 2020 med
cirka tva procent. Ambitionen &r alltjamt att halla taxan sa
lag som majligt och att arbeta med kostnadsbesparingar.

ARETS INVESTERINGAR

Hamnens verksamhet &r kapitalintensiv och en langsiktig
ekonomisk styrning ar av stor betydelse. f’-\rligen upprattas
en tiodrig investeringsplan som rapporteras till dgaren.
F6ér den kommande tioarsperioden uppgar planerade
investeringar till cirka 6 miljarder kronor*. Darutover
tillkommer investeringar som ar pa utredningsstadiet.

* Inklusive Scandinavian Distripoint AB.

Avgifter frin
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hyror och arrenden
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Ansvara for anlops-
process, trafikinformation

och Gvervakning

Underhall och Vig och jarnvigs-
nyinvesteringar av Muddring av infrastruktur
kajer/terminalytor hamnbassingerna 1 hamnens nirhet

Beskriver intikter och utgifter kopplat till virdekedjan, se sid r2—r13.
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De storsta investeringarna 2020:

e Ny hamndel i Arendal - arbetet med att skapa en ny
hamndel vister om Alvsborgshamnen har fortgatt med
hog aktivitet. Den norra delen av Arendalsviken har
vallats in och forberetts for fyllning av muddermassor.
Det pagar aven arbete med att spréanga Sodra kullen for
att skapa terminalyta i anslutning till den nya hamnen.
Investeringskostnad under 2020 blev 169 Mkr.

e Sveaterminalen - en ny sparansluten terminal i
Goteborgs hamn har fardigstallts och tagits i drift under
aret. Terminalen mojliggor vaderskyddad omlastning
fran jarnvagsvagnar till andra lastbarare, framst
containers. Investeringskostnad under aret blev 58 Mkr
och den totala investeringen har uppgatt till 143 Mkr.

e Vastra kajen - nya betongkonstruktioner och betong-
reparationer utfors vid tre kajplatser i Skandiahamnen.
Total investeringskostnad blev 36 Mkr. Projektet fortsatter
under ndsta ar och forvantas vara klart vid slutet av 2021.

e Sametablering verkstader — ombyggnation och sanering
av tidigare forvarvad tomt i energihamnen har maojlig-
gjort en sametablering av energihamns- och anlagg-
ningsverkstaden. Total investeringskostnad blev 36 Mkr.

Koncessionsavgifter fran kunder

och samarbetspartners Awgifter frin
anlopande fartyg
. T \
‘ S --

/=% _~

Goteborgs Hamn AB n’
«— Intikter och vad pengarna anvinds till T M bl

!
iy

arbete, klimatsmarta

\I transportkoncept
¥ \,
| \ }:C

Rérledningar och
lastarmar Urveckling
Marknadsfiora av logistikmark
godsnavet Giteborgs hamn /logistikcenter
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Langsiktiga
relationer med
vara intressenter

Hamnbolagets verksambet piaverkar och
paverkas av en rad olika intressenter — frin

dagare och medarbetare till kunder, leverantirer

och myndngeten Genom att lyssna pd vira

intressenter blir vi bittre pi att forstd vilka frigor
som dr viktiga, hur vi ska prioritera och vad vi behiver

GOTEBORGS
HAMN AB

Medarbetare

utveckla. I hamnbolaget samverkar och kommunicerar

vi lGpande med vira intressenter pa varierande sitt och
genom olika kanaler. Mer information om vdra intressenter,
kanaler for dialog, samt vilka forvintningar vira intressenter

har och vilka frigor de lyfter, dterfinns 1 tabellen nedan.

Kanaler for dialog

f\gare Presidiemoten, styrelsemoten,
agardialog, rapportering till staden.

Kunder NKI, Hamndagen, Energihamnsdagen,
kundbesok, bunkerforum, bransch-
organisationer, webbplats, nyhetsbrey,
massor.

Terminal- NKI, regelbundna moéten kopplat

operatorer till sakerhet, miljo, infrastruktur,
marknadsforing och kommunikation.

Bolag i NKI, Hamndagen, Energihamnsdagen,

hamnklustret regelbundna besok, samverkansforum,
branschorganisationer, webbplats,
nyhetsbrev, massor.

Medarbetare Utvecklingssamtal, arbetsplatstraffar,
HME, arbetsutskott, arbetsmiljckommitté,
medarbetardag, intranat.

Leverantorer Startmoten for nya ramavtal,

uppfoljningsmoten.

Myndigheter Regelbundna moten och dialog med
myndigheter och hamnar pa lokal,

regional, nationell och internationell niva.

Samhille och
omvarld

Branschorganisationer, studiebesdk,
moten, madssor (bade bransch och mot
arbetsmarknad), forskningsprojekt,
sociala medier, mail, telefon, webbplats,
mediakontakter.
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1. Rederier, spedité’rﬁr, varudgare, hyresgéster.

2. Av hamnen utsedda, ex APM Terminals Gothenburg,
Logent och Gothenburg Ro/Ro Terminal.

3. Bolag i hamnen som i driftsoperatirer eller som
Gateborgs hamn AB har en affiirsrelation med,
ex Sandahls, Preem, St1.

4. Lokalsambiillet, nirboende, branschorganisationer,
politiker och media.

Huvudfraga/férvantan pa hamnbolaget

Skapa forutsattningar for tillvaxt, sysselsattning och hallbar
utveckling i Goteborg. Vara varldens mest konkurrenskraftiga hamn.

Effektiv fullservicehamn. Tillganglighet. Brett linjeutbud.
Valfungerande infrastruktur. Stabilt och stort volymunderlag.
Marknadsfora hamnen. Kostnadseffektivitet. Tydligt informationsflode.
Erbjuda digitala tjanster kopplat till godsflodet.

Andamalsenlig infrastruktur i och till/fran hamnen.
Langsiktiga forutsattningar att bedriva hamnverksamhet.
Stabilt och stort volymunderlag. Marknadsfora hamnen.
Erbjuda digitala tjanster kopplat till godsflodet.

Samordning kring sakerhet, miljo och generella hamnfragor.

Andamalsenlig infrastruktur i och till/fran hamnen.
Langsiktiga forutsattningar att bedriva hamnverksamhet.
Stabilt och stort volymunderlag. Marknadsfora hamnen.
Erbjuda digitala tjanster kopplat till godsflodet.

Samordning kring sakerhet, miljo och generella hamnfragor.

Ansvarsfullt foretag. Saker och trygg arbetsmiljo.
Bra anstallnings- och lonevillkor. Balans i livet.
Mojligheter till utveckling och karriar.

Ansvarsfull, palitlig, tydlig och kompetent bestallare med hog
affarsetik. Hallbarhet vid upphandling och framtida teknikval.

F6lja aktuella lagar, tillstand och villkor. Kommunicera vara langsiktiga
planer. Utveckla en andamalsenlig infrastruktur. Trovardig och palitlig
samarbetspartner. Bidra till samhallets olika utmaningar.

Palitlig och ansvarsfull aktor. Bidra till samhallets olika utmaningar.
Tyst och ren milj6. Skapa arbetstillfallen.
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UTBYTE GENOM FORSKNING OCH AKADEMI
Hamnbolaget berors av och samverkar med manga olika
typer av intressenter. Det handlar bland annat om olika
samhallsaktorer och det ar da viktigt for oss att dela med
oss av var tid och kunskap. Hamnbolaget deltar ofta i olika
forskningsprojekt, med syfte att utveckla var verksamhet
och lara oss mer om framtida innovationer som forskningen
identifierat. Vi samarbetar med bade Goteborgs universitet
och Chalmers Tekniska Hogskola samt andra hamnar och
forskningsinstitut for att hitta lésningar pa de utmaningar
som vi lopande identifierar i var verksamhet och bransch.
Under gangna aret har vi bland annat medverkat i studier
kring hur fororeningar fran muddrat sediment kan renas
med nya innovativa idéer innan deponi. Vi har bistatt vid
ett antal examensarbeten samt deltagit som expertkom-
petens och medsdkande for relevanta forskningsprojekt.

Ninwa Jusef

SOMMARJOBBARE 2020,
FINANCE & CONTROLLING

ett bra stille att samla pa mig
erfarenbeter infor framtida arbete.”

”Mitt sommarjobb var lirorikt. Jag sokte jobbet di
Jag ville fi arbeta mer med redovisningsekonoms
och bygga pd min kunskap frin studierna. Det var
mycket att gira men samtidigt fick jag styra sjilv
dver arbetstimmarna — ndgot som uppskattades. Trots
att manga var pa semester si kunde jag fi stod fran
min arbetsgrupp, vilket underlittade arbetet. Jag
utvecklades 1 alla delar som jag ville fia mer erfaren-
het av och det blev en bra grund med nya erfarenhet-
er infor framtida jobbsékande. Veckorna pi hamnen
var intressanta, med manga trevliga kollegor!”

Transaktion 09222115557441960039

HALLBARHETSSTYRNING

Maria Johansson

STUDENT, STOCKHOLMS
INTERNATIONELLA
HANDELSSKOLA

"Min praktiktid var vil

planerad, meningsfull och framfor
allt valdigt kul. Hamnen var en
vildigt vilkomnande arbetsplats!”

? Jag valde att genomfira 30 veckors Lirande i arbete
(L1A) hos Giteborgs Hamn AB under 2019—2020
[for att jag hade ett gott intryck av bolaget och man
verkade arbeta transparent med hallbarbetsfragor.
Mina fokusomriden for praktiken var miljé och hill-
barbet. Jag blev inkluderad i stort och smitt, vilket
gjorde att praktiken blev varierande och vildigt
lirorik. Mitt bidrag till verksambeten bestod av
arbete med miljorapportering och hillbarbetsredovis-
ning samt ta fram underlag. Jag fick dven lira mig
att gora milji- och hillbarhetsanalyser av olika slag.”

SAMVERKAN MED SKOLA OCH ARBETSLIV

Bolaget vill ge ungdomar och vuxna en majlighet att fa
kontakt med och komma ut i arbetslivet. Det sker bland
annat genom samarbete med Goteborgsregionen kring
“Samverkan mellan skola - arbetsliv”, halla foredrag,

ta emot studiebesok fran skolor och universitet, erbjuda
praktikplatser, examensarbete och sommarjobb samt
ge mojlighet till arbetstraning. Det innefattar medverkan
pa arbetsmarknadsdagar och massor pa hogskolor och
universitet. Omfattningen av detta arbete har dessvarre
varit mindre under 2020 &n tidigare ar, till foljd av pandemin.
Under sommaren tog bolaget emot fler ungdomar via
Goteborgs Stads fordelning av sommarjobb an tidigare,
till foljd av att svarigheter for andra verksamheter inom
kommunen kopplat till pandemin.

Hamnbolaget ar en aktiv partner i projektet Framtida
transporter som vander sig till elever i arskurs 7 och 8 och
uppmuntrar till teknikengagemang. Eleverna far i projektet
skapa egna transportlésningar och samtidigt paverka sin
samtid och framtid. Bolaget ar ocksa partnerforetag till
Miljobron, en organisation som sammanlankar studenter
och foretag kring olika hallbarhetsprojekt. Studenterna
tillfor nya perspektiv till var verksamhet och far samtidigt
arbetslivserfarenhet och uppleva hamnbolaget som
potentiell framtida arbetsgivare.

Beroende pi pandemin har hamnbolaget under 2020 inte
kunnat delta pa nigra massor eller anordna event.
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Samverkan med kunder och intressenter har till stor del genomfirts via digitala méten.

LANGSIKTIGT KUNDFOKUS
Hamnbolagets kunder bestar av aktérer som genererar
volymer till hamnen genom att hantera och/eller styra
gods- och varufloden, till exempel rederier, varuagare,
speditorer och hyresgaster. Goteborgs Hamn AB anordnar
arligen Hamndagen. En dag dar vi samlar kunder och
samarbetspartners for att diskutera hamngemensamma
fragor och starka gemenskapen i hamnklustret. Hamn-
dagen 2020 fick stallas in till foljd av pandemin och bolagets
samverkan med kunder har fatt genomféras pa olika sétt
genom digitala verktyg. Forhoppningen ar att kunna
genomfora Hamndagen 2021 som planerat.

Det ar betydelsefullt for oss att veta vad som ar viktigt
for vara kunder. Vi har darfér under flera ar genomfort
en kundundersoékning enligt N6jd Kund Index (NKI). NKI
utfordes under 2019 och frekvensen for dess genomforande
ar vartannat ar. Resultatet blir ett viktigt underlag for att
kunna utvardera bolagets och hela hamnens verksamhet.
Var ambition &r att arbeta ingdende och langsiktigt med
resultaten, for att sakerstalla att vi levererar ratt saker
till vara kunder. Resultaten ar darfor viktigt underlag till
arbetet med bolagets affarsplan. Vid planering av verksam-
heten utgar vi ifran kunders och évriga intressenters behov.

ARETS ARBETE UTIFRAN SENASTE
KUNDUNDERSOKNINGEN

2019 ars kundundersokning skickades till 202 deltagare
och svarsfrekvensen var 62,4 procent. Resultatet inkom

i borjan av 2020 och blev 68 och det innebar att 68 procent
av de tillfragade hade ett ganska eller mycket gott helhets-

omddme betraffande Goteborgs Hamn AB. Detta ar en
stor 6kning och en betydande uppgang fran 49 procent
2017. Helhetsomdomet for hamnen som helhet, med alla
dess aktorer, 6kade ocksa rejalt fran 42 till 77 procent.
Resultaten inkom i januari 2020 och har darefter analy-
seras ytterligare och vidare arbete under hela aret.

| energihamnen har man exempelvis arbetat med resul-
tatet via APT for personalen samt lyft med kunderna

i lokala samverkanskommittén. Det har ocksa anvéants i
det dagliga forbattringsarbetet och ar ett viktigt underlag
i verksamhetsplaneringen. Omraden dar bolaget kunde
observera forbattringspotential var hamnbolagets
miljoarbete och fartygsanlops prisvardhet. Under 2020
har foljande aktiviteter genomforts kopplat till det:

e Bolaget har satt ett nytt och ambitiost miljomal, lds
mer om det pa sid 33-34. Kopplat till detta har priori-
terade atgarder for hela hamnklustret tagits fram,
information- och samverkansmaoten om klimatutslapp
genomforts internt och externt. Dartill har en klimat-
kampanj lanserats och utslappsreducerande losningar
presenterats for olika kunder.

e Delar av bolaget med omfattande kundkontakter
samt ledningsgruppen har arbetat med underlaget i
vidareutveckling av befintliga processer. Syftet ar att
i samverkan med olika aktorer som ar involverade i ett
fartygsanlop, effektivisera och starka kunderbjudandet.
En workshop holls for att identifiera aktiviteter som
utvecklar samarbetet kopplat till kund.
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Hur har godsnavet samverkat under pandemin och hur dr blicken framat?

Maria Franksen

CEO,
GOTHENBURG RO/RO TERMINAL

"Vid dndringar har
1 agerat snabbt och lart
oss mycket pd w’z’gen.”

* drets pandemi har gett oss utmaningar men ocksd skapat
mdjligheter. Terminalen har tillsammans med ivriga
terminalbolag kampat pi bra, trots ridande situation
och dn kan vi inte slappna av helt. De majligheter som
vt har sett till foljd av pandemin ar exempelvis en okad
IT-kompetens, da vi har varit kreativa och Gkat vir
digitala nirvaro. Terminalen har dven stillts infor
dndringar 1 turlistor och vakanser, di medarbetare har
tagit sitt ansvar genom att stanna hemma vid sjukdom.
Vid indringar har vi agerat snabbt och lirt oss mycket
pa vigen. Vi blickar nu med spinning mot ett nytt dr av
mdjligheter och ser oss som en sjilvklar del néir godsnavet
Goteborg fortsitter markera sig pa kartan som en palitlig
och hillbar partner.”

Magnus Lundberg

HEAD OF COMMERCIAL,
APM TERMINALS
GOTHENBURG AB

"Genom kreativa och
palithga losningar har vi lyckats
hjilpa vira kunder i tider di de
behdver det som mest.”

"Det giangna drets ovanliga omstindigheter har stillt
allt higre krav pi godsnavet Goteborg, som Sveriges
viktigaste handelsport till virldsmarknaden. Genom
kreativa och pdlitliga losningar, 1 kombination med ett
vdlfungerande samarbete mellan aktirerna i godsnavet,
har vi lyckats hjilpa vira kunder i tider da de behiver
det som mest. Samtidigt ska vi fortsitta att utveckla
vdra losningar inom hillbarbet och digitalisering, som
ett led i att bli hela Sveriges industris forstahandsval

for godstransport. Under dret har APM Terminals
Gothenburg minskat koldioxidutslappen pa terminalen
med 9o procent, ett viktigt bidrag till bade Hamnbolagets
uppsatta klimatmail, och till landets klimatmal inom
transportsektorn.”

Transaktion 09222115557441960039

Reine Johansson

VD,
LOGENT PORTS & TERMINALS

“Slutet av dret visar en .28
z‘ydlig éterbéimtning av volymerna
och v1 dr posiz‘iva info"r ndsta ar.”

*I pandemins spdr gick hanteringen av nya bilar ner
under drets forsta nio minader vilket sjilvklart har
paverkat vir dagliga verksambet. Samtidigt har vi
kunnat bredda virt kunderbjudande, bland annat ta
emot mer projektlaster pa flexibla ytor som vi har till
vdrt forfogande och erbjuda uppstillning, bide vider-
skyddat och utomhbus, som ett alternativ till omedelbar
hemtagning. Slutet av dret visar en tydlig dterhimtning
av volymerna och vi dr positiva infor nésta ar. I arbetet
framdt har vi tillsammans med Géteborgs Hamn AB,
lastigare och rederier startat en Gversyn av framtida
energibehov i terminalen. Vi fortsitter med arbetet som
pdgar for att minska energidtgingen i vdir verksambet.”

Cecilia Andersson

ENVIRONMENTAL MANAGER,
STENA LINE

Vi delar hamnbolagets
framtidsbild dar vi arbetar

for en minskad klimatpiverkan
samtidigt som vi skapar tillvixt.”

2020 har varit ett utmanande Gr med en pandemi som
haft stor paverkan pd virt foretag och kraftigt minskat
var passagerartrafik. Samtidigt har Stena Line,
Gateborgs Hamn AB och hela godsnavet visat att vi
gor en stor nytta i samhdallet genom att sikerstilla den
viktiga varuforsériningen till och frin Sverige dven
under kristider. Vi delar hamnbolagets framtidsbild
dir vi arbetar for en minskad klimatpdverkan frin
transportsektorn samtidigt som vi skapar tillvixt.
Llektrifieringen av sambillet pagar for fullt och vi ar
stolta Gver att Stena Lines VD och Géteborgs Hamn
AB:s VD bada deltar i Regeringens Elektrifieringskom-
mission. Vi har idag en batterihybrid i trafik men har
som mdl att senast 2030 sjésitta den helelektriska firjan
Stena Elektra mellan Giteborg och Frederikshavn.”
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Fyren — bolagets ledningssystem

Hamnbolagets ledningssystem, Fyren, finns till for att sikerstilla att verksambeten gor

ritt saker, pa ritt sitt, 1 vitt tid for att skapa néjda kunder och uppnd var vision. Fyren dr
utformad utifrin verksambetens ISO — baserade arbetssiitt inom kvalitet, miljo och arbetsmiljo.
Strukturen utgdr ifrin att identifiera vad som dr viktigt, relevanta mal och dtgéirder samt
arbetssitt for att sammantaget leva upp till olika interna och externa krav.

FORBATTRINGSARBETE UNDER 2020

Bolaget arbetar systematiskt med att standigt
forbattra och utveckla verksamheten enligt
Plan-Do-Check-Act-metoden. Under gangna
aret har forbattringsarbetet vidareutvecklats

och fokuserats pa att gora ledningssystemet VARDE-
RINGAR

mer anvandarvanligt. Genom insatser kring
dokumenthantering, delegeringar, fortydligande
av syst"emftod och.péborjad etablerlpg av STRATEGISKA MAL
Fyren ar forhoppmngen att Skapa battre Beskriver vara langsiktiga mal
forutsattningar verksamheten att na
bolagets mal. AFFARSPLAN
Definierar och konkretiserar vara mal
UTVARDERING OCH KONTROLL
Arbetet med att kontrollera och kvalitets- ;Eﬁ,’fjﬁm:ﬂﬂ;‘hﬁ:l
sakra verksamheten sker inom ramen for

arbetet med ledningssystemet. Det innefattar

olika utvarderingar, hantering av avvikelser, . KPI:er . .
Mater progressen mot strategiska malen

revisioner, ledningens genomgang samt analyser

vid interna forum for kvalitet, miljo och arbetsmiljo.
Varje ar viljs ett antal omraden och processer
ut som ska granskas. Granskningar genomfors
for att sakerstélla att riskreducerande atgarder
och andra kontrollaktiviteter fungerar pa ett
tillfredsstallande satt. Las mer om bolagets
riskarbete pa sid 42-43. Det handlar ocksa om
ett lopande arbete med att uppratthalla en kultur
dar var och en tar sitt ansvar for den interna
kontrollen. Det ar en del i den ordinarie verksam-
heten och fokus ligger pa att genomféra kontroll-
aktiviteter och dokumentera kontrollbeskrivningar
i ledningssystemet. Stora delar av bolagets verk-
samhet omfattas av lagstiftning. Lagforteckningar
finns tillgangliga i verksamheten och foljs
upp lopande.

HUBBEN OCH
ORGANISATION SYSTEMSTOD

Vi som jobbar har Stoder vara
och ovrigt stod medarbetares uppdrag
tex roller, ansvar, tex Sharepoint,
forum 2c8, TRIA

Majhiggor ordning och reda och ger stod dt
verksambeten i att: planera, leda, genomféra, 0 PERATIV VERK S AMHET

folja upp, utvirdera och forbittra.
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Bolagets sakerhetsarbete

Ett komplext tiansteforetag som Géteborgs Hamn AB maste ha tillforhitliga och vil
fungerande rutiner si att sikerhet beaktas, saval internt som externt. Ett effektivt,
verksambetsanpassat och systematiskt sikerbetsarbete dr ocksd en forutsittning for

att hamnbolaget ska fi bedriva internationell hamnverksambet.

SKYDDSOBJEKTET GOTEBORGS HAMN med en extern partner som kommer overvaka IT-saker-
Goteborgs hamn klassas som skyddsobjekt och omfattas heten for att 6ka var motstandskraft mot angrepp samt
av EU:s hamnskyddsregler. Det innebar hoga krav pa ger oss tillgang till incidentteam bestaende av specialister
sakerheten, till exempel tilltradeskontroller samt foto- och analytiker inom omradet. Phishingkampanjer har
och filmforbud. Godsnavet har en strategisk betydelse genomfdrts under aret i syfte att utbilda personalen,
for samhallet och stora varden forvaras och transporteras kartlagga nuldge kring organisationens motstandskraft
till och fran hamnen, vilket innebar att det alltid finns en mot den typen av hot.
hotbild. Hamnbolaget arbetar férebyggande, nara
Sakerhetspolis och Transsportstyrelsen, for att forutse SAKERHETSARBETE | ENERGIHAMNEN
handelser och minska riskerna kopplat till olika hot. I energihamnen transporteras och lagras en stor mangd
Fokusomrade for 2020 har varit att hoja kvalitet och brandfarliga produkter sasom bensin och tjockolja. Detta
effektivitet for port security. Det har handlat om utveck- i kombination med en hamnverksamhet med fartygsanlop
ling av formagan att nyttja hundekipage och samverkan och ett flertal kundoperatorer inom en liten yta innebar
med tull och polis. Under aret har en stérre hamnskydds- stora risker. For att uppna en saker energihamn kravs
ovning genomforts som tackte in hela omradet fran kontinuerlig riskhantering och forbattringsarbete for
Larjean till Torshamnen och involverade 32 stycken Port utrustningars kvalitet och tillférlitlighet. Under aret har
Facility Security Officers (PFSQ). Intrang av fripassagerare renoveringar av pumpstationer fortsatt. Detta arbete
har under aret minskat till rekordlaga nivaer, tack vare medfor framforallt forbattrad arbetsmiljo men ocksa dkad
tekniska atgarder tillsammans med metodutveckling och driftsdkerhet till foljd av atgarder kring automatisering.
samarbete med polis och terminalerna. Fokus for 2021 Arbetet med informationssakerhet i energihamnen har
blir att fornya sakerhetsanalys och sakerhetsskyddsplan under 2020 fokuserat pa att kunna sakerstalla att produk-
samt fornya hamnskyddsutredning och hamnskyddsplan. tionen kan uppratthallas om styrsystemen skulle slas ut.
Ytterligare forbattringsarbete har handlat om forstarkta
VIKTIG INFORMATION MASTE SKYDDAS tilltradeskontroller och fler kameror. Dessvarre har alko-
Information i form av dokumentation och system ar en bommarna vid Port 1 inte kunnat nyttjas under pandemin,
viktig tillgang och grunden till allt arbete i hamnen. kopplat till riskerna for spridning av covid-19.

Vara anstallda och andra intressenter ar beroende av
att informationen ska vara tillganglig, korrekt och saker.
Arbete med att kartldagga, klassificera och atgarda gap
for att forebygga risker och oka sakerheten startades
som foljd av andringar i gallande lagstiftning. Bakgrunden
till uppstramningen ar att cyberhot och informations-
spridning okar explosionsartat och darmed aven riskerna.
NIS-direktivet staller krav pa sdkerhet i natverk och
informationssystem och reglerna omfattar leverantorer
av samhallsviktiga tjanster och vissa digitala tjanster.
Under gangna aret har bolaget arbetat med att fortsatt
etablera ett systematiskt informationssakerhetsarbete dar
ett ledningssystem implementeras och en informations-
sakerhetsspecialist anstallts. Z\rlig e-learning utbildning
om informationssakerhet har genomforts av alla med-
arbetare. En sakerhetstjanst implementeras tillsammans

Hamnbolagets VD Elvir Dzanic och Hamnskyddschef

Thomas Fransson triffade Marinchefen Konteramiral Eva Skoog
med stab i september for att prata om godsnavet Giteborg

med koppling till sjofartsskydd och hamnskydd.

Transaktion 09222115557441960039
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Omfattande riskarbete
och hog affarsetik

All affarsverksambet dr forknippad med risker. Risker som hanteras korrekt kan vara
vdrdeskapande och generera nya mijhigheter, medan diligt hanterade risker kan leda till
skada och forluster. Formagan att identifiera, virdera och hantera risk dr en viktig del

1 hamnbolagets ledningssystem. Ambitionen dr att uppnd bolagets mail genom ett balanserat
risktagande dir vissa risker kan reduceras eller helt undvikas genom prioritering och
implementering av effektiva och vilanpassade dtgirder och kontroller.

Hamnbolaget har arbetat strukturerat med riskhantering Andra risker inom detta omrade ar sakerhetsrelaterade
och internkontroll i flera ar och omradet utvecklas risker som en terroristattack eller informationssakerhet.
kontinuerligt. Riskhantering utgor en integrerad del i Nya risker identifierade under 2020 handlar om begransad
styrning och ledning av verksamheten samt ar en naturlig jarnvagskapacitet samt pandemi och dess effekt med
del i beslutsfattandet pa olika nivaer. Det inkluderas vid snabba forandringar av logistikfloden och minskade
prioriteringar for att uppna verksamhetens mal eller sdker- volymer.
stalla verksamhetens formaga att utfora sitt uppdrag. Vi hanterar dessa risker genom att tydliggdra vart
| samband med framtagande av budget och affarsplan uppdrag och utveckla vara processer. For den langsiktiga
faststalls riskhanteringen for olika riskomraden till en planeringen i affarsutvecklingen ar en aktiv omvarlds-
samlad riskbild for bolaget som helhet. Den samlade bevakning och analys viktiga verktyg. Sakerhetsrisker
riskbilden beskriver vilka riskreducerande atgarder och hanteras genom samverkan med bland annat myndigheter
kontroller som har inforts for att minska risken och vilka och gemensamma ovningar.
atgarder som kommer att vidtas. Infor 2021 finns pa
verksamhetsdvergripande niva 51 risker inom olika RISKER PA MILJOOMRADET
kategorier. | Goteborgs Hamn AB:s affarsplan som Svarigheten att uppna de d6kade kraven pa minskad miljo-
beslutats av styrelsen, aterfinns en beskrivning av de paverkan fran myndigheter och omvarld &r en 6vergripande
mest prioriterade riskerna inklusive vilka riskreducerande risk. En annan miljorisk ar de hoga fororeningshalterna
atgarder och kontroller som har inférts for att minska i bottensedimenten i hamnens naromrade. En foljd av
riskerna och vilka nya atgarder som kommer att vidtas det ar att hanteringen av fororenade muddermassor vid
under aret. Nedan beskrivs nagra storre riskomraden de aterkommande underhallsmuddringarna blir mer om-
och hur vi hanterar dess risker. fattande och medfor kostnader. Vi hanterar detta genom
att kontinuerligt forbattra och utveckla miljoarbetet i syfte
STRATEGISKA OCH att bibehalla en proaktiv niva.

AFFARSRELATERADE RISKER
En affarsrisk ar till exempel kajbrist i ytter-
hamnarna till foljd av stadsutveckling,

UPPDRAG OCH MAL

expansion hos kunder och nya behov. N
Risker identifierade kopplat till \Q}’& Verksamhets'overgrn:.;ande riskhantering .

. . e SQA Firetagsledningen dar tillsammans med styrelsen ytterst ansvarig
farledsférdjupningen ar till exempel X [for bolagets samlade riskbild inklusive framtagande/beslut av
att hamnen pa lang sikt inte kan Q"&Q' 6vergripande dtgirder och intern kontrollplan.
tillgodose behovet av relevant ﬂ@* Verksamhets-
djup samt att finansiering overgripande risker Process- och projektrisker

. . . 3 Process- och projektigare samt ansvariga for visentliga
kraver statliga bidrag. R riskomrdden ar ansvariga for hantering av sina respektive
'\'\Q‘ risker och dtgirder inklusive uppfolining/6vervakning
&Qg' Gvergripande processrisker av dessa.
&Qﬁ (Projektrisker)
ﬂ,@“ Risker i lopande verksamheten

Chefer med delegerat arbetsmiljéansvar, projekt-

ledare samt verksambets-/funktionsansvariga.

Risker i lépande verksamheten Hanteras som lipande aktiviteter i respektive
process och i den dagliga verksambeten.
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RISKER KOPPLAT TILL SOCIAL HALLBARHET

Inom omradet sociala forhallanden och personal &r risker
som har identifierats olycksfall och kompetensforsorjning.
I hamnbolagets verksamhet kan de framsta arbetsmiljo-
riskerna kopplas till arbetsbelastning, begransad mojlighet
till aterhamtning samt livsstils- och halsofragor. | energi-
hamnen finns en mangd operationella risker, sd som brand
och explosion vid produktlackage, personskador kring
fortojningsutrustning och pakdrning av kajutrustning.

Det systematiska arbetsmiljoarbetet med tydliga rutiner
och regelbundna skyddsronder ar grunden i att hantera
den har typen av risker.

Risker inom omradet manskliga rattigheter kan kopplas
till brott mot en eller fler diskrimineringsgrunder om
hamnbolaget till exempel inte rekryterar kompetens-
baserat och med fokus utifran mangfalds- och jamstalld-
hetsperspektiv. En annan risk ar om bolagets medarbetare
och andra som besdker var arbetsplats utsatts for
krankningar och trakasserier, eller om loneskillnader
mellan man och kvinnor ar osakliga.

AFFARSETIK OCH ARBETET MED ATT

MOTVERKA KORRUPTION

Att behandla kunder, samarbetspartners och leverantorer
likvardigt utan att gynna ndgon samt att halla ingdngna
avtal och affarsuppgorelser ar av stor vikt for hamnbolaget.
Det ar ocksa viktigt att inga mutor, oegentligheter, for-
troendeskadligt beteende eller korruption forekommer
kopplat till var verksamhet. Hamnbolagets uppférandekod
ger riktlinjer for hur styrelse, foretagsledning, anstallda
och inhyrd personal ska agera i det dagliga arbetet. Aktuell
lagstiftning och Goteborgs Stads ambitioner utgor minimi-
nivan och skulle nagot i uppforandekoden sta i konflikt
med dessa regelverk gar de fore koden. Alla nyanstallda
och inhyrd personal far skriva under att de har tagit del av
var uppforandekod. Varje chef ansvarar for att innehallet

i var uppforandekod ar kant och tilllampas av medarbetare
och inhyrd personal.

Transaktion 09222115557441960039

HALLBARHETSSTYRNING

Uppforandekoden innehaller bland annat
riktlinjer inom féljande omraden:

e Forhallande till kunder och samarbetspartners
Vi ska vara en ansvarstagande, oberoende, neutral och
palitlig samarbetspartner. Vi ser marknadsféring och
representation som en naturlig del i att utveckla relationer
och samverkan. Utgingspunkten 1 all representation ir
att den ska kinnetecknas av mattfullbet och hallbarbet.

e Foérhallande till leverantérer
Vi ska vara en ansvarsfull, pilitlig och kompetent
bestillare, med hig affirsetik. Som offentlig aktor styrs
vdr verksambet av Lagen om offenthig upphandling.
Osunda affiirsrelationer fir inte forekomma.

e Mutor och korruption
Goteborgs Hamn AB:s chefer, medarbetare och andra som
agerar pa uppdrag av Giteborgs Hamn AB fir inte erbjuda,
betala ut eller ta emot mutor. Giteborgs Stad har en vissel-
blasarfunktion som all personal kan kontakta vid misstanke
om en allvarlig oegentlighet inom bolaget. Detta ir en
viktig funktion eftersom det kan finnas misstankar som
kan vara svdra att ta upp med sin chef eller bolagets ledning.
Beskrivning av hur man gir tillviga stir 1 uppforande-
koden. Giteborgs Stads stadsledningskontor har ocksd ett
omfattande arbete for att forbindra korruption som
hamnbolaget inkluderas av.

ATT GORA RATT IDAG OCH IMORGON

Under 2020 har bolagets uppforandekod uppdaterats.
Uppdateringen innebar en ny struktur, utifran bolagets
karnvarden, med en koppling till FN:s globala hallbarhets-
mal. Det omfattar ocksa fortydliganden kring tjdnsteresor
och representation samt helt nya avsnitt om innovation,
ekonomiskt ansvar och informationssakerhet. Normer
och HBTQ-fragor ar tillagt kopplat till socialt ansvar

och i avsnittet om medarbetarnas forhallningssatt till
varandra lyfts tydligare fram att varje manniska ska
tillatas vara unik och behandlas med respekt.

Arbetet med att etablera den nya uppforandekoden
inleddes under 2020 och fortloper under 2021. Diskussioner
om vikten av att gora ratt och hur man sakerstaller det ar
dock en naturlig del av verksamheten. Det ar viktigt att
halla uppforandekoden levande och att varje del av
verksamheten pratar om hur den kan och bor tillampas
i dagliga arbetet, vid exempelvis arbetsplatstraffar.

Under 2020 har fa ovriga bolagsdvergripande specifika
insatser kopplat till affarsetik och korruption genomforts,
vilket beror pa prioriteringar utifran bolagets identifierad
riskniva inom dessa omraden. | intern kontrollplan for
2021 finns omraden om mutor och oegentligheter med
som sarskilt omrade for granskning.

e Vill du veta mer kan du ldsa hela var uppforandekod pa:
www.goteborgshamn.se/publikationer
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Genom samverkan och
medvetna inkop gor vi skillnad

Hamnbolaget ska vara en del av losningen pa de utmaningar som vdrt sambaille star infor
lokalt 1 Goteborg, men dven globalt. For oss dr det viktigt att bidra till ett mer jamlikt
Goteborg med minskat utanforskap, minskade skillnader 1 livsvillkor och hilsa samt goda
arbetsforballanden. Hur vi lyckas och vad vi gor pdverkar manga 1 sambaillet.

BIDRAG TILL GODA ARBETSFORHALLANDEN
Hamnbolaget ar ett offentligt agt bolag och gar darmed
under lagen om upphandling inom forsorjningssektorerna.
Dar stalls en mangd krav pa kontroller, exempelvis att
utesluta leverantdrer fran upphandlingar om de ar domda
for brott inom omradet manskliga rattigheter. Hamn-
bolaget koper framst tjanster och merparten ar fran
svenska leverantorer med anstalld personal i Sverige.
Vi stravar efter att vara en rattvis kund och jobbar aktivt
for att enbart arbeta med seriosa leverantorer som skoter
sig nar det galler arbetsmiljo, skattefragor och lagstiftning.
Det sker bland annat genom hamnbolagets samarbete
med Skatteverket, som kontrollerar vara anbudsgivare
gentemot deras register. | vara upphandlingar stalls, nar
sd ar relevant, krav pa att de varor och tjanster som kops
ska produceras med hansyn tagen till ILO:s kdarnkonven-
tioner och FN:s konventioner om manskliga rattigheter

Flera av inkopen gors ocksa genom de ramavtal som
Goteborgs Stad kravstaller och upphandlar. | merparten
av vara upphandlingar dar avtalen stracker sig 6ver lite
langre tid har vi aven med hamnbolagets uppforandekod
som en del av underlaget, saval som klausuler gillande
antikorruption och antidiskriminering. Vi talar ocksa om
bolagets karnvarden vid uppféljningsmaoten med vara
leverantdrer. Vi har hittills inte patraffat nagra avvikelser
kopplat till att bryta mot detta omrade. Vi arbetar dven
med att minimera antalet leverantorsled i vara entrepre-
nader for att darmed oka kontrollen generellt och minska
risken for oseriosa leverantérer som bryter mot bade
globala riktlinjer inom omradet samt aktuell skatte-
lagstiftning.

KRAV PA SOCIAL HANSYN VID UPPHANDLING

Enligt Goteborgs Stads riktlinje for inkop och upphandling
ska stadens verksamheter genom upphandlingar och
inkop bidra till stadens hallbarhetsmal bade for miljo
och sociala omradet. Géteborgs Stad har tagit fram en
modell for social hansyn i upphandlingar som ska framja
sysselsattningsmojligheter for personer som star langt
ifran arbetsmarknaden, stimulera social integration,

lika mojligheter och sociala rattigheter. Hamnbolaget har
under de senaste atta aren utvecklat och stallt sociala

krav vid upphandling. For 2020 var malséattningen att
stalla sociala krav i minst 55 procent av alla ramavtals-
upphandlingar eller langre entreprenader (> tre méanader)
och under 2020 har krav kunnat stallas i 63 procent.
Under aret genomfordes flera entreprenadupphandlingar
varav tre riktigt stora; Vastra kajen, Nya Arendal etapp 1B
och Skandiaporten, med ett samlat varde pa éver 1,5
miljarder kronor. Vid samtliga dessa tre storre stalldes
sociala krav. Ett exempel pa resultatet av dessa krav kan
ldsas om pa nédsta sida, dar Peab berattar om sin sociala
satsning. Hamnbolagets ambition ar att standigt forbattra
och utveckla de metoder och modeller som anvands for
att stalla sociala krav vid upphandling och vi kommer aven
i kommande upphandlingar halla fortsatt fokus pa denna
viktiga fraga.
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Hamnbolaget arbetar aktivt med att inkludera dtaganden kopplat till social hillbarhet
vid upphandling. Driftkraften bakom det dr att kunna skapa forutsittningar for
hillbara initiativ bland leverantorerna i hamnen och pd si vis fa med andra aktorer
pa bolagets hillbarhetsresa. Under 2020 genomfordes flera entreprenadupphandlingar
varav tre storre, dar sociala krav inkluderades och en av dem var upphandlingen for

Nya Arendal etapp 1B dir Peab tilldelades entreprenaden.

DIALOGKRAV SOM LETT TILL ANSTALLNING
En prioritering inom Goteborgs Stad ar att framja syssel-
sattningsmajligheter for personer som star langt ifran
arbetsmarknaden, dar olika grupper finns prioriterade.
Man har tagit fram en modell for social hansyn och syftet
ar att ge individer nya mojligheter, framja integration samt
skapa en attraktiv vag for stadens leverantorer att hitta
arbetskraft. Genom att hamnbolaget stallde krav vid
upphandlingen av entreprenaden som tilldelades Peab,
sa atog sig Peab att traffa Goteborgs Stads representanter
for modellen och ha dialog om ett eventuellt samarbete.
Dialogen gav utdelning och Goteborgs Stad stottade
Peab under processen, vilken resulterade i att Peab valde
att anstalla fyra medarbetare som statt utanfor arbets-
marknaden. | entreprenaden ansvarar medarbetarna
for drift och skotsel av vattenrening, vilket ar viktigt da
processvatten och annat avlett vatten maste ha ratt pH-
varde innan det slapps tillbaka i havet. Las mer om detta
pa sid 22-23. Tillsammans har hamnbolaget och Peab
kommit en bit pa vdagen i att vara mer inkluderande och
erbjuda personer som har svart att komma in pa arbets-
marknaden en mojlighet att arbeta som samhallsbyggare.

@ Lis mer pa: www.goteborg.se/socialhansyn
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Thomas
Wallentin

ARBETSCHEF,
PEAB ANLAGGNING AB

7}
*Fér oss innebdr hillbarhet -' .

ansvarsfullt foretagande och omfattar

alltid méanniska, miljo och affir. I Peab dr vi lite
extra engagerade 1 att gira nytta for minniskan i
Iokalsambiillet. Vi har bestimt oss for att ta ett aktivt
ansvar for att modernisera och utveckla vir bransch
s att den blir mer inkluderande och speglar samhiillet
pd ett biittre sitt. Genom onskemdl som dessa i
upphandlingar tar bestillare och entreprendrer ett
gemensamt ansvar och det tror vi dr en stor bidrag-
ande del for att vi ska lyckas. Vi vilkomnar sirskilt
samarbeten som stiller extra krav pd social hiansyn.
For oss dr socialt ansvar en sjilvklarbet.”
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Goteborgs Hamn AB ska vara en inkluderande arbetsplats dar det riader jamstilldhet
och mang fald, dar ingen diskrimineras eller krinks. En arbetsplats som tar tillvara

olika erfarenbeter och kunskaper och dir medarbetarna trivs och utvecklas. De minskliga
rdttigheterna ska genomsyra hela verksambeten och var uppﬁimnde&od finns for att
sakerstilla det, lis mer pd sid 43. Det finns omriden dir vi kan bl bittre och

dirfor wppmuntrar vi medarbetarna att tycka till och beriitta om sin arbetssituation.
Allt ar ett led 1 vart arbete for att fortsatt vara en attraktiv arbetsgivare!

INSATSER FOR MEDARBETARNA UNDER 2020

® Under aret genomfdrdes en storre medarbetarunder-
sokning, utformad av Goteborgs Stad. Undersokningen
matte hallbart medarbetarengagemang (HME) som
handlar om motivation, ledarskap och styrning.
Resultatet inkom i januari 2021 och blev 80, tidigare
utfall fran 2019 var 73. Fortsatt analys och aktiviteter
utifran nya resultaten fortloper under 2021.

® Under aret infordes ett verktyg, Winningtemp, som
temperaturmatare for medarbetarnas maende.
Varje vecka svarar medarbetarna pa fyra fragor och
resultatet sammanstalls pa olika nivaer. Matningen
syftar till att bedoma om vi gor ratt insatser och jobbar
pa ratt satt for att skapa en sa bra arbetsmiljoé och
trivsel som mojligt.

® Gemensamma informationspaket till samtliga APT
moten pa bolaget har mojliggjort tydligare informa-
tionsflode och mojlighet att jobba mer enhetligt med
olika fragor som ror personalen. Ett sddant exempel
ar att alla grupper tagit del av Goteborgs Stads
utbildning "Jamlikt Goteborg”.
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© Likabehandlingsgruppen har genomfort aktiviteter utifran

likabehandlingsplanen, som utgar ifran fokusomraden
fran Goteborgs Stads budget och diskrimineringslagen,
exempelvis manskliga rattigheter, jamstalldhet och
jamlikhet.

Halsoutmaning fran 28 september till 22 november dar
medarbetare i olika lag genomforde halsoaktiviteter och
samlade poang. Bolagets halsogrupp har genomfort fler
halsoaktiviteter under aret, exempelvis yoga, padel och
mindworkout. Mindworkout har genomforts digitalt varje
vecka och innebar hjarntraning for att 6ka bade valmaende
och prestation.

Under 2020 utokades mojligheten for medarbetarna till
volontararbete. Bolagets samarbete med Raddnings-
mission fortsatter men nu kan man ocksa ansoka om att
fa arbeta pa andra etablerade organisationer som gor
olika typer av positiva samhallsinsatser.

Bild ovan: Bolagets medarbetare spred information om hamnens
4oo-drsjubileum och delade ut glassbitar till géteborgarna.

Signerat CM, BLF, RL, LJ, JA, PD, EO, DJ, KA, ED



Staffan

Skogman

DRIFTANSVARIG FASTIGHET,
GOTEBORGS HAMN AB

MED 47 AR | HAMNEN

”Nir jag jamfor hamnen di
och nu si upplever jag att det ar en tydligare vig
Jfran vision och beslut till faktiskt genomforande
av aktiviteter nufértiden. Transparensen har ékat,
med mer handlingskraft och samsyn kring fragor.
Med ckad malstyrning foljer forstds ett Gkat tempo
i vardagen, men i min voll sker det hela tiden nya
saker och man lir sig mycket — si har det alltid varit.
Det ar positivt att det sker en utveckling med nya
affirer, infrastruktursatsningar och ett prioriterat
forbittringsarbete. Det sker ocksi med fortsatt hog
standard inom miljé och hillbarbet, som dr viktig
att bevara. I ar har ju verksambeten och stora bygg-
projekt [Gpt pa bra trots pandemin och dessutom dr
det glidjande med tillskottet av nya personalresurser
i fastighetsfragor. Nu kan jag ju slutfora vissa saker
innan pensionen och se till att viktiga saker blir
dverlimnade.”

SATSNINGAR PA KOMPETENSUTVECKLING

Under 2020 har bolaget satsat pa en omfattande kom-
petensvaxling. Satsningen handlar om 6kad kompetens,
ekonomi och tillhorighet — medarbetarna ska kanna
en sjalvklar tillhorighet till hamnen och till att arbeta
efter bolagets mission, vision, varderingar och mal.
Detta innebar att inhyrda tjanster har avvecklats och
omraden har identifierats dar bolaget vill starka
kompetensen. Kostnader for inhyrd personal och
lopande konsultkostnader har minskat med cirka 16
miljoner kronor under aret. Genom denna besparing
har bolaget istallet kunna oka antal fast anstallda och
darmed starka den samlade kompetensen i bolaget.

Utvecklingssamtal har genomforts med all personal
och mal- och aktivitetsplan for varje individ ar fram-
tagna. Nytt for 2020 ar att samtal for att folja upp
dessa planer genomfordes under varen. Sammantaget
har detta skett med hjalp av verktyget Heartpace, dar
bolagets mal bryts ner till aktiviteter for medarbetaren.

Bolaget har under aret arbetat med att ta fram ett
program dar medarbetarna kan aka pa skraddarsydda
studiebesok hos andra hamnar. Syftet ar att medarbe-
taren ska fa mojlighet att lara sig mer om hur andra
hamnar arbetar och kompetensutveckla sig inom olika
omraden. Bolaget kommer i sin tur ocksa ta emot
medarbetare fran andra hamnar. Férseningar har skett
till foljd av pandemin men uppstart planeras till 2021.
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FOKUS PA EN INTRESSENT

"Under 2020 har bolaget arbetat
med att ta fram ett bolagsspecifikt
ledarskapsprogram. Satsningen
handlar om att skapa en gemensam

plattform for alla chefer.”

Susanne Utbult, HR-chef, Goteborgs Hamn AB

LAGRE JAMIX RESULTAT AN FOREGAENDE AR

Varje ar mats bolaget, via Nyckeltalsinstitutet, utifran
olika parametrar for att fa en bild av bolagets jamstalld-
het. | jamstalldhetsindexet blev vardet 121, en minskning
fran tidigare 148. Faktorer som gett ett lagre utfall ar
exempelvis skillnad i uttag av foraldradagar och att
bolaget har hogre andel kvinnliga chefer inom bolaget
an kvinnliga medarbetare. Positivt ar dock att fler man
tar ut langre foraldraledighet jamfort med tidigare och
att loneskillnader mellan man och kvinnor har minskat.
Fokus framat blir att arbeta mer med att inkludera fler
diskrimineringsgrunder i arbetet med att kartlagga risk
for diskriminering.

Johanna

Nystrom
BOLAGSJURIST,
GOTEBORGS HAMN AB

NYANSTALLD

”Som ny i bolaget kinner jag
mig vilkomnad och upplever att det finns en god
stammning. Hir blir det ofta trevliga samtal vid
kaffemaskinen. Jag har ju arbetat med bolaget via
tidigare tidanst inom staden, men nu har jag fiatt
uppticka verksambeten mer frin insidan. Det dr
spannande att det hinder si mycket och jag gillar
nar det dr hogt tempo! Min tjanst har fokus pi
kommunal- och affirsjuridik, vilket dr det jag gillar
att arbeta med. Under min tid hir har ju bolaget fitt
hantera effekterna av coronakrisen. Jag upplever att
man har varit lyhird for bide allminna rekommen-
dationer och medarbetarnas nskemdl, samt agerat
snabbt. Vi har stillt om pa ett bra sitt till nya
Sforutsittningar och vi har kunnat upprétthilla god
samverkan med kunder och andra externa intressenter.
Blir en spannande utmaning att fortsitta hitta nya
arbetssitt for oss alla. Min bild ir att hamnen har
lyckats med att ha ett lugnt och tryggt klimat under
krisen. Man har dessutom tydligt visat att man vill
satsa och utveckla genom att fortsitta att anstilla
nya medarbetare, det tycker jag dr vildigt positivt!”
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STORA ENSO - EN VIKTIG PARTNER

FOR GOTEBORGS HAMN

Stora Enso ar en av hamnens storsta varuagare som har
transporterat gods dver Géteborgs kajer i over 20 ar.
Foretaget var ocksa en viktig partner i att etablera hamnens
forsta elanslutning med hogspanning for over tjugo ar

sedan. Med sitt transportsystem som innefattar egna sa
kallade SECU-boxar pa jarnvdg och i kombination till fartyg
har de skapat ett varldsomspannande transportflode.

PAPPER, KARTONG OCH SAGADE TRAVAROR

Stora Enso ar ett foretag inom fornybara material fran tra
och ett av varldens storsta skogsforetag. Produktportfoljen
inkluderar kartong till allt som mat ar forpackat i, som
mjolkpaket och juiceforpackningar samt daven kartonger
for parfym, choklad och vin. Man tillverkar aven sagade
travaror for byggkonstruktioner, fluffmassa for hygien-
artiklar samt tidnings- och magasinspapper.

De storsta volymerna som gar genom Goteborgs hamn
ar kartong och papper som kommer pa tag fran brukeni
Varmland och Dalarna samt Hylte. Kartong ar den storsta
produktgruppen som gar ut via hamnen och det gors i rullar
som vager cirka 1000 kilo styck. De transporteras till hela
varlden. Sedan skeppas det aven ut pappersmassa till
producenter som tillverkar pappersnasdukar och blojor
samt ansiktsmasker. Stora Enso ar aven nast storst
i Europa pa sdgade travaror som gar till byggindustri eller
mobeltillverkare.

HAMNENS ROLL VIKTIG

Genom containerterminalen skeppas varje ar ut ungefar
50000 TEU av Stora Ensos produkter, vilket innebar att det
star for cirka 10-15 procent av all containerexport i Gote-
borgs hamn. Via roroterminalen kors sedan 20 ar tillbaka
ungefar en halv miljon ton till Zeebrygge och England.
Tva och ett halvt tag av Stora Ensos produkter kommer in
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i hamnen varje dag. De bestar i huvudsak av SECU-boxar,
vilket ar Stora Enso eget system som ar en blandning av en
container och en vaderskyddad kassett. De ar dubbelt sa
stora som en 40 fotscontainer. Detta ar basen for transport-
flodet och utgor ett av Sveriges storsta transportsystem.

Knut Hansen

SENIOR VICE PRESIDENT,
STORA ENSO LOGISTICS

Vi har en lopande dialog < \ ’)
med Goteborgs Hamn AB dar vi
diskuterar investeringar och utbyggnader samt jirn-
vdgsmajhigheter, farleder, kajer och konkurrensfrigor.
Det dr vildigt viktigt for oss att ha en levande hamn
som attraherar gods och att aktorerna som finns i
hamnen har en dynamik sinsemellan. Efterfrigan pa
papper har linge varit pd nedgdende till foljd av den
Gkade digitaliseringen. Det dr en strukturell trend som
galler i hela Europa och som har accelererat under
pandemin. Behovet av kartong har daremot gitt upp
som resultat av att e-handeln har Gkat och en hog
efterfragan pa hillbara forpackningar for mat och dryck.
Vi har ett stabilt logistiksystem for utforsel av gods och
det har fungerat bra, likasd framforhillning och
samverkan med rederierna. Framdt satsar vi fortsatt
pa de affarsomriden dar vi har en naturlig marknads-
tillvixt. Med alla de miljofordelar som finns med
trifiber kontra plast, sd finns dir en ljus framtid.”
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HALLBARHETSSTYRNING

Om var hallbarhetsredovisning

Goiteborgs Hamn AB har gett ut en drlig hillbarhetsredovisning, Hallbar hamn, sedan 2012.

Hallbarhetsredovisningen beskriver bolagets arbete med hallbarbet ur begreppets samtliga

tre dimensioner: social, miljomdssig och ekonomisk. Detta presenteras pa ett integrerat sitt,
utifran olika exempel frin verksambeten. Dirtill lyfts fokus pa tre intressentgrupper och deras
perspektiv fram: medarbetare, leverantorer och varudgare. Samthga fall har valts ut genom

att utgd fran bolagets hillbarhetsfrigor samt intervjuer med medarbetare och chefer.

ARSREDOVISNINGSLAGEN OCH

GLOBAL REPORTING INITIATIVE (GRI)

Denna hallbarhetsredovisning avser verksamhetsaret
2020 och utgor koncernens och bolagets lagstadgade
hallbarhetsrapport. Den ar en del av forvaltningsberattel-
sen for Goteborgs Hamn AB med organisationsnummer
556008-2553. Under 2015-2019 redovisades i enlighet
med Global Reporting Initiatives (GRI) riktlinjer for redo-
visning av hallbarhetsinformation. Fran och med 2020
upprattas redovisningen inte langre utifran GRI, aven om
tidigare utgangspunkter med GRI som grund fortsatt
tilldmpas. Syftet ar att fa en kontinuitet i rapporteringen
och fortsatt systematiskt hantera redovisningen av
bolagets hallbarhetsfragor.

UPPDATERAD VASENTLIGHETSANALYS
Metoden for att identifiera de vasentliga hallbarhets-
fragorna bestar av foljande steg: identifiering, prioritering
och validering. Under 2015 identifierades bolagets hallbar-
hetsfragor och dessa prioriterades sedan av en rad olika
intressentgrupper och med utgangspunkt i férvantningar
och krav fran var dgare, myndigheter, vart ledningssystem
inom miljo, arbetsmiljo, kvalitet samt utifran trenderi sam-
hallet. Darefter har lopande arbete skett med att uppdatera
och validera att dessa fragor varit fortsatt relevanta for
verksamheten.

Under 2020 har bolagets hallbarhetsanalys uppdaterats
utifran FN:s globala mal for hallbar utveckling. Dess
relevans for bolaget samt bolagets paverkan pa malen

GOTEBORGS HAMN AB:S HALLBARHETSFRAGOR

Informera om:
* Hog affarsetik

Mangfald och jamstalldhet

» Biologisk mangfald * |cke-diskriminering
o Utslapp till luft e Kompetensutveckling
¢ Arbetsmiljo och hdlsa < Minskat utanforskap

e Sakerhet
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har uppdaterats, vilket beskrivs pa sid 31 och 58-59.
Relevansen beddms utifran kategorierna ej relevant
samt generell, betydande och central for bolaget. Den
uppdaterade analysen visade att fler mal och delmal var
relevanta, jamfort med tidigare analys. Dartill har kopp-
lingen till bolagets styrning, vardekedja och intressenter
synliggjorts. Detta lagger grunden f6r bolagets hallbar-
hetsarbete framat.

Infér arets hallbarhetsredovisning matchades den
uppdaterade hallbarhetsanalysen enligt globala malen
med tidigare vasentlighetsanalys upprattad enligt GRI:s
riktlinjer. Syftet var att koppla samman prioriteringarna
och nyttja materialet for att uppdatera och validera
bolagets vasentliga hallbarhetsfragor. Resultatet innebar
en viktning av hallbarhetsfragorna fér hallbarhetsredo-
visningen, enligt foljande:

» Fragor som ska informeras om, da de har
betydelse for bolaget

» Fragor som ska fokuseras p3a, da de ar
vasentliga for bolaget

Resultatet av den uppdaterade vasentlighetsanalysen
innebar att fem fragor identifierades som vasentliga

och dvriga ska informeras om, se nedan. | tidigare analys
fanns nojda kunder med som en enskild hallbarhets-
fraga, fran och med arets uppdatering hanteras istallet
relevansen for kunderna (tillsammans med 6vriga
intressenter) som en del i analysen kopplat till globala
malen och varje hallbarhetsfraga.

Fokusera pa:

e Utveckling av godsnavet
¢ Stabil ekonomi

¢ Klimat

¢ Resurseffektivitet
e Energi
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NYCKELTAL
OCH UPPLYSNINGAR

| foljande sammanstallning redovisas de upplysningar
som Goteborgs Hamn AB beddmt som relevanta utifran
vara vasentliga fragor, som nyckeltal och annan infor-
mation. Nyckeltalen som redovisas ar framtagna med
utgangspunkt ur GRI Standards pa tillampningsniva Core,
da grunden for detta lades under tidigare ar nar redovis-
ningen var upprattad enligt Global Reporting Initiative
(GRI). Dartill finns ytterligare nyckeltal som vi har bedomt
ar intressanta att redovisa utifran bolagets uppdrag

och styrning.

Forst redovisas nyckeltalen dar aktuell mat- och
berdkningsmetodik och tillhrande kommentar aterfinns
i hogerkolumnen. Aren som redovisas ar 2016-2020.
Basar for berakningarna av nyckeltalen ar 2010, efter-
som bolaget omstrukturerades vid den tidpunkten.
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Dar inget annat anges avser nyckeltalen Goteborgs
Hamn AB, da dotterbolaget Scandinavian Distripoint AB:s
verksamhet inom koncernen ar begransad.

Hallbarhetsupplysningar kopplat till
Arsredovisningslagen aterfinns pa foljande sidor:

AFFARSMODELL 10, 12-15, 32-35, 51-52
MILJO 14,17, 20-23, 26-27, 53-55
SOCIALA FORHALLANDEN 24-25, 28-30, 4445, 57
PERSONAL 24-25, 30, 32-33, 34, 40, 46-47, 56-57
RESPEKT FOR MANSKLIGA RATTIGHETER 43-44, 46
MOTVERKANDE AV KORRUPTION 40, 43-44, 52
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NYCKELTAL

EKONOMI
_ 2020 m 2018 2017 m Mat- och berakningsmetod /kommentar

Ekonomiska nyckeltal

Nettoomsattning, Mkr 790 764 754 751 742
Resu l ta t efte r fma n Sleua ...................... 2 3 9 ............ 1 8 9 ............. 2 4 5 ............. 2 14 ............ 2 18 ............................................................................
poster, Mkr
ROFElseresu[tathr ............................ 2 6 5 ............ 2 17 ............. 276 ............. 2 4 8 ............ 2 55 ............................................................................
Balansomslutnmngr“w 3246 ........... 3 1673221 3016 ...........................................................................
Egetkapltaler1640 153114461357 1273 ...........................................................................
Sku[deerr1829 .......... 1 714 ........... 1 7211864 .......... 1 743 ...........................................................................
Avkastning pé totalt kapital, % 77 67 87 8 86  Beraknatpiresultatexkljamiorelse-
storande poster.
So“dltet% ........................................... 5 5 ............ 552 ............ 533491 ........... 494 ............................................................................
Investe” ngar Mk r ................................ 3 8 0 ............ 2 75 ............. 2 4 4 ............. 3 4 9 ............ 2 28 ............................................................................
Kass aHOde fran l opande ....................... 3 5 4 ............ 3 3 8 ............. 2 8 4 ............. 3 9 4 ............ 3 47 ............................................................................

verksamhet, Mkr

Ekonomiskt stdd fran 12,6 0 14 90,3 0
offentliga organ, Mkr

Skapat ekonomiskt varde, Mkr:

Kunder 800 768 788 772 758 Ekonomiskt varde i tabellen visar effekten
av "betalningsstrommar” i bolaget. Inkluderar

Distribuerat ekonomiskt darfér inte bokféringsmassiga avskrivningar

varde, Mkr: och dylikt. Tabellen innehaller ej heller

Leverantérer -226 -224 -186 -237 -222 eventuellt momseffekter.

Anstéllda -85 =77 -70 -69 -65

Langivare -25 -28 -31 -34 -36

Staten (kostnadsford skatt och -55 -72 -76 -46 -47

sociala avgifter)

Aktiedgare -120 -110 -104 -108 -71

Behallet ekonomiskt varde, Mkr 288 257 322 278 317

Indirekt ekonomisk paverkan

Investeringar, Mkr 380 275 244 349 228

Antal exjobbare /praktikanter/ 10 1 13 12 17

arbetsmarknadsprogram

Sociala krav vid tjanste- 63 50 80 60 60 Avser alla langre entreprenader (ldngre &n

upphandlingar, % tre manader) samt alla ramavtal.

Produktion

Planerat underhall, Mkr 123 117 95 120 160

Linjeutbud

Antal direktanlop till andra 2 3 3 5 8 Information kring trafikslingor fran rederierna

virldsdelar, bil och container som anloper Géteborgs hamn (hemsidor).

Antal rederier som anloper 12 13 17 20 20 Information Gver anlép fran terminalerna som

hamnen i linjetrafik redovisas varje manad. Exkluderar tankers och
kryssningsfartyg.

Antal jarnvagsoperatoreri 6 6 7 8 8 Information fran terminalerna kring jarnvags-

Railport Scandinavia operatdrer som redovisas varje manad.

Antal kryssningsanlop 11 59 43 40 34 Information hamtas fran anlopssystemet.

Antal anlop 5300 6300 6600 6600 6200 Fartygsanlop defineras som fartyg som gér

fartygsanmalan och erhaller anlopsnummer.
Detta innebér att passerande, fartyg pa redden
och forhalningar ar exkluderde.
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NYCKELTAL

EKONOMI
_ 2020 2019 m 2017 2016 Mat- och berakningsmetod /kommentar
: Volymer
Container, TEU* 776000 772000 753000 644000 798000 Officiella siffror fér Goteborgs hamn som baseras
pa inldmnade uppgifter fran terminalerna.
Miljoner ton gods totalt 379 389 40,5 40,8 40,9 Se ovan.
Roro (rullande gods), enheter 515000 551000 584000 593000 539000 Seovan.
Nya bilar, antal 234000 276000 290000 295000 246000 Se ovan.
Energi, miljoner ton 21,6 22,2 23,4 23,5 23,7 Se ovan.
Passagerare, miljoner 0,59 1,78 1,68 1,73 1,71 Se ovan.
Container pa jarnvag, TEU 441000 456000 398000 351000 447000 Officiella siffror f6r G6teborgs hamn som baseras
pa inldmnade uppgifter fran terminalerna.
Justerade siffror jamfort med tidigare hallbar-
hetsredovisningar pa grund av ny definition av
nyckeltalet.
Andel containers via jarnvag, % 63 66 59 63 62 Containergods pd jarnvig i forhallande till
hanterade containers pa containerfartyg.
Revidering av 2017 till foljd av uppdaterat
underlag.
Andel import/export totalt, 45/55 46/54 48/52 51749 49 /51 Officiella siffror for Goteborgs hamn som baseras
fulla containers, % painldmnade uppgifter fran terminalerna.
Svensk marknadsandel 48 47 46 41 52 Baseras pd uppgifter januari-september.
container. % Goteborgs hamn baseras pa officiella siffror fran
! hamnbolaget. Information kring resterande
hamnar baseras pa uppgifter fran Sveriges
Hamnar. Korrigerad marknadsandel 2016-2018
efter att hela arets data presenterats.
Svensk marknadsandel roro, % 16 17 18 18 18 Se ovan.
Svensk marknadsandel bil, % 30 31 33 35 29 Se ovan.

Nojda kunder

Vara kunders helhetsomdome i.u. 68 i.u. 49 63 Underlaget kommer fran kundundersékningen
om Goéteborgs Hamn AB, % N6jd Kund Index (NKI). Resultat for 2018

och 2020 saknas eftersom denna genomfdrs
varannat ar fran och med 2017.
Las mer pa sid 38.

Hog affarsetik

Kommunikation och utbildning 0 0 1 14 0 Under 2019 genomfordes en styrelseutbildning
i policys och rutiner avseende dar antikorruptionsfragor behandlades.

antikorruption, antal anstallda

Bekraftade fall av korruption, 0 0 0 0 0
antal

*TEU = omriiknat till 20~fotsenheter.
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NYCKELTAL

MILJO
2020 m 2018 2017 Mat- och berakningsmetod /kommentar
Utslapp
Goteborgs Hamn AB:s totala 190* 235 206 240 220 Avser rapportering av scope 1 enligt GHG-
utsldpp av vaxthusgaser — protokollet. Omfattar arbetsfartyg, produktions-

fordon, uppvarmning av byggnader och brand-
pumpar i Torshamnen. Sammanstallningen sker
utifran forbrukningsunderlag och emissions-
faktorer for drivmedel och gasuppvarmning,
vilka hamtas hos leverantérerna (se ovan avsnitt
om energi). Utslapp fran basar 2010 var 590 ton.

Géteborgs Hamn AB:s totala 37* 93 25 20 35 Avser rapportering av scope 2 enligt GHG-
utsldpp av vaxthusgaser protokollet. Omfattar el- och fjarrvarmeanvand-
ning i byggnader samt gatubelysningen och
foljevarmen i energihamnen. Sammanstallningen
sker utifran férbrukningsunderlag och
emissionsfaktorer som tillhandahalls av
Goteborg Energi (se ovan avsnitt om energi).
Utsldpp fran basar 2010 var 150 ton.
Goteborgs hamns totala 188000* 210000 i.u. i.u. i.u. Avser rapportering av scope 3 enligt GHG-
utsldpp av vixthusgaser protokollet. Innefattar bolagets tjansteresor om
64 ton for 2020 och underlaget tillhandahalls av

direkta ton koldioxidekvivalenter

- indirekt energi,
ton koldioxidekvivalenter

—andra indirekta, . .
.. . bolagets resebyra och flygresornas utslapp

ton koldioxidekvivalenter berdknas from 2017 med verktyget Atmosfair.
Fordelningen av 6vriga utsldapp redovisas nedan.
Sammanstallningen fér 2016-2019 innehaller
inte vdg- och tagtrafik, da scope 3 &r utvidgat
fran och med 2020. Darfor redovisas inte aren
2016-2018. Siffrorna nedan ingar i denna totala
sammanstallning, men ar avrundade nar de
presenteras enskilt.

VARAV:

Terminalbolag 6700 13500 18200 16700 17300 Berakningar utifran bolagens scope 1 + 2 enligt
GHG-protokollet tas fram av APM Terminals
Gothenburg AB, Gothenburg Ro/Ro Terminal AB
samt Logent Ports & Terminals AB och till-
handahalls Goteborgs Hamn AB. Innefattar
ocksa VOC-utslapp fran energihamnen
omraknade till koldioxidekvivalenter.

Sjofart 160000 170000 160000 160000 180000 Omfattar kommersiella sjéfarten fran Vinga till
hamnomradet. Utslappen berdknas av IVL
utifran anlopsstatistik. IVL:s berdkningsmodell
for sjofarten ar uppdaterad 2018 med forbattrad
metodik och 2016-2017 har berdknats om for
jamforbarhet. Dessa skiljer sig saledes at fran
redovisade nyckeltal i tidigare hallbarhetsredo-
visningar.

Vagtrafik 24500* 26200 i.u iu iu Omfattar vagtrafik till och fran Goteborgs hamn
inom Goteborgs kommun. Utslappen berdknas
av IVL utifran en modell med underlag om
lastbilstyper, strackor och statistik fran
terminaloperatérerna.

Tagtrafik 310* 310 iu i.u iu Omfattar tagtrafik till och fran Géteborgs hamn
inom Goteborgs kommun. Utsldppen berdknas
av IVL utifran en modell med underlag om
frekvens, strackor, godsvolymer och statistik
fran vaxlingsoperatérerna.

Svaveldioxid, ton 96 100 99 99 110 Omfattar utslapp fran sjoéfarten och berdknas
av IVL utifran anlopsstatistik. IVL:s berdknings-
modell ar uppdaterad 2018 med forbattrad
metodik och 2016-2017 har berdknats om for
jamforbarhet. Dessa skiljer sig saledes at fran
redovisade nyckeltal i tidigare hallbarhets-
redovisningar.

VOC-utslépp i energihamnen, ton 1400 1300 1400 1500 1500 Matningar genomfors av FluxSense AB i
energihamnen och innefattar lacksékning samt
bestdmning av emissionerna utifran identifierade
lackor.
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NYCKELTAL

MILJO

2019 2018 2017 2016 Mat- och berakningsmetod /kommentar

Utslapp, forts.

Andel fartygsanlép som far 48 43 31 34 29 Andelen dr framtagen genom utdrag ur

miljorabatt pa hamntaxan, % ekonomisystemet med anlép som fatt miljo-
rabatt. Utfallet for 2017 ar justerat jamfort med
tidigare hallbarhetsredovisning, till foljd av att
anlopsstatistiken justerats.

Andel fartygsanlop som har 34 38 34 35 35 Andelen ar framtagen genom anldpsstatistik

méjlighet att elansluta vid kaj, % for fartyg som ar utrustade for att elansluta vid
kaj och som anloper kaj dar elanslutning finns.
Utfallet for 2017 ar justerat jamfort med tidigare
hallbarhetsredovisning, till foljd av att anléps-
statistiken justerats.

El, MWh 4300 4900 5600 5900 6100 Omfattar indirekt energianvandning per primar
energikalla. Elen ar Bra Miljoval for samtliga
ar och levereras sedan 2019 av Energi Sverige.

Omfattar indirekt energianvandning per primar
energikalla. Fjarrvarmen ar Bra Miljoval for
byggnader 036 och 035 samt levereras av
Géteborg Energi.

Foljevarme, MWh 2100 2100 1700 2100 2700 Omfattar indirekt energianvandning per primar
energikalla. Foljevarmen har inblandning av
biogas i varmeproduktionen samt levereras
av Goteborg Energi.

Gasuppvarmning byggnader, 900 1100 1200 1200 1200 Omfattar direkt energianvandning per premiar

MWh energikalla. Gasen utgérs av biogas och

levereras av Goteborg Energi.

Energiforbrukning, andel 100 i.u. i.u. i.u. i.u. Omfattar energikallor som anges ovan. Raknat
fornyelsebara energikallor, % utifran den andel som utgérs av fornyelsebara

energikallor, dvs Bra miljoval vattenkraft och
fjarrvarme och/eller biobaserat. Andelen fjarr-
arme som inte var Bra miljoval var under 0,01 %
och redovisas darfor inte.

Drivmedel, liter 49600 52400 46000 54600 48000 Omfattar biodiesel, diesel, HVO och bensin
till produktionsfordon, arbetsfartyg samt
brandpumpar. Sammanstallning sker utifran
leveransunderlag fran vara leverantorer:
Gothenburg Ro/Ro Terminal AB, Fordonsgas,
Preem och OKQ8.

Drivmedel, kg 6600 7700 8800 8900 11000 Omfattar fordonsgas till produktionsfordon och
utgors av biogas. Sammanstallning sker utifran
leveransunderlag fran vara leverantérer, vilka
ar Gatubolaget och Fordonsgas.

Drivmedelsférbrukning, andel 2,6 i.u. i.u. i.u. i.u. Omfattar drivmedel som anges ovan, raknat

fornyelsebara drivmedel, % utifrén den andel som utgérs av HVO och biogas.
Forbrukning av el i fordon inkluderas i energi-
siffrorna ovan.

Farligt avfall, ton 5488 6340 6380 7240 7480 Omfattar avfall fran framst sjofarten inklusive
sludge, men dven Goteborgs Hamn AB:s
verksamhet, hyresgaster och entreprendrer.
Inkluderar farligt avfall fran 23 fraktioner, 2020.
Mangder per sorteringsfraktion redovisas i
detalj fér samtliga ar i verksamhetens miljo-
rapporter. For 2020 var 5473 ton omhander-
tagna av Stena Recycling och 15 ton av Renova,
statistiken tillhandahalls fran dem. Nedan
redovisas fordelning av behandlingsmetoder for
avfallet fran Stena Recycling, denna information
tillhandahalls inte av Renova.

Materialatervinning, % 1 3 2 1 1 Anger den procentuella fordelningen av mangden

Energiatervinning, % 99 97 98 99 99 farligt avfall fran Stena Recycling som material-

s g atervinns, energiatervinns samt deponeras.

Deponi, % 0 0 0 0 0 Andelen som deponeras ar under 0,5% och

redovisas darfor som 0 %.
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MILJO

2020 m 2018 2017

Avfall, forts.

NYCKELTAL

Mat- och berakningsmetod /kommentar

Fororenade massor, ton 41000 85000 10 000

Sludge, ton 5700 6100 6100

Ovrigt avfall, ton 550 815 800

Energiatervinning, % 59 60 59
Materialatervinning, % 24 14 15
Sortering, % 25 25 26
Biologisk behandling, % 1 1 1

Antal spill till mark utanfor 18 16 10
sakerhetssystemen samt till
omgivande vatten

Kemiska produkter som 33 6 6
innehaller utfasningsamnen,
antal

Biologiskt mangfald

i.u i.u En sammanstallning av mangder massor som
har klassificerats som Kanslig Markanvandning
(KM), Mindre Kanslig Markanvandning (MKM)
och farligt avfall och har hanterats av tillstands-
pliktig transportor. Underlaget kommer fran
transportérerna. For aren 2016-2017 finns
mangderna per projekt och ej sammanstallt
totalt for bolaget.

7100 8000 Omfattar sludge fran fartygen, till samtliga
hamndelar. Avfallsmangder tillhandahélls av

Stena Recycling.

Omfattar avfall fran Goteborgs Hamn AB:s
verksamhet, hyresgaster och entreprendrer
samt sjofarten. Inkluderar foljande avfallsfrak-
tioner; fint och grovt brannbart verksamhetsav-
fall, avfall till sortering, kontorspapper, glas-
forpackningar, wellpapp, hard- och mjukplast,
pappersforpackningar, metallforpackningar,
matavfall samt rest- och blandat avfall.
Brannbara verksamhetsavfallet var 300 ton
under 2020. Ovriga mangder per sorterings-
fraktion redovisas i detalj for samtliga ar i
verksamhetens miljorapporter. Underlag
tillhandahalls av Renova och Kretslopp och
vatten, vilka ar aktorerna som hanterar avfallet.
Nedan redovisas fordelning av behandlings-
metoder for avfallet. Avfall fér 6vrig behandling
utgor mindre an 1,5% och redovisas darfor ej.

Anger den procentuella andelen av mangden
ovrigt avfall redovisat ovan som energi-
atervinns, materiaatervinns, sorteras och
biologiskt behandlas.

Med s&dkerhetssystem avses hardgjord yta som
ar ansluten till vattenrening. Omfattar framst
Géteborgs Hamn AB:s verksamhet, spill till
vatten ar dock inom hela hamnomradet. Mang-
derna per spill varierar och finns dokumenterat,
2 stycken rapporterade for 2020 var signifikanta
i omfattning, dvs 6ver 100 liter. Baseras pa
inrapportering i avvikelsehanteringssystemet,
dar mer information om varje enskilt spill finns.

Beraknat utifran antal produkter som innehaller
utfasningsdmnen i Goteborgs Hamn AB:s
kemikalieregister. Kemikalieinspektionen har
uppgraderat kriterier for utfasningsamnen
under 2020. Det innebar att fler av de kemiska
produkter som anvands inom bolaget nu
innehaller ufastningsdmnen.

Skyddade omraden, 162 162 162
areal i hektar

Restaurerade omraden, 104 104 104
areal i hektar

Transaktion 09222115557441960039

162 i.u. Omfattar Torsviken, skyddat som Natura
2000-omrade, samt Rya Skog, skyddat som
naturreservat. Torsvikens bevarandestatus
utvdrderas av Lansstyrelsen och Rya skog

foljs upp av Goteborgs Stad.

Atgéirder har genomforts for att framja biologiska
mangfalden och olika djurarter, t ex salamander,
hasselsnok och mindre hackspett. Detta omfattar
exempelvis avverkning och réjning av igenvaxta
omraden, tillskapa dod ved, tva salamander-
hotell och aterskapade av vattenspegel.
Atgérderna ar genomfdorda i hamnnédra omraden.
Dartill har plantering av nytt algras genomforts,
omfattningen &r 0,43 hektar och synliggérs inte
iforandringen mellan 2019 och 2020 pa grund
av avrundning.
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2019 2018 2017 2016

Mat- och berakningsmetod /kommentar

Anstallning

Totalt antal anstallda 152 140 135 126 129 Underlag hamtat frn personalsystemet, Hogia

dirav man 102 95 92 83 84 Personal. For vissa tidigare ar kan inte nyckeltal

s : redovisas, vilket beror pa 6vergangen fran GRI

darav kvinnor 2l & e = 9 G4 till GRI Standards och att tidigare nyckeltal
inte raknas om utifran ny kravstallning.

Antal tillsvidareanstallda 144 133 131 121 121 Se ovan.

darav man 94 89 89 80 i.u

darav kvinnor 49 (A 42 37 i.u

Antal visstidsanstallda 8 8 4 6 8 Se ovan.

darav man 7 7 3 4 i.u.

darav kvinnor 1 1 1 2 i.u.

Antal heltidsanstallda 143 132 129 i.u iu Underlag hdamtat fran personalsystemet, Hogia

dirav man 95 89 88 iu iu Personal. Bolaget anstdller sommarjobbare men

dirav kvinnor 48 43 41 i i dessa finns inte med i statistiken som beror
antal anstallda. For vissa tidigare ar kan inte
nyckeltal redovisas, vilket beror pa 6vergangen
fran GRI G4 till GRI Standards och att tidigare
nyckeltal inte raknas om utifran ny kravstallning.

Antal deltidsanstallda 9 6 5 i.u i.u Underlag hamtat fran personalsystemet, Hogia

dirav man 7 4 3 iu iu Personal. Bolaget erbjuder endast heltidsanstall-

dirav kvinnor 2 2 2 i it ningar. De som har deltidsanstallning har det pa
grund av eget 6nskemal eller av nédvandighet.
For vissa tidigare ar kan inte nyckeltal redovisas,
vilket beror pa 6vergangen fran GRI G4 till GRI
Standards och att tidigare nyckeltal inte raknas
om utifran ny kravstéllning.

Totalt antal som barjat 26 14 18 i.u i.u Underlag hamtat fran personalsystemet, Hogia
dirav man 15 9 13 iu iu Personal. For vissa tidigare ar kan inte nyckeltal
s . redovisas, vilket beror pa évergangen fran GRI

dérav kvinnor 1 5 5 B A G4 till GRI Standards och att tidigare nyckeltal
inte raknas om utifran ny kravstallning.

Totalt antal som slutat 11 1 7 i.u. i.u Underlag hdmtat fran personalsystemet,

darav man 6 3 iu. iu Hogia Personal.

darav kvinnor 5 4 4 i.u i.u

Personalomsattning, % 7,6 8,1 5,6 12,3 7.6 Riknas fram genom att underlag fran personal-

systemet, Hogia Personal. Madts som lagst antal
medarbetare som har borjat eller slutat
dividerat med medelantalet anstallda.

Medarbetarférmaner: De som har en tillfallig anstallning (vikariat)
Forsakringar ar anstallda via ett bemanningsforetag och
Pension darmed utgar inga av bolagets formaner till
e e dem. Vi gor dock ingen skillnad pa heltids- och
Tillgang till vard deltidsanstéllda vad géaller formaner. Bolaget
Iféréldraledighet betalar in tjdnstepension enligt kollektivavtalets
Ovrigt bestdmmelser. Alla anstallda erbjuds att képa

en valfri gruppforsakring via Skandia dar liv-
forsakring finns att valja. Darutover finns en
livforsakring via kollektivavtalet. Foretagshalso-
vard erbjuds vid behov. Bolaget har en kollektiv-
avtalad arbetsskadefdorsakring och inkluderar
aven arbetsskada som leder till invaliditet och
funktionshinder. Foraldraledighet &r en lag-
stadgad rattighet och vi betalar ut foraldralon/
fordldrapenning utifran gallande kollektivavtal
vid langre fordldraledigheter. Utdver ovan
namnda formaner finns foljande: Sjukforsakring,
omstallningsforsakring, bruttoloneavdrag for
lonevaxling till pension, halsoprofilbedomning,
friskvardsbidrag, sponsring av startavgifter,
cykelbidrag, loneutfyllnad vid vard av barn, lone-
tillagg vid tjansteresor och milersattning, frukt,
cykelservice, leasing av cykel, subventionerad
kollektivtrafikkort och parkering, subventionerad
lunch, glasdgonbidrag och gratis synunder-
sokning samt majlighet att vara foretagsvolontar.
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Medarbetarférmaner, friskvard Via féretagshilsovarden erbjuds vara anstillda

och hilsa, antal medarbetare som att kolla kondition och halsa genom en halso-
g e . profilsbeddmning. Halsoprofilbedomning

nyttjat formanen: erbjuds vartannat ar och nasta gang ar 2021. De

Anstallning, forts.

H'a"lsoperofilb'ed'dmning 0 77 0 74 0 anstédllda har méjlighet att anvdanda 1500 kronor
Friskvardsbidrag 56 54 51 73 56 per ar for friskvardsrelaterade aktiviteter. Tva
Sponsring startavgifter 2 7 8 17 7 startavgifter pa upp till 700 kronor per gang
Cykelbidrag 32 19 11 7 0 subventioneras arligen av arbetsgivaren.
Subventionerat Vasttrafikkort 34 39 25 37 44 Subventionerat Vasttrafikkort &r en del av
klimatkompensationen som inférdes ar 2013.
Hallbart Medarbetar 80 73 i.u. 77 76 Mats som ett index mellan styrning, motivation
Engagemang Index och ledarskap. Tas fram genom Géteborgs Stads

gemensamma matning.

Anstélldas halsa och sakerhet

Total sjukfranvaro, % 3,2 3.4 4 4,5 3,8 Konsfordelningen 2020: man var 3,3 %, kvinnor
var 2,8 %. Sjukfranvaro mats i timmar och
raknas i % av ordinarie arbetstid. Underlaget
hamtas fran l6nesystemet HogialL6n Plus.

Kompetensutveckling for anstallda

Andel medarbetare med 95 100 100 100 100 Alla anstéllda har utvecklingssamtal och
regelbundna utvecklingssamtal, individuell kompetensutvecklingsplan, som
% foljs upp och hanteras i verktyget Heartpace

fran och med 2019.

Mangfald och jamstalldhet

Mangfaldsindikatorer med-
arbetare, ledning och styrelse:

Kvinnor/man, % 33/67 32/68 32/68 34/66 35/65 Aldersférdelning 2020;
Kvinnor: 6,0 % var under 30 ar,
54 % var 30-50 ar och 40 % var dver 50 ar.
Mé&n: 1% var under 30 ar, 54 % var 30-50 ar
och 45,1% var éver 50 ar.
Underlaget hamtas ur Hogia Personal och
berdknas pa totalt antal anstallda.

Kvinnor/man chefer, % 41 /59 39/61 36/64 46/54 42/58 Aldersférdelning 2020;
Kvinnor: 0% var under 30 ar,
18,2% var 30-50 &r och 81,8 % var éver 50 ar.
Man: 0% var under 30 ar, 31,3% var 30-50 ar
och 68,8% var 6ver 50 ar.
Underlaget hamtas ur Hogia Personal.

Kvinnor/man ledningsgrupp, %  375/625 37/63 50/50 43/57 50/50 Underlaget hdmtas ur Hogia Personal.

Kvinnor/man styrelse, % 41/59 40/60 29/71 31769 40/60 Underlaget hamtas fran HogialLdn Plus.

Lika lon for kvinnor och man

Forhallandet for grundloner * * * * * * Grundléner for vara arbetare ar kollektiv-

och ersattningar mellan avtalade och lika oavsett kon. Vi tillampar

kvinnor och min individuella loner for 6vriga personalkategorier.
Lonekartlaggning enligt diskrimineringslagen
utgor grunden for arbetet med att eliminera
osakliga loneskillnader pa grund av kén.

Icke diskriminering

Fall av diskriminering samt 0 0 0 0 0 Vi har inga anmaélda fall av diskriminering, enligt
vidtagna atgarder, antal diskrimineringslagens grunder, under aren
' 2015-2019.
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FN:S GLOBALA HALLBARHETSMAL

Hiir redogors for vilka av FIN:s globala hillbarbhetsmal med tillbirande delmdl som dr relevanta
for verksambeten. Under 2020 genomfirdes en uppdaterad hillbarbetsanalys och resultatet inne-
bar att 15 av 17 mdil samt 63 av 169 delmal var relevanta i olika grad for bolaget. I analysen har
mdlens relevans bedomts utifrian hur bolaget paverkas samt har sirskilt ansvar eller mojhighet
att bidra. Dartill har kopplingen till befintlig intern styrning samt intressenter inkluderats.
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OJAMLIKHET KONSUMTION
SAMHALLEN
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@ *) Malet bedoms som centralt, trots att delmdl om reduktion av
klimatpaverkan frin egna verksambheten saknas. Lis mer pd sid 49.

@ Mer information om FN:s hallbarhetsmal hittar du hir: www.globalamalen.se
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STYRELSEN

Styrelsen om hallbarhetsrapport
enligt arsredovisningslagen (ARL)

Denna hallbarhetsredovisning utgor koncernens och Styrelsen i sin helhet bekraftar, utifran sin
bolagets lagstadgade hallbarhetsrapport och &r en del basta kunskap och 6vertygelse, foljande:

av forvaltningsberattelsen for Goteborgs Hamn AB med e Hallbarhetsrapporten har upprittats enligt
organisationsnummer 556008-2553. Hallbarhetsrapporten arsredovisningslagen.

innehaller Goteborgs Hamn AB:s information om de
viktigaste inslagen for forstaelsen av foretagets utveckling,
stallning och resultat samt konsekvenserna av verksam-
heten, daribland upplysningar i fragor som ror miljo,
sociala forhallanden, personal, respekt for manskliga
rattigheter och motverkande av korruption.

e Hallbarhetsrapporten innehaller inga
vasentliga felaktiga uppgifter, inga vasentliga
uppgifter har utelamnats och alla uppgifter ar
forenliga med innehallet i arsredovisningen
och koncernredovisningen.

Goteborg den 12 februari 2021

Cecilia Magnusson, Styrelsens ordférande Kristofer Andrén

Birgitta Ling Fransson, Vice ordférande Lars Johansson

Ronnie Ljungh, Vice ordforande Peter Danielsson

Jan Annerback David Josefsson

Eva Olofsson Elvir Dzanic, Verkstillande direktir

For denna redovisning anvands ett digitalt verktyg for styrelsens godkannande. Det innebar att varje persons digitala
godkannande genererar ett digitalt verifikat, vilket finns hos Goteborgs Hamn AB.

For tillgang till denna information, kontakta info@portgot.se
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REVISORNS YTTRANDE

Revisorns yttrande avseende den
lagstadgade hallbarhetsrapporten

Tl bolagsstamman 1 Goteborgs Hamn AB, org.nr §56008-2553

Revisorns yttrande avseende den lagstadgade hallbarhetsrapporten.

UPPDRAG OCH ANSVARSFORDELNING
Det ar styrelsen som har ansvaret for hallbarhetsrapporten for ar

2020 och for att den ar upprattad i enlighet med arsredovisningslagen.

GRANSKNINGENS INRIKTNING OCH OMFATTNING

Var granskning har skett enligt FAR:s rekommendation RevR 12
Revisorns yttrande om den lagstadgade hallbarhetsrapporten.
Detta innebar att var granskning av hallbarhetsrapporten har en
annan inriktning och en vasentligt mindre omfattning jamfort med
den inriktning och omfattning som en revision enligt International
Standards on Auditing och god revisionssed i Sverige har. Vi anser
att denna granskning ger oss tillracklig grund for vart uttalande.

UTTALANDE
En hallbarhetsrapport har upprattats.

Goteborg den 12 februari 2021

Ernst & Young AB

Anders Linusson, Auktoriserad revisor

For denna redovisning anvands ett digitalt verktyg for revisorns

godkannande. Det innebar att revisorns digitala godkannande genererar

ett digitalt verifikat, vilket finns hos Goteborgs Hamn AB.

For tillgang till denna information, kontakta info@portgot.se

Transaktion 09222115557441962565
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Revisionsberdttelse

Till bolagsstdmman i Goteborgs Hamn AB, org.nr 556008 - 2553

Dan b~ 4 '
apport om arsredovi inqgen

Uttalanden

Vi har utfért en revision av arsredovisningen fér Géteborgs
Hamn AB for rdkenskapsaret 2020.

Enligt var uppfattning har arsredovisningen upprattats i enlig-
het med arsredovisningslagen och ger en i alla visentliga av-
seenden rdttvisande bild av Goteborgs Hamn ABs finansiella
stdlining per den 31 december 2020 och av dess finansiella re-
sultat och kassaflode for aret enligt drsredovisningslagen. Fér-
valtningsberdttelsen &r forenlig med arsredovisningens évriga
delar.

Vi tillstyrker ddrfor att bolagsstamman faststdller resultatrak-
ningen och balansradkningen.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Au-
diting (ISA) och god revisionssed i Sverige. Vart ansvar enligt
dessa standarder beskrivs ndrmare i avsnittet Revisorns an-
svar. Vi ar oberoende i férhallande till Géteborgs Hamn AB en-
ligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yr-
kesetiska ansvar enligt dessa krav.

Vianser att de revisionsbevis vi har inhdmtat ar tillrdackliga och
dndamalsenliga som grund fér vara uttalanden.

Annan information dn arsredovisningen

Det ar styrelsen och verkstallande direktoren som har ansvaret
for denna andra information. Den andra informationen bestar
av Arsrapport 2020 men innefattar inte drsredovisningen och
var revisionsberéattelse avseende denna.

Vart uttalande avseende arsredovisningen omfattar inte denna
information och vi gér inget uttalande med bestyrkande avse-
ende denna andra information.

| samband med var revision av arsredovisningen &r det vart an-
svar att tdsa den information som identifieras ovan och éver-
vdga om informationen i vdsentlig utstrdckning ar oférenlig
med arsredovisningen. Vid denna genomgang beaktar vi dven
den kunskap vi i dvrigt inhdmtat under revisionen samt bedo-
mer om informationen i vrigt verkar innehalla vésentliga fel-
aktigheter.

Om vi, baserat pa det arbete som har utforts avseende denna
information, drar slutsatsen att den andra informationen inne-
haller en vésentlig felaktighet, &r vi skyldiga att rapportera
detta. Vi har inget att rapportera i det avseendet.

Styrelsens och verkstdllande direktérens ansvar

Det dr styrelsen och verkstdllande direktdren som har ansvaret
for att arsredovisningen upprattas och att den ger en réattvi-
sande bild enligt arsredovisningslagen. Styrelsen och verkstal-
lande direktéren ansvarar dven for den interna kontroll som de
beddmer dr nddvandig for att upprétta en drsredovisning som
inte innehdller nagra vdsentliga felaktigheter, vare sig dessa
beror péd oegentligheter eller misstag.

Vid upprattandet av drsredovisningen ansvarar styrelsen och
verkstéllande direktdren for bedémningen av bolagets fér-
maga att fortsatta verksamheten. De upplyser, nar s ar till-
lampligt, om férhdllanden som kan paverka férmagan att fort-
satta verksamheten och att anvdnda antagandet om fortsatt
drift. Antagandet om fortsatt drift tillampas dock inte om sty-
relsen och verkstallande direkt&ren avser att likvidera bolaget,
upphora med verksamheten eller inte har nagot realistiskt al-
ternativ till att géra nagot av detta.

Revisorns ansvar

Vara mal &r att uppna en rimlig grad av sakerhet om att arsre-
dovisningen som helhet inte innehaller nagra vasentliga felak-
tigheter, vare sig dessa beror pa oegentligheter eller misstag,
och att ldmna en revisionsberéattelse som innehdller vara utta-
landen. Rimlig sdkerhet dr en hdg grad av sdkerhet, men &r
ingen garanti for att en revision som utférs enligt ISA och god
revisionssed i Sverige alltid kommer att upptdcka en vasentlig
felaktighet om en sadan finns. Felaktigheter kan uppstd pd
grund av oegentligheter eller misstag och anses vara vasent-
liga om de enskilt eller tillsammans rimligen kan férvéntas pa-
verka de ekonomiska besiut som anvandare fattar med grund i
arsredovisningen.

Som del av en revision enligt ISA anvander vi professionellt om-
déme och har en professionellt skeptisk installning under hela
revisionen. Dessutom:

o identifierar och bedémer viriskerna for vasentliga felaktig-
heter i drsredovisningen, vare sig dessa beror pd oegent-
ligheter eller misstag, utformar och utfor granskningsat-
gérder bland annat utifran dessa risker och inhdmtar revis-
ionsbevis som dr tilirdckliga och andamalsenliga for att ut-
gdra en grund fér vara uttalanden. Risken for att inte upp-
tdcka en vdsentlig felaktighet till foljd av oegentligheter &r
hogre an for en vasentlig felaktighet som beror pa misstag,
eftersom oegentligheter kan innefatta agerande i maskopi,
férfalskning, avsiktliga utelamnanden, felaktig information
eller asidosattande av intern kontroll,

e skaffar vi oss en férstaelse av den del av bolagets interna
kontroll som har betydelse f&ér var revision for att utforma
granskningsatgarder som &r lampliga med hansyn till om-
standigheterna, men inte for att uttala oss om effektivite-
ten i den interna kontrollen.

e utvdrderar vi lampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens och verkstdllande di-
rektdrens uppskattningar i redovisningen och tillhérande
upplysningar.

e drar vien slutsats om ldmpligheten i att styrelsen och verk-
stdllande direktdren anvander antagandet om fortsatt drift
vid uppréttandet av arsredovisningen. Vi drar ocksd en

W-PNS P

BS

8S

F-GJ1SA-KTHZE-

0585

enneo dokumentnyckel: 3HKVO-



EY

Building a bette
WOrHing wi e

slutsats, med grund i de inhdmtade revisionsbevisen, om
det finns ndgon védsentlig osdkerhetsfaktor som avser sad-
ana handelser eller férhallanden som kan leda till bety-
dande tvivel om bolagets férmdga att fortsatta verksam-
heten. Om vi drar slutsatsen att det finns en vésentlig osa-
kerhetsfaktor, maste vi i revisionsberattelsen fasta upp-
méarksamheten pa upplysningarna i arsredovisningen om
den vésentliga osdkerhetsfaktorn eller, om sddana upplys-
ningar ar otilirdckliga, modifiera uttalandet om arsredovis-
ningen. Vara slutsatser baseras pd de revisionsbevis som
inhdmtas fram till datumet for revisionsberattelsen. Dock
kan framtida hédndelser eller forhallanden géra att ett bo-
lag inte langre kan fortsatta verksamheten.

s utvdrderar vi den 6vergripande presentationen, strukturen
och innehdllet i arsredovisningen, daribland upplysning-
arna, och om drsredovisningen aterger de underliggande
transaktionerna och hdndelserna pa ett sdtt som ger en
rattvisande bild.

Vi maste informera styrelsen om bland annat revisionens pla-
nerade omfattning och inriktning samt tidpunkten for den. Vi
maste ocksd informera om betydeisefulla iakttagelser under
revisionen, ddribland de eventuella betydande brister i den in-
terna kontrollen som vi identifierat.

Rapport om andra krav enligt fagar och andra

Tor "l'l‘i\'q-‘

ttalanden

Utéver var revision av arsredovisningen har vi dven utfért en
revision av styrelsens och verkstdllande direktdrens forvalt-
ning for Gdteborgs Hamn AB fér rakenskapsaret 2020 samt av
forslaget till dispositioner betraffande bolagets vinst eller fér-
fust.

Vi tillstyrker att bolagsstamman disponerar vinsten enligt for-
slaget i férvaltningsberattelsen och beviljar styrelsens ledamé-
ter och verkstdllande direktéren ansvarsfrihet fér rakenskaps-
aret.

Grund for uttalanden

Vi har utfdrt revisionen enligt god revisionssed i Sverige. Vart
ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns an-
svar. Vi dr oberoende i forhallande till Goteborgs Hamn AB en-
ligt god revisorssed i Sverige och har i dvrigt fullgjort vart yr-
kesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdamtat ar tilirdckliga och
dndamalsenliga som grund for vara uttalanden.,

Styrelsens och verkstdllande direktorens ansvar

Det dr styrelsen som har ansvaret for forslaget till disposit-
joner betraffande bolagets vinst eller forlust. Vid férslag till ut-
delning innefattar detta bland annat en beddmning av om ut-
delningen ar forsvarlig med hansyn till de krav som bolagets
verksamhetsart, omfattning och risker stéller pa storleken av
bolagets egna kapital, konsolideringsbehov, likviditet och stall-
ning i dvrigt.

Styrelsen ansvarar fér bolagets organisation och férvaltningen
av bolagets angeldgenheter. Detta innefattar bland annat att
fortidpande beddma bolagets ekonomiska situation och att
tillse att bolagets organisation &r utformad sa att bokféringen,
medelsforvaltningen och bolagets ekonomiska angeldgenheter
i 6vrigt kontrolleras pa ett betryggande sétt. Verkstdllande di-
rektoren ska skéta den Idpande forvaltningen enligt styrelsens
riktlinjer och anvisningar och bland annat vidta de atgarder
som dr nodvandiga for att bolagets bokforing ska fullgéras i
o6verensstdmmelse med lag och for att medelsforvaltningen
ska skodtas pa ett betryggande sétt.

Revisorns ansvar

Vart mal betréffande revisionen av fdrvaltningen, och dérmed
vart uttalande om ansvarsfrihet, &r att inhamta revisionsbevis
for att med en rimlig grad av sékerhet kunna bedéma om nagon
styrelseledamot eller verkstdllande direktéren i ndgot vésent-
ligt avseende:

o foretagit ndgon atgard eller gjort sig skyldig till ndgon for-
summelse som kan féranleda ersdttningsskyldighet mot
bolaget, eiler

e pd nagot annat satt handlat i strid med aktiebolagslagen,
arsredovisningslagen eller bolagsordningen.

Vart méal betraffande revisionen av férslaget till dispositioner
av bolagets vinst eller foriust, och dérmed vart uttalande om
detta, dr att med rimlig grad av sdkerhet beddma om férslaget
ar forenligt med aktiebolagslagen.

Rimlig sdkerhet dr en hég grad av sdkerhet, men ingen garanti
for att en revision som utfors enligt god revisionssed i Sverige
alltid kommer att upptédcka atgarder eller férsummelser som
kan féranleda ersattningsskyidighet mot bolaget, eller att ett
forslag till dispositioner av bolagets vinst eller forlust inte ar
férenligt med aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige an-
vander vi professionellt omddme och har en professionelit
skeptisk instdlining under hela revisionen. Granskningen av
férvaltningen och forslaget till dispositioner av bolagets vinst
eller férlust grundar sig framst pa revisionen av rakenskap-
erna. Vilka tillkommande granskningsatgdrder som utfors bas-
eras pa var professionella beddmning med utgangspunkt i risk
och vasentlighet. Det innebér att vi fokuserar granskningen pa
sadana tgdrder, omraden och férhallanden som &r vasentliga
for verksamheten och ddr avsteg och 6vertradelser skulle ha
sdrskild betydelse for bolagets situation. Vi gar igenom och
provar fattade beslut, beslutsunderlag, vidtagna atgarder och
andra férhallanden som &r relevanta for vart uttalande om an-
svarsfrihet. Som underlag for vart uttalande om styrelsens for-
slag till dispositioner betraffande bolagets vinst eller forlust
har vigranskat om férslaget ar férenligt med aktiebolagslagen.

Goteborg den
Ernst & Young AB

Anders Linusson
Auktoriserad revisor
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Granskning av verksamhetsaret 2020

Vi, lekmannarevisorer i Goteborgs Hamn AB, har avslutat granskningen av
bolaget avseende verksamhetsaret 2020. Véra iakttagelser och bedémningar
framgar av granskningsredogdrelsen som bifogas.

Vart uttalande till arsstimman lémnas i en granskningsrapport. Gransknings-
rapporten skickar vi till bolaget efter det att styrelsen har beslutat att fast-
stélla &rsredovisningen. Uttalandet i granskningsrapporten grundar sig pa
granskningsredogdrelsen.

Goteborg den 19 januari 2021

Erik Fristedt Berndt Helin
Lekmannarevisor utsedd Lekmannarevisor utsedd
av kommunfullméktige av kommunfullméktige
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Sammanfattning

Styrelse och vd ansvarar for att bolagets verksamhet bedrivs i enlighet med
lagar och foreskrifter, bolagsordning samt agardirektiv.

Lekmannarevisorernas uppdrag &r att granska om bolagets verksamhet skots
pa ett dndamalsenligt och fran ekonomisk synpunkt tillfredsstallande satt samt
om bolagets interna kontroll ar tillracklig.

Avrets granskning av bolaget omfattar grundldggande granskning.

Stadsrevisionen
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2.1

2.1.1

Granskning av verksamheten

Styrelse och vd ansvarar for att bolagets verksamhet bedrivs i enlighet med
lagar och foreskrifter, bolagsordning samt agardirektiv.

Lekmannarevisorernas uppdrag &r att granska om bolagets verksamhet skots pa
ett andamalsenligt och fran ekonomisk synpunkt tillfredsstallande satt samt om
bolagets interna kontroll ar tillracklig.

Granskningen av verksamheten omfattar en grundlaggande del, som &r en
oversiktlig granskning av bolagets ledning och styrning samt interna kontroll.

Grundlaggande granskning

Den grundldggande granskningen syftar till att oversiktligt beddma bolagets
ledning och styrning samt interna kontroll. Det innebadr att revisorerna l6pande
foljer styrelsens protokoll och handlingar och informerar sig om verksamheten.
Granskningen omfattar féljande:

o foljsamhet mot tillampliga delar av aktiebolagslagen

o foljsamhet mot tillampliga delar av kommunallagen

o fodljsamhet mot bolagsordningen

o fodljsamhet mot kommunfullmaktiges dgardirektiv

o fdljsamhet mot kommunfullmaktiges: Tillfalligt generellt gardirektiv
for stadens helédgda bolag med anledning av Covid19-krisen

e foljsamhet mot kommunfullmaktiges: Goteborgs Stads riktlinjer for
agarstyrning

o fdljsamhet mot kommunfullmaktiges budget

o fdljsamhet mot kommunfullmaktiges riktlinjer for styrning, uppféljning
och kontroll

e foljsamhet mot kommunfullmaktiges regler for ekonomisk planering,
budget och uppfdljning

e styrning och uppféljning av verksamhet och ekonomi

e beslutsunderlag

e hantering av sérskilda uppdrag fran kommunstyrelsen/
kommunfullméktige.

lakttagelser

Inom ramen for den grundldggande granskningen har vi bland annat granskat
bolagets foljsamhet mot fullmaktiges styrdokument avseende styrelsens arbete
med budget och affarsplan, bolagets omhandertagande av uppdrag enligt
fullméktiges budget, bolagets arbete med intern styrning och kontroll samt
styrelsens beslutsfattande. Nedan presenteras en genomgang av gjorda
iakttagelser inom vart och ett av de granskade omradena.
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2.1.1.1 Foljsamhet mot fullméktiges styrdokument avseende styrelsens
arbete med budget och affarsplan

Fullmaktiges budget ar det 6verordnade styrande dokumentet som ska genom-
foras av bolaget, vilket anges i saval fullméktiges agardirektiv for bolaget som
fullmaktiges regler for ekonomisk planering, budget och uppféljning.

| fullmaktiges budget for ar 2020 framgar att styrelsen i sin verksamhetsplan/
affarsplan ska planera sin verksamhet med utgangspunkt fran dels fullmaktiges
overgripande verksamhetsmal och indikatorer, dels fullméktiges mal for
styrelsen for vilka styrelsen ska besluta om Iampliga indikatorer for att na dessa.
Ett mal for styrelsen &r att Goteborgs Hamn ska vara det hallbara och sjélvklara
godsnavet i Skandinavien. Nér det galler fullmaktiges inriktning for bolaget och
de ekonomiska uppdrag som galler for samtliga styrelser och ndmnder, anger
inte fullmaktige i sin budget nagra direktiv, varfor ledsagning far sokas i
fullmaktiges regler for ekonomisk planering, budget och uppféljning samt
fullmaktiges riktlinje for styrning, uppféljning och kontroll. | bada styr-
dokumenten anges att arbetet med att ta fram affarsplan ska inledas snarast efter
det att fullmaktige beslutat om budget for nastkommande ar och ska darefter
faststallas av styrelsen senast i februari manad. Och i riktlinje for styrning,
uppfdljning och kontroll anges att bolag ska utarbeta forslag till budget och
affarsplan med utgangspunkt fran fullmaktiges budgetbeslut.

Vi har noterat att styrelsen for verksamhetsaret 2020 fattade beslut om budget
och affarsplan den 21 oktober 2019. Fullmaktige, a sin sida, faststéllde sin
budget den 13 november 2019 vilket medfor att fullmaktiges samtliga dver-
gripande verksamhetsmal och indikatorer, liksom de ekonomiska uppdragen
inte ingdr i styrelsens beslutade budget och affarsplan. Vad géller fullméktiges
mal for styrelsen och inriktning for bolaget &r de omhéndertagna da de i stort
sett foljer fullméktiges dgardirektiv for bolaget.

I och med att styrelsen fattade beslut om budget och affarsplan innan full-
méktige fattade beslut om budget for kommande verksamhetsar gor bolaget en
arlig 6versyn och anpassar bolagets ekonomiska budget och affarsplan utifran
fullméktiges budget, genom att bryta ned fullméktiges mal till dels handlings-
planer/verksamhetsplaner inom respektive avdelning, dels inom olika strategi-
dokument sasom exempelvis miljo- och klimatstrategi, likabehandlingsstrategi
samt digitaliseringsstrategi. Bolagets tillvagagangssatt framgar och har for-
tydligats i styrelsen affarsplan 2021, vilken de fattade beslut om i oktober 2020.

Vi har noterat att styrelsen i sin affarsplan for 2020 har omhéndertagit
fullméktiges overgripande verksamhetsmal och indikatorer som avser dels
”Goteborg ér en attraktiv storstad dér alla ges chansen att forma sina liv och
ingen lamnas utanfor” dels Goteborg ér storstad med stabil ekonomi och hog
tillvaxt”.

Vi har ocksa noterat att styrelsen i sin hallbarhetsredovisning omhandertagit
fullmaktiges overgripande verksamhetsmal och indikatorer som avser
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”GOteborg ér en hallbart vixande storstad med framtidstro”, liksom att styrelsen
i sin likabehandlingsplan hanterat det 6vergripande verksamhetsmalet jamte
indikatorer som avser Géteborgs Stad ar en attraktiv arbetsgivare med goda
arbetsvillkor.”

Vi kan konstatera att styrelsen i sin affarsplan, verksamhetsplaner och
strategidokument planerat verksamheten med utgangspunkt fran fullmaktiges
overgripande verksamhetsmal och indikatorer, fullméktiges mal for styrelsen
for vilka styrelsen beslutat om lampliga indikatorer for att na malet samt
fullméktiges inriktning for bolaget.

Omhandertagande av uppdrag i fullmaktiges budget

Fullmaktige har i sin budget for 2020 inte angivit nagra specifika uppdrag till
styrelsen och/eller bolaget att genomfora under verksamhetsaret. Daremot har
fullmaktige angett fyra ekonomiska uppdrag for samtliga styrelser och namnder.

Nar det géller uppdraget att se 6ver mojliga realiseringar av tillgangar i syfte att
starka stadens finansiering av kommande ars investeringsprojekt, har bolaget pa
uppdrag av Stadshus AB inventerat sina fastigheter for att utréna vilka som
eventuellt kan séljas. Styrelsen beslutade i juni 2020 om att avyttra en icke
strategisk tillgang, vilket framgar i rapporten Forutsattningar for och
konsekvenser av avyttring av ej strategiska fastigheter.

Betraffande uppdraget att strava efter hog kostnadstéckning pa avgiftsbelagda
verksamheter fattade styrelsen i september 2020 beslut om Hamntaxa for 2021.
Vad galler arrendena hojs de, enligt uppgift fran ledningen, i och med att nya
avtal upprattas.

Angaende uppdraget att bedriva ett digitalt effektiviseringsarbete under hela
planperioden har bolaget anslutit sig till Stadens e-handelssystem Proceedo (ett
och samma elektroniska fléde for avtal, bestallning, faktura, betalning samt
uppfoljning). Vidare ar, enligt uppgift fran ledningen, system, plattform och app
for att digitalt kunna félja godsflédet upphandlat och kommer att inforas under
ar 2021.

Gallande uppdraget att bidra till att minska stadens totala personalvolym, enligt
arbetad tid, under mandatperioden har uppdraget anpassats till verksamhetens
forutsattningar. Anpassningen innebar att bolaget anstéllt personal. Enligt vd
har bolaget varit underbemannat och darfor anvént sig av konsulter for att
fullg6ra uppdragen och andamalen med verksamheten. En sadan strategi har
medfort bade fordyrade kostnader och brister i kontinuitet jamfort med att ha
egen personal, varfor bolaget anstallt personal for att bedriva verksamhet pa ett
ekonomiskt effektivt satt.

Vi kan konstatera att bolaget forhallit sig till fullméaktiges ekonomiska uppdrag i
budget 2020 och anpassat dem till den egna verksamheten och dérmed
omhéndertagit dem.
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2.1.1.3
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Arbetet med intern styrning och kontroll

Vad géller foljsamhet mot fullméktiges riktlinje for styrning, uppféljning och
kontroll kan vi konstatera foljande:

- Att styrelsen har ett system for styrning, uppféljning och kontroll som
ar anpassat for verksamhetens forutsattningar och behov samt dess olika
styr- och beslutsnivaer.

- Att riskhantering ar en integrerad del i bolagsstyrelsens styrning och ar
en del i beslutsfattande vid prioritering.

- Attrisken for forekomst av oegentligheter &r en del av bolagsstyrelsens
riskhantering.

- Attisamband med framtagandet av budget/affarsplan sammanstalls
riskhanteringen for olika riskomraden i en samlad riskbild for
bolagsstyrelsens verksamhetsomrade. Vi har tagit del av styrelsens
samlade riskbild for ar 2020 beslutad i oktober 2019.

- Att utifran en samlad riskbild har en intern kontrollplan upprattats. Vi
har tagit del av styrelsens interna kontrollplan for ar 2020 beslutad i
oktober 2019.

- Att uppfoljning av verksamhetens riskbild och beslutade atgarder ingar
som en del av den Iépande uppféljningen. Vi har tagit del styrelsens
uppfdljning hanterad i september 2020.

- Att bolagsstyrelsen i samband med arsrapportens upprattande
rapporterat resultatet fran utvardering samt lamnat en bedémning om att
systemet for styrning, uppfoljning och kontroll fungerar pa ett
betryggande sétt. Vi har tagit del av styrelsens arsrapport beslutad i
februari 2020 i vilken framgar resultat fran utvardering och att systemet
for styrning, uppfdljning och kontroll fungerar betryggande.

- Att bolagsstyrelsen arbetar med att utvérdera och forbéattra effektiviteten
i systemet for styrning, uppfoljning och kontroll. Framgar i ovan
namnda arsrapport som vi tagit del av.

Vi kan konstatera att styrelsens och bolagets styrning, uppféljning och kontroll
av verksamheten ar systematisk, forebyggande och utvecklingsinriktad och med
rimlig grad sékerstaller att verksamheten bedrivs andamalsenligt och effektivt.

Styrelsens beslutsfattande

Inom ramen for grundlaggande granskning har vi ocksa granskat styrelsens
beslutsfattande med avseende pa beslutsforhet. Syftet ar bedéma om styrelsen
har ett andamalsenligt arbetssatt for att styrelsen ska kunna fatta beslut genom
att kontrollera att det inte forekommer uppenbara avvikelser mot géllande
forfattningar och riktlinjer. Vi har dels granskat om jévskontroll gors vid
styrelsemotena och framgar av protokollen, dels intervjuat ledningen.

Av granskade styrelseprotokoll under aret, fram till och med 23 oktober,
framgar att javskontroll genomfors och inga javsforhallanden har anmalts.
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2.1.2

Samtidigt meddelar ledningen att tveksamheter funnits och att aven
ordféranden, enligt uppgift, har agerat.

Den motstridiga information vi erhallit kan tyda pa en risk for att styrelsen kan
ha haft brister i sitt arbetssétt i samband med att vissa beslut fattats. Det &r
otvetydigt sa att den som fullgor uppgifter inom den offentliga forvaltningen
ska enligt 1 kap. 9 § regeringsformen iaktta saklighet och opartiskhet.
Eventuella partsintressen ska alltid uppméarksammas, eftersom de kolliderar
med kravet pa opartiskhet och paverkar formagan till saklighet. En forutséttning
for objektiva bedomningar &r att ett arende bereds och/eller beslutas av personer
vilkas opartiskhet inte kan ifragasattas. Savitt vi kan forsta har det funnits tvek-
samheter som medfort att opartiskhet kommit att ifragasattas i styrelsen.

Vi vill vi gora styrelsen uppmarksam pa vikten av ledaméters lojalitetsplikt,
skyldigheten att undvika intressekonflikt samt risker med bristande lojalitet nar
det kommer till fragan om jav.

Beddmning

Lekmannarevisorernas oversiktliga beddmning ar att bolaget har en tillfreds-
stallande ledning och styrning samt tillracklig intern kontroll inom de omraden
som vi har granskat.

Arets granskningsinsats har inte omfattat nagra specifika granskningar da
tidigare ars granskningar tyder pa en god intern kontroll inom bolaget.
Lekmannarevisorerna har darvidlag ej funnit skal att ytterligare granska
efterlevnad av lagar och regler.
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Lekmannarevisorernas uppdrag och
rapportering

Den kommunala revisionen ar ett lokalt demokratiskt kontrollinstrument med
uppdrag att granska den verksamhet som bedrivs i kommunen.

Lekmannarevisorer &r fortroendevalda och utses av kommunfullmaktige ur
gruppen fortroendevalda revisorer i kommunen. Lekmannarevisorerna har
ett sjalvstandigt uppdrag att granska de bolag som helt eller delvis &gs av
kommunen. | Géteborg utses i regel tva lekmannarevisorer for varje bolag.
Revisorerna ar oberoende och granskar pa kommunfullmaktiges uppdrag och
darigenom indirekt ocksa for medborgarna.

Resultatet av lekmannarevisorernas granskning redovisas i gransknings-
rapporter och granskningsredogorelser.

Revisorerna genomfor ocksa sarskilda granskningar som i regel ror flera bolag
och namnder. Dessa redovisas I6pande under aret till kommunfullméktige i
revisionsrapporter.

Revisorerna tar dven varje ar fram en arsredogorelse som sammanfattar den
granskning som gjorts i kommunen under det aktuella aret.

Revisorernas rapporter hittar du pa www.goteborg.se/stadsrevisionen
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Sprakbruk och revisionstermer

Nér revisorerna har genomfort en granskning lamnar de ofta rekommendationer

till de granskade namnderna och bolagen. Ibland lamnar de &ven revisionskritik.

Rekommendationer 1dmnas nér revisorerna ser brister i verksamheten.
Rekommendationerna syftar till att utveckla och forbattra verksamheten.

Revisionskritik lamnas ndr revisorerna ser brister i verksamheten som &r av mer
allvarlig karaktar. Revisionskritik graderas genom begreppen erinran eller
anmérkning. Anmarkning ar allvarligast. Nar det galler namnderna kan en
anmarkning lamnas med eller utan tillstyrkan om ansvarsfrihet.

Under kommande ar foljer revisorerna upp vilka atgarder som namnden eller
bolaget har gjort for att folja revisorernas rekommendationer.

Stadsrevisionen
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Kommunfullmaktige

Utdrag ur Protokoll
Sammantradesdatum: 2020-12-10

Arvodesberedningens forslag att skjuta upp
upprakningen av arvoden for fortroendevalda
for ar 2021

§ 10, 0125/20

Beslut
Enligt kommunstyrelsens forslag:

Upprikningen av arvoden for fortroendevalda samt styrelsearvoden i kommunens bolag
for &r 2021 skjuts upp tills dess det finns ett rttvisande procenttal géillande den
genomsnittliga I6neutvecklingen i kommunen for 2020.

Handling
2020 nr 267.

Yrkanden
Frida Tanghag (V), Karin Pleijel (MP) och Stina Svensson (FI) yrkar bifall till forslaget
frdn V och MP i kommunstyrelsen.

Aslan Akbas (S) och Anders Sundberg (M) yrkar bifall till kommunstyrelsens forslag.

Propositionsordning

Ordf6randen stéller propositioner pé yrkandena och finner att kommunstyrelsens forslag
har bifallits.

Protokollsutdrag skickas till

Stadens ndmnder och bolag
Styrande dokument

Dag for justering
2020-12-16

Goteborgs Stad Kommunfullmaktige, protokollsutdrag 1(2)



Kommunfullmaktige

Vid protokollet

Sekreterare
Lina Isaksson

Ordforande

Anneli Rhedin

Justerande Justerande
Péar Gustafsson Hakan Eriksson

Goteborgs Stad Kommunfullmaktige, protokollsutdrag 2(2)



Kommunfullmaktige

Handling 2020 nr 267

Arvodesberedningens forslag att skjuta upp
upprakningen av arvoden for fortroendevalda
for ar 2021

Till Goteborgs kommunfullméktige

Kommunstyrelsens forslag
Kommunstyrelsen tillstyrker arvodesberedningens forslag i skrivelse
den 4 november 2020 och foreslar att kommunfullméktige beslutar:

Upprakningen av arvoden for fortroendevalda samt styrelsearvoden i kommunens bolag
for &r 2021 skjuts upp tills dess det finns ett rittvisande procenttal géllande den
genomsnittliga I6neutvecklingen i kommunen for 2020.

Vid behandlingen av drendet i kommunstyrelsen forekom skiljaktiga meningar:
Daniel Bernmar (V) yrkade bifall till yrkande fran V och MP den 20 november 2020.

Jonas Attenius (S) och ordféranden Axel Josefson (M) yrkade bifall till
arvodesberedningens forslag och avslag pd yrkande frén V och MP
den 20 november 2020.

Kommunstyrelsen beslutade utan omrostning att bifalla Jonas Attenius och Axel
Josefsons yrkande.

Goteborg den 25 november 2020
Goteborgs kommunstyrelse

Axel Josefson

Mathias Skold

Goteborgs Stad kommunfullmaktige 1(1)



Kommunstyrelsen

Yrkande (Vansterpartiet, Miljopartiet)

2020-11-20 2.1.4 Arvodesberedningens forslag att skjuta upp
upprakningen av arvoden for fértroendevalda for ar
2021

Upprakning av arvoden for fortroendevalda
2021

Forslag till beslut

| kommunstyrelsen och kommunfullmaktige:

1. Arvodet for heltidsfortroendevalda 2021 faststalls till 45 000 kronor per
manad. Arvodet for kommunstyrelsens ordférande faststalls till 50 000
kronor per manad och for kommunstyrelsens férste och andre vice
ordférande till 47 500 kronor per manad.

Yrkandet

Goteborgs stads fortroendevalda har idag héga arvoden. Arbetet som utfors ar
forvisso tidskravande och ansvarsfullt, men fragorna om fértroende,
representation och legitimitet behdver beaktas vid faststallandet av arvodet. En
stor majoritet av géteborgarna nar aldrig de inkomstnivaer som heltidsarvoderade
i kommunen har. Det riskerar att bli problematiskt fér fértroendevalda att leva
med en inkomst som majliggor ett liv som skiljer sig fran de medborgare man ar
satta att representera. Foljderna kan bli bade politikerférakt och att de
fortroendevalda inte forstar konsekvenserna av sina beslut.

Var bedémning ar att en val avvagd niva ligger avsevart lagre an den nu varande
och att en upprakning darfér inte ar aktuell.

Goteborgs Stad kommunstyrelsen
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Arvodesberedningen

Utfardat 2020-11-04
Diarienummer 0125/20

Arvodesberedningens forslag att skjuta upp
upprakningen av arvoden for fortroendevalda
for ar 2021

Forslag till beslut

I kommunstyrelsen och kommunfullméktige

Upprikningen av arvoden for fortroendevalda samt styrelsearvoden i kommunens bolag
for ar 2021 skjuts upp tills dess det finns ett rattvisande procenttal géillande den
genomsnittliga 16neutvecklingen i kommunen {6r 2020.

Sammanfattning

Upprikningen av arvoden for fortroendevalda i Géteborgs Stad sker enligt de regler som
kommunfullméktige den 13 juni 2002 § 25 beslutat om. Reglerna innebér att
grundarvodet arligen rdknas upp med den genomsnittliga l1oneutvecklingen i kommunen
aret innan.

Stora delar av avtals- och 16nerérelsen 2020 har forskjutits pa grund av coronapandemin.
Det har lett till att en majoritet av avtalen for Goteborgs Stads medarbetare inte &r klara
och procenttalet géillande den genomsnittliga I6neutvecklingen blir ddirmed missvisande.
Arvodesberedningen foreslar darfor att Goteborgs Stad ska invinta utfallet i huvuddelen
av avtalen innan arvodena for fortroendevalda samt styrelsearvoden i kommunens bolag
raknas upp.

Beddmning ur ekonomisk dimension

Inplaceringarna for de nya ndmnderna, utskotten och nimnden for konsument- och
medborgarservice att gélla fran den 1 januari 2021 kombinerat med den inplaceringen for
ovriga nimnder samt kommunfullmaktige ger en totalkostnad for fasta arvoden pa

24 641 651 kronor per ar rdknat p& 2020 ars arvodesniva. Vad totalkostnaden for fasta
arvoden blir efter uppréakningen beror pa procentsatsen gillande den genomsnittliga
loneutvecklingen.

Gillande kostnaden for forréttningsarvoden och ersittning for forlorad arbetsinkomst
beror det pa antalet forréttningar respektive nimnd eller bolag har under 2021.

De ekonomiska konsekvenserna for stadens ndimnder och bolag kommer att variera
beroende pa hur manga fortroendevalda varje nimnd och bolag har, vilken arvodesgrupp
respektive ndmnd och bolag ér placerad i samt antalet forrittningar under aret.

Arvodesberedningen 1(3)



Bilagor
1. Protokollsutdrag fran arvodesberedningen 2020-09-22, § 32

2. Protokollsutdrag fran arvodesberedningen 2020-10-27, § 38
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Arendet

Arvodesberedningen foreslar att upprakningen av arvoden for fortroendevalda samt
styrelsearvoden i kommunens bolag for ar 2021 skjuts upp till dess det finns ett
rattvisande procenttal gillande den genomsnittliga 16neutvecklingen i kommunen for ar
2020.

Beskrivning av arendet

Varje ar rdknas arvodena for fortroendevalda i Goteborgs Stad upp. Uppriakningen sker
enligt den princip som kommunfullméktige den 13 juni 2002, § 25 faststédllde och som
innebdr att grundarvodet riknas upp med den genomsnittliga 16neutvecklingen aret innan.

2020 &rs avtals- och 16nerdrelse blev pausad pé grund av Coronapandemin. Det har lett
till att en majoritet av Goteborgs Stads medarbetare inte har ett 16neavtal for 2020. Det
innebdr att det dr svart att ge en rittvisande procentsats gillande den genomsnittliga
loneutvecklingen. Centrala kollektivavtalsforhandlingar pagér, men det gar inte att sédga
nér detta kommer bli klart.

Arvodesberedningen fick vid sitt sammantrade den 22 september 2020, § 34 information
om att endast 30 procent av stadens medarbetare har fatt eller kommer under
september/oktober att fa sin nya 16n for 2020. For resterande 70 procent finns inga
loneavtal klara.

Stadsledningskontoret meddelade vid samma sammantréde att upprékningen kommer att
ske utifrén géllande princip. Det vill séga att arvodena rdknas upp utifran det genomsnitt
som det finns avtal pa d&ven om det riskerar att bli missvisande, om det inte kommer négra
andra direktiv. Arvodesberedningen uppmanade da stadsledningskontoret att avvakta
upprakningen for att aterkomma med ett stdllningstagande vid sammantradet

den 27 oktober 2020.

Vid sammantridet den 27 oktober 2020 var inga ytterligare avtal fardigforhandlade &n de
som redovisades den 22 september 2020, det vill sdga cirka 30 procent av avtalen.
Arvodesberedningen foreslar darfor att Goteborgs Stad ska invénta utfallet i huvuddelen
av avtalen sa att det gér att {4 fram ett rttvisande procenttal géllande den genomsnittliga
loneutvecklingen i kommunen for &r 2020 innan dess att arvodena for fortroendevalda
samt styrelsearvoden i kommunens bolag ridknas upp. Arvodesberedningen anser att det
kréavs att minst 85 procent av avtalen ska vara klara for procenttalet ska anses rittvisande.

Arvodesberedningen

Arvodesberedningen
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72 Muie S

Arvodesberedningen

Utdrag ur protokoll (nr 4)
Sammantradesdatum: 2020-09-22

§ 34
Ovrig fraga

Varje ar rdknas arvodena for fortroendevalda upp. Uppriakningen sker enligt den princip
som fullmiktige 2002-06-13, § 25 beslutade om och som innebér att grundarvodet riknas
upp med den genomsnittliga I6neutvecklingen aret innan.

Arets avtalsrorelse blev pausad pa grund av Covid-19. Det har lett till att en majoritet av
Goteborgs Stads medarbetare inte har ett [oneavtal for 2020 vilket innebar att det dr svart
att ge en rittvisande procentsats gillande den genomsnittliga 16neutvecklingen. Centrala
kollektivavtalsforhandlingar pagar dock, men det gar inte att sdga nér detta kommer bli
klart.

Stadsledningskontoret kommer, utifrén géllande princip, att rékna upp arvodena utifrn
det genomsnitt som det finns avtal pa.

Arvodesberedningen uppmanar stadsledningskontoret att avvakta upprakningen och
aterkommer med ett stillningstagande vid sammantrédet den 27 oktober 2020.

Vid protokollet

Lina Isaksson
Justerat 2020-10-21

Ordforande Justerare
Susanne Wirdemo Johan Svensson

Goteborgs Stad Arvodesberedningen 1(1)
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Arvodesberedningen

Utdrag ur protokoll (nr 5)
Sammantradesdatum: 2020-10-27

§ 38

Upprakning av arvoden for fortroendevalda 2021 -
hanteringsordning

Varje ar riaknas arvodena for fortroendevalda upp. Upprékningen sker enligt den princip
som fullmaktige 2002-06-13, § 25 beslutade om och som innebér att grundarvodet rdknas
upp med den genomsnittliga loneutvecklingen aret innan.

Arets avtalsrorelse blev pausad pa grund av Covid-19. Det har lett till att en majoritet av
Goteborgs Stads medarbetare inte har ett Ioneavtal for 2020 vilket innebar att det dr svart
att ge en rittvisande procentsats gillande den genomsnittliga 16neutvecklingen. Centrala
kollektivavtalsforhandlingar pigar dock, men det gér inte att sdga nér detta kommer bli
klart.

Stadsledningskontoret meddelade vid sammantrdde den 22 september 2020 att
upprékningen kommer att ske utifran géllande princip. Det vill séga att arvodena réknas
upp utifran det genomsnitt som det finns avtal pa d4ven om det riskerar att bli missvisande,
om det inte kommer nagra andra direktiv. Arvodesberedningen uppmanade da
stadsledningskontoret att avvakta upprakningen for att aterkomma med ett
stdllningstagande vid sammantradet den 27 oktober 2020.

Arvodesberedningen foreslar att Goteborgs Stad ska invénta utfallet i huvuddelen av
avtalen sd att det gér att f4 fram ett rdttvisande procenttal gillande den genomsnittliga
loneutvecklingen i kommunen for &r 2020 innan dess att arvodena for fortroendevalda
samt styrelsearvoden i kommunens bolag riknas upp.

Protokollsutdrag skickas till
Kommunstyrelsen

Goteborgs Stad Arvodesberedningen 1(1)



Arvodesberedningen

Protokoll (nr 5)
Sammantradesdatum: 2019-10-27

Vid protokollet

Lina Isaksson

Justerat 2020-11-02

Ordforande Justerare
Susanne Wirdemo Ulf Kamne

Goteborgs Stad Arvodesberedningen 2(2)



Goteborgs
Stad

Kommunfullmaktige

Protokoll (nr 1)
Sammantradesdatum: 2021-01-28

Tid: 15:00-22:09, Ajournering under § 9, 16:08-16:15, § 14, 17:10-17:30,
§ 19, 18:52-19:14 samt § 20, 20:40-20:50

Plats: Kommunfullmaktiges sessionssal, Gustaf Adolfs Torg

Paragrafer: 1-68

Sammantrédet genomférs via Teams. Upprop ager rum 15:00.

Nédrvarande

Ledaméter
Redovisas i bilaga 1.

Tjanstgorande ersittare

Via Teams: Hakan Onal (M), AnnaSara Perslow (C), Hanna Linnea Wettermark (L),
Martin Kurzwelly (KD), Kristina Norén Lallo (KD), Anders Moberg (S), Anneli Eriksson
(S), Joakim Hagberg (S), Claudia Pedrini (S), Urban Junevik (V), Finn Hellman (V),
Jesper Berglund (V), Ulf Carlsson (MP), Hanna Bernholdsson (MP), Anna Silvén (SD),
Hakan Losnitz (SD) Masoud Vatankhah (FI), Karin Alfredsson (D), Lillemor
Williamsson (D), Thomas Lingefjérd (D), Eva Jonsson (D)

Ovriga ersittare
Via Teams: Joel Wickman (M), Ake Bjérk (M), Bruno Tiozzo (M), Bo Anderssen (L),
Parisa Rezaeivar (S), Sara Carlsson Higglund (V), Marcus Liithje (SD)

Ovriga nirvarande
Via teams: Elisabet Lann (KD), Grith Fjeldmose (V), Blerta Hoti (S), Bengt Bivall (V)

Christina Hofmann, Mathias Skold, Lina Isaksson

Justeringsdag: 2021-02-08

T vik o 32 o el o A .
LAITRE L Do WO o ".'I"T samiman-

LA med Gilchopas 1 M-
fiiln

Ratt ¢ Uidia ar, Itj MH'U"II

CM %m M/Q/%
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Kommunfullméaktige

Protokoll {(nr 1)
Sammantradesdatum: 2021-01-28

Underskrifter

Qs

ekreterare
Lina Isaksson

f/ -
rdférande

\ ~

Ju\éteran e Justerande
Par Gustafsson Hakan Eriksson

Justering av protokollet har tillk&nnagivits genom anslag p& kommunens anslagstavla

fer 202\ -0O72-08"
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Kommunfullméktige

Protokoll (nr 1)
Sammantradesdatum: 2021-01-28

§5

Valberedningens forslag till vid sammantridet
forekommande val

Beslut
Enligt valberedningens forslag:

1.
24

Fullmiktige godkénner de i handling 2021 nr 10 redovisade avsidgelserna.

De av valberedningen i kommunfullméktiges handling 2021 nr 10 framlagda
forslagen till val bifalles.

Till ledaméter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstimma 2021 intill slutet av arsstimma 2022 utse de
personer som anges i Bilaga A-I i valberedningens forslag.

De utsedda suppleanterna ska med nedan angivna undantag anses valda att intrida i
den ordning som det upptagits i valberedningens forslag.

i forsta hand
intriider ersittare vald for samma politiska parti som den ordinarie ledamoten,

i andra hand
intréder betriffande ledamot for M ersiittare for L, C, KD, D, S, MP, V, Floch SD i

nu ndmnd ordning,

intrdder betréffande ledamot for L ersittare for M, C, KD, D, S,MP, Voch Flinu
nimnd ordning,

intrdder betréffande ledamot for C, ersittare for KD, L, M, D, MP och S i nu nimnd
ordning,

intrider betriffande ledamot for KD ersittare for C, L och M i nu nimnd ordning,
intridder betridffande ledamot for S ersittare fsr MP, V, Fl och D i nu nimnd ordning,

intréder betrdffande ledamot for V ersiittare for MP, FI, S, L, C, M, KD i nu ndmnd
ordning,

intréder betriffande ledamot for MP ersittare for V, FI, S, L, C,KD,MochDinu
ndmnd ordning,

intréder betriffande ledamot for FI ersittare V, MP, S, L, C, KD och M i nu nimnd
ordning.

Till ledaméter, suppleanter, lekmannarevisorer och suppleanter for tiden fran
arsstaimma 2021 intill slutet av arsstimma 2022 utse de personer som anges i Bilaga J
till valberedningens forslag.

Goteborgs Stad Kommunfullméktige, protokoll 7 (108)



Kommunfullméaktige

Protokoll (nr 1)
Sammantradesdatum: 2021-01-28

§ 5 forts.

Handling
2021 nr 10.

Protokolisutdrag skickas till
={ Valberedningen

ZO2\-07-0C¥¢

M
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Goteborgs Hamn AB

Ledamoter

—

. Cecilia Magnusson (M)
. Lars Johansson (S)

. Jan Annerback (V)

. Peter Danielsson (D)

. Birgitta Ling Fransson (L)

2

3

4

5

6. Ronnie Ljungh (MP)
7. Eva Olofsson (S)

8. David Josefson (M)
9

. Kristofer Andrén (D)

Suppleanter

1. Gunne Steen (C)

2. Colin Carlfors (S)

3. Karin Bernmar (V)

4. Ingela Berntson (D)

5. Marianne Bergman (KD)
6. Alexandra Angelbratt (FI)

Lekmannarevisorer
1. Erik Fristedt (L)
2. Berndt Karlsson (D)

Lekmannarevisorssuppleanter
1. Alf Landervik (L)
2. Tom Heyman (D)

Bilaga G



Goteborgs
Stad

Kommunfullmaktige

Protokoll (nr 1)
Sammantradesdatum: 2021-01-28

BILAGA 1

Plats Ledamot Ersittare Parti Ankom Utgick
1 Rbedin, Anneli M 14:26 22:09
2 Gustafsson, Par L 14:30 22:09
3 Eriksson, Hakan \ 14:25 22:09
61 Akbas, Aslan S 14:17 22:09
8 Andersson, Bettan Junevik, Urban \Y 14:17 22:09
62 Andreae, Ingrid S 14:47 22:09
59 Arnsmar, Mats S 14:31 22:09
56 Attenius, Jonas S 14:32 22:09
16 Bergman Alme, Wettermark, Hanna L 14:31 22:09

Kristina Linnea
65 Bergstrom, Torkel D 14:17 22:09
10 Bernmar, Daniel \Y 14:41 22:09
54 Blixt, Jessica D 15:00 22:09
49 Bostrom, UIf Alfredsson, Karin D 14:31 22:09
48 Bringsoniou, Sofi S 14:42 22:09
9 Broman, Jenny \% 14:17 22:.09
36 Back, Kalle KD 14:47 22:09
31 Bénfors, Emmyly C 14:57 22:09
68 Danielsson, Peter D 14:44 22:09
33 Darvik, Axel L 14:17 22:09
20 Eliasson, Johanna Vv 14:47 22:09
75 Femrell, Krista SD 14:17 22:09
32 Flyborg, Eva L 14:17 22:09
17 Fogelgren, Ann L 14.51 22:09

Catrine
73 Fogelklou, Jérgen SD 14:17 22:09
27 Gyllenwaldt, Sofie M 14:17 20:01
27 Gyllenwaldt, Sofie Onal, Hakan M 20:03 22:09
30 Habtemichael, Naod Cc 14:54 15:47
30 Habtemichael, Naod  Perslow, Anna Sara C 15:48 22:09
64 Hallengren, Hakan S 14:22 22:09
52 Hammarstrand, Anna D 14:37 22:09

Karin
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Kommunfullméktige

Goteborgs
Stad

69
69
77
13
13
51
51
22
38
38
38
38
38
57
5

74
23
35
35
35
79
79
80

47
47
67

6

34
7

39
53
53
29
41

Harrysson, Bengt-Ake

Harrysson, Bengt-Ake Jonsson, Eva
Heydari, Shadiye

Holmgren, Christer

Holmgren, Christer

Héij-Risberg, Mariette Lingefjard, Thomas
Héij-Risberg, Mariette
Ingelman, Gertrud
Jansson, Emmali
Jansson, Emmali
Jansson, Emmali Bernholdsson, Hanna
Jansson, Emmali
Jansson, Emmali Bernholdsson, Hanna
Johansson, Marina
Josefson, Axel
Kjaerbeck, Agneta
Kiang, Hannah
Knudtzon, Jérgen
Knudtzon, Jorgen
Knudtzon, Jérgen Kurzwelly, Martin
Landén Ohlsson, Lena

Landén Ohlsson, Lena Pedrini, Claudia

Ligander Siliberg,
Susanne

Lindberg, Karin Jonsson, Eva
Lindberg, Karin

Lindgren Karlsson, Williamsson, Lillemor

Birgitta

Magnusson, Hampus
Mildgrim, Karolina Norén Lallo, Kristina
Miskovsky, Nina
Mohamed, Abdullahi
Munck, Henrik
Munck, Henrik Lingefjard, Thomas
Music, Sabina

Nilsson, Martin Carlsson, UIf

< O 0O 2 g » U O

£ 2 E E £
T © U T T

SD

KD

KD
KD

KD

MP

MP

Protokoll (nr 1)
Sammantradesdatum: 2021-01-28

15:07 17:11
17:43 22:09
15:04 22:09

14:34 14:39
14:42 22:09
14:17 16:26
16:28 22:09
14:25 22:09
14:23 14:31

14:31 17:52
17:53 17:53
17:53 17:56
17:56 22:09
14:44 22:09
14:35 22:09
14:17 22:09
15:01 22:09
14:51 16:58
17:00 17:57
17:58 22:09
14:17 18:40
18:41 22:09
14:17 22:09

14:35 17:42
18:08 22:09
15:01 22:09

14:48 22:09
14:42 22:09
14:56 22:09
14:17 22:09
14:49 15:49
16:27 22:09
14:17 22:09
14:17 21:43
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Kommunfullméaktige

41
24
18
11
40
37
76
63
63
15
81
78
78
48
70
70
43
12
26
42
71

14
72
58

28
25
25
25
4

60
21
55
45
45

Nilsson, Martin

Norén, Erik

Odenjung, Helene

Orsulic, Toni

Parbring, Bosse

Pleijel, Karin

Ragnarsson, Rasmus Lésnitz, Hakan
Ramadanovic, Admir Moberg, Anders
Ramadanovic, Admir
Ransgard, Jonas

Rud Pedersén, Amalia
Shafik, Reger

Shafik, Reger

Hagberg, Joakim

Sjoberg-Lundin, Iréne
Stafrén, Yvonne
Stafrén, Yvonne Silvén, Anna
Subhi, Teysir Vatankhah, Masoud
Sundberg, Anders

Svensson, Anders

Svensson, Stina

Taxén Borjesson,
Pernilla

Tharing, Kristina
Tidland, Bjérn

Tryggvadottir Rolka,
Viktoria

Tykesson, Mattias

Tanghag, Frida

Tanghag, Frida

Tanghag, Frida

Toérnqguist, Ase-Lill

Voyvodova, Mariya

Wallgren, Mikael

Wannholt, Martin

Eriksson, Anneli

Widman, Camilla

Widman, Camilla Moberg, Anders

MP

< < < =2

=

P
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Protokoli (nr 1)
Sammantradesdatum: 2021-01-28

21:43 22:09
14:38 22:09
14:54 22:09
14:54 22:09
14:34 22:09
14:23 22:09
16:03 22:09
14:23 17:12
17:16 22:09
14:19 22:09
14:52 22:09
14:47 17:28
17:29 22:09
14:17 22:09
14:49 20:16
20:16 22:09
14:17 22:09
14:54 22:09
14:53 22:09
14:49 22:09
14:46 22:09

14:56 22:09
15:03 22:09
15:38 22:09

14:17 22:09
14:17 14:28
14:28 14:28
14:29 22:09
14:17 22:09
14:44 22:09
14:53 22:09
14:47 22:09
14:53 19:57
20:01 22:09
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44
19
19
50
66
82
84
83

Yigit, Roshan
Zandin, Johan Berglund, Jesper
Zandin, Johan Hellman, Finn
Qjeskar, Veronica

Ortendahl, Per Anders

Fjeldmose, Grith

Hoti, Blerta

Lann, Elisabet

w < 0O 0O < < »n

Protokoll (nr 1)

Sammantradesdatum: 2021-01-28

14:36
14:37
21:21
14:21
14:17
14:47
15:03
15:00

22:09
21:05
22:09
22:09
22:09
22:09
22:09
22:09
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Kommunfullmaktige

Utdrag ur Protokoll
Sammantradesdatum: 2019-02-21

Valberedningens forslag till vid sammantradet
forekommande val

§ 6,

Beslut
Enligt valberedningens forslag:

1. Fullméktige godkdnner de i handling 2019 nr 20 redovisade avsédgelserna.

2. De av valberedningen i kommunfullméiktiges handling 2019 nr 20 framlagda
forslagen till val bifalles.

3. Forslag till intradesordning gillande erséttare for S 1 kommunstyrelsen, punkt 24, i
valberedningens forslag bifalles.

4. Forslag till intrddesordning géllande ersittare for S i stadens ndmnder, punkt 25, i
valberedningens forslag bifalles.

5. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstimma 2019 intill slutet av arsstimma 2020 utse de
personer som anges i Bilaga A-H i valberedningens forslag.

6. De utsedda suppleanterna ska med nedan angivna undantag anses valda att intridda i
den ordning som det upptagits i valberedningens forslag.

Vid forfall for ordinarie ledamot skall, om inte i lag eller forfattning annat anges 1
dennes stille;

i forsta hand

intrdder suppleant vald for samma politiska parti som den ordinarie ledamoten,

i andra hand

intrader betrdffande ledamot for S suppleant for MP, V och FI i nu ndmnd ordning
intrider betrdffande ledamot for M suppleant for L, C, KD, D, S, MP, V och Fl och i
nu ndmnd ordning,

intrider betrdffande ledamot for L suppleant for M, C, KD, D, S, MP, V och F1inu
ndmnd ordning,

intrader betrdffande ledamot for KD suppleant for C, L och M i nu ndmnd ordning,
intrider betrdffande ledamot for C, suppleant for KD, L, M, D, MP och S i nu ndmnd
ordning,

intrider betrdffande ledamot for V suppleant for MP, F1, S, L, C, M, KD i nu ndmnd
ordning,

intrader betrdffande ledamot for MP suppleant for V, F1, S, L, C, KD, M och D i nu
nimnd ordning,

intrader betrdffande ledamot for FI suppleant V, MP, S, L, C, KD och M

i nu ndmnd ordning.

7. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter for tiden fran
arsstdimma 2019 intill slutet av arsstimma 2020 utse de personer som anges i Bilaga |
till valberedningens forslag.
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[Kommunfullmaktige]

8. Mandatperioden for ledamoter, erséttare, revisorer och revisorserséttare i respektive
Samordningsférbundet Goteborg Centrum, Samordningsforbundet Goteborg
Hisingen, Samordningsférbundet Géteborg Nordost och Samordningsférbundet
Vister forldngs t o m 2019-09-30.

9. Kommunfullméktige antecknar informationen under punkt 32 i valberedningens
handling.

Handling
2019 nr 20.

Yrkanden
Bjorn Tidland (SD) yrkar bifall till SD:s forslag till val av ledaméter 1 Goteborgs
Stadshus AB.

Jonas Attenius (S) yrkar bifall till valberedningens forslag till val av ledamoter 1
Goteborgs Stadshus AB.

Beslutsgang

Eftersom tva forslag till val har framstillts betrdffande ledamdter i Goteborgs Stadshus
AB sé ska omrostningen vara sluten. Forste vice ordforande Pér Gustafsson (L), andre
vice ordforande Hakan Eriksson (V) och tredje vice ordférande Ase-Lill Térnqvist (MP)
utses att bitrada ordforanden vid omrdstningen.

Ordféranden informerar att valsedeln ska uppta sd manga namn som valet avser samt vara
omadrkt, enkel och sluten.

Omrodstning betraffande ledamoter i Goteborgs Stadshus AB
De rostande avger efter upprop sina valsedlar i en valurna. En rostrédknare prickar av de
rostande vid valurnan. Uppropslista bilaga A.

Angivna roster dr 81. 80 valsedlar dr giltiga. En valsedel &r ogiltig. En valsedel 4r blank.

Valsedlarna delas upp i fyra grupper och rdknas. Med 72 roster mot 7 har
kommunfullméktige beslutat bifalla valberedningens forslag betraffande val av ledaméter
till Goteborgs Stadshus AB.

Kommunfullméktige beslutar hirefter att bifalla 6vriga val i valberedningens forslag till
val som framgér av valberedningens handling 2019 nr 20.

Justering
Protokollet under denna paragraf forklaras omedelbart justerat.

Protokollsutdrag skickas till
Valberedningen
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Dag for justering
2019-02-21

Vid protokollet

Sekreterare
Lina Isaksson

Ordforande
Anneli Rhedin

Justerande
Bosse Parbring

Justerande
Jorgen Knudtzon
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Stad

Handling 2019 nr 20

Valberedningens forslag till val vid kommunfullmaktiges sammantrade
den 21 februari 2019

Till Goteborgs kommunfullméktige

| sérskilda skrivelser har Douglas Thorén, Adam Agerbrink, Carl-Ake Ahlqvist,
Emma Stadenfeldt, Linus Liljeqvist, Nils-Olof Karlsson, Pontus Fransson, Johan
Marzelius, Mathias Wrangelin, Anneli Rhedin, Emanuel Vestberg, UIf Bostrém,
Henrik Eriksson, Mariette Risberg, Agneta Danielsson, Pia Nystrom, befattningar som
anges i punkterna 1-17 nedan.

Valberedningen foreslar att kommunfullméaktige med godkannande av
avségelserna beslutar:

1. Till nédmndeman i Goteborgs tingsratt istallet for Douglas Thorén (M) for tiden
t o m 2019 utse Anita Esping (M).

2. Till ndmndeman i Goteborgs tingsrétt i stéllet for Adam Agerbrink (M) for tiden
t o m 2019 utse Arne Lernhag (M).

3. Till namndeman i Géteborgs tingsratt i stéllet for Carl-Ake Ahlqvist (M) for tiden
t o m 2019 utse Emma Karlsson (M).

4. Till naAmndeman i Goteborgs tingsratt i stallet for Emma Stadenfeldt (M) for tiden
t o m 2019 utse Yvonne Rundgvist (M).

5. Till ndmndeman i Goteborgs tingsrétt i stéllet for Linus Liljeqvist (M) for tiden
t o m 2019 utse Zagros Hama (M).

6. Till ndamndeman i Goteborgs tingsrétt i stallet for Nils-Olof Karlsson (M) for tiden
t o m 2019 utse Mathilda Stenhoff (M).

7. Till medborgarvittne i stéllet for Pontus Fransson (KD) for tiden t o m 2022 utse
Beryl Andreasson (KD).

8. Till ledamot i styrelsen for stiftelsen Sjomanskyrkan i Goteborgs stift i stallet for
Johan Marzelius (M) for tiden t o m 2019 utse Christina Backman (M).

9. Till ledamot i styrelsen for stiftelsen Dalheimers donation i stéllet for Mathias
Wrangelin (M) for tiden t o m 2019 utse Eva Blomqyvist (M).

10. Till forste ersattare i kulturndmnden i stéllet for Anneli Rhedin (M) for tidento m
2019 utse Carina Ridenius (M).

11. Till ledamot i SDN Askim-Frélunda-Hogsbo i stéllet for Emanuel Vestberg (M)
for tiden t o m 2019 utse nuvarande forste ersattaren Tomas Karlsson (M). Till ny
forste erséttare for samma tid utse Bobby Gosh (M).

12. Till fjarde ersattare i idrotts- och féreningsndmnden i stallet for UIf Bostrém (D)
for tiden t o m 2019 utse Lars-Goran Ahlgvist (D).
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13. Till revisor i stadsrevisionen i stéllet for Henrik Eriksson (D) for tiden t o m 2019
utse Berndt Karlsson (D).

14. Till ledamot i stadsrevisionens revisorskollegium i stallet for Henrik Eriksson (D)
for tiden t o m 2019 utse Tom Heyman (D).

15. Till andre erséattare i samordningsforbundet Goteborg (interimistiskt) i stéallet for
Mariette Risberg (D) for tiden t o m 2019-06-30 utse Kjell Larsson (D).

16. Till ledamot i kulturndmnden i stallet for Agneta Danielsson (D) for tidentom
2019 utse Anders Vedin (D).

17. Till medborgarvittne i stéllet for Pia Nystrom (D) for tiden t o m 2022 utse Tina
Cannerheim (D).

Gustav Landstrom har avsagt sig sitt uppdrag som erséttare i park- och naturndmnden.
Valberedningen foreslar att kommunfullméaktige beslutar:

18. Avsdgelse fran Gustav Landstrom (V) fran uppdraget som tredje ersattare i park-
och naturndmnden godkénns.

Karl Robbjens har flyttat varfor val erfordras avseende det uppdrag som anges i punkt
19 nedan.

Valberedningen foreslar att kommunfullmaktige beslutar:

19. Till elfte erséttare i SDN Angered i stallet for Karl Robbjens (SD) for tident o m
2019 ute Johan Lindeson (SD).

Kommunfullméktige har att utse ledamoter och ersattare avseende de uppdrag som
framgar av punkt 20-23 nedan.

Valberedningen foreslar att kommunfullmaktige beslutar:

20. Till ledamot i styrelsen for Wahlqvist-Andahls stiftelse for tiden t o m 2021 utse
Eva Blomqvist (M).

21. Till ledaméter i Bohuskustens vattenvardsforbund for tiden fran forbundsmote
2019 intill slutet av férbundsmote 2020 utse Mats Brodefors (M) och Gertrud
Ingelman (V).

22. Till ledamater Gota Alvs vattenvardsforbund for tiden fran forbundsmote 2019
intill slutet av férbundsmote 2020 utse Johan Léfgren (M) och Gertrud Ingelman
(V) samt Josefin Lundberg Abrahamsson (-).

23. Till ledaméoter i Per och Alma Olssons fond for tiden t o m 2021 utse Per Nystrom
(M) och Mikael Wallgren (V).
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Kommunfullméktige har vid sammantrade den 22 november 2018, § 18 fattat beslut
om intradesordning beslut om intrddesordning for ersattarna i kommunstyrelsen och
vid sammantradet den 31 januari 2019, § 5 fattades ett kompletterande beslut avseende
erséttare for S och D. Fullmaktige har nu att fatta beslut om intrddesordning gallande
erséttare for S.

Valberedningen foreslar att kommunfullmaktige beslutar:

24. | andra hand betréffande ledamot for S intréder erséttare for MP och i tredje hand
erséttare for V.

Kommunfullmé&ktige beslutade vid sammantrade den 20 december 2018, § 10 om
intradesordning for ersattarna i stadens ndmnder. Fullmaktige har nu att fatta
kompletterande beslut avseende erséttare for S i stadens namnder.

Valberedningen foreslar att kommunfullmaktige beslutar:

25. | andra hand intrader betraffande ledamot for S erséttare for MP, V och Fl i nu
namnd ordning.

Kommunfullméktige beslutade vid sammantrédde den 20 december 2018, § 10 att utse
ledamoter, erséttare, revisorer och revisorsersattare i respektive Samordningsférbundet
Goteborg Centrum, Samordningsforbundet Goteborg Hisingen, Samordningsforbundet
Goteborg Nordost och Samordningsférbundet Vaster for tiden 2019-01-01—06-30.
Vid sammantradet utsags aven for samma tid en interimistisk styrelse i
Samordningsforbundet Géteborg som 2019-07-01 dvertar verksamhetsansvaret fran
nuvarande samordningsforbund. De nuvarande forbundens uppdrag stracker sig fram
till dess de har fullgjort sina atagande att likvidera respektive forbund. Dock langst till
2019-09-30. Mandatperioden for de nuvarande férbunden behover saledes forlangas

t 0 m 2019-09-30.

Valberedningen foreslar att kommunfullmaktige beslutar:

26. Mandatperioden for ledamdter, ersattare, revisorer och revisorsersattare i
respektive Samordningsforbundet Géteborg Centrum, Samordningsférbundet
Goteborg Hisingen, Samordningsforbundet Géteborg Nordost och
Samordningsforbundet Vaster forlangs t o m 2019-09-30.
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Goteborgs Stadshus AB, BRG — Business Region Goteborg AB, Goteborg & Co AB,
Forvaltnings AB Framtiden, Goteborg Energi AB, Géteborgs Hamn AB,

Goteborgs Kollektivtrafik AB, Higab AB med dotterbolag haller arsstimma under
forsta halvaret 2019. Kommunfullmaktige skall utse styrelserna i de

kommunala bolagen med dotter- och dotterdotterbolag.

Med anledning harav foreslar valberedningen att kommunfullmaktige beslutar:

27.

28.

29.

30.

Till ledamoter, suppleanter, lekmannarevisorer och suppleanter i de kommunala
bolagen for tiden fran arsstamma 2019 intill slutet av arsstamma 2020 utse de
personer som anges i Bilaga A-H.

| styrelser med sju eller fler ledamoter valjer styrelsen ordférande, 1:e vice
ordférande och 2:e vice ordfdrande.

De utsedda suppleanterna ska med i punkt 30 angivna undantag anses valda och
intrdda i den ordning som anges i valberedningens forslag.

De utsedda suppleanterna ska med nedan angivna undantag anses valda att intrada
i den ordning som det upptagits i valberedningens forslag.

Vid forfall for ordinarie ledamot skall, om inte i lag eller forfattning annat anges i
dennes stélle;

i forsta hand

intrader suppleant vald for samma politiska parti som den ordinarie ledamoten,

i andra hand

intrader betraffande ledamot for S suppleant fér MP, V och FI i nu nd&mnd ordning

intrader betraffande ledamot for M suppleant for L, C, KD, D, S, MP, V och FI
och i nu ndmnd ordning,

intrader betraffande ledamot for L suppleant for M, C, KD, D, S, MP, V och Fl i
nu namnd ordning,

intrader betraffande ledamot for KD suppleant fér C, L och M i nu ndmnd ordning,

intrader betraffande ledamot for C, suppleant for KD, L, M, D, MP och Sinu
ndmnd ordning,

intrader betraffande ledamot for V suppleant for MP, FI, S, L, C, M, KD i nu
ndmnd ordning,

intrader betraffande ledamot for MP suppleant for V, FI, S, L, C, KD, M och D i
nu namnd ordning,

intrader betraffande ledamot for FI suppleant V, MP, S, L, C, KD och M
i nu ndmnd ordning.
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Grefab, Gryaab samt Renova AB med dotterbolag haller arsstammor under forsta
halvaret 2019.

Valberedningen foreslar att kommunfullméktige beslutar:

31. Till ledaméter, suppleanter, lekmannarevisorer och suppleanter for tiden fran
arsstamma 2019 intill slutet av arsstamma 2020 utse de personer som anges i
Bilaga I.

Stadsrevisionen har upphandlat revisionsbolag fér de kommunala bolagen.
Valberedningen foreslar att kommunfullméaktige beslutar:

32. Till revisor / revisionsbolag for granskning av rakenskapsaren 20192022 foresla
de revisionsholag som anges for varje bolag:

Revisionsbolag Ernst & Young

Goteborgs Stadshus AB, Goteborg Energi AB, Goteborg Energi Nat AB, Goteborg
Energi GothNet , Ale Fjarrvarme AB, Goteborg Energi Gasnéat AB, Sérred Energi AB,
Goteborg Energi Din EI AB, Goteborg Energi Backa AB, Goteborgs Hamn AB,
Scandinavian Distripoint AB, Goteborgs Kollektivtrafik AB, GS Buss AB, GS
Trafikantservice, Géteborgs Sparvagar AB, Gryaab AB, Goteborgsregionens
Fritidshamnar AB, Renova AB, Renova Miljo AB, Kungalvs Transport AB, Fastighets
AB Rddingen, Business Region Goteborg AB, Goteborg & Co AB, Got Event AB,
Goteborgs Stadsteater AB, Liseberg AB, Hotell Liseberg Heden AB, Liseberg Gést
AB, AB Liseberg Skar 40:17, Forsakrings AB Gota Lejon, Goteborgs Upphandlings
AB, Goteborgs Stads Leasing AB.

Revisionsbolag PriceWatershouseCoopers

Boplats Goéteborgs AB, Forvaltnings AB Framtiden, Framtiden Byggutveckling AB,
Bostads AB Poseidon, Familjebostader AB, Gardstenshostader AB, Géteborgs Stads
Bostads AB, Fastighetsbolaget Bredfjall AB, Géteborgs Egnahems AB, Bygga Hem i
Goteborg AB, Storningsjouren AB, Higab AB, Fastighets AB Rantorget, Férvaltnings
AB GoteborgsLokaler, Goteborgs Stads Parkerings AB, Alvstranden Utveckling AB
Norra Alvstranden Utveckling AB, Sédra Alvstranden Utveckling AB inklusive
dotterbolag.

Goteborg den 18 februari 2019

Kommunfullméktiges valberedning

Jonas Attenius

Christina Hofmann
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134

      

    

    		

      

        The initiator Johanna Nyström (JN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-05-13 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@portgot.se) and SMS (+46703760667) to Cecilia Magnusson (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (birgitta.ling.fransson@portgot.se) and SMS (+46707612526) to Birgitta Ling Fransson (BLF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ronnie.ljungh@portgot.se) and SMS (+46707612898) to Ronnie Ljungh (RL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@portgot.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@portgot.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.danielsson@politiker.goteborg.se) and SMS (+46739024246) to Peter Danielsson (PD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Eva.olofsson@socialdemokraterna.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (David.Josefsson@portgot.se) and SMS (+46724676144) to David Josefsson (DJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristofer.andren@portgot.se) and SMS (+46733881020) to Kristofer Andrén (KA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:04.634516 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elvir.dzanic@portgot.se) to Elvir Dzanic (ED). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:13:09.360613 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Cecilia Magnusson (CM) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:09.382192 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:09.403463 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:09.424734 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to Peter Danielsson (PD) could not be delivered and continued attempts were cancelled.

      


    

  



  

  

    		2021-02-12 15:13:09.450126 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:09.47126 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to David Josefsson (DJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:12.565696 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party David Josefsson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:13:15.37313 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Birgitta Ling Fransson (BLF) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:15.395494 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Ronnie Ljungh (RL) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:15.416298 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Kristofer Andrén (KA) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:25.985266 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to David Josefsson (DJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:26.127697 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory David Josefsson (DJ) changed the text in the text field “ID number” from 

  blank

 to 

  “198312264875”

.

      


    

  



  

  

    		2021-02-12 15:13:32.002844 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Danielsson (PD) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:37.077138 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by David Josefsson (DJ) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: DAVID JOSEFSSON

  
ID number: 

  198312264875



  
IP: 90.235.83.76


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:38.122263 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:43.881454 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Magnusson (CM) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:43.899781 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ronnie Ljungh (RL) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:43.919354 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:50.209756 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Birgitta Ling Fransson (BLF) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:50.230608 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:50.250748 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristofer Andrén (KA) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:50.275418 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elvir Dzanic (ED) was delivered.

      


    

  



  

  

    		2021-02-12 15:13:50.296339 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elvir.dzanic@portgot.se was opened.

      


    

  



  

  

    		2021-02-12 15:13:50.614837 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:13:55.12564 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:13:58.433591 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:14:01.504194 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      40.94.102.53

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:14:10.16462 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:14:15.059093 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kristofer Andrén (KA) changed the text in the text field “ID number” from 

  blank

 to 

  “197502104834”

.

      


    

  



  

  

    		2021-02-12 15:14:15.063425 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Elvir Dzanic (ED) changed the text in the text field “ID number” from 

  blank

 to 

  “198308231532”

.

      


    

  



  

  

    		2021-02-12 15:14:21.022414 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Elvir Dzanic (ED) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: Elvir Dzanic

  
ID number: 

  198308231532



  
IP: 84.17.209.112


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:14:21.57512 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Kristofer Andrén (KA) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: KRISTOFER ANDRÉN

  
ID number: 

  197502104834



  
IP: 31.209.36.14


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:14:29.197309 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lars Johansson (LJ) changed the text in the text field “ID number” from 

  blank

 to 

  “5005295059”

.

      


    

  



  

  

    		2021-02-12 15:14:32.874408 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Eva Olofsson (EO) changed the text in the text field “ID number” from 

  blank

 to 

  “196005285165”

.

      


    

  



  

  

    		2021-02-12 15:14:40.409819 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lars Johansson (LJ) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 213.67.17.145


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:14:44.062854 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Eva Olofsson (EO) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 81.231.138.209


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:14:46.053703 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:15:15.209376 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Birgitta Ling Fransson (BLF) changed the text in the text field “ID number” from 

  blank

 to 

  “195604055029”

.

      


    

  



  

  

    		2021-02-12 15:15:19.817587 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The party Peter Danielsson (PD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:15:24.355007 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Magnusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:15:26.83533 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Birgitta Ling Fransson (BLF) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: BIRGITTA LING FRANSSON

  
ID number: 

  195604055029



  
IP: 31.15.43.8


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:15:42.027923 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The signatory Peter Danielsson (PD) changed the text in the text field “ID number” from 

  blank

 to 

  “195806067616”

.

      


    

  



  

  

    		2021-02-12 15:15:45.937191 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:15:52.95856 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Eva.olofsson@socialdemokraterna.se was opened.

      


    

  



  

  

    		2021-02-12 15:15:53.359986 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The document was signed by Peter Danielsson (PD) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: Jan Peter Danielsson

  
ID number: 

  195806067616



  
IP: 94.191.138.127


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:16:30.284185 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Cecilia Magnusson (CM) changed the text in the text field “ID number” from 

  blank

 to 

  “196201062467”

.

      


    

  



  

  

    		2021-02-12 15:16:39.877838 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jan Annerback (JA) changed the text in the text field “ID number” from 

  blank

 to 

  “4410265435”

.

      


    

  



  

  

    		2021-02-12 15:16:53.338389 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Cecilia Magnusson (CM) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:16:57.109853 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jan Annerback (JA) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 78.69.216.227


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:18:53.063769 UTC ±29 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_1) AppleWebKit/601.2.4 (KHTML, like Gecko) Version/9.0.1 Safari/601.2.4 facebookexternalhit/1.1 Facebot Twitterbot/1.0

      

    

    		

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:19:31.849053 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:20:07.978825 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The signatory Ronnie Ljungh (RL) changed the text in the text field “ID number” from 

  blank

 to 

  “196012265010”

.

      


    

  



  

  

    		2021-02-12 15:20:18.803761 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The document was signed by Ronnie Ljungh (RL) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: RONNIE LJUNGH

  
ID number: 

  196012265010



  
IP: 83.187.174.248


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:20:18.803761 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.linusson@se.ey.com) and SMS (+46703517771) to Anders Linusson (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:20:18.803761 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erik.fristedt@stadsrevisionen.goteborg.se) and SMS (+46702080976) to Erik Fristedt (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:20:18.803761 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (berndt.karlsson@stadsrevisionen.goteborg.se) and SMS (+46736729348) to Bernt Helin (BH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:20:22.07624 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Bernt Helin (BH) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:28.072394 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:28.108515 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:34.455401 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:34.482899 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Fristedt (EF) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:40.51964 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bernt Helin (BH) was delivered.

      


    

  



  

  

    		2021-02-12 15:20:58.552564 UTC ±31 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.fristedt@stadsrevisionen.goteborg.se was opened.

      


    

  



  

  

    		2021-02-12 15:21:02.57435 UTC ±31 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      188.149.54.236

      

        Mozilla/5.0 (iPad; CPU OS 12_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Erik Fristedt (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:22:42.249051 UTC ±32 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.179.152

      

        Mozilla/5.0 (iPad; CPU OS 12_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Erik Fristedt (EF) changed the text in the text field “ID number” from 

  blank

 to 

  “194303265559”

.

      


    

  



  

  

    		2021-02-12 15:22:53.45646 UTC ±32 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.179.152

      

        Mozilla/5.0 (iPad; CPU OS 12_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Erik Fristedt (EF) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: ERIK FRISTEDT

  
ID number: 

  194303265559



  
IP: 90.235.119.218


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:23:55.743568 UTC ±32 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristofer.andren@portgot.se was opened.

      


    

  



  

  

    		2021-02-12 15:24:33.26369 UTC ±33 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.linusson@se.ey.com was opened.

      


    

  



  

  

    		2021-02-12 15:24:50.606735 UTC ±33 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      145.62.64.100

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:31:41.649605 UTC ±1 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      145.62.64.100

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The signatory Anders Linusson (AL) changed the text in the text field “ID number” from 

  blank

 to 

  “197406054994”

.

      


    

  



  

  

    		2021-02-12 15:31:52.397619 UTC ±1 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      145.62.64.100

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The document was signed by Anders Linusson (AL) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: ANDERS LINUSSON

  
ID number: 

  197406054994



  
IP: 94.234.53.116


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:40:30.932819 UTC ±2 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.fristedt@stadsrevisionen.goteborg.se was opened.

      


    

  



  

  

    		2021-02-12 16:01:14.982834 UTC ±4 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to birgitta.ling.fransson@portgot.se was opened.

      


    

  



  

  

    		2021-02-12 20:24:43.451717 UTC ±33 ms

    		2021-02-12 19:29:53.762319 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.fristedt@stadsrevisionen.goteborg.se was opened.

      


    

  



  

  

    		2021-02-13 09:05:22.703207 UTC ±10 ms

    		2021-02-13 08:30:21.190757 UTC

    		

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 6.0; E5603) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.106 Mobile Safari/537.36

      

    

    		

      

        The party Bernt Helin (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-13 09:06:23.609245 UTC ±10 ms

    		2021-02-13 08:30:21.190757 UTC

    		

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 6.0; E5603) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.106 Mobile Safari/537.36

      

    

    		

      

        The signatory Bernt Helin (BH) changed the text in the text field “ID number” from 

  blank

 to 

  “4807188992”

.

      


    

  



  

  

    		2021-02-13 09:06:35.622002 UTC ±10 ms

    		2021-02-13 08:30:21.190757 UTC

    		

      46.236.88.172

      

        Mozilla/5.0 (Linux; Android 6.0; E5603) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.106 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Bernt Helin (BH) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Årsredovisning Göteborgs Hamn AB 2020" med transaktionsnummer 9222115557441960230.










Data returned from CGI:

  
Name: Bernt Evert Karlsson Aili

  
ID number: 

  194807188992



  
IP: 46.236.88.172


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-13 09:06:35.622002 UTC ±10 ms

    		2021-02-13 08:30:21.190757 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134

      

    

    		

      

        The initiator Johanna Nyström (JN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-03-14 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.magnusson@portgot.se) and SMS (+46703760667) to Cecilia Magnusson (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (birgitta.ling.fransson@portgot.se) and SMS (+46707612526) to Birgitta Ling Fransson (BLF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ronnie.ljungh@portgot.se) and SMS (+46707612898) to Ronnie Ljungh (RL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@portgot.se) and SMS (+46709461014) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jan.annerback@portgot.se) and SMS (+46705546845) to Jan Annerback (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.danielsson@politiker.goteborg.se) and SMS (+46739024246) to Peter Danielsson (PD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Eva.olofsson@socialdemokraterna.se) and SMS (+46705743003) to Eva Olofsson (EO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (David.Josefsson@portgot.se) and SMS (+46724676144) to David Josefsson (DJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristofer.andren@portgot.se) and SMS (+46733881020) to Kristofer Andrén (KA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:39.631908 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elvir.dzanic@portgot.se) to Elvir Dzanic (ED). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej, 

Här kommer hållbarhetsredovisningen för 2020. Vänligen gå in och signera med ditt BankID.

Med vänlig hälsning,
Göteborgs Hamn AB

      


    

  



  

  

    		2021-02-12 15:11:45.089565 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:45.152941 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:45.200687 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to Peter Danielsson (PD) could not be delivered and continued attempts were cancelled.

      


    

  



  

  

    		2021-02-12 15:11:45.242362 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:45.294943 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to David Josefsson (DJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:45.34171 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Kristofer Andrén (KA) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:49.211616 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:11:49.549787 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Birgitta Ling Fransson (BLF) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:49.589704 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Danielsson (PD) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:49.619024 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elvir Dzanic (ED) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:51.031298 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Cecilia Magnusson (CM) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:51.052174 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Birgitta Ling Fransson (BLF) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:53.434805 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristofer Andrén (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:11:55.468517 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Magnusson (CM) was delivered.

      


    

  



  

  

    		2021-02-12 15:11:57.814372 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Birgitta Ling Fransson (BLF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:11:58.3389 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party David Josefsson (DJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:00.463261 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Magnusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:01.470595 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ronnie Ljungh (RL) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:01.48831 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:01.503996 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Annerback (JA) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:01.518445 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Olofsson (EO) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:01.534111 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to David Josefsson (DJ) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:01.550571 UTC ±25 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristofer Andrén (KA) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:05.926086 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The party Peter Danielsson (PD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:13.581663 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:13.632354 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristofer.andren@portgot.se was opened.

      


    

  



  

  

    		2021-02-12 15:12:16.593327 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:22.060394 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:25.479136 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elvir.dzanic@portgot.se was opened.

      


    

  



  

  

    		2021-02-12 15:12:26.018968 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory David Josefsson (DJ) changed the text in the text field “ID number” from 

  blank

 to 

  “198312264875”

.

      


    

  



  

  

    		2021-02-12 15:12:30.923817 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Olofsson (EO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:33.120453 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Ronnie Ljungh (RL) was delivered.

      


    

  



  

  

    		2021-02-12 15:12:33.522197 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      40.94.90.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Elvir Dzanic (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:36.870974 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_1) AppleWebKit/601.2.4 (KHTML, like Gecko) Version/9.0.1 Safari/601.2.4 facebookexternalhit/1.1 Facebot Twitterbot/1.0

      

    

    		

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:12:36.951276 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      90.235.83.76

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by David Josefsson (DJ) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: DAVID JOSEFSSON

  
ID number: 

  198312264875



  
IP: 90.235.83.76


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:12:43.330636 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kristofer Andrén (KA) changed the text in the text field “ID number” from 

  blank

 to 

  “197502104834”

.

      


    

  



  

  

    		2021-02-12 15:12:45.392128 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Elvir Dzanic (ED) changed the text in the text field “ID number” from 

  blank

 to 

  “198308231532”

.

      


    

  



  

  

    		2021-02-12 15:12:50.427735 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Eva Olofsson (EO) changed the text in the text field “ID number” from 

  blank

 to 

  “196005285165”

.

      


    

  



  

  

    		2021-02-12 15:12:55.090378 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.209.36.14

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Kristofer Andrén (KA) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: KRISTOFER ANDRÉN

  
ID number: 

  197502104834



  
IP: 31.209.36.14


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:12:57.050045 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      84.17.209.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Elvir Dzanic (ED) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: Elvir Dzanic

  
ID number: 

  198308231532



  
IP: 84.17.209.112


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:01.584715 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      81.231.138.209

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Eva Olofsson (EO) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: EVA M OLOFSSON

  
ID number: 

  196005285165



  
IP: 81.231.138.209


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:07.892926 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Magnusson (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:13:24.622498 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Birgitta Ling Fransson (BLF) changed the text in the text field “ID number” from 

  blank

 to 

  “195604055029”

.

      


    

  



  

  

    		2021-02-12 15:13:30.784971 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lars Johansson (LJ) changed the text in the text field “ID number” from 

  blank

 to 

  “5005295059”

.

      


    

  



  

  

    		2021-02-12 15:13:35.797081 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Birgitta Ling Fransson (BLF) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: BIRGITTA LING FRANSSON

  
ID number: 

  195604055029



  
IP: 31.15.43.8


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:37.162418 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The signatory Peter Danielsson (PD) changed the text in the text field “ID number” from 

  blank

 to 

  “195806067616”

.

      


    

  



  

  

    		2021-02-12 15:13:42.116475 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      213.67.17.145

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lars Johansson (LJ) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: Lars Valdemar Johansson

  
ID number: 

  195005295059



  
IP: 213.67.17.145


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:42.900021 UTC ±26 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      85.230.52.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 Edg/87.0.664.75

      

    

    		

      

        The document was signed by Peter Danielsson (PD) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: Jan Peter Danielsson

  
ID number: 

  195806067616



  
IP: 94.191.138.127


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:13:56.059218 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Cecilia Magnusson (CM) changed the text in the text field “ID number” from 

  blank

 to 

  “196201062467”

.

      


    

  



  

  

    		2021-02-12 15:14:12.978427 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      31.15.43.8

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Cecilia Magnusson (CM) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: Gun Cecilia Marianne Magnusson

  
ID number: 

  196201062467



  
IP: 31.15.43.8


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:14:54.436809 UTC ±27 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:16:04.879546 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Eva.olofsson@socialdemokraterna.se was opened.

      


    

  



  

  

    		2021-02-12 15:16:14.308808 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The party Ronnie Ljungh (RL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:17:05.686955 UTC ±28 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:17:21.04281 UTC ±29 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The signatory Ronnie Ljungh (RL) changed the text in the text field “ID number” from 

  blank

 to 

  “196012265010”

.

      


    

  



  

  

    		2021-02-12 15:17:32.222858 UTC ±29 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      83.187.162.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_4 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G61 Safari/602.1

      

    

    		

      

        The document was signed by Ronnie Ljungh (RL) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: RONNIE LJUNGH

  
ID number: 

  196012265010



  
IP: 83.187.174.248


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:20:47.339794 UTC ±30 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Annerback (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 15:21:17.897816 UTC ±31 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jan Annerback (JA) changed the text in the text field “ID number” from 

  blank

 to 

  “4410265435”

.

      


    

  



  

  

    		2021-02-12 15:21:30.44487 UTC ±31 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      78.69.216.227

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jan Annerback (JA) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbar Hamn 2020 för styrelsesignering-compressed" med transaktionsnummer 9222115557441960039.










Data returned from CGI:

  
Name: JAN ANNERBACK

  
ID number: 

  194410265435



  
IP: 78.69.216.227


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 15:21:30.44487 UTC ±31 ms

    		2021-02-12 14:29:36.687082 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-02-12 15:44:28.785846 UTC ±2 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      188.149.63.54

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.63

      

    

    		

      

        The initiator Carina Larsson (CL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-05-13 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-02-12 15:44:28.785846 UTC ±2 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.linusson@se.ey.com) and SMS (+46 703 51 77 71) to Anders Linusson (AL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-02-12 15:44:34.928267 UTC ±2 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2021-02-12 15:44:49.588905 UTC ±2 ms

    		2021-02-12 15:29:39.959624 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Linusson (AL) was delivered.

      


    

  



  

  

    		2021-02-12 17:22:17.490336 UTC ±8 ms

    		2021-02-12 16:29:42.922716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.linusson@se.ey.com was opened.

      


    

  



  

  

    		2021-02-12 17:22:22.291122 UTC ±8 ms

    		2021-02-12 16:29:42.922716 UTC

    		

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The party Anders Linusson (AL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-02-12 17:23:07.479962 UTC ±8 ms

    		2021-02-12 16:29:42.922716 UTC

    		

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The signatory Anders Linusson (AL) changed the text in the text field “ID number” from 

  blank

 to 

  “197406054994”

.

      


    

  



  

  

    		2021-02-12 17:23:19.156732 UTC ±8 ms

    		2021-02-12 16:29:42.922716 UTC

    		

      83.250.6.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Edg/88.0.705.68

      

    

    		

      

        The document was signed by Anders Linusson (AL) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Hållbarhetsredovisning 2020 för revisorsignering" med transaktionsnummer 9222115557441962565.










Data returned from CGI:

  
Name: ANDERS LINUSSON

  
ID number: 

  197406054994



  
IP: 83.250.6.250


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-02-12 17:23:19.156732 UTC ±8 ms

    		2021-02-12 16:29:42.922716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.80 ms

		standard deviation: 1.65 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈82.591%

		|e| < 5 ms: ≈99.432%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-01-02 16:51:47.693347 UTC and 2021-02-13 08:30:21.190757 UTC:







  		Time collected

  		Clock offset







  

    		2021-01-02 16:51:47.693347

    		-2.7 ms

  





  

    		2021-01-02 17:51:50.158214

    		-0.8 ms

  





  

    		2021-01-02 18:51:52.733024

    		-0.6 ms

  





  

    		2021-01-02 19:51:54.865069

    		-0.2 ms

  





  

    		2021-01-02 20:51:58.237463

    		-0.1 ms

  





  

    		2021-01-02 21:52:00.63349

    		-0.2 ms

  





  

    		2021-01-02 22:52:02.44974

    		-1.2 ms

  





  

    		2021-01-02 23:52:04.06965

    		-0.3 ms

  





  

    		2021-01-03 00:52:05.806418

    		0.7 ms

  





  

    		2021-01-03 01:52:08.100556

    		0.3 ms

  





  

    		2021-01-03 02:52:10.047811

    		1.1 ms

  





  

    		2021-01-03 03:52:12.143147

    		0.3 ms

  





  

    		2021-01-03 04:52:14.532357

    		0.2 ms

  





  

    		2021-01-03 05:52:16.744982

    		0.4 ms

  





  

    		2021-01-03 06:52:18.239355

    		-0.3 ms

  





  

    		2021-01-03 07:52:20.012621

    		0.8 ms

  





  

    		2021-01-03 08:52:22.216141

    		-0.5 ms

  





  

    		2021-01-03 09:52:24.245734

    		1.5 ms

  





  

    		2021-01-03 10:52:26.075459

    		1.7 ms

  





  

    		2021-01-03 11:52:28.628484

    		1.1 ms

  





  

    		2021-01-03 12:52:30.50613

    		-0.4 ms

  





  

    		2021-01-03 13:52:34.306567

    		0.6 ms

  





  

    		2021-01-03 14:52:36.411604

    		0.1 ms

  





  

    		2021-01-03 15:52:38.067659

    		-0.1 ms

  





  

    		2021-01-03 16:52:41.00286

    		-0.6 ms

  





  

    		2021-01-03 17:52:42.554909

    		0.1 ms

  





  

    		2021-01-03 18:52:45.771845

    		-2.1 ms

  





  

    		2021-01-03 19:52:47.331762

    		0.9 ms

  





  

    		2021-01-03 20:52:49.432087

    		0.2 ms

  





  

    		2021-01-03 21:52:52.005957

    		1.5 ms

  





  

    		2021-01-03 22:52:55.165086

    		0.1 ms

  





  

    		2021-01-03 23:52:56.688428

    		0.6 ms

  





  

    		2021-01-04 00:52:58.501334

    		0.2 ms

  





  

    		2021-01-04 01:53:00.48456

    		0.2 ms

  





  

    		2021-01-04 02:53:03.164718

    		0.6 ms

  





  

    		2021-01-04 03:53:05.513257

    		0.3 ms

  





  

    		2021-01-04 04:53:07.681358

    		0.6 ms

  





  

    		2021-01-04 05:53:10.181201

    		0.0 ms

  





  

    		2021-01-04 06:53:11.767842

    		-0.5 ms

  





  

    		2021-01-04 07:53:14.225819

    		0.2 ms

  





  

    		2021-01-04 08:53:16.000818

    		1.7 ms

  





  

    		2021-01-04 09:53:17.891077

    		0.0 ms

  





  

    		2021-01-04 10:53:20.202415

    		0.3 ms

  





  

    		2021-01-04 11:53:22.148949

    		-1.3 ms

  





  

    		2021-01-04 12:53:23.694728

    		0.1 ms

  





  

    		2021-01-04 13:53:25.858104

    		-0.7 ms

  





  

    		2021-01-04 14:53:27.805843

    		-2.1 ms

  





  

    		2021-01-04 15:53:30.41815

    		0.0 ms

  





  

    		2021-01-04 16:53:32.207162

    		-2.0 ms

  





  

    		2021-01-04 17:53:35.002661

    		-0.9 ms

  





  

    		2021-01-04 18:53:37.667232

    		0.5 ms

  





  

    		2021-01-04 19:53:39.536985

    		-0.1 ms

  





  

    		2021-01-04 20:53:41.512388

    		-0.2 ms

  





  

    		2021-01-04 21:53:43.925531

    		0.2 ms

  





  

    		2021-01-04 22:53:46.352321

    		0.1 ms

  





  

    		2021-01-04 23:53:48.861629

    		-0.4 ms

  





  

    		2021-01-05 00:53:50.772781

    		-0.9 ms

  





  

    		2021-01-05 01:53:52.331734

    		0.7 ms

  





  

    		2021-01-05 02:53:54.932667

    		0.2 ms

  





  

    		2021-01-05 03:53:57.054203

    		0.3 ms

  





  

    		2021-01-05 04:53:59.577719

    		1.5 ms

  





  

    		2021-01-05 05:54:02.972083

    		-0.4 ms

  





  

    		2021-01-05 06:54:05.443491

    		0.1 ms

  





  

    		2021-01-05 07:54:07.020445

    		-0.9 ms

  





  

    		2021-01-05 08:54:08.882658

    		-0.1 ms

  





  

    		2021-01-05 09:54:11.895078

    		-0.9 ms

  





  

    		2021-01-05 10:54:13.826752

    		1.1 ms

  





  

    		2021-01-05 11:54:17.098114

    		1.4 ms

  





  

    		2021-01-05 12:54:19.307567

    		1.3 ms

  





  

    		2021-01-05 13:54:20.932675

    		0.5 ms

  





  

    		2021-01-05 14:54:23.56819

    		1.1 ms

  





  

    		2021-01-05 15:54:25.764643

    		-0.8 ms

  





  

    		2021-01-05 16:54:27.195657

    		-1.0 ms

  





  

    		2021-01-05 17:54:28.870223

    		-1.2 ms

  





  

    		2021-01-05 18:54:32.316317

    		-1.4 ms

  





  

    		2021-01-05 19:54:36.315673

    		0.4 ms

  





  

    		2021-01-05 20:54:38.549412

    		-0.9 ms

  





  

    		2021-01-05 21:54:40.1497

    		-0.4 ms

  





  

    		2021-01-05 22:54:41.567948

    		-1.0 ms

  





  

    		2021-01-05 23:54:43.944226

    		0.6 ms

  





  

    		2021-01-06 00:54:45.550785

    		1.0 ms

  





  

    		2021-01-06 01:54:47.496391

    		0.8 ms

  





  

    		2021-01-06 02:54:49.371357

    		0.8 ms

  





  

    		2021-01-06 03:54:51.293437

    		1.6 ms

  





  

    		2021-01-06 04:54:53.777564

    		0.3 ms

  





  

    		2021-01-06 05:54:56.699833

    		0.0 ms

  





  

    		2021-01-06 06:54:58.263908

    		-0.6 ms

  





  

    		2021-01-06 07:55:00.241321

    		-0.7 ms

  





  

    		2021-01-06 08:55:02.267902

    		-0.7 ms

  





  

    		2021-01-06 09:55:03.912312

    		1.4 ms

  





  

    		2021-01-06 10:55:05.539604

    		-0.1 ms

  





  

    		2021-01-06 11:55:07.163775

    		0.1 ms

  





  

    		2021-01-06 12:55:09.008231

    		0.1 ms

  





  

    		2021-01-06 13:55:10.527191

    		1.0 ms

  





  

    		2021-01-06 14:55:14.064141

    		0.9 ms

  





  

    		2021-01-06 15:55:16.087916

    		-0.2 ms

  





  

    		2021-01-06 16:55:19.842794

    		0.3 ms

  





  

    		2021-01-06 17:55:21.20995

    		0.2 ms

  





  

    		2021-01-06 18:55:24.933135

    		-1.2 ms

  





  

    		2021-01-06 19:55:26.450595

    		-0.6 ms

  





  

    		2021-01-06 20:55:28.936615

    		-0.8 ms

  





  

    		2021-01-06 21:55:30.859183

    		-2.3 ms

  





  

    		2021-01-06 22:55:32.47955

    		0.3 ms

  





  

    		2021-01-06 23:55:34.785244

    		-0.8 ms

  





  

    		2021-01-07 00:55:37.373329

    		1.0 ms

  





  

    		2021-01-07 01:55:39.412274

    		1.4 ms

  





  

    		2021-01-07 02:55:42.220609

    		1.2 ms

  





  

    		2021-01-07 03:55:45.580643

    		1.3 ms

  





  

    		2021-01-07 04:55:47.417974

    		1.2 ms

  





  

    		2021-01-07 05:55:48.831585

    		1.4 ms

  





  

    		2021-01-07 06:55:52.210659

    		0.0 ms

  





  

    		2021-01-07 07:55:53.867846

    		-0.2 ms

  





  

    		2021-01-07 08:55:57.298907

    		-1.0 ms

  





  

    		2021-01-07 09:55:59.792752

    		-0.3 ms

  





  

    		2021-01-07 10:56:01.96808

    		1.0 ms

  





  

    		2021-01-07 11:56:03.74454

    		1.1 ms

  





  

    		2021-01-07 12:56:05.77438

    		0.1 ms

  





  

    		2021-01-07 13:56:09.064127

    		-0.9 ms

  





  

    		2021-01-07 14:56:12.399125

    		-0.5 ms

  





  

    		2021-01-07 15:56:13.898576

    		-0.9 ms

  





  

    		2021-01-07 16:56:16.062521

    		-1.1 ms

  





  

    		2021-01-07 17:56:17.876974

    		-2.1 ms

  





  

    		2021-01-07 18:56:19.755834

    		-0.1 ms

  





  

    		2021-01-07 19:56:21.190394

    		-0.1 ms

  





  

    		2021-01-07 20:56:22.847043

    		-0.3 ms

  





  

    		2021-01-07 21:56:25.48274

    		0.0 ms

  





  

    		2021-01-07 22:56:27.77435

    		0.2 ms

  





  

    		2021-01-07 23:56:29.764982

    		-1.1 ms

  





  

    		2021-01-08 00:56:31.719705

    		0.7 ms

  





  

    		2021-01-08 01:56:33.568001

    		0.4 ms

  





  

    		2021-01-08 02:56:35.079757

    		0.3 ms

  





  

    		2021-01-08 03:56:36.905497

    		1.4 ms

  





  

    		2021-01-08 04:56:38.250192

    		0.4 ms

  





  

    		2021-01-08 05:56:39.984952

    		-0.1 ms

  





  

    		2021-01-08 06:56:41.865248

    		0.4 ms

  





  

    		2021-01-08 07:56:43.708781

    		-0.1 ms

  





  

    		2021-01-08 08:56:46.561477

    		0.3 ms

  





  

    		2021-01-08 09:56:48.332373

    		1.1 ms

  





  

    		2021-01-08 10:56:50.466347

    		-0.7 ms

  





  

    		2021-01-08 11:56:52.989926

    		0.7 ms

  





  

    		2021-01-08 12:56:54.893322

    		0.7 ms

  





  

    		2021-01-08 13:56:57.706695

    		-1.5 ms

  





  

    		2021-01-08 14:56:59.334043

    		-0.6 ms

  





  

    		2021-01-08 15:57:02.202767

    		-0.2 ms

  





  

    		2021-01-08 16:57:04.132024

    		-1.4 ms

  





  

    		2021-01-08 17:57:05.758118

    		-1.3 ms

  





  

    		2021-01-08 18:57:08.944171

    		0.3 ms

  





  

    		2021-01-08 19:57:11.777239

    		0.7 ms

  





  

    		2021-01-08 20:57:15.969464

    		1.0 ms

  





  

    		2021-01-08 21:57:19.668786

    		0.5 ms

  





  

    		2021-01-08 22:57:21.900125

    		0.4 ms

  





  

    		2021-01-08 23:57:23.612894

    		0.6 ms

  





  

    		2021-01-09 00:57:26.216684

    		-1.5 ms

  





  

    		2021-01-09 01:57:28.510892

    		-1.6 ms

  





  

    		2021-01-09 02:57:30.571913

    		-0.3 ms

  





  

    		2021-01-09 03:57:33.797769

    		-0.1 ms

  





  

    		2021-01-09 04:57:36.480144

    		1.5 ms

  





  

    		2021-01-09 05:57:38.427824

    		1.4 ms

  





  

    		2021-01-09 06:57:40.64039

    		1.0 ms

  





  

    		2021-01-09 07:57:42.905743

    		2.4 ms

  





  

    		2021-01-09 08:57:44.536177

    		-0.3 ms

  





  

    		2021-01-09 09:57:46.247257

    		1.4 ms

  





  

    		2021-01-09 10:57:48.455195

    		1.0 ms

  





  

    		2021-01-09 11:57:50.721652

    		0.4 ms

  





  

    		2021-01-09 12:57:54.562092

    		2.1 ms

  





  

    		2021-01-09 13:57:56.388061

    		-0.7 ms

  





  

    		2021-01-09 14:58:00.072172

    		0.4 ms

  





  

    		2021-01-09 15:58:02.452952

    		-0.8 ms

  





  

    		2021-01-09 16:58:04.546219

    		-0.9 ms

  





  

    		2021-01-09 17:58:06.801983

    		-0.7 ms

  





  

    		2021-01-09 18:58:10.393721

    		-1.4 ms

  





  

    		2021-01-09 19:58:12.126601

    		-0.7 ms

  





  

    		2021-01-09 20:58:15.901547

    		-1.0 ms

  





  

    		2021-01-09 21:58:17.456217

    		0.4 ms

  





  

    		2021-01-09 22:58:18.840618

    		-0.3 ms

  





  

    		2021-01-09 23:58:20.643161

    		0.0 ms

  





  

    		2021-01-10 00:58:23.489259

    		-0.1 ms

  





  

    		2021-01-10 01:58:25.123143

    		0.7 ms

  





  

    		2021-01-10 02:58:26.881591

    		1.4 ms

  





  

    		2021-01-10 03:58:28.498667

    		1.3 ms

  





  

    		2021-01-10 04:58:30.613602

    		-0.3 ms

  





  

    		2021-01-10 05:58:32.506133

    		0.9 ms

  





  

    		2021-01-10 06:58:34.219155

    		-0.5 ms

  





  

    		2021-01-10 07:58:36.606117

    		0.6 ms

  





  

    		2021-01-10 08:58:39.332613

    		0.5 ms

  





  

    		2021-01-10 09:58:40.908909

    		0.9 ms

  





  

    		2021-01-10 10:58:42.626057

    		0.9 ms

  





  

    		2021-01-10 11:58:44.466212

    		1.4 ms

  





  

    		2021-01-10 12:58:46.686404

    		0.2 ms

  





  

    		2021-01-10 13:58:48.471999

    		1.5 ms

  





  

    		2021-01-10 14:58:49.958658

    		0.7 ms

  





  

    		2021-01-10 15:58:51.497866

    		-0.2 ms

  





  

    		2021-01-10 16:58:53.393269

    		0.0 ms

  





  

    		2021-01-10 17:58:55.150314

    		-0.2 ms

  





  

    		2021-01-10 18:58:56.969684

    		0.1 ms

  





  

    		2021-01-10 19:58:59.889911

    		0.1 ms

  





  

    		2021-01-10 20:59:02.042546

    		-0.3 ms

  





  

    		2021-01-10 21:59:03.638195

    		-0.7 ms

  





  

    		2021-01-10 22:59:06.05534

    		0.7 ms

  





  

    		2021-01-10 23:59:08.504719

    		-0.9 ms

  





  

    		2021-01-11 00:59:10.09721

    		-0.9 ms

  





  

    		2021-01-11 01:59:11.736871

    		-0.8 ms

  





  

    		2021-01-11 02:59:13.310025

    		0.1 ms

  





  

    		2021-01-11 03:59:15.266479

    		0.6 ms

  





  

    		2021-01-11 04:59:16.914595

    		0.8 ms

  





  

    		2021-01-11 05:59:19.968421

    		-0.2 ms

  





  

    		2021-01-11 06:59:22.081551

    		-0.6 ms

  





  

    		2021-01-11 07:59:26.153439

    		-1.5 ms

  





  

    		2021-01-11 08:59:29.693068

    		0.5 ms

  





  

    		2021-01-11 09:59:32.771821

    		1.1 ms

  





  

    		2021-01-11 10:59:34.150355

    		0.1 ms

  





  

    		2021-01-11 11:59:36.669576

    		-0.9 ms

  





  

    		2021-01-11 12:59:38.940021

    		-1.4 ms

  





  

    		2021-01-11 13:59:40.721691

    		0.3 ms

  





  

    		2021-01-11 14:59:42.682913

    		-0.5 ms

  





  

    		2021-01-11 15:59:45.815842

    		-0.4 ms

  





  

    		2021-01-11 16:59:48.562235

    		0.6 ms

  





  

    		2021-01-11 17:59:50.354639

    		-1.6 ms

  





  

    		2021-01-11 18:59:51.944258

    		-0.6 ms

  





  

    		2021-01-11 19:59:54.98334

    		-0.1 ms

  





  

    		2021-01-11 20:59:58.652313

    		-0.3 ms

  





  

    		2021-01-11 22:00:00.843147

    		-0.9 ms

  





  

    		2021-01-11 23:00:02.901094

    		-0.1 ms

  





  

    		2021-01-12 00:00:05.138356

    		-0.2 ms

  





  

    		2021-01-12 01:00:06.606289

    		-0.4 ms

  





  

    		2021-01-12 02:00:08.147535

    		1.3 ms

  





  

    		2021-01-12 03:00:11.140824

    		0.6 ms

  





  

    		2021-01-12 04:00:13.241598

    		0.2 ms

  





  

    		2021-01-12 05:00:14.873308

    		-1.2 ms

  





  

    		2021-01-12 06:00:16.77472

    		-0.3 ms

  





  

    		2021-01-12 07:00:19.736151

    		-0.9 ms

  





  

    		2021-01-12 08:00:22.000171

    		-0.6 ms

  





  

    		2021-01-12 09:00:23.963218

    		1.1 ms

  





  

    		2021-01-12 10:00:25.9232

    		-2.2 ms

  





  

    		2021-01-12 11:00:28.741964

    		0.4 ms

  





  

    		2021-01-12 12:00:30.797483

    		1.0 ms

  





  

    		2021-01-12 13:00:33.944484

    		-0.5 ms

  





  

    		2021-01-12 14:00:37.068078

    		0.6 ms

  





  

    		2021-01-12 15:00:40.081912

    		1.2 ms

  





  

    		2021-01-12 16:00:43.09182

    		-0.2 ms

  





  

    		2021-01-12 17:00:45.152281

    		0.1 ms

  





  

    		2021-01-12 18:00:48.05888

    		-0.8 ms

  





  

    		2021-01-12 19:00:49.532002

    		-1.1 ms

  





  

    		2021-01-12 20:00:51.635456

    		-0.1 ms

  





  

    		2021-01-12 21:00:54.855271

    		-1.1 ms

  





  

    		2021-01-12 22:00:56.486392

    		-0.6 ms

  





  

    		2021-01-12 23:00:58.159775

    		0.4 ms

  





  

    		2021-01-13 00:01:00.028189

    		0.4 ms

  





  

    		2021-01-13 01:01:04.709136

    		0.2 ms

  





  

    		2021-01-13 02:01:07.699205

    		0.0 ms

  





  

    		2021-01-13 03:01:09.485124

    		-0.9 ms

  





  

    		2021-01-13 04:01:11.656027

    		1.7 ms

  





  

    		2021-01-13 05:01:13.987822

    		2.1 ms

  





  

    		2021-01-13 06:01:15.704996

    		2.8 ms

  





  

    		2021-01-13 07:01:18.742112

    		1.9 ms

  





  

    		2021-01-13 08:01:20.148826

    		0.0 ms

  





  

    		2021-01-13 09:01:23.70613

    		-1.0 ms

  





  

    		2021-01-13 10:01:25.329767

    		-1.6 ms

  





  

    		2021-01-13 11:01:27.574071

    		0.4 ms

  





  

    		2021-01-13 12:01:29.05236

    		0.4 ms

  





  

    		2021-01-13 13:01:30.921701

    		2.2 ms

  





  

    		2021-01-13 14:01:32.510962

    		-2.4 ms

  





  

    		2021-01-13 15:01:35.625409

    		0.2 ms

  





  

    		2021-01-13 16:01:37.3216

    		-0.7 ms

  





  

    		2021-01-13 17:01:38.76289

    		-0.9 ms

  





  

    		2021-01-13 18:01:41.129351

    		-0.2 ms

  





  

    		2021-01-13 19:01:43.343093

    		-0.4 ms

  





  

    		2021-01-13 20:01:46.408136

    		0.3 ms

  





  

    		2021-01-13 21:01:49.659171

    		0.5 ms

  





  

    		2021-01-13 22:01:51.614233

    		0.3 ms

  





  

    		2021-01-13 23:01:53.269526

    		-1.5 ms

  





  

    		2021-01-14 00:01:55.611931

    		0.0 ms

  





  

    		2021-01-14 01:01:57.889476

    		0.4 ms

  





  

    		2021-01-14 02:01:59.661824

    		-2.3 ms

  





  

    		2021-01-14 03:02:02.101758

    		0.8 ms

  





  

    		2021-01-14 04:02:03.820738

    		-0.1 ms

  





  

    		2021-01-14 05:02:05.567998

    		0.0 ms

  





  

    		2021-01-14 06:02:09.74824

    		0.9 ms

  





  

    		2021-01-14 07:02:13.558277

    		0.9 ms

  





  

    		2021-01-14 08:02:16.66306

    		1.0 ms

  





  

    		2021-01-14 09:02:19.1973

    		-0.4 ms

  





  

    		2021-01-14 10:02:20.855188

    		-1.3 ms

  





  

    		2021-01-14 11:02:22.867353

    		-2.6 ms

  





  

    		2021-01-14 12:02:25.222799

    		1.3 ms

  





  

    		2021-01-14 13:02:28.475738

    		-0.7 ms

  





  

    		2021-01-14 14:02:29.941747

    		-0.9 ms

  





  

    		2021-01-14 15:02:32.283978

    		-1.3 ms

  





  

    		2021-01-14 16:02:34.756136

    		0.2 ms

  





  

    		2021-01-14 17:02:37.453459

    		0.3 ms

  





  

    		2021-01-14 18:02:40.1335

    		-0.2 ms

  





  

    		2021-01-14 19:02:41.792687

    		0.3 ms

  





  

    		2021-01-14 20:02:43.504366

    		-0.9 ms

  





  

    		2021-01-14 21:02:45.771623

    		1.1 ms

  





  

    		2021-01-14 22:02:48.224672

    		1.2 ms

  





  

    		2021-01-14 23:02:50.320149

    		0.5 ms

  





  

    		2021-01-15 00:02:51.963212

    		-0.4 ms

  





  

    		2021-01-15 01:02:55.055649

    		-0.4 ms

  





  

    		2021-01-15 02:02:56.959995

    		0.3 ms

  





  

    		2021-01-15 03:03:00.047651

    		0.5 ms

  





  

    		2021-01-15 04:03:01.639352

    		1.4 ms

  





  

    		2021-01-15 05:03:03.566589

    		1.9 ms

  





  

    		2021-01-15 06:03:05.197508

    		0.4 ms

  





  

    		2021-01-15 07:03:07.095747

    		0.9 ms

  





  

    		2021-01-15 08:03:08.720272

    		-0.2 ms

  





  

    		2021-01-15 09:03:10.579551

    		0.5 ms

  





  

    		2021-01-15 10:03:12.830767

    		0.6 ms

  





  

    		2021-01-15 11:03:14.431086

    		1.3 ms

  





  

    		2021-01-15 12:03:15.824692

    		-0.5 ms

  





  

    		2021-01-15 13:03:17.642498

    		1.2 ms

  





  

    		2021-01-15 14:03:20.344489

    		1.0 ms

  





  

    		2021-01-15 15:03:22.151444

    		-0.1 ms

  





  

    		2021-01-15 16:03:24.34589

    		-0.4 ms

  





  

    		2021-01-15 17:03:26.570277

    		0.2 ms

  





  

    		2021-01-15 18:03:29.287055

    		0.8 ms

  





  

    		2021-01-15 19:03:31.34598

    		-0.9 ms

  





  

    		2021-01-15 20:03:34.941827

    		0.9 ms

  





  

    		2021-01-15 21:03:37.362838

    		0.8 ms

  





  

    		2021-01-15 22:03:38.845089

    		0.8 ms

  





  

    		2021-01-15 23:03:40.617454

    		0.5 ms

  





  

    		2021-01-16 00:03:42.723427

    		1.0 ms

  





  

    		2021-01-16 01:03:45.155956

    		-0.9 ms

  





  

    		2021-01-16 02:03:47.754845

    		0.9 ms

  





  

    		2021-01-16 03:03:49.695324

    		0.7 ms

  





  

    		2021-01-16 04:03:51.541877

    		-0.2 ms

  





  

    		2021-01-16 05:03:53.740223

    		-1.2 ms

  





  

    		2021-01-16 06:03:55.929108

    		-0.6 ms

  





  

    		2021-01-16 07:03:57.912469

    		-1.0 ms

  





  

    		2021-01-16 08:04:01.206534

    		0.6 ms

  





  

    		2021-01-16 09:04:02.790599

    		0.8 ms

  





  

    		2021-01-16 10:04:04.616305

    		0.5 ms

  





  

    		2021-01-16 11:04:06.771852

    		-0.2 ms

  





  

    		2021-01-16 12:04:08.699862

    		1.1 ms

  





  

    		2021-01-16 13:04:11.257491

    		-1.8 ms

  





  

    		2021-01-16 14:04:13.028301

    		-0.5 ms

  





  

    		2021-01-16 15:04:14.409915

    		-0.2 ms

  





  

    		2021-01-16 16:04:16.963578

    		1.1 ms

  





  

    		2021-01-16 17:04:18.647856

    		2.8 ms

  





  

    		2021-01-16 18:04:21.336788

    		3.9 ms

  





  

    		2021-01-16 19:04:24.565496

    		3.6 ms

  





  

    		2021-01-16 20:04:26.948455

    		5.3 ms

  





  

    		2021-01-16 21:04:29.044684

    		3.5 ms

  





  

    		2021-01-16 22:04:30.754508

    		2.8 ms

  





  

    		2021-01-16 23:04:32.647943

    		1.6 ms

  





  

    		2021-01-17 00:04:34.96855

    		2.7 ms

  





  

    		2021-01-17 01:04:37.271994

    		2.0 ms

  





  

    		2021-01-17 02:04:38.740847

    		-0.1 ms

  





  

    		2021-01-17 03:04:40.712297

    		1.6 ms

  





  

    		2021-01-17 04:04:42.979767

    		0.3 ms

  





  

    		2021-01-17 05:04:44.865387

    		2.8 ms

  





  

    		2021-01-17 06:04:46.324521

    		3.7 ms

  





  

    		2021-01-17 07:04:47.919061

    		3.2 ms

  





  

    		2021-01-17 08:04:49.854681

    		3.8 ms

  





  

    		2021-01-17 09:04:51.983115

    		0.8 ms

  





  

    		2021-01-17 10:04:54.231034

    		2.7 ms

  





  

    		2021-01-17 11:04:56.600262

    		4.2 ms

  





  

    		2021-01-17 12:04:59.733172

    		2.7 ms

  





  

    		2021-01-17 13:05:02.660681

    		3.4 ms

  





  

    		2021-01-17 14:05:04.291116

    		0.2 ms

  





  

    		2021-01-17 15:05:06.795295

    		2.5 ms

  





  

    		2021-01-17 16:05:08.510263

    		1.6 ms

  





  

    		2021-01-17 17:05:11.791903

    		3.0 ms

  





  

    		2021-01-17 18:05:13.475488

    		0.0 ms

  





  

    		2021-01-17 19:05:15.107691

    		-0.2 ms

  





  

    		2021-01-17 20:05:16.760628

    		0.3 ms

  





  

    		2021-01-17 21:05:18.872068

    		-1.3 ms

  





  

    		2021-01-17 22:05:21.113295

    		1.8 ms

  





  

    		2021-01-17 23:05:23.641627

    		0.3 ms

  





  

    		2021-01-18 00:05:25.693051

    		1.9 ms

  





  

    		2021-01-18 01:05:28.700468

    		2.8 ms

  





  

    		2021-01-18 02:05:30.257263

    		2.4 ms

  





  

    		2021-01-18 03:05:31.763023

    		-0.7 ms

  





  

    		2021-01-18 04:05:34.890548

    		1.0 ms

  





  

    		2021-01-18 05:05:36.74491

    		-1.2 ms

  





  

    		2021-01-18 06:05:38.446059

    		1.4 ms

  





  

    		2021-01-18 07:05:39.894099

    		1.6 ms

  





  

    		2021-01-18 08:05:41.688537

    		1.1 ms

  





  

    		2021-01-18 09:05:43.995646

    		3.5 ms

  





  

    		2021-01-18 10:05:47.436952

    		2.7 ms

  





  

    		2021-01-18 11:05:49.136633

    		1.1 ms

  





  

    		2021-01-18 12:05:51.281924

    		1.8 ms

  





  

    		2021-01-18 13:05:54.484048

    		3.7 ms

  





  

    		2021-01-18 14:05:56.792681

    		0.3 ms

  





  

    		2021-01-18 15:05:58.647783

    		0.6 ms

  





  

    		2021-01-18 16:06:00.449163

    		-0.3 ms

  





  

    		2021-01-18 17:06:02.094026

    		-0.5 ms

  





  

    		2021-01-18 18:06:03.650885

    		0.6 ms

  





  

    		2021-01-18 19:06:06.683421

    		1.9 ms

  





  

    		2021-01-18 20:06:08.458583

    		-0.9 ms

  





  

    		2021-01-18 21:06:10.616772

    		2.2 ms

  





  

    		2021-01-18 22:06:12.858948

    		2.5 ms

  





  

    		2021-01-18 23:06:14.24535

    		1.5 ms

  





  

    		2021-01-19 00:06:16.320254

    		1.2 ms

  





  

    		2021-01-19 01:06:18.049502

    		2.1 ms

  





  

    		2021-01-19 02:06:20.440395

    		3.0 ms

  





  

    		2021-01-19 03:06:22.696642

    		4.9 ms

  





  

    		2021-01-19 04:06:24.886104

    		1.6 ms

  





  

    		2021-01-19 05:06:26.415627

    		4.3 ms

  





  

    		2021-01-19 06:06:28.998369

    		0.8 ms

  





  

    		2021-01-19 07:06:30.651149

    		4.3 ms

  





  

    		2021-01-19 08:06:32.131395

    		-1.8 ms

  





  

    		2021-01-19 09:06:33.68903

    		-0.7 ms

  





  

    		2021-01-19 10:06:35.72054

    		-1.7 ms

  





  

    		2021-01-19 11:06:37.106257

    		-1.0 ms

  





  

    		2021-01-19 12:06:39.647111

    		2.2 ms

  





  

    		2021-01-19 13:06:41.599184

    		-1.1 ms

  





  

    		2021-01-19 14:06:44.997033

    		1.0 ms

  





  

    		2021-01-19 15:06:48.93209

    		3.2 ms

  





  

    		2021-01-19 16:06:51.635845

    		3.5 ms

  





  

    		2021-01-19 17:06:53.20906

    		2.4 ms

  





  

    		2021-01-19 18:06:55.179581

    		2.4 ms

  





  

    		2021-01-19 19:06:57.224116

    		0.6 ms

  





  

    		2021-01-19 20:06:59.724179

    		2.5 ms

  





  

    		2021-01-19 21:07:02.851224

    		0.5 ms

  





  

    		2021-01-19 22:07:04.341796

    		2.5 ms

  





  

    		2021-01-19 23:07:07.953442

    		1.4 ms

  





  

    		2021-01-20 00:07:09.901916

    		2.1 ms

  





  

    		2021-01-20 01:07:11.796052

    		-2.4 ms

  





  

    		2021-01-20 02:07:14.384115

    		2.1 ms

  





  

    		2021-01-20 03:07:16.568523

    		2.9 ms

  





  

    		2021-01-20 04:07:18.947398

    		0.3 ms

  





  

    		2021-01-20 05:07:20.951092

    		2.6 ms

  





  

    		2021-01-20 06:07:23.012313

    		4.5 ms

  





  

    		2021-01-20 07:07:26.374141

    		1.5 ms

  





  

    		2021-01-20 08:07:27.960121

    		-1.8 ms

  





  

    		2021-01-20 09:07:29.947465

    		1.6 ms

  





  

    		2021-01-20 10:07:32.491538

    		1.8 ms

  





  

    		2021-01-20 11:07:34.324203

    		-1.6 ms

  





  

    		2021-01-20 12:07:35.999559

    		-1.3 ms

  





  

    		2021-01-20 13:07:37.976774

    		1.7 ms

  





  

    		2021-01-20 14:07:39.722311

    		2.7 ms

  





  

    		2021-01-20 15:07:42.616454

    		2.7 ms

  





  

    		2021-01-20 16:07:44.65248

    		3.7 ms

  





  

    		2021-01-20 17:07:48.22063

    		1.0 ms

  





  

    		2021-01-20 18:07:49.667637

    		3.3 ms

  





  

    		2021-01-20 19:07:52.035893

    		3.4 ms

  





  

    		2021-01-20 20:07:53.692464

    		3.6 ms

  





  

    		2021-01-20 21:07:55.891461

    		-1.1 ms

  





  

    		2021-01-20 22:07:58.5927

    		2.3 ms

  





  

    		2021-01-20 23:07:59.964524

    		0.2 ms

  





  

    		2021-01-21 00:08:01.762249

    		0.3 ms

  





  

    		2021-01-21 01:08:04.454445

    		2.2 ms

  





  

    		2021-01-21 02:08:07.399479

    		0.9 ms

  





  

    		2021-01-21 03:08:09.584362

    		0.6 ms

  





  

    		2021-01-21 04:08:11.981412

    		-0.8 ms

  





  

    		2021-01-21 05:08:13.963379

    		3.6 ms

  





  

    		2021-01-21 06:08:16.647705

    		1.9 ms

  





  

    		2021-01-21 07:08:19.216528

    		1.0 ms

  





  

    		2021-01-21 08:08:21.778518

    		5.0 ms

  





  

    		2021-01-21 09:08:25.219572

    		4.5 ms

  





  

    		2021-01-21 10:08:26.940977

    		3.7 ms

  





  

    		2021-01-21 11:08:29.08981

    		-0.4 ms

  





  

    		2021-01-21 12:08:30.689597

    		2.9 ms

  





  

    		2021-01-21 13:08:33.007877

    		2.3 ms

  





  

    		2021-01-21 14:08:36.003458

    		3.2 ms

  





  

    		2021-01-21 15:08:38.228882

    		-0.7 ms

  





  

    		2021-01-21 16:08:40.385701

    		2.2 ms

  





  

    		2021-01-21 17:08:43.914422

    		1.2 ms

  





  

    		2021-01-21 18:08:47.617393

    		0.1 ms

  





  

    		2021-01-21 19:08:51.167749

    		0.5 ms

  





  

    		2021-01-21 20:08:53.205897

    		3.0 ms

  





  

    		2021-01-21 21:08:54.76833

    		-0.8 ms

  





  

    		2021-01-21 22:08:57.126353

    		2.1 ms

  





  

    		2021-01-21 23:08:59.109158

    		3.6 ms

  





  

    		2021-01-22 00:09:01.536488

    		4.3 ms

  





  

    		2021-01-22 01:09:03.894868

    		0.0 ms

  





  

    		2021-01-22 02:09:06.433297

    		2.2 ms

  





  

    		2021-01-22 03:09:07.963321

    		1.6 ms

  





  

    		2021-01-22 04:09:09.713663

    		2.0 ms

  





  

    		2021-01-22 05:09:12.742038

    		2.8 ms

  





  

    		2021-01-22 06:09:14.437628

    		2.5 ms

  





  

    		2021-01-22 07:09:16.182119

    		3.6 ms

  





  

    		2021-01-22 08:09:18.050711

    		3.4 ms

  





  

    		2021-01-22 09:09:19.936157

    		1.9 ms

  





  

    		2021-01-22 10:09:21.541085

    		2.9 ms

  





  

    		2021-01-22 11:09:23.90729

    		3.1 ms

  





  

    		2021-01-22 12:09:25.397611

    		-1.2 ms

  





  

    		2021-01-22 13:09:27.322758

    		2.0 ms

  





  

    		2021-01-22 14:09:30.213797

    		1.4 ms

  





  

    		2021-01-22 15:09:32.41354

    		-0.1 ms

  





  

    		2021-01-22 16:09:33.917193

    		-1.2 ms

  





  

    		2021-01-22 17:09:35.763287

    		1.1 ms

  





  

    		2021-01-22 18:09:37.524553

    		1.5 ms

  





  

    		2021-01-22 19:09:39.823531

    		3.2 ms

  





  

    		2021-01-22 20:09:42.201781

    		4.4 ms

  





  

    		2021-01-22 21:09:43.796278

    		3.7 ms

  





  

    		2021-01-22 22:09:46.048352

    		3.1 ms

  





  

    		2021-01-22 23:09:48.821094

    		3.5 ms

  





  

    		2021-01-23 00:09:50.432757

    		0.5 ms

  





  

    		2021-01-23 01:09:52.064779

    		3.5 ms

  





  

    		2021-01-23 02:09:53.852046

    		2.5 ms

  





  

    		2021-01-23 03:09:56.92998

    		-0.4 ms

  





  

    		2021-01-23 04:09:58.60761

    		-0.5 ms

  





  

    		2021-01-23 05:10:00.787463

    		3.0 ms

  





  

    		2021-01-23 06:10:03.056543

    		-0.7 ms

  





  

    		2021-01-23 07:10:04.815325

    		4.0 ms

  





  

    		2021-01-23 08:10:07.137836

    		3.0 ms

  





  

    		2021-01-23 09:10:09.276964

    		-0.2 ms

  





  

    		2021-01-23 10:10:11.055053

    		-0.1 ms

  





  

    		2021-01-23 11:10:13.05313

    		2.6 ms

  





  

    		2021-01-23 12:10:15.178894

    		3.1 ms

  





  

    		2021-01-23 13:10:17.669041

    		2.6 ms

  





  

    		2021-01-23 14:10:19.435832

    		3.3 ms

  





  

    		2021-01-23 15:10:22.683146

    		2.8 ms

  





  

    		2021-01-23 16:10:26.891152

    		2.0 ms

  





  

    		2021-01-23 17:10:29.903913

    		2.0 ms

  





  

    		2021-01-23 18:10:31.377098

    		2.7 ms

  





  

    		2021-01-23 19:10:33.010513

    		3.1 ms

  





  

    		2021-01-23 20:10:34.734679

    		-0.4 ms

  





  

    		2021-01-23 21:10:37.156962

    		2.2 ms

  





  

    		2021-01-23 22:10:38.791317

    		2.4 ms

  





  

    		2021-01-23 23:10:40.551724

    		3.0 ms

  





  

    		2021-01-24 00:10:43.064338

    		-0.1 ms

  





  

    		2021-01-24 01:10:45.232996

    		2.2 ms

  





  

    		2021-01-24 02:10:47.375913

    		3.1 ms

  





  

    		2021-01-24 03:10:49.77907

    		4.0 ms

  





  

    		2021-01-24 04:10:51.269428

    		1.1 ms

  





  

    		2021-01-24 05:10:53.730318

    		3.0 ms

  





  

    		2021-01-24 06:10:56.259039

    		3.2 ms

  





  

    		2021-01-24 07:10:58.15269

    		3.7 ms

  





  

    		2021-01-24 08:10:59.588092

    		4.1 ms

  





  

    		2021-01-24 09:11:03.283986

    		4.1 ms

  





  

    		2021-01-24 10:11:04.936965

    		0.7 ms

  





  

    		2021-01-24 11:11:07.028752

    		3.8 ms

  





  

    		2021-01-24 12:11:09.366416

    		0.3 ms

  





  

    		2021-01-24 13:11:11.845243

    		2.9 ms

  





  

    		2021-01-24 14:11:14.218515

    		0.8 ms

  





  

    		2021-01-24 15:11:15.812382

    		2.3 ms

  





  

    		2021-01-24 16:11:17.507802

    		1.5 ms

  





  

    		2021-01-24 17:11:19.616867

    		1.4 ms

  





  

    		2021-01-24 18:11:21.448177

    		2.1 ms

  





  

    		2021-01-24 19:11:22.948009

    		2.0 ms

  





  

    		2021-01-24 20:11:24.355778

    		0.7 ms

  





  

    		2021-01-24 21:11:26.435165

    		1.0 ms

  





  

    		2021-01-24 22:11:27.973582

    		0.7 ms

  





  

    		2021-01-24 23:11:29.55568

    		1.7 ms

  





  

    		2021-01-25 00:11:31.350107

    		2.2 ms

  





  

    		2021-01-25 01:11:33.110986

    		3.3 ms

  





  

    		2021-01-25 02:11:34.538642

    		4.0 ms

  





  

    		2021-01-25 03:11:36.064725

    		3.1 ms

  





  

    		2021-01-25 04:11:37.677617

    		0.0 ms

  





  

    		2021-01-25 05:11:41.141255

    		2.0 ms

  





  

    		2021-01-25 06:11:42.543574

    		1.7 ms

  





  

    		2021-01-25 07:11:45.765524

    		-0.5 ms

  





  

    		2021-01-25 08:11:47.965613

    		-1.1 ms

  





  

    		2021-01-25 09:11:50.563889

    		1.7 ms

  





  

    		2021-01-25 10:11:52.397715

    		2.5 ms

  





  

    		2021-01-25 11:11:55.201855

    		-1.3 ms

  





  

    		2021-01-25 12:11:58.173953

    		-2.5 ms

  





  

    		2021-01-25 13:12:00.819588

    		0.8 ms

  





  

    		2021-01-25 14:12:02.762453

    		1.4 ms

  





  

    		2021-01-25 15:12:04.863943

    		-0.1 ms

  





  

    		2021-01-25 16:12:06.606753

    		3.0 ms

  





  

    		2021-01-25 17:12:09.456969

    		3.0 ms

  





  

    		2021-01-25 18:12:13.008763

    		1.1 ms

  





  

    		2021-01-25 19:12:16.174274

    		3.4 ms

  





  

    		2021-01-25 20:12:18.454529

    		1.8 ms

  





  

    		2021-01-25 21:12:21.661168

    		2.6 ms

  





  

    		2021-01-25 22:12:24.49357

    		2.5 ms

  





  

    		2021-01-25 23:12:26.370583

    		2.1 ms

  





  

    		2021-01-26 00:12:28.689042

    		-0.6 ms

  





  

    		2021-01-26 01:12:30.61499

    		-2.8 ms

  





  

    		2021-01-26 02:12:33.747254

    		0.9 ms

  





  

    		2021-01-26 03:12:38.772952

    		2.7 ms

  





  

    		2021-01-26 04:12:40.791042

    		2.8 ms

  





  

    		2021-01-26 05:12:42.611252

    		1.8 ms

  





  

    		2021-01-26 06:12:45.74322

    		1.5 ms

  





  

    		2021-01-26 07:12:48.64225

    		2.2 ms

  





  

    		2021-01-26 08:12:50.398111

    		2.7 ms

  





  

    		2021-01-26 09:12:53.25551

    		2.6 ms

  





  

    		2021-01-26 10:12:55.702619

    		4.5 ms

  





  

    		2021-01-26 11:12:58.084162

    		5.2 ms

  





  

    		2021-01-26 12:13:00.280516

    		1.3 ms

  





  

    		2021-01-26 13:13:02.064817

    		3.7 ms

  





  

    		2021-01-26 14:13:05.00643

    		-1.6 ms

  





  

    		2021-01-26 15:13:07.98159

    		0.6 ms

  





  

    		2021-01-26 16:13:09.76244

    		1.1 ms

  





  

    		2021-01-26 17:13:11.494983

    		3.3 ms

  





  

    		2021-01-26 18:13:14.215501

    		0.3 ms

  





  

    		2021-01-26 19:13:17.080002

    		3.7 ms

  





  

    		2021-01-26 20:13:19.856395

    		0.3 ms

  





  

    		2021-01-26 21:13:23.044103

    		3.4 ms

  





  

    		2021-01-26 22:13:24.884047

    		3.8 ms

  





  

    		2021-01-26 23:13:26.661504

    		4.0 ms

  





  

    		2021-01-27 00:13:28.992752

    		-1.1 ms

  





  

    		2021-01-27 01:13:31.35864

    		3.0 ms

  





  

    		2021-01-27 02:13:33.028307

    		2.5 ms

  





  

    		2021-01-27 03:13:34.981977

    		1.4 ms

  





  

    		2021-01-27 04:13:37.687128

    		-0.9 ms

  





  

    		2021-01-27 05:13:39.74808

    		2.3 ms

  





  

    		2021-01-27 06:13:41.895178

    		1.2 ms

  





  

    		2021-01-27 07:13:43.606877

    		2.9 ms

  





  

    		2021-01-27 08:13:46.831799

    		1.8 ms

  





  

    		2021-01-27 09:13:48.839097

    		2.7 ms

  





  

    		2021-01-27 10:13:51.094239

    		-1.2 ms

  





  

    		2021-01-27 11:13:53.108769

    		0.4 ms

  





  

    		2021-01-27 12:13:55.1313

    		1.5 ms

  





  

    		2021-01-27 13:13:56.820987

    		1.5 ms

  





  

    		2021-01-27 14:13:58.727604

    		0.0 ms

  





  

    		2021-01-27 15:14:02.455628

    		0.9 ms

  





  

    		2021-01-27 16:14:04.698096

    		2.2 ms

  





  

    		2021-01-27 17:14:07.431569

    		3.7 ms

  





  

    		2021-01-27 18:14:11.278875

    		1.5 ms

  





  

    		2021-01-27 19:14:13.85118

    		-0.7 ms

  





  

    		2021-01-27 20:14:15.509113

    		0.6 ms

  





  

    		2021-01-27 21:14:18.286799

    		-1.3 ms

  





  

    		2021-01-27 22:14:19.8254

    		1.0 ms

  





  

    		2021-01-27 23:14:21.532273

    		1.5 ms

  





  

    		2021-01-28 00:14:23.317015

    		-0.8 ms

  





  

    		2021-01-28 01:14:25.887439

    		-0.3 ms

  





  

    		2021-01-28 02:14:27.743016

    		3.1 ms

  





  

    		2021-01-28 03:14:29.929762

    		0.1 ms

  





  

    		2021-01-28 04:14:32.223195

    		2.0 ms

  





  

    		2021-01-28 05:14:34.72359

    		2.3 ms

  





  

    		2021-01-28 06:14:36.213583

    		3.4 ms

  





  

    		2021-01-28 07:14:38.171087

    		2.3 ms

  





  

    		2021-01-28 08:14:42.578655

    		2.5 ms

  





  

    		2021-01-28 09:14:44.235103

    		3.6 ms

  





  

    		2021-01-28 10:14:46.119138

    		-0.8 ms

  





  

    		2021-01-28 11:14:47.749885

    		2.6 ms

  





  

    		2021-01-28 12:14:50.565849

    		0.2 ms

  





  

    		2021-01-28 13:14:52.464041

    		1.4 ms

  





  

    		2021-01-28 14:14:55.575406

    		3.8 ms

  





  

    		2021-01-28 15:14:58.669183

    		2.9 ms

  





  

    		2021-01-28 16:15:00.244016

    		0.5 ms

  





  

    		2021-01-28 17:15:03.221473

    		3.2 ms

  





  

    		2021-01-28 18:15:04.965607

    		-0.7 ms

  





  

    		2021-01-28 19:15:07.031306

    		-0.4 ms

  





  

    		2021-01-28 20:15:09.28904

    		-0.2 ms

  





  

    		2021-01-28 21:15:10.970671

    		-1.2 ms

  





  

    		2021-01-28 22:15:13.220835

    		2.7 ms

  





  

    		2021-01-28 23:15:15.454153

    		3.2 ms

  





  

    		2021-01-29 00:15:17.329729

    		2.9 ms

  





  

    		2021-01-29 01:15:19.338978

    		2.7 ms

  





  

    		2021-01-29 02:15:21.613576

    		2.3 ms

  





  

    		2021-01-29 03:15:23.267141

    		2.3 ms

  





  

    		2021-01-29 04:15:26.080739

    		2.8 ms

  





  

    		2021-01-29 05:15:28.254814

    		3.5 ms

  





  

    		2021-01-29 06:15:30.4102

    		0.0 ms

  





  

    		2021-01-29 07:15:32.350424

    		2.1 ms

  





  

    		2021-01-29 08:15:35.212557

    		2.5 ms

  





  

    		2021-01-29 09:15:37.275049

    		3.1 ms

  





  

    		2021-01-29 10:15:39.748505

    		0.0 ms

  





  

    		2021-01-29 11:15:42.502439

    		0.4 ms

  





  

    		2021-01-29 12:15:46.489883

    		-2.1 ms

  





  

    		2021-01-29 13:15:48.3477

    		1.5 ms

  





  

    		2021-01-29 14:15:51.419288

    		3.4 ms

  





  

    		2021-01-29 15:15:53.138912

    		3.2 ms

  





  

    		2021-01-29 16:15:55.533206

    		2.2 ms

  





  

    		2021-01-29 17:15:57.432547

    		-1.2 ms

  





  

    		2021-01-29 18:15:58.922397

    		-3.8 ms

  





  

    		2021-01-29 19:16:01.374723

    		-1.5 ms

  





  

    		2021-01-29 20:16:05.406992

    		0.8 ms

  





  

    		2021-01-29 21:16:07.720034

    		1.3 ms

  





  

    		2021-01-29 22:16:10.598913

    		1.2 ms

  





  

    		2021-01-29 23:16:13.10042

    		2.3 ms

  





  

    		2021-01-30 00:16:16.055741

    		3.1 ms

  





  

    		2021-01-30 01:16:18.022254

    		2.6 ms

  





  

    		2021-01-30 02:16:19.663479

    		2.8 ms

  





  

    		2021-01-30 03:16:21.612695

    		2.3 ms

  





  

    		2021-01-30 04:16:23.924539

    		0.2 ms

  





  

    		2021-01-30 05:16:25.841424

    		1.1 ms

  





  

    		2021-01-30 06:16:27.74046

    		-0.1 ms

  





  

    		2021-01-30 07:16:29.748864

    		2.3 ms

  





  

    		2021-01-30 08:16:31.790366

    		-0.6 ms

  





  

    		2021-01-30 09:16:34.689269

    		4.1 ms

  





  

    		2021-01-30 10:16:36.769123

    		2.2 ms

  





  

    		2021-01-30 11:16:38.755885

    		3.8 ms

  





  

    		2021-01-30 12:16:40.091026

    		3.2 ms

  





  

    		2021-01-30 13:16:44.583067

    		3.1 ms

  





  

    		2021-01-30 14:16:47.575732

    		1.9 ms

  





  

    		2021-01-30 15:16:48.95456

    		1.2 ms

  





  

    		2021-01-30 16:16:51.997457

    		1.0 ms

  





  

    		2021-01-30 17:16:55.476787

    		1.2 ms

  





  

    		2021-01-30 18:16:58.754116

    		-0.3 ms

  





  

    		2021-01-30 19:17:01.473248

    		2.1 ms

  





  

    		2021-01-30 20:17:03.332391

    		0.6 ms

  





  

    		2021-01-30 21:17:05.457876

    		-1.2 ms

  





  

    		2021-01-30 22:17:07.557971

    		-0.3 ms

  





  

    		2021-01-30 23:17:09.244298

    		-0.5 ms

  





  

    		2021-01-31 00:17:12.016474

    		1.3 ms

  





  

    		2021-01-31 01:17:14.841734

    		-0.3 ms

  





  

    		2021-01-31 02:17:17.885713

    		-0.6 ms

  





  

    		2021-01-31 03:17:19.398868

    		2.9 ms

  





  

    		2021-01-31 04:17:22.256897

    		3.6 ms

  





  

    		2021-01-31 05:17:24.178986

    		4.0 ms

  





  

    		2021-01-31 06:17:26.528184

    		4.2 ms

  





  

    		2021-01-31 07:17:28.412929

    		3.9 ms

  





  

    		2021-01-31 08:17:31.379138

    		2.4 ms

  





  

    		2021-01-31 09:17:33.793608

    		3.7 ms

  





  

    		2021-01-31 10:17:35.528186

    		3.7 ms

  





  

    		2021-01-31 11:17:37.922741

    		0.2 ms

  





  

    		2021-01-31 12:17:39.973909

    		3.6 ms

  





  

    		2021-01-31 13:17:41.805536

    		2.5 ms

  





  

    		2021-01-31 14:17:44.261398

    		0.0 ms

  





  

    		2021-01-31 15:17:46.537181

    		-0.5 ms

  





  

    		2021-01-31 16:17:48.34974

    		0.3 ms

  





  

    		2021-01-31 17:17:49.834998

    		3.5 ms

  





  

    		2021-01-31 18:17:51.45026

    		4.8 ms

  





  

    		2021-01-31 19:17:53.322648

    		4.1 ms

  





  

    		2021-01-31 20:17:55.694184

    		3.7 ms

  





  

    		2021-01-31 21:17:57.111922

    		-0.5 ms

  





  

    		2021-01-31 22:17:58.699595

    		2.0 ms

  





  

    		2021-01-31 23:18:00.293276

    		-1.3 ms

  





  

    		2021-02-01 00:18:02.075366

    		-0.8 ms

  





  

    		2021-02-01 01:18:03.909238

    		1.9 ms

  





  

    		2021-02-01 02:18:05.47661

    		3.3 ms

  





  

    		2021-02-01 03:18:07.158059

    		3.3 ms

  





  

    		2021-02-01 04:18:08.686113

    		2.9 ms

  





  

    		2021-02-01 05:18:10.715799

    		2.2 ms

  





  

    		2021-02-01 06:18:14.343858

    		1.9 ms

  





  

    		2021-02-01 07:18:16.461776

    		1.7 ms

  





  

    		2021-02-01 08:18:19.657111

    		2.9 ms

  





  

    		2021-02-01 09:18:23.131796

    		0.2 ms

  





  

    		2021-02-01 10:18:26.468858

    		3.4 ms

  





  

    		2021-02-01 11:18:28.914302

    		2.3 ms

  





  

    		2021-02-01 12:18:30.648674

    		-0.6 ms

  





  

    		2021-02-01 13:18:32.386061

    		-1.8 ms

  





  

    		2021-02-01 14:18:34.218709

    		0.5 ms

  





  

    		2021-02-01 15:18:37.048578

    		-0.1 ms

  





  

    		2021-02-01 16:18:39.07704

    		3.2 ms

  





  

    		2021-02-01 17:18:40.434414

    		1.6 ms

  





  

    		2021-02-01 18:18:42.915705

    		2.4 ms

  





  

    		2021-02-01 19:18:45.300963

    		2.2 ms

  





  

    		2021-02-01 20:18:47.239691

    		2.2 ms

  





  

    		2021-02-01 21:18:50.540952

    		1.2 ms

  





  

    		2021-02-01 22:18:52.060639

    		-1.0 ms

  





  

    		2021-02-01 23:18:53.895464

    		2.8 ms

  





  

    		2021-02-02 00:18:55.759225

    		-1.4 ms

  





  

    		2021-02-02 01:18:58.360322

    		0.3 ms

  





  

    		2021-02-02 02:19:01.260912

    		2.9 ms

  





  

    		2021-02-02 03:19:04.25168

    		2.4 ms

  





  

    		2021-02-02 04:19:05.804383

    		2.3 ms

  





  

    		2021-02-02 05:19:07.795534

    		2.7 ms

  





  

    		2021-02-02 06:19:10.256316

    		3.0 ms

  





  

    		2021-02-02 07:19:12.387901

    		3.1 ms

  





  

    		2021-02-02 08:19:14.401149

    		0.4 ms

  





  

    		2021-02-02 09:19:15.780905

    		3.0 ms

  





  

    		2021-02-02 10:19:17.371146

    		2.3 ms

  





  

    		2021-02-02 11:19:19.210011

    		-0.2 ms

  





  

    		2021-02-02 12:19:20.67475

    		2.2 ms

  





  

    		2021-02-02 13:19:22.123141

    		0.9 ms

  





  

    		2021-02-02 14:19:23.980815

    		1.5 ms

  





  

    		2021-02-02 15:19:26.142454

    		1.3 ms

  





  

    		2021-02-02 16:19:27.989255

    		2.4 ms

  





  

    		2021-02-02 17:19:29.51364

    		2.0 ms

  





  

    		2021-02-02 18:19:31.981127

    		1.4 ms

  





  

    		2021-02-02 19:19:34.473381

    		0.7 ms

  





  

    		2021-02-02 20:19:36.811306

    		2.0 ms

  





  

    		2021-02-02 21:19:39.133943

    		-2.5 ms

  





  

    		2021-02-02 22:19:41.84735

    		0.6 ms

  





  

    		2021-02-02 23:19:44.896972

    		1.1 ms

  





  

    		2021-02-03 00:19:50.246082

    		1.9 ms

  





  

    		2021-02-03 01:19:51.797985

    		2.8 ms

  





  

    		2021-02-03 02:19:53.823845

    		2.3 ms

  





  

    		2021-02-03 03:19:56.008278

    		3.8 ms

  





  

    		2021-02-03 04:19:58.272177

    		3.8 ms

  





  

    		2021-02-03 05:20:00.740855

    		3.4 ms

  





  

    		2021-02-03 06:20:02.894728

    		3.0 ms

  





  

    		2021-02-03 07:20:04.851301

    		-0.8 ms

  





  

    		2021-02-03 08:20:07.152206

    		-1.1 ms

  





  

    		2021-02-03 09:20:10.976064

    		2.0 ms

  





  

    		2021-02-03 10:20:12.782635

    		-0.6 ms

  





  

    		2021-02-03 11:20:14.430904

    		1.1 ms

  





  

    		2021-02-03 12:20:16.500349

    		-1.7 ms

  





  

    		2021-02-03 13:20:17.926191

    		-1.6 ms

  





  

    		2021-02-03 14:20:20.365636

    		-1.2 ms

  





  

    		2021-02-03 15:20:22.309347

    		-0.5 ms

  





  

    		2021-02-03 16:20:24.041444

    		-0.9 ms

  





  

    		2021-02-03 17:20:26.178693

    		1.1 ms

  





  

    		2021-02-03 18:20:27.821486

    		-1.2 ms

  





  

    		2021-02-03 19:20:29.864215

    		3.8 ms

  





  

    		2021-02-03 20:20:31.704194

    		1.3 ms

  





  

    		2021-02-03 21:20:33.629517

    		1.2 ms

  





  

    		2021-02-03 22:20:35.094273

    		0.0 ms

  





  

    		2021-02-03 23:20:36.984706

    		2.3 ms

  





  

    		2021-02-04 00:20:38.639452

    		1.6 ms

  





  

    		2021-02-04 01:20:40.38271

    		1.7 ms

  





  

    		2021-02-04 02:20:42.002336

    		0.0 ms

  





  

    		2021-02-04 03:20:45.578161

    		0.8 ms

  





  

    		2021-02-04 04:20:47.232324

    		0.4 ms

  





  

    		2021-02-04 05:20:49.3827

    		4.7 ms

  





  

    		2021-02-04 06:20:51.383995

    		1.7 ms

  





  

    		2021-02-04 07:20:54.179873

    		3.5 ms

  





  

    		2021-02-04 08:20:56.781698

    		4.2 ms

  





  

    		2021-02-04 09:20:59.555189

    		0.5 ms

  





  

    		2021-02-04 10:21:02.028022

    		0.5 ms

  





  

    		2021-02-04 11:21:04.196889

    		0.5 ms

  





  

    		2021-02-04 12:21:05.953048

    		1.4 ms

  





  

    		2021-02-04 13:21:07.840783

    		2.2 ms

  





  

    		2021-02-04 14:21:10.734123

    		-0.9 ms

  





  

    		2021-02-04 15:21:14.358985

    		1.0 ms

  





  

    		2021-02-04 16:21:17.078975

    		2.7 ms

  





  

    		2021-02-04 17:21:20.094973

    		2.3 ms

  





  

    		2021-02-04 18:21:22.080056

    		2.5 ms

  





  

    		2021-02-04 19:21:23.871477

    		2.2 ms

  





  

    		2021-02-04 20:21:25.556118

    		-0.2 ms

  





  

    		2021-02-04 21:21:28.131495

    		1.2 ms

  





  

    		2021-02-04 22:21:30.187878

    		1.4 ms

  





  

    		2021-02-04 23:21:32.622431

    		-0.2 ms

  





  

    		2021-02-05 00:21:34.117611

    		2.2 ms

  





  

    		2021-02-05 01:21:36.037596

    		0.3 ms

  





  

    		2021-02-05 02:21:37.79845

    		-1.2 ms

  





  

    		2021-02-05 03:21:40.677587

    		2.6 ms

  





  

    		2021-02-05 04:21:43.159597

    		0.0 ms

  





  

    		2021-02-05 05:21:44.879042

    		0.1 ms

  





  

    		2021-02-05 06:21:46.430547

    		-0.2 ms

  





  

    		2021-02-05 07:21:48.132243

    		-0.7 ms

  





  

    		2021-02-05 08:21:50.634682

    		1.7 ms

  





  

    		2021-02-05 09:21:52.689117

    		2.2 ms

  





  

    		2021-02-05 10:21:54.575785

    		0.3 ms

  





  

    		2021-02-05 11:21:56.060475

    		-0.8 ms

  





  

    		2021-02-05 12:21:58.197383

    		-0.9 ms

  





  

    		2021-02-05 13:22:00.046266

    		2.2 ms

  





  

    		2021-02-05 14:22:02.180051

    		-1.1 ms

  





  

    		2021-02-05 15:22:04.564957

    		-0.4 ms

  





  

    		2021-02-05 16:22:06.05554

    		0.3 ms

  





  

    		2021-02-05 17:22:07.893893

    		-0.2 ms

  





  

    		2021-02-05 18:22:10.653539

    		0.5 ms

  





  

    		2021-02-05 19:22:12.039004

    		1.0 ms

  





  

    		2021-02-05 20:22:13.455077

    		-0.5 ms

  





  

    		2021-02-05 21:22:15.781614

    		1.6 ms

  





  

    		2021-02-05 22:22:17.446884

    		1.6 ms

  





  

    		2021-02-05 23:22:21.208462

    		-1.4 ms

  





  

    		2021-02-06 00:22:22.931736

    		1.8 ms

  





  

    		2021-02-06 01:22:26.014818

    		-1.2 ms

  





  

    		2021-02-06 02:22:28.340257

    		1.7 ms

  





  

    		2021-02-06 03:22:32.244662

    		3.2 ms

  





  

    		2021-02-06 04:22:34.404153

    		0.3 ms

  





  

    		2021-02-06 05:22:36.098835

    		0.6 ms

  





  

    		2021-02-06 06:22:37.996237

    		1.6 ms

  





  

    		2021-02-06 07:22:39.747233

    		0.6 ms

  





  

    		2021-02-06 08:22:42.356266

    		0.9 ms

  





  

    		2021-02-06 09:22:44.507513

    		-1.6 ms

  





  

    		2021-02-06 10:22:46.108123

    		2.5 ms

  





  

    		2021-02-06 11:22:47.630457

    		3.1 ms

  





  

    		2021-02-06 12:22:49.734172

    		2.2 ms

  





  

    		2021-02-06 13:22:51.831567

    		-0.3 ms

  





  

    		2021-02-06 14:22:53.567095

    		0.5 ms

  





  

    		2021-02-06 15:22:55.355023

    		-0.8 ms

  





  

    		2021-02-06 16:22:57.214767

    		-2.1 ms

  





  

    		2021-02-06 17:22:59.590426

    		-0.9 ms

  





  

    		2021-02-06 18:23:01.801426

    		-0.8 ms

  





  

    		2021-02-06 19:23:03.920718

    		1.4 ms

  





  

    		2021-02-06 20:23:06.959268

    		-0.3 ms

  





  

    		2021-02-06 21:23:10.551875

    		-0.7 ms

  





  

    		2021-02-06 22:23:12.531476

    		2.4 ms

  





  

    		2021-02-06 23:23:14.337042

    		2.3 ms

  





  

    		2021-02-07 00:23:17.545985

    		-0.5 ms

  





  

    		2021-02-07 01:23:19.56281

    		-0.1 ms

  





  

    		2021-02-07 02:23:21.961848

    		-0.8 ms

  





  

    		2021-02-07 03:23:24.752344

    		3.1 ms

  





  

    		2021-02-07 04:23:26.856187

    		-0.1 ms

  





  

    		2021-02-07 05:23:28.523506

    		1.6 ms

  





  

    		2021-02-07 06:23:30.216992

    		1.8 ms

  





  

    		2021-02-07 07:23:32.47002

    		1.7 ms

  





  

    		2021-02-07 08:23:34.315265

    		-0.5 ms

  





  

    		2021-02-07 09:23:37.116

    		-1.6 ms

  





  

    		2021-02-07 10:23:38.707539

    		-1.2 ms

  





  

    		2021-02-07 11:23:40.366365

    		-0.9 ms

  





  

    		2021-02-07 12:23:43.332445

    		-0.8 ms

  





  

    		2021-02-07 13:23:46.890316

    		1.3 ms

  





  

    		2021-02-07 14:23:48.321477

    		0.2 ms

  





  

    		2021-02-07 15:23:49.938182

    		3.6 ms

  





  

    		2021-02-07 16:23:51.623595

    		1.9 ms

  





  

    		2021-02-07 17:23:54.196311

    		2.1 ms

  





  

    		2021-02-07 18:23:55.810284

    		-1.2 ms

  





  

    		2021-02-07 19:23:58.953521

    		-0.6 ms

  





  

    		2021-02-07 20:24:01.344006

    		0.1 ms

  





  

    		2021-02-07 21:24:03.568838

    		0.3 ms

  





  

    		2021-02-07 22:24:06.897731

    		2.2 ms

  





  

    		2021-02-07 23:24:09.891584

    		-1.2 ms

  





  

    		2021-02-08 00:24:12.508979

    		-1.1 ms

  





  

    		2021-02-08 01:24:15.199357

    		1.9 ms

  





  

    		2021-02-08 02:24:17.132678

    		-0.3 ms

  





  

    		2021-02-08 03:24:20.612608

    		0.9 ms

  





  

    		2021-02-08 04:24:22.921621

    		-0.7 ms

  





  

    		2021-02-08 05:24:25.179171

    		1.6 ms

  





  

    		2021-02-08 06:24:26.908976

    		-0.2 ms

  





  

    		2021-02-08 07:24:28.432741

    		-0.1 ms

  





  

    		2021-02-08 08:24:31.069738

    		1.4 ms

  





  

    		2021-02-08 09:24:34.209399

    		0.3 ms

  





  

    		2021-02-08 10:24:36.483324

    		-0.3 ms

  





  

    		2021-02-08 11:24:37.946799

    		1.9 ms

  





  

    		2021-02-08 12:24:39.64288

    		-0.2 ms

  





  

    		2021-02-08 13:24:41.97937

    		-0.8 ms

  





  

    		2021-02-08 14:24:43.639067

    		-0.8 ms

  





  

    		2021-02-08 15:24:46.58934

    		0.5 ms

  





  

    		2021-02-08 16:24:48.29454

    		-0.8 ms

  





  

    		2021-02-08 17:24:50.995258

    		1.9 ms

  





  

    		2021-02-08 18:24:53.555836

    		0.7 ms

  





  

    		2021-02-08 19:24:55.651922

    		1.6 ms

  





  

    		2021-02-08 20:24:57.267982

    		-0.5 ms

  





  

    		2021-02-08 21:25:00.527728

    		-1.0 ms

  





  

    		2021-02-08 22:25:02.801821

    		0.4 ms

  





  

    		2021-02-08 23:25:05.166186

    		0.0 ms

  





  

    		2021-02-09 00:25:06.919965

    		-2.2 ms

  





  

    		2021-02-09 01:25:08.57681

    		-2.1 ms

  





  

    		2021-02-09 02:25:10.277752

    		-0.9 ms

  





  

    		2021-02-09 03:25:13.713814

    		-1.3 ms

  





  

    		2021-02-09 04:25:15.886324

    		-0.2 ms

  





  

    		2021-02-09 05:25:17.837384

    		0.1 ms

  





  

    		2021-02-09 06:25:19.808601

    		0.3 ms

  





  

    		2021-02-09 07:25:21.610628

    		1.0 ms

  





  

    		2021-02-09 08:26:37.975811

    		-0.2 ms

  





  

    		2021-02-09 09:26:40.594205

    		0.3 ms

  





  

    		2021-02-09 10:26:43.777414

    		-1.6 ms

  





  

    		2021-02-09 11:26:46.432605

    		-0.9 ms

  





  

    		2021-02-09 12:26:47.957011

    		1.0 ms

  





  

    		2021-02-09 13:26:49.902565

    		1.1 ms

  





  

    		2021-02-09 14:26:51.874015

    		-0.4 ms

  





  

    		2021-02-09 15:26:53.901357

    		3.0 ms

  





  

    		2021-02-09 16:26:56.721229

    		0.6 ms

  





  

    		2021-02-09 17:26:58.513834

    		2.6 ms

  





  

    		2021-02-09 18:27:00.453682

    		0.5 ms

  





  

    		2021-02-09 19:27:04.323774

    		4.0 ms

  





  

    		2021-02-09 20:27:05.775013

    		0.2 ms

  





  

    		2021-02-09 21:27:07.665944

    		1.6 ms

  





  

    		2021-02-09 22:27:09.200001

    		-0.7 ms

  





  

    		2021-02-09 23:27:12.832614

    		1.1 ms

  





  

    		2021-02-10 00:27:14.667372

    		1.5 ms

  





  

    		2021-02-10 01:27:16.647927

    		2.8 ms

  





  

    		2021-02-10 02:27:19.162618

    		3.6 ms

  





  

    		2021-02-10 03:27:23.023627

    		0.3 ms

  





  

    		2021-02-10 04:27:25.579168

    		0.2 ms

  





  

    		2021-02-10 05:27:28.003272

    		0.0 ms

  





  

    		2021-02-10 06:27:29.374006

    		-0.8 ms

  





  

    		2021-02-10 07:27:31.239311

    		0.3 ms

  





  

    		2021-02-10 08:27:33.82182

    		0.1 ms

  





  

    		2021-02-10 09:27:37.11478

    		0.3 ms

  





  

    		2021-02-10 10:27:40.20733

    		-0.5 ms

  





  

    		2021-02-10 11:27:42.871526

    		-0.9 ms

  





  

    		2021-02-10 12:27:45.077939

    		1.0 ms

  





  

    		2021-02-10 13:27:46.631966

    		0.2 ms

  





  

    		2021-02-10 14:27:48.575784

    		2.1 ms

  





  

    		2021-02-10 15:27:50.460225

    		2.1 ms

  





  

    		2021-02-10 16:27:52.711231

    		-0.3 ms

  





  

    		2021-02-10 17:27:54.510958

    		-1.8 ms

  





  

    		2021-02-10 18:27:56.721085

    		-1.5 ms

  





  

    		2021-02-10 19:27:58.578097

    		-1.1 ms

  





  

    		2021-02-10 20:28:01.438494

    		-1.3 ms

  





  

    		2021-02-10 21:28:03.372554

    		-1.0 ms

  





  

    		2021-02-10 22:28:05.046835

    		-0.4 ms

  





  

    		2021-02-10 23:28:07.757588

    		0.1 ms

  





  

    		2021-02-11 00:28:10.192941

    		0.4 ms

  





  

    		2021-02-11 01:28:12.376255

    		3.4 ms

  





  

    		2021-02-11 02:28:14.007259

    		0.6 ms

  





  

    		2021-02-11 03:28:16.051052

    		0.5 ms

  





  

    		2021-02-11 04:28:17.708452

    		-1.0 ms

  





  

    		2021-02-11 05:28:19.473878

    		-0.2 ms

  





  

    		2021-02-11 06:28:21.773175

    		0.0 ms

  





  

    		2021-02-11 07:28:23.87723

    		0.3 ms

  





  

    		2021-02-11 08:28:26.777891

    		-0.6 ms

  





  

    		2021-02-11 09:28:28.658045

    		1.0 ms

  





  

    		2021-02-11 10:28:30.597938

    		-4.1 ms

  





  

    		2021-02-11 11:28:32.681257

    		1.5 ms

  





  

    		2021-02-11 12:28:35.610241

    		-1.6 ms

  





  

    		2021-02-11 13:28:38.039549

    		-0.7 ms

  





  

    		2021-02-11 14:28:41.133115

    		-2.7 ms

  





  

    		2021-02-11 15:28:43.348058

    		1.0 ms

  





  

    		2021-02-11 16:28:45.028664

    		2.5 ms

  





  

    		2021-02-11 17:28:47.427172

    		2.4 ms

  





  

    		2021-02-11 18:28:50.970932

    		0.9 ms

  





  

    		2021-02-11 19:28:54.319575

    		2.2 ms

  





  

    		2021-02-11 20:28:57.227819

    		-1.1 ms

  





  

    		2021-02-11 21:28:59.554918

    		-1.1 ms

  





  

    		2021-02-11 22:29:01.315839

    		1.4 ms

  





  

    		2021-02-11 23:29:03.174725

    		0.1 ms

  





  

    		2021-02-12 00:29:05.346239

    		2.5 ms

  





  

    		2021-02-12 01:29:08.042187

    		3.5 ms

  





  

    		2021-02-12 02:29:10.087051

    		0.6 ms

  





  

    		2021-02-12 03:29:13.445442

    		0.0 ms

  





  

    		2021-02-12 04:29:15.877627

    		-0.1 ms

  





  

    		2021-02-12 05:29:17.663219

    		-0.8 ms

  





  

    		2021-02-12 06:29:19.412236

    		-0.6 ms

  





  

    		2021-02-12 07:29:21.204066

    		1.7 ms

  





  

    		2021-02-12 08:29:23.485764

    		-0.5 ms

  





  

    		2021-02-12 09:29:25.053524

    		1.2 ms

  





  

    		2021-02-12 10:29:27.479879

    		-0.2 ms

  





  

    		2021-02-12 11:29:29.687621

    		-0.6 ms

  





  

    		2021-02-12 12:29:31.563945

    		2.7 ms

  





  

    		2021-02-12 13:29:34.802233

    		-0.4 ms

  





  

    		2021-02-12 14:29:36.687082

    		-1.1 ms

  





  

    		2021-02-12 15:29:39.959624

    		-0.5 ms

  





  

    		2021-02-12 16:29:42.922716

    		2.4 ms

  





  

    		2021-02-12 17:29:46.700137

    		-0.9 ms

  





  

    		2021-02-12 18:29:50.194975

    		-1.7 ms

  





  

    		2021-02-12 19:29:53.762319

    		1.3 ms

  





  

    		2021-02-12 20:29:55.842607

    		1.9 ms

  





  

    		2021-02-12 21:29:57.380675

    		1.9 ms

  





  

    		2021-02-12 22:30:00.075035

    		-0.1 ms

  





  

    		2021-02-12 23:30:01.976094

    		1.8 ms

  





  

    		2021-02-13 00:30:04.288089

    		0.7 ms

  





  

    		2021-02-13 01:30:06.324238

    		0.0 ms

  





  

    		2021-02-13 02:30:08.04964

    		-0.3 ms

  





  

    		2021-02-13 03:30:11.143888

    		-0.2 ms

  





  

    		2021-02-13 04:30:12.66672

    		2.2 ms

  





  

    		2021-02-13 05:30:14.124823

    		0.2 ms

  





  

    		2021-02-13 06:30:16.460069

    		-0.2 ms

  





  

    		2021-02-13 07:30:18.18773

    		0.5 ms

  





  

    		2021-02-13 08:30:21.190757

    		-1.4 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.79 ms

		standard deviation: 1.65 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈82.783%

		|e| < 5 ms: ≈99.451%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-01-01 22:51:08.515712 UTC and 2021-02-12 14:29:36.687082 UTC:







  		Time collected

  		Clock offset







  

    		2021-01-01 22:51:08.515712

    		-0.9 ms

  





  

    		2021-01-01 23:51:11.476409

    		-0.2 ms

  





  

    		2021-01-02 00:51:14.468124

    		1.6 ms

  





  

    		2021-01-02 01:51:16.539976

    		-0.6 ms

  





  

    		2021-01-02 02:51:18.900535

    		-0.2 ms

  





  

    		2021-01-02 03:51:21.027208

    		0.3 ms

  





  

    		2021-01-02 04:51:22.979569

    		-1.3 ms

  





  

    		2021-01-02 05:51:25.984366

    		0.5 ms

  





  

    		2021-01-02 06:51:28.348027

    		-0.4 ms

  





  

    		2021-01-02 07:51:29.921674

    		0.1 ms

  





  

    		2021-01-02 08:51:31.517567

    		-0.7 ms

  





  

    		2021-01-02 09:51:33.407873

    		1.1 ms

  





  

    		2021-01-02 10:51:35.135803

    		0.8 ms

  





  

    		2021-01-02 11:51:37.438979

    		0.3 ms

  





  

    		2021-01-02 12:51:39.119035

    		0.6 ms

  





  

    		2021-01-02 13:51:40.809231

    		-0.1 ms

  





  

    		2021-01-02 14:51:42.753021

    		-0.1 ms

  





  

    		2021-01-02 15:51:45.964223

    		0.3 ms

  





  

    		2021-01-02 16:51:47.693347

    		-2.7 ms

  





  

    		2021-01-02 17:51:50.158214

    		-0.8 ms

  





  

    		2021-01-02 18:51:52.733024

    		-0.6 ms

  





  

    		2021-01-02 19:51:54.865069

    		-0.2 ms

  





  

    		2021-01-02 20:51:58.237463

    		-0.1 ms

  





  

    		2021-01-02 21:52:00.63349

    		-0.2 ms

  





  

    		2021-01-02 22:52:02.44974

    		-1.2 ms

  





  

    		2021-01-02 23:52:04.06965

    		-0.3 ms

  





  

    		2021-01-03 00:52:05.806418

    		0.7 ms

  





  

    		2021-01-03 01:52:08.100556

    		0.3 ms

  





  

    		2021-01-03 02:52:10.047811

    		1.1 ms

  





  

    		2021-01-03 03:52:12.143147

    		0.3 ms

  





  

    		2021-01-03 04:52:14.532357

    		0.2 ms

  





  

    		2021-01-03 05:52:16.744982

    		0.4 ms

  





  

    		2021-01-03 06:52:18.239355

    		-0.3 ms

  





  

    		2021-01-03 07:52:20.012621

    		0.8 ms

  





  

    		2021-01-03 08:52:22.216141

    		-0.5 ms

  





  

    		2021-01-03 09:52:24.245734

    		1.5 ms

  





  

    		2021-01-03 10:52:26.075459

    		1.7 ms

  





  

    		2021-01-03 11:52:28.628484

    		1.1 ms

  





  

    		2021-01-03 12:52:30.50613

    		-0.4 ms

  





  

    		2021-01-03 13:52:34.306567

    		0.6 ms

  





  

    		2021-01-03 14:52:36.411604

    		0.1 ms

  





  

    		2021-01-03 15:52:38.067659

    		-0.1 ms

  





  

    		2021-01-03 16:52:41.00286

    		-0.6 ms

  





  

    		2021-01-03 17:52:42.554909

    		0.1 ms

  





  

    		2021-01-03 18:52:45.771845

    		-2.1 ms

  





  

    		2021-01-03 19:52:47.331762

    		0.9 ms

  





  

    		2021-01-03 20:52:49.432087

    		0.2 ms

  





  

    		2021-01-03 21:52:52.005957

    		1.5 ms

  





  

    		2021-01-03 22:52:55.165086

    		0.1 ms

  





  

    		2021-01-03 23:52:56.688428

    		0.6 ms

  





  

    		2021-01-04 00:52:58.501334

    		0.2 ms

  





  

    		2021-01-04 01:53:00.48456

    		0.2 ms

  





  

    		2021-01-04 02:53:03.164718

    		0.6 ms

  





  

    		2021-01-04 03:53:05.513257

    		0.3 ms

  





  

    		2021-01-04 04:53:07.681358

    		0.6 ms

  





  

    		2021-01-04 05:53:10.181201

    		0.0 ms

  





  

    		2021-01-04 06:53:11.767842

    		-0.5 ms

  





  

    		2021-01-04 07:53:14.225819

    		0.2 ms

  





  

    		2021-01-04 08:53:16.000818

    		1.7 ms

  





  

    		2021-01-04 09:53:17.891077

    		0.0 ms

  





  

    		2021-01-04 10:53:20.202415

    		0.3 ms

  





  

    		2021-01-04 11:53:22.148949

    		-1.3 ms

  





  

    		2021-01-04 12:53:23.694728

    		0.1 ms

  





  

    		2021-01-04 13:53:25.858104

    		-0.7 ms

  





  

    		2021-01-04 14:53:27.805843

    		-2.1 ms

  





  

    		2021-01-04 15:53:30.41815

    		0.0 ms

  





  

    		2021-01-04 16:53:32.207162

    		-2.0 ms

  





  

    		2021-01-04 17:53:35.002661

    		-0.9 ms

  





  

    		2021-01-04 18:53:37.667232

    		0.5 ms

  





  

    		2021-01-04 19:53:39.536985

    		-0.1 ms

  





  

    		2021-01-04 20:53:41.512388

    		-0.2 ms

  





  

    		2021-01-04 21:53:43.925531

    		0.2 ms

  





  

    		2021-01-04 22:53:46.352321

    		0.1 ms

  





  

    		2021-01-04 23:53:48.861629

    		-0.4 ms

  





  

    		2021-01-05 00:53:50.772781

    		-0.9 ms

  





  

    		2021-01-05 01:53:52.331734

    		0.7 ms

  





  

    		2021-01-05 02:53:54.932667

    		0.2 ms

  





  

    		2021-01-05 03:53:57.054203

    		0.3 ms

  





  

    		2021-01-05 04:53:59.577719

    		1.5 ms

  





  

    		2021-01-05 05:54:02.972083

    		-0.4 ms

  





  

    		2021-01-05 06:54:05.443491

    		0.1 ms

  





  

    		2021-01-05 07:54:07.020445

    		-0.9 ms

  





  

    		2021-01-05 08:54:08.882658

    		-0.1 ms

  





  

    		2021-01-05 09:54:11.895078

    		-0.9 ms

  





  

    		2021-01-05 10:54:13.826752

    		1.1 ms

  





  

    		2021-01-05 11:54:17.098114

    		1.4 ms

  





  

    		2021-01-05 12:54:19.307567

    		1.3 ms

  





  

    		2021-01-05 13:54:20.932675

    		0.5 ms

  





  

    		2021-01-05 14:54:23.56819

    		1.1 ms

  





  

    		2021-01-05 15:54:25.764643

    		-0.8 ms

  





  

    		2021-01-05 16:54:27.195657

    		-1.0 ms

  





  

    		2021-01-05 17:54:28.870223

    		-1.2 ms

  





  

    		2021-01-05 18:54:32.316317

    		-1.4 ms

  





  

    		2021-01-05 19:54:36.315673

    		0.4 ms

  





  

    		2021-01-05 20:54:38.549412

    		-0.9 ms

  





  

    		2021-01-05 21:54:40.1497

    		-0.4 ms

  





  

    		2021-01-05 22:54:41.567948

    		-1.0 ms

  





  

    		2021-01-05 23:54:43.944226

    		0.6 ms

  





  

    		2021-01-06 00:54:45.550785

    		1.0 ms

  





  

    		2021-01-06 01:54:47.496391

    		0.8 ms

  





  

    		2021-01-06 02:54:49.371357

    		0.8 ms

  





  

    		2021-01-06 03:54:51.293437

    		1.6 ms

  





  

    		2021-01-06 04:54:53.777564

    		0.3 ms

  





  

    		2021-01-06 05:54:56.699833

    		0.0 ms

  





  

    		2021-01-06 06:54:58.263908

    		-0.6 ms

  





  

    		2021-01-06 07:55:00.241321

    		-0.7 ms

  





  

    		2021-01-06 08:55:02.267902

    		-0.7 ms

  





  

    		2021-01-06 09:55:03.912312

    		1.4 ms

  





  

    		2021-01-06 10:55:05.539604

    		-0.1 ms

  





  

    		2021-01-06 11:55:07.163775

    		0.1 ms

  





  

    		2021-01-06 12:55:09.008231

    		0.1 ms

  





  

    		2021-01-06 13:55:10.527191

    		1.0 ms

  





  

    		2021-01-06 14:55:14.064141

    		0.9 ms

  





  

    		2021-01-06 15:55:16.087916

    		-0.2 ms

  





  

    		2021-01-06 16:55:19.842794

    		0.3 ms

  





  

    		2021-01-06 17:55:21.20995

    		0.2 ms

  





  

    		2021-01-06 18:55:24.933135

    		-1.2 ms

  





  

    		2021-01-06 19:55:26.450595

    		-0.6 ms

  





  

    		2021-01-06 20:55:28.936615

    		-0.8 ms

  





  

    		2021-01-06 21:55:30.859183

    		-2.3 ms

  





  

    		2021-01-06 22:55:32.47955

    		0.3 ms

  





  

    		2021-01-06 23:55:34.785244

    		-0.8 ms

  





  

    		2021-01-07 00:55:37.373329

    		1.0 ms

  





  

    		2021-01-07 01:55:39.412274

    		1.4 ms

  





  

    		2021-01-07 02:55:42.220609

    		1.2 ms

  





  

    		2021-01-07 03:55:45.580643

    		1.3 ms

  





  

    		2021-01-07 04:55:47.417974

    		1.2 ms

  





  

    		2021-01-07 05:55:48.831585

    		1.4 ms

  





  

    		2021-01-07 06:55:52.210659

    		0.0 ms

  





  

    		2021-01-07 07:55:53.867846

    		-0.2 ms

  





  

    		2021-01-07 08:55:57.298907

    		-1.0 ms

  





  

    		2021-01-07 09:55:59.792752

    		-0.3 ms

  





  

    		2021-01-07 10:56:01.96808

    		1.0 ms

  





  

    		2021-01-07 11:56:03.74454

    		1.1 ms

  





  

    		2021-01-07 12:56:05.77438

    		0.1 ms

  





  

    		2021-01-07 13:56:09.064127

    		-0.9 ms

  





  

    		2021-01-07 14:56:12.399125

    		-0.5 ms

  





  

    		2021-01-07 15:56:13.898576

    		-0.9 ms

  





  

    		2021-01-07 16:56:16.062521

    		-1.1 ms

  





  

    		2021-01-07 17:56:17.876974

    		-2.1 ms

  





  

    		2021-01-07 18:56:19.755834

    		-0.1 ms

  





  

    		2021-01-07 19:56:21.190394

    		-0.1 ms

  





  

    		2021-01-07 20:56:22.847043

    		-0.3 ms

  





  

    		2021-01-07 21:56:25.48274

    		0.0 ms

  





  

    		2021-01-07 22:56:27.77435

    		0.2 ms

  





  

    		2021-01-07 23:56:29.764982

    		-1.1 ms

  





  

    		2021-01-08 00:56:31.719705

    		0.7 ms

  





  

    		2021-01-08 01:56:33.568001

    		0.4 ms

  





  

    		2021-01-08 02:56:35.079757

    		0.3 ms

  





  

    		2021-01-08 03:56:36.905497

    		1.4 ms

  





  

    		2021-01-08 04:56:38.250192

    		0.4 ms

  





  

    		2021-01-08 05:56:39.984952

    		-0.1 ms

  





  

    		2021-01-08 06:56:41.865248

    		0.4 ms

  





  

    		2021-01-08 07:56:43.708781

    		-0.1 ms

  





  

    		2021-01-08 08:56:46.561477

    		0.3 ms

  





  

    		2021-01-08 09:56:48.332373

    		1.1 ms

  





  

    		2021-01-08 10:56:50.466347

    		-0.7 ms

  





  

    		2021-01-08 11:56:52.989926

    		0.7 ms

  





  

    		2021-01-08 12:56:54.893322

    		0.7 ms

  





  

    		2021-01-08 13:56:57.706695

    		-1.5 ms

  





  

    		2021-01-08 14:56:59.334043

    		-0.6 ms

  





  

    		2021-01-08 15:57:02.202767

    		-0.2 ms

  





  

    		2021-01-08 16:57:04.132024

    		-1.4 ms

  





  

    		2021-01-08 17:57:05.758118

    		-1.3 ms

  





  

    		2021-01-08 18:57:08.944171

    		0.3 ms

  





  

    		2021-01-08 19:57:11.777239

    		0.7 ms

  





  

    		2021-01-08 20:57:15.969464

    		1.0 ms

  





  

    		2021-01-08 21:57:19.668786

    		0.5 ms

  





  

    		2021-01-08 22:57:21.900125

    		0.4 ms

  





  

    		2021-01-08 23:57:23.612894

    		0.6 ms

  





  

    		2021-01-09 00:57:26.216684

    		-1.5 ms

  





  

    		2021-01-09 01:57:28.510892

    		-1.6 ms

  





  

    		2021-01-09 02:57:30.571913

    		-0.3 ms

  





  

    		2021-01-09 03:57:33.797769

    		-0.1 ms

  





  

    		2021-01-09 04:57:36.480144

    		1.5 ms

  





  

    		2021-01-09 05:57:38.427824

    		1.4 ms

  





  

    		2021-01-09 06:57:40.64039

    		1.0 ms

  





  

    		2021-01-09 07:57:42.905743

    		2.4 ms

  





  

    		2021-01-09 08:57:44.536177

    		-0.3 ms

  





  

    		2021-01-09 09:57:46.247257

    		1.4 ms

  





  

    		2021-01-09 10:57:48.455195

    		1.0 ms

  





  

    		2021-01-09 11:57:50.721652

    		0.4 ms

  





  

    		2021-01-09 12:57:54.562092

    		2.1 ms

  





  

    		2021-01-09 13:57:56.388061

    		-0.7 ms

  





  

    		2021-01-09 14:58:00.072172

    		0.4 ms

  





  

    		2021-01-09 15:58:02.452952

    		-0.8 ms

  





  

    		2021-01-09 16:58:04.546219

    		-0.9 ms

  





  

    		2021-01-09 17:58:06.801983

    		-0.7 ms

  





  

    		2021-01-09 18:58:10.393721

    		-1.4 ms

  





  

    		2021-01-09 19:58:12.126601

    		-0.7 ms

  





  

    		2021-01-09 20:58:15.901547

    		-1.0 ms

  





  

    		2021-01-09 21:58:17.456217

    		0.4 ms

  





  

    		2021-01-09 22:58:18.840618

    		-0.3 ms

  





  

    		2021-01-09 23:58:20.643161

    		0.0 ms

  





  

    		2021-01-10 00:58:23.489259

    		-0.1 ms

  





  

    		2021-01-10 01:58:25.123143

    		0.7 ms

  





  

    		2021-01-10 02:58:26.881591

    		1.4 ms

  





  

    		2021-01-10 03:58:28.498667

    		1.3 ms

  





  

    		2021-01-10 04:58:30.613602

    		-0.3 ms

  





  

    		2021-01-10 05:58:32.506133

    		0.9 ms

  





  

    		2021-01-10 06:58:34.219155

    		-0.5 ms

  





  

    		2021-01-10 07:58:36.606117

    		0.6 ms

  





  

    		2021-01-10 08:58:39.332613

    		0.5 ms

  





  

    		2021-01-10 09:58:40.908909

    		0.9 ms

  





  

    		2021-01-10 10:58:42.626057

    		0.9 ms

  





  

    		2021-01-10 11:58:44.466212

    		1.4 ms

  





  

    		2021-01-10 12:58:46.686404

    		0.2 ms

  





  

    		2021-01-10 13:58:48.471999

    		1.5 ms

  





  

    		2021-01-10 14:58:49.958658

    		0.7 ms

  





  

    		2021-01-10 15:58:51.497866

    		-0.2 ms

  





  

    		2021-01-10 16:58:53.393269

    		0.0 ms

  





  

    		2021-01-10 17:58:55.150314

    		-0.2 ms

  





  

    		2021-01-10 18:58:56.969684

    		0.1 ms

  





  

    		2021-01-10 19:58:59.889911

    		0.1 ms

  





  

    		2021-01-10 20:59:02.042546

    		-0.3 ms

  





  

    		2021-01-10 21:59:03.638195

    		-0.7 ms

  





  

    		2021-01-10 22:59:06.05534

    		0.7 ms

  





  

    		2021-01-10 23:59:08.504719

    		-0.9 ms

  





  

    		2021-01-11 00:59:10.09721

    		-0.9 ms

  





  

    		2021-01-11 01:59:11.736871

    		-0.8 ms

  





  

    		2021-01-11 02:59:13.310025

    		0.1 ms

  





  

    		2021-01-11 03:59:15.266479

    		0.6 ms

  





  

    		2021-01-11 04:59:16.914595

    		0.8 ms

  





  

    		2021-01-11 05:59:19.968421

    		-0.2 ms

  





  

    		2021-01-11 06:59:22.081551

    		-0.6 ms

  





  

    		2021-01-11 07:59:26.153439

    		-1.5 ms

  





  

    		2021-01-11 08:59:29.693068

    		0.5 ms

  





  

    		2021-01-11 09:59:32.771821

    		1.1 ms

  





  

    		2021-01-11 10:59:34.150355

    		0.1 ms

  





  

    		2021-01-11 11:59:36.669576

    		-0.9 ms

  





  

    		2021-01-11 12:59:38.940021

    		-1.4 ms

  





  

    		2021-01-11 13:59:40.721691

    		0.3 ms

  





  

    		2021-01-11 14:59:42.682913

    		-0.5 ms

  





  

    		2021-01-11 15:59:45.815842

    		-0.4 ms

  





  

    		2021-01-11 16:59:48.562235

    		0.6 ms

  





  

    		2021-01-11 17:59:50.354639

    		-1.6 ms

  





  

    		2021-01-11 18:59:51.944258

    		-0.6 ms

  





  

    		2021-01-11 19:59:54.98334

    		-0.1 ms

  





  

    		2021-01-11 20:59:58.652313

    		-0.3 ms

  





  

    		2021-01-11 22:00:00.843147

    		-0.9 ms

  





  

    		2021-01-11 23:00:02.901094

    		-0.1 ms

  





  

    		2021-01-12 00:00:05.138356

    		-0.2 ms

  





  

    		2021-01-12 01:00:06.606289

    		-0.4 ms

  





  

    		2021-01-12 02:00:08.147535

    		1.3 ms

  





  

    		2021-01-12 03:00:11.140824

    		0.6 ms

  





  

    		2021-01-12 04:00:13.241598

    		0.2 ms

  





  

    		2021-01-12 05:00:14.873308

    		-1.2 ms

  





  

    		2021-01-12 06:00:16.77472

    		-0.3 ms

  





  

    		2021-01-12 07:00:19.736151

    		-0.9 ms

  





  

    		2021-01-12 08:00:22.000171

    		-0.6 ms

  





  

    		2021-01-12 09:00:23.963218

    		1.1 ms

  





  

    		2021-01-12 10:00:25.9232

    		-2.2 ms

  





  

    		2021-01-12 11:00:28.741964

    		0.4 ms

  





  

    		2021-01-12 12:00:30.797483

    		1.0 ms

  





  

    		2021-01-12 13:00:33.944484

    		-0.5 ms

  





  

    		2021-01-12 14:00:37.068078

    		0.6 ms

  





  

    		2021-01-12 15:00:40.081912

    		1.2 ms

  





  

    		2021-01-12 16:00:43.09182

    		-0.2 ms

  





  

    		2021-01-12 17:00:45.152281

    		0.1 ms

  





  

    		2021-01-12 18:00:48.05888

    		-0.8 ms

  





  

    		2021-01-12 19:00:49.532002

    		-1.1 ms

  





  

    		2021-01-12 20:00:51.635456

    		-0.1 ms

  





  

    		2021-01-12 21:00:54.855271

    		-1.1 ms

  





  

    		2021-01-12 22:00:56.486392

    		-0.6 ms

  





  

    		2021-01-12 23:00:58.159775

    		0.4 ms

  





  

    		2021-01-13 00:01:00.028189

    		0.4 ms

  





  

    		2021-01-13 01:01:04.709136

    		0.2 ms

  





  

    		2021-01-13 02:01:07.699205

    		0.0 ms

  





  

    		2021-01-13 03:01:09.485124

    		-0.9 ms

  





  

    		2021-01-13 04:01:11.656027

    		1.7 ms

  





  

    		2021-01-13 05:01:13.987822

    		2.1 ms

  





  

    		2021-01-13 06:01:15.704996

    		2.8 ms

  





  

    		2021-01-13 07:01:18.742112

    		1.9 ms

  





  

    		2021-01-13 08:01:20.148826

    		0.0 ms

  





  

    		2021-01-13 09:01:23.70613

    		-1.0 ms

  





  

    		2021-01-13 10:01:25.329767

    		-1.6 ms

  





  

    		2021-01-13 11:01:27.574071

    		0.4 ms

  





  

    		2021-01-13 12:01:29.05236

    		0.4 ms

  





  

    		2021-01-13 13:01:30.921701

    		2.2 ms

  





  

    		2021-01-13 14:01:32.510962

    		-2.4 ms

  





  

    		2021-01-13 15:01:35.625409

    		0.2 ms

  





  

    		2021-01-13 16:01:37.3216

    		-0.7 ms

  





  

    		2021-01-13 17:01:38.76289

    		-0.9 ms

  





  

    		2021-01-13 18:01:41.129351

    		-0.2 ms

  





  

    		2021-01-13 19:01:43.343093

    		-0.4 ms

  





  

    		2021-01-13 20:01:46.408136

    		0.3 ms

  





  

    		2021-01-13 21:01:49.659171

    		0.5 ms

  





  

    		2021-01-13 22:01:51.614233

    		0.3 ms

  





  

    		2021-01-13 23:01:53.269526

    		-1.5 ms

  





  

    		2021-01-14 00:01:55.611931

    		0.0 ms

  





  

    		2021-01-14 01:01:57.889476

    		0.4 ms

  





  

    		2021-01-14 02:01:59.661824

    		-2.3 ms

  





  

    		2021-01-14 03:02:02.101758

    		0.8 ms

  





  

    		2021-01-14 04:02:03.820738

    		-0.1 ms

  





  

    		2021-01-14 05:02:05.567998

    		0.0 ms

  





  

    		2021-01-14 06:02:09.74824

    		0.9 ms

  





  

    		2021-01-14 07:02:13.558277

    		0.9 ms

  





  

    		2021-01-14 08:02:16.66306

    		1.0 ms

  





  

    		2021-01-14 09:02:19.1973

    		-0.4 ms

  





  

    		2021-01-14 10:02:20.855188

    		-1.3 ms

  





  

    		2021-01-14 11:02:22.867353

    		-2.6 ms

  





  

    		2021-01-14 12:02:25.222799

    		1.3 ms

  





  

    		2021-01-14 13:02:28.475738

    		-0.7 ms

  





  

    		2021-01-14 14:02:29.941747

    		-0.9 ms

  





  

    		2021-01-14 15:02:32.283978

    		-1.3 ms

  





  

    		2021-01-14 16:02:34.756136

    		0.2 ms

  





  

    		2021-01-14 17:02:37.453459

    		0.3 ms

  





  

    		2021-01-14 18:02:40.1335

    		-0.2 ms

  





  

    		2021-01-14 19:02:41.792687

    		0.3 ms

  





  

    		2021-01-14 20:02:43.504366

    		-0.9 ms

  





  

    		2021-01-14 21:02:45.771623

    		1.1 ms

  





  

    		2021-01-14 22:02:48.224672

    		1.2 ms

  





  

    		2021-01-14 23:02:50.320149

    		0.5 ms

  





  

    		2021-01-15 00:02:51.963212

    		-0.4 ms

  





  

    		2021-01-15 01:02:55.055649

    		-0.4 ms

  





  

    		2021-01-15 02:02:56.959995

    		0.3 ms

  





  

    		2021-01-15 03:03:00.047651

    		0.5 ms

  





  

    		2021-01-15 04:03:01.639352

    		1.4 ms

  





  

    		2021-01-15 05:03:03.566589

    		1.9 ms

  





  

    		2021-01-15 06:03:05.197508

    		0.4 ms

  





  

    		2021-01-15 07:03:07.095747

    		0.9 ms

  





  

    		2021-01-15 08:03:08.720272

    		-0.2 ms

  





  

    		2021-01-15 09:03:10.579551

    		0.5 ms

  





  

    		2021-01-15 10:03:12.830767

    		0.6 ms

  





  

    		2021-01-15 11:03:14.431086

    		1.3 ms

  





  

    		2021-01-15 12:03:15.824692

    		-0.5 ms

  





  

    		2021-01-15 13:03:17.642498

    		1.2 ms

  





  

    		2021-01-15 14:03:20.344489

    		1.0 ms

  





  

    		2021-01-15 15:03:22.151444

    		-0.1 ms

  





  

    		2021-01-15 16:03:24.34589

    		-0.4 ms

  





  

    		2021-01-15 17:03:26.570277

    		0.2 ms

  





  

    		2021-01-15 18:03:29.287055

    		0.8 ms

  





  

    		2021-01-15 19:03:31.34598

    		-0.9 ms

  





  

    		2021-01-15 20:03:34.941827

    		0.9 ms

  





  

    		2021-01-15 21:03:37.362838

    		0.8 ms

  





  

    		2021-01-15 22:03:38.845089

    		0.8 ms

  





  

    		2021-01-15 23:03:40.617454

    		0.5 ms

  





  

    		2021-01-16 00:03:42.723427

    		1.0 ms

  





  

    		2021-01-16 01:03:45.155956

    		-0.9 ms

  





  

    		2021-01-16 02:03:47.754845

    		0.9 ms

  





  

    		2021-01-16 03:03:49.695324

    		0.7 ms

  





  

    		2021-01-16 04:03:51.541877

    		-0.2 ms

  





  

    		2021-01-16 05:03:53.740223

    		-1.2 ms

  





  

    		2021-01-16 06:03:55.929108

    		-0.6 ms

  





  

    		2021-01-16 07:03:57.912469

    		-1.0 ms

  





  

    		2021-01-16 08:04:01.206534

    		0.6 ms

  





  

    		2021-01-16 09:04:02.790599

    		0.8 ms

  





  

    		2021-01-16 10:04:04.616305

    		0.5 ms

  





  

    		2021-01-16 11:04:06.771852

    		-0.2 ms

  





  

    		2021-01-16 12:04:08.699862

    		1.1 ms

  





  

    		2021-01-16 13:04:11.257491

    		-1.8 ms

  





  

    		2021-01-16 14:04:13.028301

    		-0.5 ms

  





  

    		2021-01-16 15:04:14.409915

    		-0.2 ms

  





  

    		2021-01-16 16:04:16.963578

    		1.1 ms

  





  

    		2021-01-16 17:04:18.647856

    		2.8 ms

  





  

    		2021-01-16 18:04:21.336788

    		3.9 ms

  





  

    		2021-01-16 19:04:24.565496

    		3.6 ms

  





  

    		2021-01-16 20:04:26.948455

    		5.3 ms

  





  

    		2021-01-16 21:04:29.044684

    		3.5 ms

  





  

    		2021-01-16 22:04:30.754508

    		2.8 ms

  





  

    		2021-01-16 23:04:32.647943

    		1.6 ms

  





  

    		2021-01-17 00:04:34.96855

    		2.7 ms

  





  

    		2021-01-17 01:04:37.271994

    		2.0 ms

  





  

    		2021-01-17 02:04:38.740847

    		-0.1 ms

  





  

    		2021-01-17 03:04:40.712297

    		1.6 ms

  





  

    		2021-01-17 04:04:42.979767

    		0.3 ms

  





  

    		2021-01-17 05:04:44.865387

    		2.8 ms

  





  

    		2021-01-17 06:04:46.324521

    		3.7 ms

  





  

    		2021-01-17 07:04:47.919061

    		3.2 ms

  





  

    		2021-01-17 08:04:49.854681

    		3.8 ms

  





  

    		2021-01-17 09:04:51.983115

    		0.8 ms

  





  

    		2021-01-17 10:04:54.231034

    		2.7 ms

  





  

    		2021-01-17 11:04:56.600262

    		4.2 ms

  





  

    		2021-01-17 12:04:59.733172

    		2.7 ms

  





  

    		2021-01-17 13:05:02.660681

    		3.4 ms

  





  

    		2021-01-17 14:05:04.291116

    		0.2 ms

  





  

    		2021-01-17 15:05:06.795295

    		2.5 ms

  





  

    		2021-01-17 16:05:08.510263

    		1.6 ms

  





  

    		2021-01-17 17:05:11.791903

    		3.0 ms

  





  

    		2021-01-17 18:05:13.475488

    		0.0 ms

  





  

    		2021-01-17 19:05:15.107691

    		-0.2 ms

  





  

    		2021-01-17 20:05:16.760628

    		0.3 ms

  





  

    		2021-01-17 21:05:18.872068

    		-1.3 ms

  





  

    		2021-01-17 22:05:21.113295

    		1.8 ms

  





  

    		2021-01-17 23:05:23.641627

    		0.3 ms

  





  

    		2021-01-18 00:05:25.693051

    		1.9 ms

  





  

    		2021-01-18 01:05:28.700468

    		2.8 ms

  





  

    		2021-01-18 02:05:30.257263

    		2.4 ms

  





  

    		2021-01-18 03:05:31.763023

    		-0.7 ms

  





  

    		2021-01-18 04:05:34.890548

    		1.0 ms

  





  

    		2021-01-18 05:05:36.74491

    		-1.2 ms

  





  

    		2021-01-18 06:05:38.446059

    		1.4 ms

  





  

    		2021-01-18 07:05:39.894099

    		1.6 ms

  





  

    		2021-01-18 08:05:41.688537

    		1.1 ms

  





  

    		2021-01-18 09:05:43.995646

    		3.5 ms

  





  

    		2021-01-18 10:05:47.436952

    		2.7 ms

  





  

    		2021-01-18 11:05:49.136633

    		1.1 ms

  





  

    		2021-01-18 12:05:51.281924

    		1.8 ms

  





  

    		2021-01-18 13:05:54.484048

    		3.7 ms

  





  

    		2021-01-18 14:05:56.792681

    		0.3 ms

  





  

    		2021-01-18 15:05:58.647783

    		0.6 ms

  





  

    		2021-01-18 16:06:00.449163

    		-0.3 ms

  





  

    		2021-01-18 17:06:02.094026

    		-0.5 ms

  





  

    		2021-01-18 18:06:03.650885

    		0.6 ms

  





  

    		2021-01-18 19:06:06.683421

    		1.9 ms

  





  

    		2021-01-18 20:06:08.458583

    		-0.9 ms

  





  

    		2021-01-18 21:06:10.616772

    		2.2 ms

  





  

    		2021-01-18 22:06:12.858948

    		2.5 ms

  





  

    		2021-01-18 23:06:14.24535

    		1.5 ms

  





  

    		2021-01-19 00:06:16.320254

    		1.2 ms

  





  

    		2021-01-19 01:06:18.049502

    		2.1 ms

  





  

    		2021-01-19 02:06:20.440395

    		3.0 ms

  





  

    		2021-01-19 03:06:22.696642

    		4.9 ms

  





  

    		2021-01-19 04:06:24.886104

    		1.6 ms

  





  

    		2021-01-19 05:06:26.415627

    		4.3 ms

  





  

    		2021-01-19 06:06:28.998369

    		0.8 ms

  





  

    		2021-01-19 07:06:30.651149

    		4.3 ms

  





  

    		2021-01-19 08:06:32.131395

    		-1.8 ms

  





  

    		2021-01-19 09:06:33.68903

    		-0.7 ms

  





  

    		2021-01-19 10:06:35.72054

    		-1.7 ms

  





  

    		2021-01-19 11:06:37.106257

    		-1.0 ms

  





  

    		2021-01-19 12:06:39.647111

    		2.2 ms

  





  

    		2021-01-19 13:06:41.599184

    		-1.1 ms

  





  

    		2021-01-19 14:06:44.997033

    		1.0 ms

  





  

    		2021-01-19 15:06:48.93209

    		3.2 ms

  





  

    		2021-01-19 16:06:51.635845

    		3.5 ms

  





  

    		2021-01-19 17:06:53.20906

    		2.4 ms

  





  

    		2021-01-19 18:06:55.179581

    		2.4 ms

  





  

    		2021-01-19 19:06:57.224116

    		0.6 ms

  





  

    		2021-01-19 20:06:59.724179

    		2.5 ms

  





  

    		2021-01-19 21:07:02.851224

    		0.5 ms

  





  

    		2021-01-19 22:07:04.341796

    		2.5 ms

  





  

    		2021-01-19 23:07:07.953442

    		1.4 ms

  





  

    		2021-01-20 00:07:09.901916

    		2.1 ms

  





  

    		2021-01-20 01:07:11.796052

    		-2.4 ms

  





  

    		2021-01-20 02:07:14.384115

    		2.1 ms

  





  

    		2021-01-20 03:07:16.568523

    		2.9 ms

  





  

    		2021-01-20 04:07:18.947398

    		0.3 ms

  





  

    		2021-01-20 05:07:20.951092

    		2.6 ms

  





  

    		2021-01-20 06:07:23.012313

    		4.5 ms

  





  

    		2021-01-20 07:07:26.374141

    		1.5 ms

  





  

    		2021-01-20 08:07:27.960121

    		-1.8 ms

  





  

    		2021-01-20 09:07:29.947465

    		1.6 ms

  





  

    		2021-01-20 10:07:32.491538

    		1.8 ms

  





  

    		2021-01-20 11:07:34.324203

    		-1.6 ms

  





  

    		2021-01-20 12:07:35.999559

    		-1.3 ms

  





  

    		2021-01-20 13:07:37.976774

    		1.7 ms

  





  

    		2021-01-20 14:07:39.722311

    		2.7 ms

  





  

    		2021-01-20 15:07:42.616454

    		2.7 ms

  





  

    		2021-01-20 16:07:44.65248

    		3.7 ms

  





  

    		2021-01-20 17:07:48.22063

    		1.0 ms

  





  

    		2021-01-20 18:07:49.667637

    		3.3 ms

  





  

    		2021-01-20 19:07:52.035893

    		3.4 ms

  





  

    		2021-01-20 20:07:53.692464

    		3.6 ms

  





  

    		2021-01-20 21:07:55.891461

    		-1.1 ms

  





  

    		2021-01-20 22:07:58.5927

    		2.3 ms

  





  

    		2021-01-20 23:07:59.964524

    		0.2 ms

  





  

    		2021-01-21 00:08:01.762249

    		0.3 ms

  





  

    		2021-01-21 01:08:04.454445

    		2.2 ms

  





  

    		2021-01-21 02:08:07.399479

    		0.9 ms

  





  

    		2021-01-21 03:08:09.584362

    		0.6 ms

  





  

    		2021-01-21 04:08:11.981412

    		-0.8 ms

  





  

    		2021-01-21 05:08:13.963379

    		3.6 ms

  





  

    		2021-01-21 06:08:16.647705

    		1.9 ms

  





  

    		2021-01-21 07:08:19.216528

    		1.0 ms

  





  

    		2021-01-21 08:08:21.778518

    		5.0 ms

  





  

    		2021-01-21 09:08:25.219572

    		4.5 ms

  





  

    		2021-01-21 10:08:26.940977

    		3.7 ms

  





  

    		2021-01-21 11:08:29.08981

    		-0.4 ms

  





  

    		2021-01-21 12:08:30.689597

    		2.9 ms

  





  

    		2021-01-21 13:08:33.007877

    		2.3 ms

  





  

    		2021-01-21 14:08:36.003458

    		3.2 ms

  





  

    		2021-01-21 15:08:38.228882

    		-0.7 ms

  





  

    		2021-01-21 16:08:40.385701

    		2.2 ms

  





  

    		2021-01-21 17:08:43.914422

    		1.2 ms

  





  

    		2021-01-21 18:08:47.617393

    		0.1 ms

  





  

    		2021-01-21 19:08:51.167749

    		0.5 ms

  





  

    		2021-01-21 20:08:53.205897

    		3.0 ms

  





  

    		2021-01-21 21:08:54.76833

    		-0.8 ms

  





  

    		2021-01-21 22:08:57.126353

    		2.1 ms

  





  

    		2021-01-21 23:08:59.109158

    		3.6 ms

  





  

    		2021-01-22 00:09:01.536488

    		4.3 ms

  





  

    		2021-01-22 01:09:03.894868

    		0.0 ms

  





  

    		2021-01-22 02:09:06.433297

    		2.2 ms

  





  

    		2021-01-22 03:09:07.963321

    		1.6 ms

  





  

    		2021-01-22 04:09:09.713663

    		2.0 ms

  





  

    		2021-01-22 05:09:12.742038

    		2.8 ms

  





  

    		2021-01-22 06:09:14.437628

    		2.5 ms

  





  

    		2021-01-22 07:09:16.182119

    		3.6 ms

  





  

    		2021-01-22 08:09:18.050711

    		3.4 ms

  





  

    		2021-01-22 09:09:19.936157

    		1.9 ms

  





  

    		2021-01-22 10:09:21.541085

    		2.9 ms

  





  

    		2021-01-22 11:09:23.90729

    		3.1 ms

  





  

    		2021-01-22 12:09:25.397611

    		-1.2 ms

  





  

    		2021-01-22 13:09:27.322758

    		2.0 ms

  





  

    		2021-01-22 14:09:30.213797

    		1.4 ms

  





  

    		2021-01-22 15:09:32.41354

    		-0.1 ms

  





  

    		2021-01-22 16:09:33.917193

    		-1.2 ms

  





  

    		2021-01-22 17:09:35.763287

    		1.1 ms

  





  

    		2021-01-22 18:09:37.524553

    		1.5 ms

  





  

    		2021-01-22 19:09:39.823531

    		3.2 ms

  





  

    		2021-01-22 20:09:42.201781

    		4.4 ms

  





  

    		2021-01-22 21:09:43.796278

    		3.7 ms

  





  

    		2021-01-22 22:09:46.048352

    		3.1 ms

  





  

    		2021-01-22 23:09:48.821094

    		3.5 ms

  





  

    		2021-01-23 00:09:50.432757

    		0.5 ms

  





  

    		2021-01-23 01:09:52.064779

    		3.5 ms

  





  

    		2021-01-23 02:09:53.852046

    		2.5 ms

  





  

    		2021-01-23 03:09:56.92998

    		-0.4 ms

  





  

    		2021-01-23 04:09:58.60761

    		-0.5 ms

  





  

    		2021-01-23 05:10:00.787463

    		3.0 ms

  





  

    		2021-01-23 06:10:03.056543

    		-0.7 ms

  





  

    		2021-01-23 07:10:04.815325

    		4.0 ms

  





  

    		2021-01-23 08:10:07.137836

    		3.0 ms

  





  

    		2021-01-23 09:10:09.276964

    		-0.2 ms

  





  

    		2021-01-23 10:10:11.055053

    		-0.1 ms

  





  

    		2021-01-23 11:10:13.05313

    		2.6 ms

  





  

    		2021-01-23 12:10:15.178894

    		3.1 ms

  





  

    		2021-01-23 13:10:17.669041

    		2.6 ms

  





  

    		2021-01-23 14:10:19.435832

    		3.3 ms

  





  

    		2021-01-23 15:10:22.683146

    		2.8 ms

  





  

    		2021-01-23 16:10:26.891152

    		2.0 ms

  





  

    		2021-01-23 17:10:29.903913

    		2.0 ms

  





  

    		2021-01-23 18:10:31.377098

    		2.7 ms

  





  

    		2021-01-23 19:10:33.010513

    		3.1 ms

  





  

    		2021-01-23 20:10:34.734679

    		-0.4 ms

  





  

    		2021-01-23 21:10:37.156962

    		2.2 ms

  





  

    		2021-01-23 22:10:38.791317

    		2.4 ms

  





  

    		2021-01-23 23:10:40.551724

    		3.0 ms

  





  

    		2021-01-24 00:10:43.064338

    		-0.1 ms

  





  

    		2021-01-24 01:10:45.232996

    		2.2 ms

  





  

    		2021-01-24 02:10:47.375913

    		3.1 ms

  





  

    		2021-01-24 03:10:49.77907

    		4.0 ms

  





  

    		2021-01-24 04:10:51.269428

    		1.1 ms

  





  

    		2021-01-24 05:10:53.730318

    		3.0 ms

  





  

    		2021-01-24 06:10:56.259039

    		3.2 ms

  





  

    		2021-01-24 07:10:58.15269

    		3.7 ms

  





  

    		2021-01-24 08:10:59.588092

    		4.1 ms

  





  

    		2021-01-24 09:11:03.283986

    		4.1 ms

  





  

    		2021-01-24 10:11:04.936965

    		0.7 ms

  





  

    		2021-01-24 11:11:07.028752

    		3.8 ms

  





  

    		2021-01-24 12:11:09.366416

    		0.3 ms

  





  

    		2021-01-24 13:11:11.845243

    		2.9 ms

  





  

    		2021-01-24 14:11:14.218515

    		0.8 ms

  





  

    		2021-01-24 15:11:15.812382

    		2.3 ms

  





  

    		2021-01-24 16:11:17.507802

    		1.5 ms

  





  

    		2021-01-24 17:11:19.616867

    		1.4 ms

  





  

    		2021-01-24 18:11:21.448177

    		2.1 ms

  





  

    		2021-01-24 19:11:22.948009

    		2.0 ms

  





  

    		2021-01-24 20:11:24.355778

    		0.7 ms

  





  

    		2021-01-24 21:11:26.435165

    		1.0 ms

  





  

    		2021-01-24 22:11:27.973582

    		0.7 ms

  





  

    		2021-01-24 23:11:29.55568

    		1.7 ms

  





  

    		2021-01-25 00:11:31.350107

    		2.2 ms

  





  

    		2021-01-25 01:11:33.110986

    		3.3 ms

  





  

    		2021-01-25 02:11:34.538642

    		4.0 ms

  





  

    		2021-01-25 03:11:36.064725

    		3.1 ms

  





  

    		2021-01-25 04:11:37.677617

    		0.0 ms

  





  

    		2021-01-25 05:11:41.141255

    		2.0 ms

  





  

    		2021-01-25 06:11:42.543574

    		1.7 ms

  





  

    		2021-01-25 07:11:45.765524

    		-0.5 ms

  





  

    		2021-01-25 08:11:47.965613

    		-1.1 ms

  





  

    		2021-01-25 09:11:50.563889

    		1.7 ms

  





  

    		2021-01-25 10:11:52.397715

    		2.5 ms

  





  

    		2021-01-25 11:11:55.201855

    		-1.3 ms

  





  

    		2021-01-25 12:11:58.173953

    		-2.5 ms

  





  

    		2021-01-25 13:12:00.819588

    		0.8 ms

  





  

    		2021-01-25 14:12:02.762453

    		1.4 ms

  





  

    		2021-01-25 15:12:04.863943

    		-0.1 ms

  





  

    		2021-01-25 16:12:06.606753

    		3.0 ms

  





  

    		2021-01-25 17:12:09.456969

    		3.0 ms

  





  

    		2021-01-25 18:12:13.008763

    		1.1 ms

  





  

    		2021-01-25 19:12:16.174274

    		3.4 ms

  





  

    		2021-01-25 20:12:18.454529

    		1.8 ms

  





  

    		2021-01-25 21:12:21.661168

    		2.6 ms

  





  

    		2021-01-25 22:12:24.49357

    		2.5 ms

  





  

    		2021-01-25 23:12:26.370583

    		2.1 ms

  





  

    		2021-01-26 00:12:28.689042

    		-0.6 ms

  





  

    		2021-01-26 01:12:30.61499

    		-2.8 ms

  





  

    		2021-01-26 02:12:33.747254

    		0.9 ms

  





  

    		2021-01-26 03:12:38.772952

    		2.7 ms

  





  

    		2021-01-26 04:12:40.791042

    		2.8 ms

  





  

    		2021-01-26 05:12:42.611252

    		1.8 ms

  





  

    		2021-01-26 06:12:45.74322

    		1.5 ms

  





  

    		2021-01-26 07:12:48.64225

    		2.2 ms

  





  

    		2021-01-26 08:12:50.398111

    		2.7 ms

  





  

    		2021-01-26 09:12:53.25551

    		2.6 ms

  





  

    		2021-01-26 10:12:55.702619

    		4.5 ms

  





  

    		2021-01-26 11:12:58.084162

    		5.2 ms

  





  

    		2021-01-26 12:13:00.280516

    		1.3 ms

  





  

    		2021-01-26 13:13:02.064817

    		3.7 ms

  





  

    		2021-01-26 14:13:05.00643

    		-1.6 ms

  





  

    		2021-01-26 15:13:07.98159

    		0.6 ms

  





  

    		2021-01-26 16:13:09.76244

    		1.1 ms

  





  

    		2021-01-26 17:13:11.494983

    		3.3 ms

  





  

    		2021-01-26 18:13:14.215501

    		0.3 ms

  





  

    		2021-01-26 19:13:17.080002

    		3.7 ms

  





  

    		2021-01-26 20:13:19.856395

    		0.3 ms

  





  

    		2021-01-26 21:13:23.044103

    		3.4 ms

  





  

    		2021-01-26 22:13:24.884047

    		3.8 ms

  





  

    		2021-01-26 23:13:26.661504

    		4.0 ms

  





  

    		2021-01-27 00:13:28.992752

    		-1.1 ms

  





  

    		2021-01-27 01:13:31.35864

    		3.0 ms

  





  

    		2021-01-27 02:13:33.028307

    		2.5 ms

  





  

    		2021-01-27 03:13:34.981977

    		1.4 ms

  





  

    		2021-01-27 04:13:37.687128

    		-0.9 ms

  





  

    		2021-01-27 05:13:39.74808

    		2.3 ms

  





  

    		2021-01-27 06:13:41.895178

    		1.2 ms

  





  

    		2021-01-27 07:13:43.606877

    		2.9 ms

  





  

    		2021-01-27 08:13:46.831799

    		1.8 ms

  





  

    		2021-01-27 09:13:48.839097

    		2.7 ms

  





  

    		2021-01-27 10:13:51.094239

    		-1.2 ms

  





  

    		2021-01-27 11:13:53.108769

    		0.4 ms

  





  

    		2021-01-27 12:13:55.1313

    		1.5 ms

  





  

    		2021-01-27 13:13:56.820987

    		1.5 ms

  





  

    		2021-01-27 14:13:58.727604

    		0.0 ms

  





  

    		2021-01-27 15:14:02.455628

    		0.9 ms

  





  

    		2021-01-27 16:14:04.698096

    		2.2 ms

  





  

    		2021-01-27 17:14:07.431569

    		3.7 ms

  





  

    		2021-01-27 18:14:11.278875

    		1.5 ms

  





  

    		2021-01-27 19:14:13.85118

    		-0.7 ms

  





  

    		2021-01-27 20:14:15.509113

    		0.6 ms

  





  

    		2021-01-27 21:14:18.286799

    		-1.3 ms

  





  

    		2021-01-27 22:14:19.8254

    		1.0 ms

  





  

    		2021-01-27 23:14:21.532273

    		1.5 ms

  





  

    		2021-01-28 00:14:23.317015

    		-0.8 ms

  





  

    		2021-01-28 01:14:25.887439

    		-0.3 ms

  





  

    		2021-01-28 02:14:27.743016

    		3.1 ms

  





  

    		2021-01-28 03:14:29.929762

    		0.1 ms

  





  

    		2021-01-28 04:14:32.223195

    		2.0 ms

  





  

    		2021-01-28 05:14:34.72359

    		2.3 ms

  





  

    		2021-01-28 06:14:36.213583

    		3.4 ms

  





  

    		2021-01-28 07:14:38.171087

    		2.3 ms

  





  

    		2021-01-28 08:14:42.578655

    		2.5 ms

  





  

    		2021-01-28 09:14:44.235103

    		3.6 ms

  





  

    		2021-01-28 10:14:46.119138

    		-0.8 ms

  





  

    		2021-01-28 11:14:47.749885

    		2.6 ms

  





  

    		2021-01-28 12:14:50.565849

    		0.2 ms

  





  

    		2021-01-28 13:14:52.464041

    		1.4 ms

  





  

    		2021-01-28 14:14:55.575406

    		3.8 ms

  





  

    		2021-01-28 15:14:58.669183

    		2.9 ms

  





  

    		2021-01-28 16:15:00.244016

    		0.5 ms

  





  

    		2021-01-28 17:15:03.221473

    		3.2 ms

  





  

    		2021-01-28 18:15:04.965607

    		-0.7 ms

  





  

    		2021-01-28 19:15:07.031306

    		-0.4 ms

  





  

    		2021-01-28 20:15:09.28904

    		-0.2 ms

  





  

    		2021-01-28 21:15:10.970671

    		-1.2 ms

  





  

    		2021-01-28 22:15:13.220835

    		2.7 ms

  





  

    		2021-01-28 23:15:15.454153

    		3.2 ms

  





  

    		2021-01-29 00:15:17.329729

    		2.9 ms

  





  

    		2021-01-29 01:15:19.338978

    		2.7 ms

  





  

    		2021-01-29 02:15:21.613576

    		2.3 ms

  





  

    		2021-01-29 03:15:23.267141

    		2.3 ms

  





  

    		2021-01-29 04:15:26.080739

    		2.8 ms

  





  

    		2021-01-29 05:15:28.254814

    		3.5 ms

  





  

    		2021-01-29 06:15:30.4102

    		0.0 ms

  





  

    		2021-01-29 07:15:32.350424

    		2.1 ms

  





  

    		2021-01-29 08:15:35.212557

    		2.5 ms

  





  

    		2021-01-29 09:15:37.275049

    		3.1 ms

  





  

    		2021-01-29 10:15:39.748505

    		0.0 ms

  





  

    		2021-01-29 11:15:42.502439

    		0.4 ms

  





  

    		2021-01-29 12:15:46.489883

    		-2.1 ms

  





  

    		2021-01-29 13:15:48.3477

    		1.5 ms

  





  

    		2021-01-29 14:15:51.419288

    		3.4 ms

  





  

    		2021-01-29 15:15:53.138912

    		3.2 ms

  





  

    		2021-01-29 16:15:55.533206

    		2.2 ms

  





  

    		2021-01-29 17:15:57.432547

    		-1.2 ms

  





  

    		2021-01-29 18:15:58.922397

    		-3.8 ms

  





  

    		2021-01-29 19:16:01.374723

    		-1.5 ms

  





  

    		2021-01-29 20:16:05.406992

    		0.8 ms

  





  

    		2021-01-29 21:16:07.720034

    		1.3 ms

  





  

    		2021-01-29 22:16:10.598913

    		1.2 ms

  





  

    		2021-01-29 23:16:13.10042

    		2.3 ms

  





  

    		2021-01-30 00:16:16.055741

    		3.1 ms

  





  

    		2021-01-30 01:16:18.022254

    		2.6 ms

  





  

    		2021-01-30 02:16:19.663479

    		2.8 ms

  





  

    		2021-01-30 03:16:21.612695

    		2.3 ms

  





  

    		2021-01-30 04:16:23.924539

    		0.2 ms

  





  

    		2021-01-30 05:16:25.841424

    		1.1 ms

  





  

    		2021-01-30 06:16:27.74046

    		-0.1 ms

  





  

    		2021-01-30 07:16:29.748864

    		2.3 ms

  





  

    		2021-01-30 08:16:31.790366

    		-0.6 ms

  





  

    		2021-01-30 09:16:34.689269

    		4.1 ms

  





  

    		2021-01-30 10:16:36.769123

    		2.2 ms

  





  

    		2021-01-30 11:16:38.755885

    		3.8 ms

  





  

    		2021-01-30 12:16:40.091026

    		3.2 ms

  





  

    		2021-01-30 13:16:44.583067

    		3.1 ms

  





  

    		2021-01-30 14:16:47.575732

    		1.9 ms

  





  

    		2021-01-30 15:16:48.95456

    		1.2 ms

  





  

    		2021-01-30 16:16:51.997457

    		1.0 ms

  





  

    		2021-01-30 17:16:55.476787

    		1.2 ms

  





  

    		2021-01-30 18:16:58.754116

    		-0.3 ms

  





  

    		2021-01-30 19:17:01.473248

    		2.1 ms

  





  

    		2021-01-30 20:17:03.332391

    		0.6 ms

  





  

    		2021-01-30 21:17:05.457876

    		-1.2 ms

  





  

    		2021-01-30 22:17:07.557971

    		-0.3 ms

  





  

    		2021-01-30 23:17:09.244298

    		-0.5 ms

  





  

    		2021-01-31 00:17:12.016474

    		1.3 ms

  





  

    		2021-01-31 01:17:14.841734

    		-0.3 ms

  





  

    		2021-01-31 02:17:17.885713

    		-0.6 ms

  





  

    		2021-01-31 03:17:19.398868

    		2.9 ms

  





  

    		2021-01-31 04:17:22.256897

    		3.6 ms

  





  

    		2021-01-31 05:17:24.178986

    		4.0 ms

  





  

    		2021-01-31 06:17:26.528184

    		4.2 ms

  





  

    		2021-01-31 07:17:28.412929

    		3.9 ms

  





  

    		2021-01-31 08:17:31.379138

    		2.4 ms

  





  

    		2021-01-31 09:17:33.793608

    		3.7 ms

  





  

    		2021-01-31 10:17:35.528186

    		3.7 ms

  





  

    		2021-01-31 11:17:37.922741

    		0.2 ms

  





  

    		2021-01-31 12:17:39.973909

    		3.6 ms

  





  

    		2021-01-31 13:17:41.805536

    		2.5 ms

  





  

    		2021-01-31 14:17:44.261398

    		0.0 ms

  





  

    		2021-01-31 15:17:46.537181

    		-0.5 ms

  





  

    		2021-01-31 16:17:48.34974

    		0.3 ms

  





  

    		2021-01-31 17:17:49.834998

    		3.5 ms

  





  

    		2021-01-31 18:17:51.45026

    		4.8 ms

  





  

    		2021-01-31 19:17:53.322648

    		4.1 ms

  





  

    		2021-01-31 20:17:55.694184

    		3.7 ms

  





  

    		2021-01-31 21:17:57.111922

    		-0.5 ms

  





  

    		2021-01-31 22:17:58.699595

    		2.0 ms

  





  

    		2021-01-31 23:18:00.293276

    		-1.3 ms

  





  

    		2021-02-01 00:18:02.075366

    		-0.8 ms

  





  

    		2021-02-01 01:18:03.909238

    		1.9 ms

  





  

    		2021-02-01 02:18:05.47661

    		3.3 ms

  





  

    		2021-02-01 03:18:07.158059

    		3.3 ms

  





  

    		2021-02-01 04:18:08.686113

    		2.9 ms

  





  

    		2021-02-01 05:18:10.715799

    		2.2 ms

  





  

    		2021-02-01 06:18:14.343858

    		1.9 ms

  





  

    		2021-02-01 07:18:16.461776

    		1.7 ms

  





  

    		2021-02-01 08:18:19.657111

    		2.9 ms

  





  

    		2021-02-01 09:18:23.131796

    		0.2 ms

  





  

    		2021-02-01 10:18:26.468858

    		3.4 ms

  





  

    		2021-02-01 11:18:28.914302

    		2.3 ms

  





  

    		2021-02-01 12:18:30.648674

    		-0.6 ms

  





  

    		2021-02-01 13:18:32.386061

    		-1.8 ms

  





  

    		2021-02-01 14:18:34.218709

    		0.5 ms

  





  

    		2021-02-01 15:18:37.048578

    		-0.1 ms

  





  

    		2021-02-01 16:18:39.07704

    		3.2 ms

  





  

    		2021-02-01 17:18:40.434414

    		1.6 ms

  





  

    		2021-02-01 18:18:42.915705

    		2.4 ms

  





  

    		2021-02-01 19:18:45.300963

    		2.2 ms

  





  

    		2021-02-01 20:18:47.239691

    		2.2 ms

  





  

    		2021-02-01 21:18:50.540952

    		1.2 ms

  





  

    		2021-02-01 22:18:52.060639

    		-1.0 ms

  





  

    		2021-02-01 23:18:53.895464

    		2.8 ms

  





  

    		2021-02-02 00:18:55.759225

    		-1.4 ms

  





  

    		2021-02-02 01:18:58.360322

    		0.3 ms

  





  

    		2021-02-02 02:19:01.260912

    		2.9 ms

  





  

    		2021-02-02 03:19:04.25168

    		2.4 ms

  





  

    		2021-02-02 04:19:05.804383

    		2.3 ms

  





  

    		2021-02-02 05:19:07.795534

    		2.7 ms

  





  

    		2021-02-02 06:19:10.256316

    		3.0 ms

  





  

    		2021-02-02 07:19:12.387901

    		3.1 ms

  





  

    		2021-02-02 08:19:14.401149

    		0.4 ms

  





  

    		2021-02-02 09:19:15.780905

    		3.0 ms

  





  

    		2021-02-02 10:19:17.371146

    		2.3 ms

  





  

    		2021-02-02 11:19:19.210011

    		-0.2 ms

  





  

    		2021-02-02 12:19:20.67475

    		2.2 ms

  





  

    		2021-02-02 13:19:22.123141

    		0.9 ms

  





  

    		2021-02-02 14:19:23.980815

    		1.5 ms

  





  

    		2021-02-02 15:19:26.142454

    		1.3 ms

  





  

    		2021-02-02 16:19:27.989255

    		2.4 ms

  





  

    		2021-02-02 17:19:29.51364

    		2.0 ms

  





  

    		2021-02-02 18:19:31.981127

    		1.4 ms

  





  

    		2021-02-02 19:19:34.473381

    		0.7 ms

  





  

    		2021-02-02 20:19:36.811306

    		2.0 ms

  





  

    		2021-02-02 21:19:39.133943

    		-2.5 ms

  





  

    		2021-02-02 22:19:41.84735

    		0.6 ms

  





  

    		2021-02-02 23:19:44.896972

    		1.1 ms

  





  

    		2021-02-03 00:19:50.246082

    		1.9 ms

  





  

    		2021-02-03 01:19:51.797985

    		2.8 ms

  





  

    		2021-02-03 02:19:53.823845

    		2.3 ms

  





  

    		2021-02-03 03:19:56.008278

    		3.8 ms

  





  

    		2021-02-03 04:19:58.272177

    		3.8 ms

  





  

    		2021-02-03 05:20:00.740855

    		3.4 ms

  





  

    		2021-02-03 06:20:02.894728

    		3.0 ms

  





  

    		2021-02-03 07:20:04.851301

    		-0.8 ms

  





  

    		2021-02-03 08:20:07.152206

    		-1.1 ms

  





  

    		2021-02-03 09:20:10.976064

    		2.0 ms

  





  

    		2021-02-03 10:20:12.782635

    		-0.6 ms

  





  

    		2021-02-03 11:20:14.430904

    		1.1 ms

  





  

    		2021-02-03 12:20:16.500349

    		-1.7 ms

  





  

    		2021-02-03 13:20:17.926191

    		-1.6 ms

  





  

    		2021-02-03 14:20:20.365636

    		-1.2 ms

  





  

    		2021-02-03 15:20:22.309347

    		-0.5 ms

  





  

    		2021-02-03 16:20:24.041444

    		-0.9 ms

  





  

    		2021-02-03 17:20:26.178693

    		1.1 ms

  





  

    		2021-02-03 18:20:27.821486

    		-1.2 ms

  





  

    		2021-02-03 19:20:29.864215

    		3.8 ms

  





  

    		2021-02-03 20:20:31.704194

    		1.3 ms

  





  

    		2021-02-03 21:20:33.629517

    		1.2 ms

  





  

    		2021-02-03 22:20:35.094273

    		0.0 ms

  





  

    		2021-02-03 23:20:36.984706

    		2.3 ms

  





  

    		2021-02-04 00:20:38.639452

    		1.6 ms

  





  

    		2021-02-04 01:20:40.38271

    		1.7 ms

  





  

    		2021-02-04 02:20:42.002336

    		0.0 ms

  





  

    		2021-02-04 03:20:45.578161

    		0.8 ms

  





  

    		2021-02-04 04:20:47.232324

    		0.4 ms

  





  

    		2021-02-04 05:20:49.3827

    		4.7 ms

  





  

    		2021-02-04 06:20:51.383995

    		1.7 ms

  





  

    		2021-02-04 07:20:54.179873

    		3.5 ms

  





  

    		2021-02-04 08:20:56.781698

    		4.2 ms

  





  

    		2021-02-04 09:20:59.555189

    		0.5 ms

  





  

    		2021-02-04 10:21:02.028022

    		0.5 ms

  





  

    		2021-02-04 11:21:04.196889

    		0.5 ms

  





  

    		2021-02-04 12:21:05.953048

    		1.4 ms

  





  

    		2021-02-04 13:21:07.840783

    		2.2 ms

  





  

    		2021-02-04 14:21:10.734123

    		-0.9 ms

  





  

    		2021-02-04 15:21:14.358985

    		1.0 ms

  





  

    		2021-02-04 16:21:17.078975

    		2.7 ms

  





  

    		2021-02-04 17:21:20.094973

    		2.3 ms

  





  

    		2021-02-04 18:21:22.080056

    		2.5 ms

  





  

    		2021-02-04 19:21:23.871477

    		2.2 ms

  





  

    		2021-02-04 20:21:25.556118

    		-0.2 ms

  





  

    		2021-02-04 21:21:28.131495

    		1.2 ms

  





  

    		2021-02-04 22:21:30.187878

    		1.4 ms

  





  

    		2021-02-04 23:21:32.622431

    		-0.2 ms

  





  

    		2021-02-05 00:21:34.117611

    		2.2 ms

  





  

    		2021-02-05 01:21:36.037596

    		0.3 ms

  





  

    		2021-02-05 02:21:37.79845

    		-1.2 ms

  





  

    		2021-02-05 03:21:40.677587

    		2.6 ms

  





  

    		2021-02-05 04:21:43.159597

    		0.0 ms

  





  

    		2021-02-05 05:21:44.879042

    		0.1 ms

  





  

    		2021-02-05 06:21:46.430547

    		-0.2 ms

  





  

    		2021-02-05 07:21:48.132243

    		-0.7 ms

  





  

    		2021-02-05 08:21:50.634682

    		1.7 ms

  





  

    		2021-02-05 09:21:52.689117

    		2.2 ms

  





  

    		2021-02-05 10:21:54.575785

    		0.3 ms

  





  

    		2021-02-05 11:21:56.060475

    		-0.8 ms

  





  

    		2021-02-05 12:21:58.197383

    		-0.9 ms

  





  

    		2021-02-05 13:22:00.046266

    		2.2 ms

  





  

    		2021-02-05 14:22:02.180051

    		-1.1 ms

  





  

    		2021-02-05 15:22:04.564957

    		-0.4 ms

  





  

    		2021-02-05 16:22:06.05554

    		0.3 ms

  





  

    		2021-02-05 17:22:07.893893

    		-0.2 ms

  





  

    		2021-02-05 18:22:10.653539

    		0.5 ms

  





  

    		2021-02-05 19:22:12.039004

    		1.0 ms

  





  

    		2021-02-05 20:22:13.455077

    		-0.5 ms

  





  

    		2021-02-05 21:22:15.781614

    		1.6 ms

  





  

    		2021-02-05 22:22:17.446884

    		1.6 ms

  





  

    		2021-02-05 23:22:21.208462

    		-1.4 ms

  





  

    		2021-02-06 00:22:22.931736

    		1.8 ms

  





  

    		2021-02-06 01:22:26.014818

    		-1.2 ms

  





  

    		2021-02-06 02:22:28.340257

    		1.7 ms

  





  

    		2021-02-06 03:22:32.244662

    		3.2 ms

  





  

    		2021-02-06 04:22:34.404153

    		0.3 ms

  





  

    		2021-02-06 05:22:36.098835

    		0.6 ms

  





  

    		2021-02-06 06:22:37.996237

    		1.6 ms

  





  

    		2021-02-06 07:22:39.747233

    		0.6 ms

  





  

    		2021-02-06 08:22:42.356266

    		0.9 ms

  





  

    		2021-02-06 09:22:44.507513

    		-1.6 ms

  





  

    		2021-02-06 10:22:46.108123

    		2.5 ms

  





  

    		2021-02-06 11:22:47.630457

    		3.1 ms

  





  

    		2021-02-06 12:22:49.734172

    		2.2 ms

  





  

    		2021-02-06 13:22:51.831567

    		-0.3 ms

  





  

    		2021-02-06 14:22:53.567095

    		0.5 ms

  





  

    		2021-02-06 15:22:55.355023

    		-0.8 ms

  





  

    		2021-02-06 16:22:57.214767

    		-2.1 ms

  





  

    		2021-02-06 17:22:59.590426

    		-0.9 ms

  





  

    		2021-02-06 18:23:01.801426

    		-0.8 ms

  





  

    		2021-02-06 19:23:03.920718

    		1.4 ms

  





  

    		2021-02-06 20:23:06.959268

    		-0.3 ms

  





  

    		2021-02-06 21:23:10.551875

    		-0.7 ms

  





  

    		2021-02-06 22:23:12.531476

    		2.4 ms

  





  

    		2021-02-06 23:23:14.337042

    		2.3 ms

  





  

    		2021-02-07 00:23:17.545985

    		-0.5 ms

  





  

    		2021-02-07 01:23:19.56281

    		-0.1 ms

  





  

    		2021-02-07 02:23:21.961848

    		-0.8 ms

  





  

    		2021-02-07 03:23:24.752344

    		3.1 ms

  





  

    		2021-02-07 04:23:26.856187

    		-0.1 ms

  





  

    		2021-02-07 05:23:28.523506

    		1.6 ms

  





  

    		2021-02-07 06:23:30.216992

    		1.8 ms

  





  

    		2021-02-07 07:23:32.47002

    		1.7 ms

  





  

    		2021-02-07 08:23:34.315265

    		-0.5 ms

  





  

    		2021-02-07 09:23:37.116

    		-1.6 ms

  





  

    		2021-02-07 10:23:38.707539

    		-1.2 ms

  





  

    		2021-02-07 11:23:40.366365

    		-0.9 ms

  





  

    		2021-02-07 12:23:43.332445

    		-0.8 ms

  





  

    		2021-02-07 13:23:46.890316

    		1.3 ms

  





  

    		2021-02-07 14:23:48.321477

    		0.2 ms

  





  

    		2021-02-07 15:23:49.938182

    		3.6 ms

  





  

    		2021-02-07 16:23:51.623595

    		1.9 ms

  





  

    		2021-02-07 17:23:54.196311

    		2.1 ms

  





  

    		2021-02-07 18:23:55.810284

    		-1.2 ms

  





  

    		2021-02-07 19:23:58.953521

    		-0.6 ms

  





  

    		2021-02-07 20:24:01.344006

    		0.1 ms

  





  

    		2021-02-07 21:24:03.568838

    		0.3 ms

  





  

    		2021-02-07 22:24:06.897731

    		2.2 ms

  





  

    		2021-02-07 23:24:09.891584

    		-1.2 ms

  





  

    		2021-02-08 00:24:12.508979

    		-1.1 ms

  





  

    		2021-02-08 01:24:15.199357

    		1.9 ms

  





  

    		2021-02-08 02:24:17.132678

    		-0.3 ms

  





  

    		2021-02-08 03:24:20.612608

    		0.9 ms

  





  

    		2021-02-08 04:24:22.921621

    		-0.7 ms

  





  

    		2021-02-08 05:24:25.179171

    		1.6 ms

  





  

    		2021-02-08 06:24:26.908976

    		-0.2 ms

  





  

    		2021-02-08 07:24:28.432741

    		-0.1 ms

  





  

    		2021-02-08 08:24:31.069738

    		1.4 ms

  





  

    		2021-02-08 09:24:34.209399

    		0.3 ms

  





  

    		2021-02-08 10:24:36.483324

    		-0.3 ms

  





  

    		2021-02-08 11:24:37.946799

    		1.9 ms

  





  

    		2021-02-08 12:24:39.64288

    		-0.2 ms

  





  

    		2021-02-08 13:24:41.97937

    		-0.8 ms

  





  

    		2021-02-08 14:24:43.639067

    		-0.8 ms

  





  

    		2021-02-08 15:24:46.58934

    		0.5 ms

  





  

    		2021-02-08 16:24:48.29454

    		-0.8 ms

  





  

    		2021-02-08 17:24:50.995258

    		1.9 ms

  





  

    		2021-02-08 18:24:53.555836

    		0.7 ms

  





  

    		2021-02-08 19:24:55.651922

    		1.6 ms

  





  

    		2021-02-08 20:24:57.267982

    		-0.5 ms

  





  

    		2021-02-08 21:25:00.527728

    		-1.0 ms

  





  

    		2021-02-08 22:25:02.801821

    		0.4 ms

  





  

    		2021-02-08 23:25:05.166186

    		0.0 ms

  





  

    		2021-02-09 00:25:06.919965

    		-2.2 ms

  





  

    		2021-02-09 01:25:08.57681

    		-2.1 ms

  





  

    		2021-02-09 02:25:10.277752

    		-0.9 ms

  





  

    		2021-02-09 03:25:13.713814

    		-1.3 ms

  





  

    		2021-02-09 04:25:15.886324

    		-0.2 ms

  





  

    		2021-02-09 05:25:17.837384

    		0.1 ms

  





  

    		2021-02-09 06:25:19.808601

    		0.3 ms

  





  

    		2021-02-09 07:25:21.610628

    		1.0 ms

  





  

    		2021-02-09 08:26:37.975811

    		-0.2 ms

  





  

    		2021-02-09 09:26:40.594205

    		0.3 ms

  





  

    		2021-02-09 10:26:43.777414

    		-1.6 ms

  





  

    		2021-02-09 11:26:46.432605

    		-0.9 ms

  





  

    		2021-02-09 12:26:47.957011

    		1.0 ms

  





  

    		2021-02-09 13:26:49.902565

    		1.1 ms

  





  

    		2021-02-09 14:26:51.874015

    		-0.4 ms

  





  

    		2021-02-09 15:26:53.901357

    		3.0 ms

  





  

    		2021-02-09 16:26:56.721229

    		0.6 ms

  





  

    		2021-02-09 17:26:58.513834

    		2.6 ms

  





  

    		2021-02-09 18:27:00.453682

    		0.5 ms

  





  

    		2021-02-09 19:27:04.323774

    		4.0 ms

  





  

    		2021-02-09 20:27:05.775013

    		0.2 ms

  





  

    		2021-02-09 21:27:07.665944

    		1.6 ms

  





  

    		2021-02-09 22:27:09.200001

    		-0.7 ms

  





  

    		2021-02-09 23:27:12.832614

    		1.1 ms

  





  

    		2021-02-10 00:27:14.667372

    		1.5 ms

  





  

    		2021-02-10 01:27:16.647927

    		2.8 ms

  





  

    		2021-02-10 02:27:19.162618

    		3.6 ms

  





  

    		2021-02-10 03:27:23.023627

    		0.3 ms

  





  

    		2021-02-10 04:27:25.579168

    		0.2 ms

  





  

    		2021-02-10 05:27:28.003272

    		0.0 ms

  





  

    		2021-02-10 06:27:29.374006

    		-0.8 ms

  





  

    		2021-02-10 07:27:31.239311

    		0.3 ms

  





  

    		2021-02-10 08:27:33.82182

    		0.1 ms

  





  

    		2021-02-10 09:27:37.11478

    		0.3 ms

  





  

    		2021-02-10 10:27:40.20733

    		-0.5 ms

  





  

    		2021-02-10 11:27:42.871526

    		-0.9 ms

  





  

    		2021-02-10 12:27:45.077939

    		1.0 ms

  





  

    		2021-02-10 13:27:46.631966

    		0.2 ms

  





  

    		2021-02-10 14:27:48.575784

    		2.1 ms

  





  

    		2021-02-10 15:27:50.460225

    		2.1 ms

  





  

    		2021-02-10 16:27:52.711231

    		-0.3 ms

  





  

    		2021-02-10 17:27:54.510958

    		-1.8 ms

  





  

    		2021-02-10 18:27:56.721085

    		-1.5 ms

  





  

    		2021-02-10 19:27:58.578097

    		-1.1 ms

  





  

    		2021-02-10 20:28:01.438494

    		-1.3 ms

  





  

    		2021-02-10 21:28:03.372554

    		-1.0 ms

  





  

    		2021-02-10 22:28:05.046835

    		-0.4 ms

  





  

    		2021-02-10 23:28:07.757588

    		0.1 ms

  





  

    		2021-02-11 00:28:10.192941

    		0.4 ms

  





  

    		2021-02-11 01:28:12.376255

    		3.4 ms

  





  

    		2021-02-11 02:28:14.007259

    		0.6 ms

  





  

    		2021-02-11 03:28:16.051052

    		0.5 ms

  





  

    		2021-02-11 04:28:17.708452

    		-1.0 ms

  





  

    		2021-02-11 05:28:19.473878

    		-0.2 ms

  





  

    		2021-02-11 06:28:21.773175

    		0.0 ms

  





  

    		2021-02-11 07:28:23.87723

    		0.3 ms

  





  

    		2021-02-11 08:28:26.777891

    		-0.6 ms

  





  

    		2021-02-11 09:28:28.658045

    		1.0 ms

  





  

    		2021-02-11 10:28:30.597938

    		-4.1 ms

  





  

    		2021-02-11 11:28:32.681257

    		1.5 ms

  





  

    		2021-02-11 12:28:35.610241

    		-1.6 ms

  





  

    		2021-02-11 13:28:38.039549

    		-0.7 ms

  





  

    		2021-02-11 14:28:41.133115

    		-2.7 ms

  





  

    		2021-02-11 15:28:43.348058

    		1.0 ms

  





  

    		2021-02-11 16:28:45.028664

    		2.5 ms

  





  

    		2021-02-11 17:28:47.427172

    		2.4 ms

  





  

    		2021-02-11 18:28:50.970932

    		0.9 ms

  





  

    		2021-02-11 19:28:54.319575

    		2.2 ms

  





  

    		2021-02-11 20:28:57.227819

    		-1.1 ms

  





  

    		2021-02-11 21:28:59.554918

    		-1.1 ms

  





  

    		2021-02-11 22:29:01.315839

    		1.4 ms

  





  

    		2021-02-11 23:29:03.174725

    		0.1 ms

  





  

    		2021-02-12 00:29:05.346239

    		2.5 ms

  





  

    		2021-02-12 01:29:08.042187

    		3.5 ms

  





  

    		2021-02-12 02:29:10.087051

    		0.6 ms

  





  

    		2021-02-12 03:29:13.445442

    		0.0 ms

  





  

    		2021-02-12 04:29:15.877627

    		-0.1 ms

  





  

    		2021-02-12 05:29:17.663219

    		-0.8 ms

  





  

    		2021-02-12 06:29:19.412236

    		-0.6 ms

  





  

    		2021-02-12 07:29:21.204066

    		1.7 ms

  





  

    		2021-02-12 08:29:23.485764

    		-0.5 ms

  





  

    		2021-02-12 09:29:25.053524

    		1.2 ms

  





  

    		2021-02-12 10:29:27.479879

    		-0.2 ms

  





  

    		2021-02-12 11:29:29.687621

    		-0.6 ms

  





  

    		2021-02-12 12:29:31.563945

    		2.7 ms

  





  

    		2021-02-12 13:29:34.802233

    		-0.4 ms

  





  

    		2021-02-12 14:29:36.687082

    		-1.1 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.79 ms

		standard deviation: 1.65 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈82.753%

		|e| < 5 ms: ≈99.449%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-01-02 00:51:14.468124 UTC and 2021-02-12 16:29:42.922716 UTC:







  		Time collected

  		Clock offset







  

    		2021-01-02 00:51:14.468124

    		1.6 ms

  





  

    		2021-01-02 01:51:16.539976

    		-0.6 ms

  





  

    		2021-01-02 02:51:18.900535

    		-0.2 ms

  





  

    		2021-01-02 03:51:21.027208

    		0.3 ms

  





  

    		2021-01-02 04:51:22.979569

    		-1.3 ms

  





  

    		2021-01-02 05:51:25.984366

    		0.5 ms

  





  

    		2021-01-02 06:51:28.348027

    		-0.4 ms

  





  

    		2021-01-02 07:51:29.921674

    		0.1 ms

  





  

    		2021-01-02 08:51:31.517567

    		-0.7 ms

  





  

    		2021-01-02 09:51:33.407873

    		1.1 ms

  





  

    		2021-01-02 10:51:35.135803

    		0.8 ms

  





  

    		2021-01-02 11:51:37.438979

    		0.3 ms

  





  

    		2021-01-02 12:51:39.119035

    		0.6 ms

  





  

    		2021-01-02 13:51:40.809231

    		-0.1 ms

  





  

    		2021-01-02 14:51:42.753021

    		-0.1 ms

  





  

    		2021-01-02 15:51:45.964223

    		0.3 ms

  





  

    		2021-01-02 16:51:47.693347

    		-2.7 ms

  





  

    		2021-01-02 17:51:50.158214

    		-0.8 ms

  





  

    		2021-01-02 18:51:52.733024

    		-0.6 ms

  





  

    		2021-01-02 19:51:54.865069

    		-0.2 ms

  





  

    		2021-01-02 20:51:58.237463

    		-0.1 ms

  





  

    		2021-01-02 21:52:00.63349

    		-0.2 ms

  





  

    		2021-01-02 22:52:02.44974

    		-1.2 ms

  





  

    		2021-01-02 23:52:04.06965

    		-0.3 ms

  





  

    		2021-01-03 00:52:05.806418

    		0.7 ms

  





  

    		2021-01-03 01:52:08.100556

    		0.3 ms

  





  

    		2021-01-03 02:52:10.047811

    		1.1 ms

  





  

    		2021-01-03 03:52:12.143147

    		0.3 ms

  





  

    		2021-01-03 04:52:14.532357

    		0.2 ms

  





  

    		2021-01-03 05:52:16.744982

    		0.4 ms

  





  

    		2021-01-03 06:52:18.239355

    		-0.3 ms

  





  

    		2021-01-03 07:52:20.012621

    		0.8 ms

  





  

    		2021-01-03 08:52:22.216141

    		-0.5 ms

  





  

    		2021-01-03 09:52:24.245734

    		1.5 ms

  





  

    		2021-01-03 10:52:26.075459

    		1.7 ms

  





  

    		2021-01-03 11:52:28.628484

    		1.1 ms

  





  

    		2021-01-03 12:52:30.50613

    		-0.4 ms

  





  

    		2021-01-03 13:52:34.306567

    		0.6 ms

  





  

    		2021-01-03 14:52:36.411604

    		0.1 ms

  





  

    		2021-01-03 15:52:38.067659

    		-0.1 ms

  





  

    		2021-01-03 16:52:41.00286

    		-0.6 ms

  





  

    		2021-01-03 17:52:42.554909

    		0.1 ms

  





  

    		2021-01-03 18:52:45.771845

    		-2.1 ms

  





  

    		2021-01-03 19:52:47.331762

    		0.9 ms

  





  

    		2021-01-03 20:52:49.432087

    		0.2 ms

  





  

    		2021-01-03 21:52:52.005957

    		1.5 ms

  





  

    		2021-01-03 22:52:55.165086

    		0.1 ms

  





  

    		2021-01-03 23:52:56.688428

    		0.6 ms

  





  

    		2021-01-04 00:52:58.501334

    		0.2 ms

  





  

    		2021-01-04 01:53:00.48456

    		0.2 ms

  





  

    		2021-01-04 02:53:03.164718

    		0.6 ms

  





  

    		2021-01-04 03:53:05.513257

    		0.3 ms

  





  

    		2021-01-04 04:53:07.681358

    		0.6 ms

  





  

    		2021-01-04 05:53:10.181201

    		0.0 ms

  





  

    		2021-01-04 06:53:11.767842

    		-0.5 ms

  





  

    		2021-01-04 07:53:14.225819

    		0.2 ms

  





  

    		2021-01-04 08:53:16.000818

    		1.7 ms

  





  

    		2021-01-04 09:53:17.891077

    		0.0 ms

  





  

    		2021-01-04 10:53:20.202415

    		0.3 ms

  





  

    		2021-01-04 11:53:22.148949

    		-1.3 ms

  





  

    		2021-01-04 12:53:23.694728

    		0.1 ms

  





  

    		2021-01-04 13:53:25.858104

    		-0.7 ms

  





  

    		2021-01-04 14:53:27.805843

    		-2.1 ms

  





  

    		2021-01-04 15:53:30.41815

    		0.0 ms

  





  

    		2021-01-04 16:53:32.207162

    		-2.0 ms

  





  

    		2021-01-04 17:53:35.002661

    		-0.9 ms

  





  

    		2021-01-04 18:53:37.667232

    		0.5 ms

  





  

    		2021-01-04 19:53:39.536985

    		-0.1 ms

  





  

    		2021-01-04 20:53:41.512388

    		-0.2 ms

  





  

    		2021-01-04 21:53:43.925531

    		0.2 ms

  





  

    		2021-01-04 22:53:46.352321

    		0.1 ms

  





  

    		2021-01-04 23:53:48.861629

    		-0.4 ms

  





  

    		2021-01-05 00:53:50.772781

    		-0.9 ms

  





  

    		2021-01-05 01:53:52.331734

    		0.7 ms

  





  

    		2021-01-05 02:53:54.932667

    		0.2 ms

  





  

    		2021-01-05 03:53:57.054203

    		0.3 ms

  





  

    		2021-01-05 04:53:59.577719

    		1.5 ms

  





  

    		2021-01-05 05:54:02.972083

    		-0.4 ms

  





  

    		2021-01-05 06:54:05.443491

    		0.1 ms

  





  

    		2021-01-05 07:54:07.020445

    		-0.9 ms

  





  

    		2021-01-05 08:54:08.882658

    		-0.1 ms

  





  

    		2021-01-05 09:54:11.895078

    		-0.9 ms

  





  

    		2021-01-05 10:54:13.826752

    		1.1 ms

  





  

    		2021-01-05 11:54:17.098114

    		1.4 ms

  





  

    		2021-01-05 12:54:19.307567

    		1.3 ms

  





  

    		2021-01-05 13:54:20.932675

    		0.5 ms

  





  

    		2021-01-05 14:54:23.56819

    		1.1 ms

  





  

    		2021-01-05 15:54:25.764643

    		-0.8 ms

  





  

    		2021-01-05 16:54:27.195657

    		-1.0 ms

  





  

    		2021-01-05 17:54:28.870223

    		-1.2 ms

  





  

    		2021-01-05 18:54:32.316317

    		-1.4 ms

  





  

    		2021-01-05 19:54:36.315673

    		0.4 ms

  





  

    		2021-01-05 20:54:38.549412

    		-0.9 ms

  





  

    		2021-01-05 21:54:40.1497

    		-0.4 ms

  





  

    		2021-01-05 22:54:41.567948

    		-1.0 ms

  





  

    		2021-01-05 23:54:43.944226

    		0.6 ms

  





  

    		2021-01-06 00:54:45.550785

    		1.0 ms

  





  

    		2021-01-06 01:54:47.496391

    		0.8 ms

  





  

    		2021-01-06 02:54:49.371357

    		0.8 ms

  





  

    		2021-01-06 03:54:51.293437

    		1.6 ms

  





  

    		2021-01-06 04:54:53.777564

    		0.3 ms

  





  

    		2021-01-06 05:54:56.699833

    		0.0 ms

  





  

    		2021-01-06 06:54:58.263908

    		-0.6 ms

  





  

    		2021-01-06 07:55:00.241321

    		-0.7 ms

  





  

    		2021-01-06 08:55:02.267902

    		-0.7 ms

  





  

    		2021-01-06 09:55:03.912312

    		1.4 ms

  





  

    		2021-01-06 10:55:05.539604

    		-0.1 ms

  





  

    		2021-01-06 11:55:07.163775

    		0.1 ms

  





  

    		2021-01-06 12:55:09.008231

    		0.1 ms

  





  

    		2021-01-06 13:55:10.527191

    		1.0 ms

  





  

    		2021-01-06 14:55:14.064141

    		0.9 ms

  





  

    		2021-01-06 15:55:16.087916

    		-0.2 ms

  





  

    		2021-01-06 16:55:19.842794

    		0.3 ms

  





  

    		2021-01-06 17:55:21.20995

    		0.2 ms

  





  

    		2021-01-06 18:55:24.933135

    		-1.2 ms

  





  

    		2021-01-06 19:55:26.450595

    		-0.6 ms

  





  

    		2021-01-06 20:55:28.936615

    		-0.8 ms

  





  

    		2021-01-06 21:55:30.859183

    		-2.3 ms

  





  

    		2021-01-06 22:55:32.47955

    		0.3 ms

  





  

    		2021-01-06 23:55:34.785244

    		-0.8 ms

  





  

    		2021-01-07 00:55:37.373329

    		1.0 ms

  





  

    		2021-01-07 01:55:39.412274

    		1.4 ms

  





  

    		2021-01-07 02:55:42.220609

    		1.2 ms

  





  

    		2021-01-07 03:55:45.580643

    		1.3 ms

  





  

    		2021-01-07 04:55:47.417974

    		1.2 ms

  





  

    		2021-01-07 05:55:48.831585

    		1.4 ms

  





  

    		2021-01-07 06:55:52.210659

    		0.0 ms

  





  

    		2021-01-07 07:55:53.867846

    		-0.2 ms

  





  

    		2021-01-07 08:55:57.298907

    		-1.0 ms

  





  

    		2021-01-07 09:55:59.792752

    		-0.3 ms

  





  

    		2021-01-07 10:56:01.96808

    		1.0 ms

  





  

    		2021-01-07 11:56:03.74454

    		1.1 ms

  





  

    		2021-01-07 12:56:05.77438

    		0.1 ms

  





  

    		2021-01-07 13:56:09.064127

    		-0.9 ms

  





  

    		2021-01-07 14:56:12.399125

    		-0.5 ms

  





  

    		2021-01-07 15:56:13.898576

    		-0.9 ms

  





  

    		2021-01-07 16:56:16.062521

    		-1.1 ms

  





  

    		2021-01-07 17:56:17.876974

    		-2.1 ms

  





  

    		2021-01-07 18:56:19.755834

    		-0.1 ms

  





  

    		2021-01-07 19:56:21.190394

    		-0.1 ms

  





  

    		2021-01-07 20:56:22.847043

    		-0.3 ms

  





  

    		2021-01-07 21:56:25.48274

    		0.0 ms

  





  

    		2021-01-07 22:56:27.77435

    		0.2 ms

  





  

    		2021-01-07 23:56:29.764982

    		-1.1 ms

  





  

    		2021-01-08 00:56:31.719705

    		0.7 ms

  





  

    		2021-01-08 01:56:33.568001

    		0.4 ms

  





  

    		2021-01-08 02:56:35.079757

    		0.3 ms

  





  

    		2021-01-08 03:56:36.905497

    		1.4 ms

  





  

    		2021-01-08 04:56:38.250192

    		0.4 ms

  





  

    		2021-01-08 05:56:39.984952

    		-0.1 ms

  





  

    		2021-01-08 06:56:41.865248

    		0.4 ms

  





  

    		2021-01-08 07:56:43.708781

    		-0.1 ms

  





  

    		2021-01-08 08:56:46.561477

    		0.3 ms

  





  

    		2021-01-08 09:56:48.332373

    		1.1 ms

  





  

    		2021-01-08 10:56:50.466347

    		-0.7 ms

  





  

    		2021-01-08 11:56:52.989926

    		0.7 ms

  





  

    		2021-01-08 12:56:54.893322

    		0.7 ms

  





  

    		2021-01-08 13:56:57.706695

    		-1.5 ms

  





  

    		2021-01-08 14:56:59.334043

    		-0.6 ms

  





  

    		2021-01-08 15:57:02.202767

    		-0.2 ms

  





  

    		2021-01-08 16:57:04.132024

    		-1.4 ms

  





  

    		2021-01-08 17:57:05.758118

    		-1.3 ms

  





  

    		2021-01-08 18:57:08.944171

    		0.3 ms

  





  

    		2021-01-08 19:57:11.777239

    		0.7 ms

  





  

    		2021-01-08 20:57:15.969464

    		1.0 ms

  





  

    		2021-01-08 21:57:19.668786

    		0.5 ms

  





  

    		2021-01-08 22:57:21.900125

    		0.4 ms

  





  

    		2021-01-08 23:57:23.612894

    		0.6 ms

  





  

    		2021-01-09 00:57:26.216684

    		-1.5 ms

  





  

    		2021-01-09 01:57:28.510892

    		-1.6 ms

  





  

    		2021-01-09 02:57:30.571913

    		-0.3 ms

  





  

    		2021-01-09 03:57:33.797769

    		-0.1 ms

  





  

    		2021-01-09 04:57:36.480144

    		1.5 ms

  





  

    		2021-01-09 05:57:38.427824

    		1.4 ms

  





  

    		2021-01-09 06:57:40.64039

    		1.0 ms

  





  

    		2021-01-09 07:57:42.905743

    		2.4 ms

  





  

    		2021-01-09 08:57:44.536177

    		-0.3 ms

  





  

    		2021-01-09 09:57:46.247257

    		1.4 ms

  





  

    		2021-01-09 10:57:48.455195

    		1.0 ms

  





  

    		2021-01-09 11:57:50.721652

    		0.4 ms

  





  

    		2021-01-09 12:57:54.562092

    		2.1 ms

  





  

    		2021-01-09 13:57:56.388061

    		-0.7 ms

  





  

    		2021-01-09 14:58:00.072172

    		0.4 ms

  





  

    		2021-01-09 15:58:02.452952

    		-0.8 ms

  





  

    		2021-01-09 16:58:04.546219

    		-0.9 ms

  





  

    		2021-01-09 17:58:06.801983

    		-0.7 ms

  





  

    		2021-01-09 18:58:10.393721

    		-1.4 ms

  





  

    		2021-01-09 19:58:12.126601

    		-0.7 ms

  





  

    		2021-01-09 20:58:15.901547

    		-1.0 ms

  





  

    		2021-01-09 21:58:17.456217

    		0.4 ms

  





  

    		2021-01-09 22:58:18.840618

    		-0.3 ms

  





  

    		2021-01-09 23:58:20.643161

    		0.0 ms

  





  

    		2021-01-10 00:58:23.489259

    		-0.1 ms

  





  

    		2021-01-10 01:58:25.123143

    		0.7 ms

  





  

    		2021-01-10 02:58:26.881591

    		1.4 ms

  





  

    		2021-01-10 03:58:28.498667

    		1.3 ms

  





  

    		2021-01-10 04:58:30.613602

    		-0.3 ms

  





  

    		2021-01-10 05:58:32.506133

    		0.9 ms

  





  

    		2021-01-10 06:58:34.219155

    		-0.5 ms

  





  

    		2021-01-10 07:58:36.606117

    		0.6 ms

  





  

    		2021-01-10 08:58:39.332613

    		0.5 ms

  





  

    		2021-01-10 09:58:40.908909

    		0.9 ms

  





  

    		2021-01-10 10:58:42.626057

    		0.9 ms

  





  

    		2021-01-10 11:58:44.466212

    		1.4 ms

  





  

    		2021-01-10 12:58:46.686404

    		0.2 ms

  





  

    		2021-01-10 13:58:48.471999

    		1.5 ms

  





  

    		2021-01-10 14:58:49.958658

    		0.7 ms

  





  

    		2021-01-10 15:58:51.497866

    		-0.2 ms

  





  

    		2021-01-10 16:58:53.393269

    		0.0 ms

  





  

    		2021-01-10 17:58:55.150314

    		-0.2 ms

  





  

    		2021-01-10 18:58:56.969684

    		0.1 ms

  





  

    		2021-01-10 19:58:59.889911

    		0.1 ms

  





  

    		2021-01-10 20:59:02.042546

    		-0.3 ms

  





  

    		2021-01-10 21:59:03.638195

    		-0.7 ms

  





  

    		2021-01-10 22:59:06.05534

    		0.7 ms

  





  

    		2021-01-10 23:59:08.504719

    		-0.9 ms

  





  

    		2021-01-11 00:59:10.09721

    		-0.9 ms

  





  

    		2021-01-11 01:59:11.736871

    		-0.8 ms

  





  

    		2021-01-11 02:59:13.310025

    		0.1 ms

  





  

    		2021-01-11 03:59:15.266479

    		0.6 ms

  





  

    		2021-01-11 04:59:16.914595

    		0.8 ms

  





  

    		2021-01-11 05:59:19.968421

    		-0.2 ms

  





  

    		2021-01-11 06:59:22.081551

    		-0.6 ms

  





  

    		2021-01-11 07:59:26.153439

    		-1.5 ms

  





  

    		2021-01-11 08:59:29.693068

    		0.5 ms

  





  

    		2021-01-11 09:59:32.771821

    		1.1 ms

  





  

    		2021-01-11 10:59:34.150355

    		0.1 ms

  





  

    		2021-01-11 11:59:36.669576

    		-0.9 ms

  





  

    		2021-01-11 12:59:38.940021

    		-1.4 ms

  





  

    		2021-01-11 13:59:40.721691

    		0.3 ms

  





  

    		2021-01-11 14:59:42.682913

    		-0.5 ms

  





  

    		2021-01-11 15:59:45.815842

    		-0.4 ms

  





  

    		2021-01-11 16:59:48.562235

    		0.6 ms

  





  

    		2021-01-11 17:59:50.354639

    		-1.6 ms

  





  

    		2021-01-11 18:59:51.944258

    		-0.6 ms

  





  

    		2021-01-11 19:59:54.98334

    		-0.1 ms

  





  

    		2021-01-11 20:59:58.652313

    		-0.3 ms

  





  

    		2021-01-11 22:00:00.843147

    		-0.9 ms

  





  

    		2021-01-11 23:00:02.901094

    		-0.1 ms

  





  

    		2021-01-12 00:00:05.138356

    		-0.2 ms

  





  

    		2021-01-12 01:00:06.606289

    		-0.4 ms

  





  

    		2021-01-12 02:00:08.147535

    		1.3 ms

  





  

    		2021-01-12 03:00:11.140824

    		0.6 ms

  





  

    		2021-01-12 04:00:13.241598

    		0.2 ms

  





  

    		2021-01-12 05:00:14.873308

    		-1.2 ms

  





  

    		2021-01-12 06:00:16.77472

    		-0.3 ms

  





  

    		2021-01-12 07:00:19.736151

    		-0.9 ms

  





  

    		2021-01-12 08:00:22.000171

    		-0.6 ms

  





  

    		2021-01-12 09:00:23.963218

    		1.1 ms

  





  

    		2021-01-12 10:00:25.9232

    		-2.2 ms

  





  

    		2021-01-12 11:00:28.741964

    		0.4 ms

  





  

    		2021-01-12 12:00:30.797483

    		1.0 ms

  





  

    		2021-01-12 13:00:33.944484

    		-0.5 ms

  





  

    		2021-01-12 14:00:37.068078

    		0.6 ms

  





  

    		2021-01-12 15:00:40.081912

    		1.2 ms

  





  

    		2021-01-12 16:00:43.09182

    		-0.2 ms

  





  

    		2021-01-12 17:00:45.152281

    		0.1 ms

  





  

    		2021-01-12 18:00:48.05888

    		-0.8 ms

  





  

    		2021-01-12 19:00:49.532002

    		-1.1 ms

  





  

    		2021-01-12 20:00:51.635456

    		-0.1 ms

  





  

    		2021-01-12 21:00:54.855271

    		-1.1 ms

  





  

    		2021-01-12 22:00:56.486392

    		-0.6 ms

  





  

    		2021-01-12 23:00:58.159775

    		0.4 ms

  





  

    		2021-01-13 00:01:00.028189

    		0.4 ms

  





  

    		2021-01-13 01:01:04.709136

    		0.2 ms

  





  

    		2021-01-13 02:01:07.699205

    		0.0 ms

  





  

    		2021-01-13 03:01:09.485124

    		-0.9 ms

  





  

    		2021-01-13 04:01:11.656027

    		1.7 ms

  





  

    		2021-01-13 05:01:13.987822

    		2.1 ms

  





  

    		2021-01-13 06:01:15.704996

    		2.8 ms

  





  

    		2021-01-13 07:01:18.742112

    		1.9 ms

  





  

    		2021-01-13 08:01:20.148826

    		0.0 ms

  





  

    		2021-01-13 09:01:23.70613

    		-1.0 ms

  





  

    		2021-01-13 10:01:25.329767

    		-1.6 ms

  





  

    		2021-01-13 11:01:27.574071

    		0.4 ms

  





  

    		2021-01-13 12:01:29.05236

    		0.4 ms

  





  

    		2021-01-13 13:01:30.921701

    		2.2 ms

  





  

    		2021-01-13 14:01:32.510962

    		-2.4 ms

  





  

    		2021-01-13 15:01:35.625409

    		0.2 ms

  





  

    		2021-01-13 16:01:37.3216

    		-0.7 ms

  





  

    		2021-01-13 17:01:38.76289

    		-0.9 ms

  





  

    		2021-01-13 18:01:41.129351

    		-0.2 ms

  





  

    		2021-01-13 19:01:43.343093

    		-0.4 ms

  





  

    		2021-01-13 20:01:46.408136

    		0.3 ms

  





  

    		2021-01-13 21:01:49.659171

    		0.5 ms

  





  

    		2021-01-13 22:01:51.614233

    		0.3 ms

  





  

    		2021-01-13 23:01:53.269526

    		-1.5 ms

  





  

    		2021-01-14 00:01:55.611931

    		0.0 ms

  





  

    		2021-01-14 01:01:57.889476

    		0.4 ms

  





  

    		2021-01-14 02:01:59.661824

    		-2.3 ms

  





  

    		2021-01-14 03:02:02.101758

    		0.8 ms

  





  

    		2021-01-14 04:02:03.820738

    		-0.1 ms

  





  

    		2021-01-14 05:02:05.567998

    		0.0 ms

  





  

    		2021-01-14 06:02:09.74824

    		0.9 ms

  





  

    		2021-01-14 07:02:13.558277

    		0.9 ms

  





  

    		2021-01-14 08:02:16.66306

    		1.0 ms

  





  

    		2021-01-14 09:02:19.1973

    		-0.4 ms

  





  

    		2021-01-14 10:02:20.855188

    		-1.3 ms

  





  

    		2021-01-14 11:02:22.867353

    		-2.6 ms

  





  

    		2021-01-14 12:02:25.222799

    		1.3 ms

  





  

    		2021-01-14 13:02:28.475738

    		-0.7 ms

  





  

    		2021-01-14 14:02:29.941747

    		-0.9 ms

  





  

    		2021-01-14 15:02:32.283978

    		-1.3 ms

  





  

    		2021-01-14 16:02:34.756136

    		0.2 ms

  





  

    		2021-01-14 17:02:37.453459

    		0.3 ms

  





  

    		2021-01-14 18:02:40.1335

    		-0.2 ms

  





  

    		2021-01-14 19:02:41.792687

    		0.3 ms

  





  

    		2021-01-14 20:02:43.504366

    		-0.9 ms

  





  

    		2021-01-14 21:02:45.771623

    		1.1 ms

  





  

    		2021-01-14 22:02:48.224672

    		1.2 ms

  





  

    		2021-01-14 23:02:50.320149

    		0.5 ms

  





  

    		2021-01-15 00:02:51.963212

    		-0.4 ms

  





  

    		2021-01-15 01:02:55.055649

    		-0.4 ms

  





  

    		2021-01-15 02:02:56.959995

    		0.3 ms

  





  

    		2021-01-15 03:03:00.047651

    		0.5 ms

  





  

    		2021-01-15 04:03:01.639352

    		1.4 ms

  





  

    		2021-01-15 05:03:03.566589

    		1.9 ms

  





  

    		2021-01-15 06:03:05.197508

    		0.4 ms

  





  

    		2021-01-15 07:03:07.095747

    		0.9 ms

  





  

    		2021-01-15 08:03:08.720272

    		-0.2 ms

  





  

    		2021-01-15 09:03:10.579551

    		0.5 ms

  





  

    		2021-01-15 10:03:12.830767

    		0.6 ms

  





  

    		2021-01-15 11:03:14.431086

    		1.3 ms

  





  

    		2021-01-15 12:03:15.824692

    		-0.5 ms

  





  

    		2021-01-15 13:03:17.642498

    		1.2 ms

  





  

    		2021-01-15 14:03:20.344489

    		1.0 ms

  





  

    		2021-01-15 15:03:22.151444

    		-0.1 ms

  





  

    		2021-01-15 16:03:24.34589

    		-0.4 ms

  





  

    		2021-01-15 17:03:26.570277

    		0.2 ms

  





  

    		2021-01-15 18:03:29.287055

    		0.8 ms

  





  

    		2021-01-15 19:03:31.34598

    		-0.9 ms

  





  

    		2021-01-15 20:03:34.941827

    		0.9 ms

  





  

    		2021-01-15 21:03:37.362838

    		0.8 ms

  





  

    		2021-01-15 22:03:38.845089

    		0.8 ms

  





  

    		2021-01-15 23:03:40.617454

    		0.5 ms

  





  

    		2021-01-16 00:03:42.723427

    		1.0 ms

  





  

    		2021-01-16 01:03:45.155956

    		-0.9 ms

  





  

    		2021-01-16 02:03:47.754845

    		0.9 ms

  





  

    		2021-01-16 03:03:49.695324

    		0.7 ms

  





  

    		2021-01-16 04:03:51.541877

    		-0.2 ms

  





  

    		2021-01-16 05:03:53.740223

    		-1.2 ms

  





  

    		2021-01-16 06:03:55.929108

    		-0.6 ms

  





  

    		2021-01-16 07:03:57.912469

    		-1.0 ms

  





  

    		2021-01-16 08:04:01.206534

    		0.6 ms

  





  

    		2021-01-16 09:04:02.790599

    		0.8 ms

  





  

    		2021-01-16 10:04:04.616305

    		0.5 ms

  





  

    		2021-01-16 11:04:06.771852

    		-0.2 ms

  





  

    		2021-01-16 12:04:08.699862

    		1.1 ms

  





  

    		2021-01-16 13:04:11.257491

    		-1.8 ms

  





  

    		2021-01-16 14:04:13.028301

    		-0.5 ms

  





  

    		2021-01-16 15:04:14.409915

    		-0.2 ms

  





  

    		2021-01-16 16:04:16.963578

    		1.1 ms

  





  

    		2021-01-16 17:04:18.647856

    		2.8 ms

  





  

    		2021-01-16 18:04:21.336788

    		3.9 ms

  





  

    		2021-01-16 19:04:24.565496

    		3.6 ms

  





  

    		2021-01-16 20:04:26.948455

    		5.3 ms

  





  

    		2021-01-16 21:04:29.044684

    		3.5 ms

  





  

    		2021-01-16 22:04:30.754508

    		2.8 ms

  





  

    		2021-01-16 23:04:32.647943

    		1.6 ms

  





  

    		2021-01-17 00:04:34.96855

    		2.7 ms

  





  

    		2021-01-17 01:04:37.271994

    		2.0 ms

  





  

    		2021-01-17 02:04:38.740847

    		-0.1 ms

  





  

    		2021-01-17 03:04:40.712297

    		1.6 ms

  





  

    		2021-01-17 04:04:42.979767

    		0.3 ms

  





  

    		2021-01-17 05:04:44.865387

    		2.8 ms

  





  

    		2021-01-17 06:04:46.324521

    		3.7 ms

  





  

    		2021-01-17 07:04:47.919061

    		3.2 ms

  





  

    		2021-01-17 08:04:49.854681

    		3.8 ms

  





  

    		2021-01-17 09:04:51.983115

    		0.8 ms

  





  

    		2021-01-17 10:04:54.231034

    		2.7 ms

  





  

    		2021-01-17 11:04:56.600262

    		4.2 ms

  





  

    		2021-01-17 12:04:59.733172

    		2.7 ms

  





  

    		2021-01-17 13:05:02.660681

    		3.4 ms

  





  

    		2021-01-17 14:05:04.291116

    		0.2 ms

  





  

    		2021-01-17 15:05:06.795295

    		2.5 ms

  





  

    		2021-01-17 16:05:08.510263

    		1.6 ms

  





  

    		2021-01-17 17:05:11.791903

    		3.0 ms

  





  

    		2021-01-17 18:05:13.475488

    		0.0 ms

  





  

    		2021-01-17 19:05:15.107691

    		-0.2 ms

  





  

    		2021-01-17 20:05:16.760628

    		0.3 ms

  





  

    		2021-01-17 21:05:18.872068

    		-1.3 ms

  





  

    		2021-01-17 22:05:21.113295

    		1.8 ms

  





  

    		2021-01-17 23:05:23.641627

    		0.3 ms

  





  

    		2021-01-18 00:05:25.693051

    		1.9 ms

  





  

    		2021-01-18 01:05:28.700468

    		2.8 ms

  





  

    		2021-01-18 02:05:30.257263

    		2.4 ms

  





  

    		2021-01-18 03:05:31.763023

    		-0.7 ms

  





  

    		2021-01-18 04:05:34.890548

    		1.0 ms

  





  

    		2021-01-18 05:05:36.74491

    		-1.2 ms

  





  

    		2021-01-18 06:05:38.446059

    		1.4 ms

  





  

    		2021-01-18 07:05:39.894099

    		1.6 ms

  





  

    		2021-01-18 08:05:41.688537

    		1.1 ms

  





  

    		2021-01-18 09:05:43.995646

    		3.5 ms

  





  

    		2021-01-18 10:05:47.436952

    		2.7 ms

  





  

    		2021-01-18 11:05:49.136633

    		1.1 ms

  





  

    		2021-01-18 12:05:51.281924

    		1.8 ms

  





  

    		2021-01-18 13:05:54.484048

    		3.7 ms

  





  

    		2021-01-18 14:05:56.792681

    		0.3 ms

  





  

    		2021-01-18 15:05:58.647783

    		0.6 ms

  





  

    		2021-01-18 16:06:00.449163

    		-0.3 ms

  





  

    		2021-01-18 17:06:02.094026

    		-0.5 ms

  





  

    		2021-01-18 18:06:03.650885

    		0.6 ms

  





  

    		2021-01-18 19:06:06.683421

    		1.9 ms

  





  

    		2021-01-18 20:06:08.458583

    		-0.9 ms

  





  

    		2021-01-18 21:06:10.616772

    		2.2 ms

  





  

    		2021-01-18 22:06:12.858948

    		2.5 ms

  





  

    		2021-01-18 23:06:14.24535

    		1.5 ms

  





  

    		2021-01-19 00:06:16.320254

    		1.2 ms

  





  

    		2021-01-19 01:06:18.049502

    		2.1 ms

  





  

    		2021-01-19 02:06:20.440395

    		3.0 ms

  





  

    		2021-01-19 03:06:22.696642

    		4.9 ms

  





  

    		2021-01-19 04:06:24.886104

    		1.6 ms

  





  

    		2021-01-19 05:06:26.415627

    		4.3 ms

  





  

    		2021-01-19 06:06:28.998369

    		0.8 ms

  





  

    		2021-01-19 07:06:30.651149

    		4.3 ms

  





  

    		2021-01-19 08:06:32.131395

    		-1.8 ms

  





  

    		2021-01-19 09:06:33.68903

    		-0.7 ms

  





  

    		2021-01-19 10:06:35.72054

    		-1.7 ms

  





  

    		2021-01-19 11:06:37.106257

    		-1.0 ms

  





  

    		2021-01-19 12:06:39.647111

    		2.2 ms

  





  

    		2021-01-19 13:06:41.599184

    		-1.1 ms

  





  

    		2021-01-19 14:06:44.997033

    		1.0 ms

  





  

    		2021-01-19 15:06:48.93209

    		3.2 ms

  





  

    		2021-01-19 16:06:51.635845

    		3.5 ms

  





  

    		2021-01-19 17:06:53.20906

    		2.4 ms

  





  

    		2021-01-19 18:06:55.179581

    		2.4 ms

  





  

    		2021-01-19 19:06:57.224116

    		0.6 ms

  





  

    		2021-01-19 20:06:59.724179

    		2.5 ms

  





  

    		2021-01-19 21:07:02.851224

    		0.5 ms

  





  

    		2021-01-19 22:07:04.341796

    		2.5 ms

  





  

    		2021-01-19 23:07:07.953442

    		1.4 ms

  





  

    		2021-01-20 00:07:09.901916

    		2.1 ms

  





  

    		2021-01-20 01:07:11.796052

    		-2.4 ms

  





  

    		2021-01-20 02:07:14.384115

    		2.1 ms

  





  

    		2021-01-20 03:07:16.568523

    		2.9 ms

  





  

    		2021-01-20 04:07:18.947398

    		0.3 ms

  





  

    		2021-01-20 05:07:20.951092

    		2.6 ms

  





  

    		2021-01-20 06:07:23.012313

    		4.5 ms

  





  

    		2021-01-20 07:07:26.374141

    		1.5 ms

  





  

    		2021-01-20 08:07:27.960121

    		-1.8 ms

  





  

    		2021-01-20 09:07:29.947465

    		1.6 ms

  





  

    		2021-01-20 10:07:32.491538

    		1.8 ms

  





  

    		2021-01-20 11:07:34.324203

    		-1.6 ms

  





  

    		2021-01-20 12:07:35.999559

    		-1.3 ms

  





  

    		2021-01-20 13:07:37.976774

    		1.7 ms

  





  

    		2021-01-20 14:07:39.722311

    		2.7 ms

  





  

    		2021-01-20 15:07:42.616454

    		2.7 ms

  





  

    		2021-01-20 16:07:44.65248

    		3.7 ms

  





  

    		2021-01-20 17:07:48.22063

    		1.0 ms

  





  

    		2021-01-20 18:07:49.667637

    		3.3 ms

  





  

    		2021-01-20 19:07:52.035893

    		3.4 ms

  





  

    		2021-01-20 20:07:53.692464

    		3.6 ms

  





  

    		2021-01-20 21:07:55.891461

    		-1.1 ms

  





  

    		2021-01-20 22:07:58.5927

    		2.3 ms

  





  

    		2021-01-20 23:07:59.964524

    		0.2 ms

  





  

    		2021-01-21 00:08:01.762249

    		0.3 ms

  





  

    		2021-01-21 01:08:04.454445

    		2.2 ms

  





  

    		2021-01-21 02:08:07.399479

    		0.9 ms

  





  

    		2021-01-21 03:08:09.584362

    		0.6 ms

  





  

    		2021-01-21 04:08:11.981412

    		-0.8 ms

  





  

    		2021-01-21 05:08:13.963379

    		3.6 ms

  





  

    		2021-01-21 06:08:16.647705

    		1.9 ms

  





  

    		2021-01-21 07:08:19.216528

    		1.0 ms

  





  

    		2021-01-21 08:08:21.778518

    		5.0 ms

  





  

    		2021-01-21 09:08:25.219572

    		4.5 ms

  





  

    		2021-01-21 10:08:26.940977

    		3.7 ms

  





  

    		2021-01-21 11:08:29.08981

    		-0.4 ms

  





  

    		2021-01-21 12:08:30.689597

    		2.9 ms

  





  

    		2021-01-21 13:08:33.007877

    		2.3 ms

  





  

    		2021-01-21 14:08:36.003458

    		3.2 ms

  





  

    		2021-01-21 15:08:38.228882

    		-0.7 ms

  





  

    		2021-01-21 16:08:40.385701

    		2.2 ms

  





  

    		2021-01-21 17:08:43.914422

    		1.2 ms

  





  

    		2021-01-21 18:08:47.617393

    		0.1 ms

  





  

    		2021-01-21 19:08:51.167749

    		0.5 ms

  





  

    		2021-01-21 20:08:53.205897

    		3.0 ms

  





  

    		2021-01-21 21:08:54.76833

    		-0.8 ms

  





  

    		2021-01-21 22:08:57.126353

    		2.1 ms

  





  

    		2021-01-21 23:08:59.109158

    		3.6 ms

  





  

    		2021-01-22 00:09:01.536488

    		4.3 ms

  





  

    		2021-01-22 01:09:03.894868

    		0.0 ms

  





  

    		2021-01-22 02:09:06.433297

    		2.2 ms

  





  

    		2021-01-22 03:09:07.963321

    		1.6 ms

  





  

    		2021-01-22 04:09:09.713663

    		2.0 ms

  





  

    		2021-01-22 05:09:12.742038

    		2.8 ms

  





  

    		2021-01-22 06:09:14.437628

    		2.5 ms

  





  

    		2021-01-22 07:09:16.182119

    		3.6 ms

  





  

    		2021-01-22 08:09:18.050711

    		3.4 ms

  





  

    		2021-01-22 09:09:19.936157

    		1.9 ms

  





  

    		2021-01-22 10:09:21.541085

    		2.9 ms

  





  

    		2021-01-22 11:09:23.90729

    		3.1 ms

  





  

    		2021-01-22 12:09:25.397611

    		-1.2 ms

  





  

    		2021-01-22 13:09:27.322758

    		2.0 ms

  





  

    		2021-01-22 14:09:30.213797

    		1.4 ms

  





  

    		2021-01-22 15:09:32.41354

    		-0.1 ms

  





  

    		2021-01-22 16:09:33.917193

    		-1.2 ms

  





  

    		2021-01-22 17:09:35.763287

    		1.1 ms

  





  

    		2021-01-22 18:09:37.524553

    		1.5 ms

  





  

    		2021-01-22 19:09:39.823531

    		3.2 ms

  





  

    		2021-01-22 20:09:42.201781

    		4.4 ms

  





  

    		2021-01-22 21:09:43.796278

    		3.7 ms

  





  

    		2021-01-22 22:09:46.048352

    		3.1 ms

  





  

    		2021-01-22 23:09:48.821094

    		3.5 ms

  





  

    		2021-01-23 00:09:50.432757

    		0.5 ms

  





  

    		2021-01-23 01:09:52.064779

    		3.5 ms

  





  

    		2021-01-23 02:09:53.852046

    		2.5 ms

  





  

    		2021-01-23 03:09:56.92998

    		-0.4 ms

  





  

    		2021-01-23 04:09:58.60761

    		-0.5 ms

  





  

    		2021-01-23 05:10:00.787463

    		3.0 ms

  





  

    		2021-01-23 06:10:03.056543

    		-0.7 ms

  





  

    		2021-01-23 07:10:04.815325

    		4.0 ms

  





  

    		2021-01-23 08:10:07.137836

    		3.0 ms

  





  

    		2021-01-23 09:10:09.276964

    		-0.2 ms

  





  

    		2021-01-23 10:10:11.055053

    		-0.1 ms

  





  

    		2021-01-23 11:10:13.05313

    		2.6 ms

  





  

    		2021-01-23 12:10:15.178894

    		3.1 ms

  





  

    		2021-01-23 13:10:17.669041

    		2.6 ms

  





  

    		2021-01-23 14:10:19.435832

    		3.3 ms

  





  

    		2021-01-23 15:10:22.683146

    		2.8 ms

  





  

    		2021-01-23 16:10:26.891152

    		2.0 ms

  





  

    		2021-01-23 17:10:29.903913

    		2.0 ms

  





  

    		2021-01-23 18:10:31.377098

    		2.7 ms

  





  

    		2021-01-23 19:10:33.010513

    		3.1 ms

  





  

    		2021-01-23 20:10:34.734679

    		-0.4 ms

  





  

    		2021-01-23 21:10:37.156962

    		2.2 ms

  





  

    		2021-01-23 22:10:38.791317

    		2.4 ms

  





  

    		2021-01-23 23:10:40.551724

    		3.0 ms

  





  

    		2021-01-24 00:10:43.064338

    		-0.1 ms

  





  

    		2021-01-24 01:10:45.232996

    		2.2 ms

  





  

    		2021-01-24 02:10:47.375913

    		3.1 ms

  





  

    		2021-01-24 03:10:49.77907

    		4.0 ms

  





  

    		2021-01-24 04:10:51.269428

    		1.1 ms

  





  

    		2021-01-24 05:10:53.730318

    		3.0 ms

  





  

    		2021-01-24 06:10:56.259039

    		3.2 ms

  





  

    		2021-01-24 07:10:58.15269

    		3.7 ms

  





  

    		2021-01-24 08:10:59.588092

    		4.1 ms

  





  

    		2021-01-24 09:11:03.283986

    		4.1 ms

  





  

    		2021-01-24 10:11:04.936965

    		0.7 ms

  





  

    		2021-01-24 11:11:07.028752

    		3.8 ms

  





  

    		2021-01-24 12:11:09.366416

    		0.3 ms

  





  

    		2021-01-24 13:11:11.845243

    		2.9 ms

  





  

    		2021-01-24 14:11:14.218515

    		0.8 ms

  





  

    		2021-01-24 15:11:15.812382

    		2.3 ms

  





  

    		2021-01-24 16:11:17.507802

    		1.5 ms

  





  

    		2021-01-24 17:11:19.616867

    		1.4 ms

  





  

    		2021-01-24 18:11:21.448177

    		2.1 ms

  





  

    		2021-01-24 19:11:22.948009

    		2.0 ms

  





  

    		2021-01-24 20:11:24.355778

    		0.7 ms

  





  

    		2021-01-24 21:11:26.435165

    		1.0 ms

  





  

    		2021-01-24 22:11:27.973582

    		0.7 ms

  





  

    		2021-01-24 23:11:29.55568

    		1.7 ms

  





  

    		2021-01-25 00:11:31.350107

    		2.2 ms

  





  

    		2021-01-25 01:11:33.110986

    		3.3 ms

  





  

    		2021-01-25 02:11:34.538642

    		4.0 ms

  





  

    		2021-01-25 03:11:36.064725

    		3.1 ms

  





  

    		2021-01-25 04:11:37.677617

    		0.0 ms

  





  

    		2021-01-25 05:11:41.141255

    		2.0 ms

  





  

    		2021-01-25 06:11:42.543574

    		1.7 ms

  





  

    		2021-01-25 07:11:45.765524

    		-0.5 ms

  





  

    		2021-01-25 08:11:47.965613

    		-1.1 ms

  





  

    		2021-01-25 09:11:50.563889

    		1.7 ms

  





  

    		2021-01-25 10:11:52.397715

    		2.5 ms

  





  

    		2021-01-25 11:11:55.201855

    		-1.3 ms

  





  

    		2021-01-25 12:11:58.173953

    		-2.5 ms

  





  

    		2021-01-25 13:12:00.819588

    		0.8 ms

  





  

    		2021-01-25 14:12:02.762453

    		1.4 ms

  





  

    		2021-01-25 15:12:04.863943

    		-0.1 ms

  





  

    		2021-01-25 16:12:06.606753

    		3.0 ms

  





  

    		2021-01-25 17:12:09.456969

    		3.0 ms

  





  

    		2021-01-25 18:12:13.008763

    		1.1 ms

  





  

    		2021-01-25 19:12:16.174274

    		3.4 ms

  





  

    		2021-01-25 20:12:18.454529

    		1.8 ms

  





  

    		2021-01-25 21:12:21.661168

    		2.6 ms

  





  

    		2021-01-25 22:12:24.49357

    		2.5 ms

  





  

    		2021-01-25 23:12:26.370583

    		2.1 ms

  





  

    		2021-01-26 00:12:28.689042

    		-0.6 ms

  





  

    		2021-01-26 01:12:30.61499

    		-2.8 ms

  





  

    		2021-01-26 02:12:33.747254

    		0.9 ms

  





  

    		2021-01-26 03:12:38.772952

    		2.7 ms

  





  

    		2021-01-26 04:12:40.791042

    		2.8 ms

  





  

    		2021-01-26 05:12:42.611252

    		1.8 ms

  





  

    		2021-01-26 06:12:45.74322

    		1.5 ms

  





  

    		2021-01-26 07:12:48.64225

    		2.2 ms

  





  

    		2021-01-26 08:12:50.398111

    		2.7 ms

  





  

    		2021-01-26 09:12:53.25551

    		2.6 ms

  





  

    		2021-01-26 10:12:55.702619

    		4.5 ms

  





  

    		2021-01-26 11:12:58.084162

    		5.2 ms

  





  

    		2021-01-26 12:13:00.280516

    		1.3 ms

  





  

    		2021-01-26 13:13:02.064817

    		3.7 ms

  





  

    		2021-01-26 14:13:05.00643

    		-1.6 ms

  





  

    		2021-01-26 15:13:07.98159

    		0.6 ms

  





  

    		2021-01-26 16:13:09.76244

    		1.1 ms

  





  

    		2021-01-26 17:13:11.494983

    		3.3 ms

  





  

    		2021-01-26 18:13:14.215501

    		0.3 ms

  





  

    		2021-01-26 19:13:17.080002

    		3.7 ms

  





  

    		2021-01-26 20:13:19.856395

    		0.3 ms

  





  

    		2021-01-26 21:13:23.044103

    		3.4 ms

  





  

    		2021-01-26 22:13:24.884047

    		3.8 ms

  





  

    		2021-01-26 23:13:26.661504

    		4.0 ms

  





  

    		2021-01-27 00:13:28.992752

    		-1.1 ms

  





  

    		2021-01-27 01:13:31.35864

    		3.0 ms

  





  

    		2021-01-27 02:13:33.028307

    		2.5 ms

  





  

    		2021-01-27 03:13:34.981977

    		1.4 ms

  





  

    		2021-01-27 04:13:37.687128

    		-0.9 ms

  





  

    		2021-01-27 05:13:39.74808

    		2.3 ms

  





  

    		2021-01-27 06:13:41.895178

    		1.2 ms

  





  

    		2021-01-27 07:13:43.606877

    		2.9 ms

  





  

    		2021-01-27 08:13:46.831799

    		1.8 ms

  





  

    		2021-01-27 09:13:48.839097

    		2.7 ms

  





  

    		2021-01-27 10:13:51.094239

    		-1.2 ms

  





  

    		2021-01-27 11:13:53.108769

    		0.4 ms

  





  

    		2021-01-27 12:13:55.1313

    		1.5 ms

  





  

    		2021-01-27 13:13:56.820987

    		1.5 ms

  





  

    		2021-01-27 14:13:58.727604

    		0.0 ms

  





  

    		2021-01-27 15:14:02.455628

    		0.9 ms

  





  

    		2021-01-27 16:14:04.698096

    		2.2 ms

  





  

    		2021-01-27 17:14:07.431569

    		3.7 ms

  





  

    		2021-01-27 18:14:11.278875

    		1.5 ms

  





  

    		2021-01-27 19:14:13.85118

    		-0.7 ms

  





  

    		2021-01-27 20:14:15.509113

    		0.6 ms

  





  

    		2021-01-27 21:14:18.286799

    		-1.3 ms

  





  

    		2021-01-27 22:14:19.8254

    		1.0 ms

  





  

    		2021-01-27 23:14:21.532273

    		1.5 ms

  





  

    		2021-01-28 00:14:23.317015

    		-0.8 ms

  





  

    		2021-01-28 01:14:25.887439

    		-0.3 ms

  





  

    		2021-01-28 02:14:27.743016

    		3.1 ms

  





  

    		2021-01-28 03:14:29.929762

    		0.1 ms

  





  

    		2021-01-28 04:14:32.223195

    		2.0 ms

  





  

    		2021-01-28 05:14:34.72359

    		2.3 ms

  





  

    		2021-01-28 06:14:36.213583

    		3.4 ms

  





  

    		2021-01-28 07:14:38.171087

    		2.3 ms

  





  

    		2021-01-28 08:14:42.578655

    		2.5 ms

  





  

    		2021-01-28 09:14:44.235103

    		3.6 ms

  





  

    		2021-01-28 10:14:46.119138

    		-0.8 ms

  





  

    		2021-01-28 11:14:47.749885

    		2.6 ms

  





  

    		2021-01-28 12:14:50.565849

    		0.2 ms

  





  

    		2021-01-28 13:14:52.464041

    		1.4 ms

  





  

    		2021-01-28 14:14:55.575406

    		3.8 ms

  





  

    		2021-01-28 15:14:58.669183

    		2.9 ms

  





  

    		2021-01-28 16:15:00.244016

    		0.5 ms

  





  

    		2021-01-28 17:15:03.221473

    		3.2 ms

  





  

    		2021-01-28 18:15:04.965607

    		-0.7 ms

  





  

    		2021-01-28 19:15:07.031306

    		-0.4 ms

  





  

    		2021-01-28 20:15:09.28904

    		-0.2 ms

  





  

    		2021-01-28 21:15:10.970671

    		-1.2 ms

  





  

    		2021-01-28 22:15:13.220835

    		2.7 ms

  





  

    		2021-01-28 23:15:15.454153

    		3.2 ms

  





  

    		2021-01-29 00:15:17.329729

    		2.9 ms

  





  

    		2021-01-29 01:15:19.338978

    		2.7 ms

  





  

    		2021-01-29 02:15:21.613576

    		2.3 ms

  





  

    		2021-01-29 03:15:23.267141

    		2.3 ms

  





  

    		2021-01-29 04:15:26.080739

    		2.8 ms

  





  

    		2021-01-29 05:15:28.254814

    		3.5 ms

  





  

    		2021-01-29 06:15:30.4102

    		0.0 ms

  





  

    		2021-01-29 07:15:32.350424

    		2.1 ms

  





  

    		2021-01-29 08:15:35.212557

    		2.5 ms

  





  

    		2021-01-29 09:15:37.275049

    		3.1 ms

  





  

    		2021-01-29 10:15:39.748505

    		0.0 ms

  





  

    		2021-01-29 11:15:42.502439

    		0.4 ms

  





  

    		2021-01-29 12:15:46.489883

    		-2.1 ms

  





  

    		2021-01-29 13:15:48.3477

    		1.5 ms

  





  

    		2021-01-29 14:15:51.419288

    		3.4 ms

  





  

    		2021-01-29 15:15:53.138912

    		3.2 ms

  





  

    		2021-01-29 16:15:55.533206

    		2.2 ms

  





  

    		2021-01-29 17:15:57.432547

    		-1.2 ms

  





  

    		2021-01-29 18:15:58.922397

    		-3.8 ms

  





  

    		2021-01-29 19:16:01.374723

    		-1.5 ms

  





  

    		2021-01-29 20:16:05.406992

    		0.8 ms

  





  

    		2021-01-29 21:16:07.720034

    		1.3 ms

  





  

    		2021-01-29 22:16:10.598913

    		1.2 ms

  





  

    		2021-01-29 23:16:13.10042

    		2.3 ms

  





  

    		2021-01-30 00:16:16.055741

    		3.1 ms

  





  

    		2021-01-30 01:16:18.022254

    		2.6 ms

  





  

    		2021-01-30 02:16:19.663479

    		2.8 ms

  





  

    		2021-01-30 03:16:21.612695

    		2.3 ms

  





  

    		2021-01-30 04:16:23.924539

    		0.2 ms

  





  

    		2021-01-30 05:16:25.841424

    		1.1 ms

  





  

    		2021-01-30 06:16:27.74046

    		-0.1 ms

  





  

    		2021-01-30 07:16:29.748864

    		2.3 ms

  





  

    		2021-01-30 08:16:31.790366

    		-0.6 ms

  





  

    		2021-01-30 09:16:34.689269

    		4.1 ms

  





  

    		2021-01-30 10:16:36.769123

    		2.2 ms

  





  

    		2021-01-30 11:16:38.755885

    		3.8 ms

  





  

    		2021-01-30 12:16:40.091026

    		3.2 ms

  





  

    		2021-01-30 13:16:44.583067

    		3.1 ms

  





  

    		2021-01-30 14:16:47.575732

    		1.9 ms

  





  

    		2021-01-30 15:16:48.95456

    		1.2 ms

  





  

    		2021-01-30 16:16:51.997457

    		1.0 ms

  





  

    		2021-01-30 17:16:55.476787

    		1.2 ms

  





  

    		2021-01-30 18:16:58.754116

    		-0.3 ms

  





  

    		2021-01-30 19:17:01.473248

    		2.1 ms

  





  

    		2021-01-30 20:17:03.332391

    		0.6 ms

  





  

    		2021-01-30 21:17:05.457876

    		-1.2 ms

  





  

    		2021-01-30 22:17:07.557971

    		-0.3 ms

  





  

    		2021-01-30 23:17:09.244298

    		-0.5 ms

  





  

    		2021-01-31 00:17:12.016474

    		1.3 ms

  





  

    		2021-01-31 01:17:14.841734

    		-0.3 ms

  





  

    		2021-01-31 02:17:17.885713

    		-0.6 ms

  





  

    		2021-01-31 03:17:19.398868

    		2.9 ms

  





  

    		2021-01-31 04:17:22.256897

    		3.6 ms

  





  

    		2021-01-31 05:17:24.178986

    		4.0 ms

  





  

    		2021-01-31 06:17:26.528184

    		4.2 ms

  





  

    		2021-01-31 07:17:28.412929

    		3.9 ms

  





  

    		2021-01-31 08:17:31.379138

    		2.4 ms

  





  

    		2021-01-31 09:17:33.793608

    		3.7 ms

  





  

    		2021-01-31 10:17:35.528186

    		3.7 ms

  





  

    		2021-01-31 11:17:37.922741

    		0.2 ms

  





  

    		2021-01-31 12:17:39.973909

    		3.6 ms

  





  

    		2021-01-31 13:17:41.805536

    		2.5 ms

  





  

    		2021-01-31 14:17:44.261398

    		0.0 ms

  





  

    		2021-01-31 15:17:46.537181

    		-0.5 ms

  





  

    		2021-01-31 16:17:48.34974

    		0.3 ms

  





  

    		2021-01-31 17:17:49.834998

    		3.5 ms

  





  

    		2021-01-31 18:17:51.45026

    		4.8 ms

  





  

    		2021-01-31 19:17:53.322648

    		4.1 ms

  





  

    		2021-01-31 20:17:55.694184

    		3.7 ms

  





  

    		2021-01-31 21:17:57.111922

    		-0.5 ms

  





  

    		2021-01-31 22:17:58.699595

    		2.0 ms

  





  

    		2021-01-31 23:18:00.293276

    		-1.3 ms

  





  

    		2021-02-01 00:18:02.075366

    		-0.8 ms

  





  

    		2021-02-01 01:18:03.909238

    		1.9 ms

  





  

    		2021-02-01 02:18:05.47661

    		3.3 ms

  





  

    		2021-02-01 03:18:07.158059

    		3.3 ms

  





  

    		2021-02-01 04:18:08.686113

    		2.9 ms

  





  

    		2021-02-01 05:18:10.715799

    		2.2 ms

  





  

    		2021-02-01 06:18:14.343858

    		1.9 ms

  





  

    		2021-02-01 07:18:16.461776

    		1.7 ms

  





  

    		2021-02-01 08:18:19.657111

    		2.9 ms

  





  

    		2021-02-01 09:18:23.131796

    		0.2 ms

  





  

    		2021-02-01 10:18:26.468858

    		3.4 ms

  





  

    		2021-02-01 11:18:28.914302

    		2.3 ms

  





  

    		2021-02-01 12:18:30.648674

    		-0.6 ms

  





  

    		2021-02-01 13:18:32.386061

    		-1.8 ms

  





  

    		2021-02-01 14:18:34.218709

    		0.5 ms

  





  

    		2021-02-01 15:18:37.048578

    		-0.1 ms

  





  

    		2021-02-01 16:18:39.07704

    		3.2 ms

  





  

    		2021-02-01 17:18:40.434414

    		1.6 ms

  





  

    		2021-02-01 18:18:42.915705

    		2.4 ms

  





  

    		2021-02-01 19:18:45.300963

    		2.2 ms

  





  

    		2021-02-01 20:18:47.239691

    		2.2 ms

  





  

    		2021-02-01 21:18:50.540952

    		1.2 ms

  





  

    		2021-02-01 22:18:52.060639

    		-1.0 ms

  





  

    		2021-02-01 23:18:53.895464

    		2.8 ms

  





  

    		2021-02-02 00:18:55.759225

    		-1.4 ms

  





  

    		2021-02-02 01:18:58.360322

    		0.3 ms

  





  

    		2021-02-02 02:19:01.260912

    		2.9 ms

  





  

    		2021-02-02 03:19:04.25168

    		2.4 ms

  





  

    		2021-02-02 04:19:05.804383

    		2.3 ms

  





  

    		2021-02-02 05:19:07.795534

    		2.7 ms

  





  

    		2021-02-02 06:19:10.256316

    		3.0 ms

  





  

    		2021-02-02 07:19:12.387901

    		3.1 ms

  





  

    		2021-02-02 08:19:14.401149

    		0.4 ms

  





  

    		2021-02-02 09:19:15.780905

    		3.0 ms

  





  

    		2021-02-02 10:19:17.371146

    		2.3 ms

  





  

    		2021-02-02 11:19:19.210011

    		-0.2 ms

  





  

    		2021-02-02 12:19:20.67475

    		2.2 ms

  





  

    		2021-02-02 13:19:22.123141

    		0.9 ms

  





  

    		2021-02-02 14:19:23.980815

    		1.5 ms

  





  

    		2021-02-02 15:19:26.142454

    		1.3 ms

  





  

    		2021-02-02 16:19:27.989255

    		2.4 ms

  





  

    		2021-02-02 17:19:29.51364

    		2.0 ms

  





  

    		2021-02-02 18:19:31.981127

    		1.4 ms

  





  

    		2021-02-02 19:19:34.473381

    		0.7 ms

  





  

    		2021-02-02 20:19:36.811306

    		2.0 ms

  





  

    		2021-02-02 21:19:39.133943

    		-2.5 ms

  





  

    		2021-02-02 22:19:41.84735

    		0.6 ms

  





  

    		2021-02-02 23:19:44.896972

    		1.1 ms

  





  

    		2021-02-03 00:19:50.246082

    		1.9 ms

  





  

    		2021-02-03 01:19:51.797985

    		2.8 ms

  





  

    		2021-02-03 02:19:53.823845

    		2.3 ms

  





  

    		2021-02-03 03:19:56.008278

    		3.8 ms

  





  

    		2021-02-03 04:19:58.272177

    		3.8 ms

  





  

    		2021-02-03 05:20:00.740855

    		3.4 ms

  





  

    		2021-02-03 06:20:02.894728

    		3.0 ms

  





  

    		2021-02-03 07:20:04.851301

    		-0.8 ms

  





  

    		2021-02-03 08:20:07.152206

    		-1.1 ms

  





  

    		2021-02-03 09:20:10.976064

    		2.0 ms

  





  

    		2021-02-03 10:20:12.782635

    		-0.6 ms

  





  

    		2021-02-03 11:20:14.430904

    		1.1 ms

  





  

    		2021-02-03 12:20:16.500349

    		-1.7 ms

  





  

    		2021-02-03 13:20:17.926191

    		-1.6 ms

  





  

    		2021-02-03 14:20:20.365636

    		-1.2 ms

  





  

    		2021-02-03 15:20:22.309347

    		-0.5 ms

  





  

    		2021-02-03 16:20:24.041444

    		-0.9 ms

  





  

    		2021-02-03 17:20:26.178693

    		1.1 ms

  





  

    		2021-02-03 18:20:27.821486

    		-1.2 ms

  





  

    		2021-02-03 19:20:29.864215

    		3.8 ms

  





  

    		2021-02-03 20:20:31.704194

    		1.3 ms

  





  

    		2021-02-03 21:20:33.629517

    		1.2 ms

  





  

    		2021-02-03 22:20:35.094273

    		0.0 ms

  





  

    		2021-02-03 23:20:36.984706

    		2.3 ms

  





  

    		2021-02-04 00:20:38.639452

    		1.6 ms

  





  

    		2021-02-04 01:20:40.38271

    		1.7 ms

  





  

    		2021-02-04 02:20:42.002336

    		0.0 ms

  





  

    		2021-02-04 03:20:45.578161

    		0.8 ms

  





  

    		2021-02-04 04:20:47.232324

    		0.4 ms

  





  

    		2021-02-04 05:20:49.3827

    		4.7 ms

  





  

    		2021-02-04 06:20:51.383995

    		1.7 ms

  





  

    		2021-02-04 07:20:54.179873

    		3.5 ms

  





  

    		2021-02-04 08:20:56.781698

    		4.2 ms

  





  

    		2021-02-04 09:20:59.555189

    		0.5 ms

  





  

    		2021-02-04 10:21:02.028022

    		0.5 ms

  





  

    		2021-02-04 11:21:04.196889

    		0.5 ms

  





  

    		2021-02-04 12:21:05.953048

    		1.4 ms

  





  

    		2021-02-04 13:21:07.840783

    		2.2 ms

  





  

    		2021-02-04 14:21:10.734123

    		-0.9 ms

  





  

    		2021-02-04 15:21:14.358985

    		1.0 ms

  





  

    		2021-02-04 16:21:17.078975

    		2.7 ms

  





  

    		2021-02-04 17:21:20.094973

    		2.3 ms

  





  

    		2021-02-04 18:21:22.080056

    		2.5 ms

  





  

    		2021-02-04 19:21:23.871477

    		2.2 ms

  





  

    		2021-02-04 20:21:25.556118

    		-0.2 ms

  





  

    		2021-02-04 21:21:28.131495

    		1.2 ms

  





  

    		2021-02-04 22:21:30.187878

    		1.4 ms

  





  

    		2021-02-04 23:21:32.622431

    		-0.2 ms

  





  

    		2021-02-05 00:21:34.117611

    		2.2 ms

  





  

    		2021-02-05 01:21:36.037596

    		0.3 ms

  





  

    		2021-02-05 02:21:37.79845

    		-1.2 ms

  





  

    		2021-02-05 03:21:40.677587

    		2.6 ms

  





  

    		2021-02-05 04:21:43.159597

    		0.0 ms

  





  

    		2021-02-05 05:21:44.879042

    		0.1 ms

  





  

    		2021-02-05 06:21:46.430547

    		-0.2 ms

  





  

    		2021-02-05 07:21:48.132243

    		-0.7 ms

  





  

    		2021-02-05 08:21:50.634682

    		1.7 ms

  





  

    		2021-02-05 09:21:52.689117

    		2.2 ms

  





  

    		2021-02-05 10:21:54.575785

    		0.3 ms

  





  

    		2021-02-05 11:21:56.060475

    		-0.8 ms

  





  

    		2021-02-05 12:21:58.197383

    		-0.9 ms

  





  

    		2021-02-05 13:22:00.046266

    		2.2 ms

  





  

    		2021-02-05 14:22:02.180051

    		-1.1 ms

  





  

    		2021-02-05 15:22:04.564957

    		-0.4 ms

  





  

    		2021-02-05 16:22:06.05554

    		0.3 ms

  





  

    		2021-02-05 17:22:07.893893

    		-0.2 ms

  





  

    		2021-02-05 18:22:10.653539

    		0.5 ms

  





  

    		2021-02-05 19:22:12.039004

    		1.0 ms

  





  

    		2021-02-05 20:22:13.455077

    		-0.5 ms

  





  

    		2021-02-05 21:22:15.781614

    		1.6 ms

  





  

    		2021-02-05 22:22:17.446884

    		1.6 ms

  





  

    		2021-02-05 23:22:21.208462

    		-1.4 ms

  





  

    		2021-02-06 00:22:22.931736

    		1.8 ms

  





  

    		2021-02-06 01:22:26.014818

    		-1.2 ms

  





  

    		2021-02-06 02:22:28.340257

    		1.7 ms

  





  

    		2021-02-06 03:22:32.244662

    		3.2 ms

  





  

    		2021-02-06 04:22:34.404153

    		0.3 ms

  





  

    		2021-02-06 05:22:36.098835

    		0.6 ms

  





  

    		2021-02-06 06:22:37.996237

    		1.6 ms

  





  

    		2021-02-06 07:22:39.747233

    		0.6 ms

  





  

    		2021-02-06 08:22:42.356266

    		0.9 ms

  





  

    		2021-02-06 09:22:44.507513

    		-1.6 ms

  





  

    		2021-02-06 10:22:46.108123

    		2.5 ms

  





  

    		2021-02-06 11:22:47.630457

    		3.1 ms

  





  

    		2021-02-06 12:22:49.734172

    		2.2 ms

  





  

    		2021-02-06 13:22:51.831567

    		-0.3 ms

  





  

    		2021-02-06 14:22:53.567095

    		0.5 ms

  





  

    		2021-02-06 15:22:55.355023

    		-0.8 ms

  





  

    		2021-02-06 16:22:57.214767

    		-2.1 ms

  





  

    		2021-02-06 17:22:59.590426

    		-0.9 ms

  





  

    		2021-02-06 18:23:01.801426

    		-0.8 ms

  





  

    		2021-02-06 19:23:03.920718

    		1.4 ms

  





  

    		2021-02-06 20:23:06.959268

    		-0.3 ms

  





  

    		2021-02-06 21:23:10.551875

    		-0.7 ms

  





  

    		2021-02-06 22:23:12.531476

    		2.4 ms

  





  

    		2021-02-06 23:23:14.337042

    		2.3 ms

  





  

    		2021-02-07 00:23:17.545985

    		-0.5 ms

  





  

    		2021-02-07 01:23:19.56281

    		-0.1 ms

  





  

    		2021-02-07 02:23:21.961848

    		-0.8 ms

  





  

    		2021-02-07 03:23:24.752344

    		3.1 ms

  





  

    		2021-02-07 04:23:26.856187

    		-0.1 ms

  





  

    		2021-02-07 05:23:28.523506

    		1.6 ms

  





  

    		2021-02-07 06:23:30.216992

    		1.8 ms

  





  

    		2021-02-07 07:23:32.47002

    		1.7 ms

  





  

    		2021-02-07 08:23:34.315265

    		-0.5 ms

  





  

    		2021-02-07 09:23:37.116

    		-1.6 ms

  





  

    		2021-02-07 10:23:38.707539

    		-1.2 ms

  





  

    		2021-02-07 11:23:40.366365

    		-0.9 ms

  





  

    		2021-02-07 12:23:43.332445

    		-0.8 ms

  





  

    		2021-02-07 13:23:46.890316

    		1.3 ms

  





  

    		2021-02-07 14:23:48.321477

    		0.2 ms

  





  

    		2021-02-07 15:23:49.938182

    		3.6 ms

  





  

    		2021-02-07 16:23:51.623595

    		1.9 ms

  





  

    		2021-02-07 17:23:54.196311

    		2.1 ms

  





  

    		2021-02-07 18:23:55.810284

    		-1.2 ms

  





  

    		2021-02-07 19:23:58.953521

    		-0.6 ms

  





  

    		2021-02-07 20:24:01.344006

    		0.1 ms

  





  

    		2021-02-07 21:24:03.568838

    		0.3 ms

  





  

    		2021-02-07 22:24:06.897731

    		2.2 ms

  





  

    		2021-02-07 23:24:09.891584

    		-1.2 ms

  





  

    		2021-02-08 00:24:12.508979

    		-1.1 ms

  





  

    		2021-02-08 01:24:15.199357

    		1.9 ms

  





  

    		2021-02-08 02:24:17.132678

    		-0.3 ms

  





  

    		2021-02-08 03:24:20.612608

    		0.9 ms

  





  

    		2021-02-08 04:24:22.921621

    		-0.7 ms

  





  

    		2021-02-08 05:24:25.179171

    		1.6 ms

  





  

    		2021-02-08 06:24:26.908976

    		-0.2 ms

  





  

    		2021-02-08 07:24:28.432741

    		-0.1 ms

  





  

    		2021-02-08 08:24:31.069738

    		1.4 ms

  





  

    		2021-02-08 09:24:34.209399

    		0.3 ms

  





  

    		2021-02-08 10:24:36.483324

    		-0.3 ms

  





  

    		2021-02-08 11:24:37.946799

    		1.9 ms

  





  

    		2021-02-08 12:24:39.64288

    		-0.2 ms

  





  

    		2021-02-08 13:24:41.97937

    		-0.8 ms

  





  

    		2021-02-08 14:24:43.639067

    		-0.8 ms

  





  

    		2021-02-08 15:24:46.58934

    		0.5 ms

  





  

    		2021-02-08 16:24:48.29454

    		-0.8 ms

  





  

    		2021-02-08 17:24:50.995258

    		1.9 ms

  





  

    		2021-02-08 18:24:53.555836

    		0.7 ms

  





  

    		2021-02-08 19:24:55.651922

    		1.6 ms

  





  

    		2021-02-08 20:24:57.267982

    		-0.5 ms

  





  

    		2021-02-08 21:25:00.527728

    		-1.0 ms

  





  

    		2021-02-08 22:25:02.801821

    		0.4 ms

  





  

    		2021-02-08 23:25:05.166186

    		0.0 ms

  





  

    		2021-02-09 00:25:06.919965

    		-2.2 ms

  





  

    		2021-02-09 01:25:08.57681

    		-2.1 ms

  





  

    		2021-02-09 02:25:10.277752

    		-0.9 ms

  





  

    		2021-02-09 03:25:13.713814

    		-1.3 ms

  





  

    		2021-02-09 04:25:15.886324

    		-0.2 ms

  





  

    		2021-02-09 05:25:17.837384

    		0.1 ms

  





  

    		2021-02-09 06:25:19.808601

    		0.3 ms

  





  

    		2021-02-09 07:25:21.610628

    		1.0 ms

  





  

    		2021-02-09 08:26:37.975811

    		-0.2 ms

  





  

    		2021-02-09 09:26:40.594205

    		0.3 ms

  





  

    		2021-02-09 10:26:43.777414

    		-1.6 ms

  





  

    		2021-02-09 11:26:46.432605

    		-0.9 ms

  





  

    		2021-02-09 12:26:47.957011

    		1.0 ms

  





  

    		2021-02-09 13:26:49.902565

    		1.1 ms

  





  

    		2021-02-09 14:26:51.874015

    		-0.4 ms

  





  

    		2021-02-09 15:26:53.901357

    		3.0 ms

  





  

    		2021-02-09 16:26:56.721229

    		0.6 ms

  





  

    		2021-02-09 17:26:58.513834

    		2.6 ms

  





  

    		2021-02-09 18:27:00.453682

    		0.5 ms

  





  

    		2021-02-09 19:27:04.323774

    		4.0 ms

  





  

    		2021-02-09 20:27:05.775013

    		0.2 ms

  





  

    		2021-02-09 21:27:07.665944

    		1.6 ms

  





  

    		2021-02-09 22:27:09.200001

    		-0.7 ms

  





  

    		2021-02-09 23:27:12.832614

    		1.1 ms

  





  

    		2021-02-10 00:27:14.667372

    		1.5 ms

  





  

    		2021-02-10 01:27:16.647927

    		2.8 ms

  





  

    		2021-02-10 02:27:19.162618

    		3.6 ms

  





  

    		2021-02-10 03:27:23.023627

    		0.3 ms

  





  

    		2021-02-10 04:27:25.579168

    		0.2 ms

  





  

    		2021-02-10 05:27:28.003272

    		0.0 ms

  





  

    		2021-02-10 06:27:29.374006

    		-0.8 ms

  





  

    		2021-02-10 07:27:31.239311

    		0.3 ms

  





  

    		2021-02-10 08:27:33.82182

    		0.1 ms

  





  

    		2021-02-10 09:27:37.11478

    		0.3 ms

  





  

    		2021-02-10 10:27:40.20733

    		-0.5 ms

  





  

    		2021-02-10 11:27:42.871526

    		-0.9 ms

  





  

    		2021-02-10 12:27:45.077939

    		1.0 ms

  





  

    		2021-02-10 13:27:46.631966

    		0.2 ms

  





  

    		2021-02-10 14:27:48.575784

    		2.1 ms

  





  

    		2021-02-10 15:27:50.460225

    		2.1 ms

  





  

    		2021-02-10 16:27:52.711231

    		-0.3 ms

  





  

    		2021-02-10 17:27:54.510958

    		-1.8 ms

  





  

    		2021-02-10 18:27:56.721085

    		-1.5 ms

  





  

    		2021-02-10 19:27:58.578097

    		-1.1 ms

  





  

    		2021-02-10 20:28:01.438494

    		-1.3 ms

  





  

    		2021-02-10 21:28:03.372554

    		-1.0 ms

  





  

    		2021-02-10 22:28:05.046835

    		-0.4 ms

  





  

    		2021-02-10 23:28:07.757588

    		0.1 ms

  





  

    		2021-02-11 00:28:10.192941

    		0.4 ms

  





  

    		2021-02-11 01:28:12.376255

    		3.4 ms

  





  

    		2021-02-11 02:28:14.007259

    		0.6 ms

  





  

    		2021-02-11 03:28:16.051052

    		0.5 ms

  





  

    		2021-02-11 04:28:17.708452

    		-1.0 ms

  





  

    		2021-02-11 05:28:19.473878

    		-0.2 ms

  





  

    		2021-02-11 06:28:21.773175

    		0.0 ms

  





  

    		2021-02-11 07:28:23.87723

    		0.3 ms

  





  

    		2021-02-11 08:28:26.777891

    		-0.6 ms

  





  

    		2021-02-11 09:28:28.658045

    		1.0 ms

  





  

    		2021-02-11 10:28:30.597938

    		-4.1 ms

  





  

    		2021-02-11 11:28:32.681257

    		1.5 ms

  





  

    		2021-02-11 12:28:35.610241

    		-1.6 ms

  





  

    		2021-02-11 13:28:38.039549

    		-0.7 ms

  





  

    		2021-02-11 14:28:41.133115

    		-2.7 ms

  





  

    		2021-02-11 15:28:43.348058

    		1.0 ms

  





  

    		2021-02-11 16:28:45.028664

    		2.5 ms

  





  

    		2021-02-11 17:28:47.427172

    		2.4 ms

  





  

    		2021-02-11 18:28:50.970932

    		0.9 ms

  





  

    		2021-02-11 19:28:54.319575

    		2.2 ms

  





  

    		2021-02-11 20:28:57.227819

    		-1.1 ms

  





  

    		2021-02-11 21:28:59.554918

    		-1.1 ms

  





  

    		2021-02-11 22:29:01.315839

    		1.4 ms

  





  

    		2021-02-11 23:29:03.174725

    		0.1 ms

  





  

    		2021-02-12 00:29:05.346239

    		2.5 ms

  





  

    		2021-02-12 01:29:08.042187

    		3.5 ms

  





  

    		2021-02-12 02:29:10.087051

    		0.6 ms

  





  

    		2021-02-12 03:29:13.445442

    		0.0 ms

  





  

    		2021-02-12 04:29:15.877627

    		-0.1 ms

  





  

    		2021-02-12 05:29:17.663219

    		-0.8 ms

  





  

    		2021-02-12 06:29:19.412236

    		-0.6 ms

  





  

    		2021-02-12 07:29:21.204066

    		1.7 ms

  





  

    		2021-02-12 08:29:23.485764

    		-0.5 ms

  





  

    		2021-02-12 09:29:25.053524

    		1.2 ms

  





  

    		2021-02-12 10:29:27.479879

    		-0.2 ms

  





  

    		2021-02-12 11:29:29.687621

    		-0.6 ms

  





  

    		2021-02-12 12:29:31.563945

    		2.7 ms

  





  

    		2021-02-12 13:29:34.802233

    		-0.4 ms

  





  

    		2021-02-12 14:29:36.687082

    		-1.1 ms

  





  

    		2021-02-12 15:29:39.959624

    		-0.5 ms

  





  

    		2021-02-12 16:29:42.922716

    		2.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-02-12 15:13:17.26 UTC

    		90.235.83.76

    		David Josefsson (DJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:13:25.139 UTC

    		90.235.83.76

    		David Josefsson (DJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:13:54.218 UTC

    		84.17.209.112

    		Elvir Dzanic (ED) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:14:14.146 UTC

    		84.17.209.112

    		Elvir Dzanic (ED) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:14:01.962 UTC

    		31.209.36.14

    		Kristofer Andrén (KA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:14:12.81 UTC

    		31.209.36.14

    		Kristofer Andrén (KA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:14:00.115 UTC

    		213.67.17.145

    		Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:14:28.741 UTC

    		213.67.17.145

    		Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:14:15.807 UTC

    		81.231.138.209

    		Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:14:32.277 UTC

    		81.231.138.209

    		Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:13:40.861 UTC

    		31.15.43.8

    		Birgitta Ling Fransson (BLF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:14:01.425 UTC

    		31.15.43.8

    		Birgitta Ling Fransson (BLF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:15:27.597 UTC

    		85.230.52.45

    		Peter Danielsson (PD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:15:40.595 UTC

    		85.230.52.45

    		Peter Danielsson (PD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:15:32.373 UTC

    		31.15.43.8

    		Cecilia Magnusson (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:16:29.348 UTC

    		31.15.43.8

    		Cecilia Magnusson (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:15:54.355 UTC

    		78.69.216.227

    		Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:16:39.17 UTC

    		78.69.216.227

    		Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 12:03:20.082 UTC

    		83.187.162.7

    		Ronnie Ljungh (RL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 12:03:42.146 UTC

    		83.187.162.7

    		Ronnie Ljungh (RL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:21:24.815 UTC

    		83.187.179.152

    		Erik Fristedt (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:22:40.253 UTC

    		83.187.179.152

    		Erik Fristedt (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:24:58.993 UTC

    		145.62.64.100

    		Anders Linusson (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:31:40.746 UTC

    		145.62.64.100

    		Anders Linusson (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-13 09:05:34.366 UTC

    		46.236.88.172

    		Bernt Helin (BH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-13 09:06:21.574 UTC

    		46.236.88.172

    		Bernt Helin (BH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-02-12 15:12:14.744 UTC

    		90.235.83.76

    		David Josefsson (DJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:12:24.139 UTC

    		90.235.83.76

    		David Josefsson (DJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:12:01.452 UTC

    		31.209.36.14

    		Kristofer Andrén (KA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:12:36.819 UTC

    		31.209.36.14

    		Kristofer Andrén (KA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:12:33.976 UTC

    		84.17.209.112

    		Elvir Dzanic (ED) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:12:44.274 UTC

    		84.17.209.112

    		Elvir Dzanic (ED) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:12:34.039 UTC

    		81.231.138.209

    		Eva Olofsson (EO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:12:49.775 UTC

    		81.231.138.209

    		Eva Olofsson (EO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:11:30.104 UTC

    		31.15.43.8

    		Birgitta Ling Fransson (BLF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:12:11.265 UTC

    		31.15.43.8

    		Birgitta Ling Fransson (BLF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:12:26.424 UTC

    		213.67.17.145

    		Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:13:29.956 UTC

    		213.67.17.145

    		Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:12:40.631 UTC

    		85.230.52.45

    		Peter Danielsson (PD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:13:32.645 UTC

    		85.230.52.45

    		Peter Danielsson (PD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:13:35.137 UTC

    		31.15.43.8

    		Cecilia Magnusson (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:13:55.07 UTC

    		31.15.43.8

    		Cecilia Magnusson (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 12:00:28.023 UTC

    		83.187.162.7

    		Ronnie Ljungh (RL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 12:00:55.064 UTC

    		83.187.162.7

    		Ronnie Ljungh (RL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.

  

  

    		2021-02-12 15:20:54.692 UTC

    		78.69.216.227

    		Jan Annerback (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 15:21:15.317 UTC

    		78.69.216.227

    		Jan Annerback (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-02-12 17:22:26.472 UTC

    		83.250.6.250

    		Anders Linusson (AL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-02-12 17:23:06.469 UTC

    		83.250.6.250

    		Anders Linusson (AL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-01-29 13:37:43 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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